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Abstract—Advanced packet processing functions in the data
path of routers are commonly used in the current Internet and
are likely to expand in next-generation networks. One of the
key challenges related to such “network services” is to develop a
suitable control plane infrastructure for routing and connection
setup. In this paper, we present a novel distributed algorithm
and routing protocol to facilitate allocation of services during
connection setup. The protocol is scalable for deployment in
large networks and can obtain globally optimal solutions for a
single service and approximate solutions for two or more services.
We have implemented a prototype on Emulab to evaluate the
proposed protocol. Our implementation shows that the proposed
protocol is indeed an effective and scalable solution to the routing
problem in networks with data-path services.

I. I NTRODUCTION
Computer networks have become a critical infrastructure
in today’s world. Network systems achieve interoperability
among heterogeneous systems through the use of a set of wellestablished protocols. The generality and wide acceptance of
the TCP/IP protocol suite has signiﬁcantly contributed to the
vast success of the Internet. However, since the inception of
these Internet protocols in the 1970’s, technological advances
in areas of embedded computing systems, wireless networks,
and distributed computing have expanded the functional requirements for networks.
Modern networks need to be able to adapt to evolving security threats, provide connectivity to a variety of different types
of end-systems, and support emerging networking paradigms
ranging from peer-to-peer networks to content networks. This
need for ﬂexibility is not only realized through the use of
novel protocols, but also through a fundamental shift in the
architecture: instead of limiting networks to provide simple
store-and-forward packet processing, more complex “network
services” are moved from end-system to the network. Such
services provide a variety of processing capabilities that go
well beyond packet forwarding (e.g., content inspection, payload transcoding, etc.).
In this paper, we address the problem of how to manage
such services in a scalable fashion. We focus questions related
to the control plane of such a service-enabled network: What
information do routers need to exchange in order to determine
where different services are available? What routing algorithm
can provide an optimal or near-optimal connection setup? How
can such a system be designed with Internet-level scalability?
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Similar questions have been addressed in prior and related
work, but solely for centralized systems (i.e., nodes either
are aware of the entire network, or a single node controls
all connection setups). Clearly, a centralized solution imposes
limitations that make it unrealistic for large-scale deployment.
In our work, we develop a distributed routing algorithm and a
matching protocol, where our two-level hierarchy follows the
Internet’s Autonomous System (AS) concept.
The speciﬁc contributions of this paper are:
1) A distributed algorithm for solving the service placement
problem. We describe Distributed Service Matrix Routing (DSMR) and its approximation as novel approaches
to determining the best instantiation of service in the
network based on a connection request.
2) A scalable routing protocol for implementing DSMR
on a service-enable network. Our Distributed Service
Routing Protocol (DSRP) manages the exchange of
control information between Autonomous Systems to
ensure that connection requests can be routed optimally.
3) An extensive evaluation of the performance of DSMR
and DSRP on a prototype implementation on Emulab.
Using a large, 60-node conﬁguration, we have tested
and evaluated our design. On testing the prototype with
nearly 150,000 connection requests, the results show that
our protocol is scalable and efﬁcient.
The remainder of the paper is organized as follows: Section II introduces related work. Section III discusses network
services in more detail and provides several examples. The
service placement problem and routing algorithms to solve
the problem (both centralized and distributed) are introduced
in Section IV. The DSRP protocol that implements our distributed algorithm is discussed in detail in Section V. Results
from our prototype implementation are shown in Section VI.
Section VII summarizes and concludes this paper.
II. R ELATED W ORK
The term “network service” has been used in a variety of
different contexts ranging from application-layer end-system
service (e.g., services in a grid computing environment [1] or
Cisco Service-Oriented Network Architecture [2]) to packet
processing services on routers (e.g., data-path services for the
next-generation Internet [3] or programmable networks [4]).
While we consider the latter context, our routing algorithm and
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protocol can be used for any type of service that is performed
between communicating end-systems.
As indicated above, our focus in this work is on the control
plane. Implementing packet processing services in the data
plane has been studied extensively on different router architectures: workstations routers [5], programmable routers [4],
virtualized router platforms [6], and Planetlab [7]. While
this approach is distantly related to active networks [8], we
consider more controllable programmable routers [9], where
users can choose from predeﬁned processing features (i.e.,
services).
To manage network services, an IETF working group has attempted to deﬁne Open Pluggable Edge Services (OPES) [10].
In such an architecture, end-systems can specify a set of data
ﬂow operations that are implemented on nodes throughout the
network. TCP tunnels are used to create a multi-hop endto-end stream. Also, several protocols for locating services
have been proposed (e.g., Service Location Protocol [11]).
Our work ties in with these efforts, but focuses on the routing
aspect of service-enabled architectures.
The service placement problem that we address in Section IV has received some attention. Choi et al. have developed
one of the earlier algorithms [12] that we use as a comparison
in our work. This algorithm was later expanded to consider
capacity constraints [13]. Ruf et al. consider service placement
across network nodes and with multiprocessor packet processing systems [4]. All of these approaches are centralized and
thus exhibit limited scalability. Our decentralized approach can
scale to larger networks.
III. DATA -PATH S ERVICES
Before discussing our routing algorithm and protocol, we
ﬁrst illustrate the concept of network services in more detail.
Such services appear both in the current Internet and in
proposals for next-generation network architectures.
A. Service in Current Internet
There are several examples of network services that have
been implemented in the current Internet. While terminology
may vary, these services are characterized by processing
functions performed in the data path of the router:
• Virtual Private Networking (VPN) ( [14])
• Intrusion Detection Systems (IDS) (e.g., snort [15])
• Firewalls [16]
• Network Address Translators (NAT [17])
• Web Switching [18]
Typically, such services are not controllable from the perspective of an end-system. If a router administrator enables
certain functions (e.g., IDS or NAT), then packets traversing
this node are provided with this service. There are recent
efforts to manage such transparent “middleboxes” (e.g., NAT)
in the existing Internet [19].
B. Service in Next-Generation Internet
As networks need to handle more diverse end-systems (e.g.,
mobile devices, embedded systems) and novel networking
1-4244-2507-5/08/$20.00 ©2008 IEEE



Fig. 1. Connection Setup with Network Services. Colored nodes indicate
capability to handle a particular service.

paradigms (e.g., sensor networks, ad-hoc wireless networks),
new network architectures are being proposed. The concept of
data-path processing services is being proposed as an inherent
feature of the network:
• The SILO project proposes services as building blocks
for custom protocol stacks [20], [21].
• Recent work proposes a decomposition of end-to-end
connections into a sequence of services [3], [22].
In both approaches, services are implemented on routers and
can be located throughout the network. In most cases, there
is an inherent sequential ordering of services (e.g., intrusion
detection needs to be performed after VPN decryption).
C. Control Plane Challenges
Services in both the current Internet as well as the nextgeneration Internet require some level of support from the
control plane. In the current Internet, this support typical
involves manual conﬁguration. In the next-generation network,
we expect that many more functions get automated. In this
paper, we address one of the most fundamental questions in
this context:
How can we achieve optimal or near-optimal routing of connection requests that involve data-path
services?
This problem is illustrated in Figure 1, where a connection
that requires two services is shown. Several nodes are potential
candidates for handling each service. The goal of our work is
to ﬁnd the optimal (i.e., least-cost) path through the network
such that both services are performed along the way. In
this context, we need to determine how this problem can be
solved algorithmically (see Section IV) and how a protocol
can efﬁciently implement this solution (see Section V).
We make the following assumption in our work:
• We assume that the network supports the establishment
of connections with ﬁxed paths. This is required since
trafﬁc needs to traverse a particular set of service nodes
as determined by our algorithm.
• We assume that services are performed in a ﬁxed sequence that is speciﬁed at connection setup time and will
not change over the life-time of the connection.
• We assume that capacity constraints (for communication
and processing) are not considered during routing. Considering capacity limitations makes the routing problem
intractable [13].
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Given a network G and a request R, we need to ﬁnd a path
for the connection such that the source and destination are
connected and all the required services are processed along the
path. The path is deﬁned as P = (E P , M P ) with a sequence
of edges, E P , and services mapped to processing nodes, M P :
P = ((es,vi1 , . . . , evih ,t ), (Sj1 → vm1 , . . . , Sjk → vmk )). To
determine the quality of a path, we deﬁne the total cost C(P )
of accommodating connection request

 R as the sum of link
+
w
cost and processing cost: C(P ) =
P
x,y
{(x,y)|ex,y ∈E }


{(ji ,mi )|Sji →vmi ∈M P } cmi ,ji .
In many cases, it is desirable to ﬁnd the optimal connection
setup. We view this optimality in terms of the least cost
allocation of a single connection request.
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An Example of the Service Placement Problem.

We assume that cost for communication and cost for
service processing can be represented using a single
metric (e.g., delay).
Despite these necessary assumptions, the problem remains
general enough to be representative of scenarios that occur
both in the current Internet as well in potential future networks.
•

IV. S ERVICE P LACEMENT A LGORITHMS
In this section, we ﬁrst discuss and formalize the routing
problem with service placement in a service-enabled network.
Then we describe one state of the art centralized solution, the
layered graph algorithm [12]. Next, we present a distributed
algorithm, DSMR, followed by its approximation as better
solutions for solving the problem in large hierarchical networks where the centralized solution is neither applicable nor
scalable. Finally, we analyze and compare the complexity of
all the three algorithms.
A. Service Placement Problem
Routing trafﬁc that requires various services through a
network can be divided into two subproblems: (1) determining
the placement of services (i.e., which node should perform the
services), and (2) determining the shortest path between these
service nodes. The latter – ﬁnding the shortest path – is a
well-understood problem that has been solved. Determining
which nodes should be used for services is more challenging.
We deﬁne this problem, which we call the service placement
problem, as follows. An example of the service placement
problem is shown in Figure 2.
The network is represented by a weighted graph, G =
(V, E), where nodes V correspond to routers and end systems and edges E correspond to links. Each edge ei,j that
connects nodes vi and vj is labeled with a weight wi,j that
represents the communication cost (e.g., delay). Each node
vm is labeled with the set of services that it can perform
um = {Sj |service Sj is available on vm } and the processing
cost cm,j (e.g., processing delay) of each service. A connection
request is represented as R = (s, t, (Sj1 , . . . , Sjk )), where s is
the source node, t is the destination node, and Sj1 , . . . , Sjk is
an ordered list of services that are required for this connection.
1-4244-2507-5/08/$20.00 ©2008 IEEE

B. Centralized Solution
To solve the problem state above, a solution has been
proposed by Choi et al. in prior work [12]. This solution is a
“centralized” solution in the sense that it requires a complete
view of the network in order to optimally allocate a connection
request. The main idea is to represent the network as a graph
with multiple layers, where each layer indicates which service
of the request has already been processed. The optimal path
can be found by simply employing Dijkstra’s shortest path
algorithm on the multi-layer graph and mapping it back to the
original network.
The construction of this so-called “layered graph” is done
as follows: To route a request R = (s, t, (Sj1 , . . . , Sjk )), a
total of k + 1 instances of the original network are used to
represent the graph layers. The top layer (layer 0) is used for
communication before service Sj1 is performed. The next layer
(layer 1) represents communication that is performed after
service Sj1 (and before service Sj2 ) is completed. Layers i−1
and i are connected with vertical edges on all nodes vm , where
service Sji processing is possible (i.e., Sji ∈ um ). The costs
of these vertical edges are cm,ji , which correspond to the cost
of processing service Sji on node vm . Vertical edges are added
between all k + 1 layers. Then, using Dijkstra’s algorithm, the
shortest (least-cost) path is calculated from the layer 0 instance
of source node s to the layer k instance of destination node
t. The resulting path provides the least cost connection from
the source to the destination while ensuring that all services
are performed in sequence (due to vertical edges). To obtain
the ﬁnal path in the original network, all nodes and edges are
projected onto a single instance of the network. Vertical edges
in the path correspond to service placements and horizontal
edges are used to connect the path. The details of the algorithm
are discussed in [12].
However, there are several fundamental limitations of the
layered graph algorithm that limit its scalability to large
network deployment: (1) The centralized algorithm is not
scalable. It needs a complete view of the network including all
links and nodes, and for each connection request a different
layered graph may need to be constructed and a shortest path
algorithm needs to be calculated. (2) The algorithm is not
compatible with the “hierarchical” networks, where nodes are
organized into ASs and detailed topology information from
inside an AS is not visible to other ASs.
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To address these issues, we present a distributed algorithm
that can solve the service placement problem in a more
scalable and autonomic way.
C. Distributed Solution

...

S1
S2 ...
In this section, we ﬁrst present the general concepts of two
S1
S2
distributed algorithms - the Distributed Service Matrix Routing
v1 c (v1) c (v1) c (v1) ...
(DSMR) algorithm and the approximate DSMR algorithm.
v2 c-(v2) cS1(v2) cS2(v2) ...
destinations
Later, we explain the working of the algorithms in detail.
1) Service Placement as Dynamic Programming Problem:
The difference of service placement problem from the shortest

path problem is that instead of only considering the path cost
we also need to consider a second dimension, the services. Fig. 3. Service Matrix Data Structure.
Following the idea of the Distance-Vector (DV) Routing Algorithm, we have discovered that a solution to this problem. The
basic idea is to use a dynamic programming approach similar available, processing capacity, link delays to neighbors etc.).
to what Bellman proposed for shortest path routing [23]. Let Next, each node advertises its service matrix to its neighbors.
∗
cjv1 ,...,jk (t) denote the cost of the shortest path from node v In this way, all nodes can collect all cn (∗) values from
to node t where services Sj1 , . . . , Sjk are performed along their neighbors and thus solve Equation 1 to populate their
the way. For shortest path computation (i.e., no services), own service matrices. Finally, every node will get all the
advertisements from other nodes and the matrices of all the
we use the notation c−
v (t). Thus, a node v can determine
the least-cost path by considering to process i (0 ≤ i ≤ k) nodes will converge to a consistent state.
b) Request Routing: When handling connection routing
services and forwarding the request to any neighboring node
and
setup,
a request R = (s, t, (Sj1 , . . . , Sjk )) is propagated
nv (nv ∈ {x ∈ V |ev,x ∈ E}):
from
s
to
t. A node v along the path needs to determine
 i



from
its
service
matrix which services Sj1 , . . . , Sji should
,...,jk
cv,jl + min wv,nv + cjni+1
(t) .
cjv1 ,...,jk (t) = min
v
be
processed
locally.
This can be done simply by looking up
nv
0≤i≤k
l=1
Sj1 ,...,Sjk
(t). Rather than having to compute Equation 1 for
(1) cv
The argument i on the right side determines how many of each connection request, we assume that the control plane
the k services that need to be performed should be processed precomputes c∗v (∗) and the corresponding number of local
on node v. Note that if i = 0, no service is processed, i.e., services i and next hop nv .

i
Using a simple lookup into the service matrix, a node can
l=1 cv,jl = 0. If i = k, all the services will be processed
j
,...,jk
−
determine
that it should allocate i services to itself and pass
(t)
=
c
(t).
The
argument
n
on node v, i.e., cni+1
v
v
nv
determines to which neighbor of v the remaining request a request for the remaining services along to its neighbor nv
(i.e., R = (s, t, (Sji+1 , . . . , Sjk ))). By the time the request
should be sent.
2) DSMR Algorithm: Following the above idea, we can reaches t, all services (except for those that may be optimally
design a distributed algorithm to solve the service placement placed onto t) are allocated to nodes along the path.
c) Practical Constraints: The DSMR algorithm provides
problem. We structure our discussion by distinguishing two
important steps of the algorithm: (1) routing information the globally optimal path and service allocation. However,
exchange, where information pertinent to routing and service it requires that all possible service sequences Sj1 , . . . , Sjk
placement is exchanged between nodes, and (2) request rout- are listed in the service matrix, which is impractical for
ing, where the routing decisions for connection requests are large network implementation. Suppose there are |S| different
made by nodes based on the information exchanged by step services available in a network and all of them could be
combined arbitrarily to form a connection request. If the
(1).
a) Routing Information Exchange: In this procedure, maximumnumber of services in any request is kmax , then a
nodes exchange their c∗v () values (‘∗’ represents any service total of O |S|kmax columns would be required in the service
sequence and ‘’ represents any destination) with neighboring matrix. Clearly, that does not provide a level of scalability
nodes (similar to how it is done in RIP for distance vector necessary for large networks.
To address this problem, we discuss an approximate solution
routing [24]).
To capture this information, we deﬁne a control plane data to the service placement problem, where only the routing
structure called “service matrix” (see Figure 3). This matrix information for no services or single service (i.e., |S| + 1
is a two-dimensional extension of a distance vector, where the columns in the service matrix) are necessary.
second dimension is an enumeration of all possible services.
3) Approximate DSMR: To reduce the size of the service
As in distance vector routing, the ﬁrst dimension is a list of matrix, we can use an approximation that requires only indestinations (or destination preﬁxes).
formation about the optimal placement of single services, no
At the initialization stage, each node builds up the matrix matter what sequence of services are requested. The idea is
based on the knowledge it possesses about itself (e.g., services illustrated in Figure 4 for a sequence of three services.
1-4244-2507-5/08/$20.00 ©2008 IEEE
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TABLE I
T IME AND S PACE C OMPLEXITY OF A LGORITHMS
Algorithm
Layered graph
DSMR
Approx. DSMR

Time (route lookup)
O(k(|E| + |V |) log(k|V |))
O(1)
O(k)

Space
O(k
 · (|E| + |V |))

O |S|kmax · |V |
O(|S| · |V |)

The approximate DSMR algorithm processes the sequence
of services from request R = (s, t, (Sj1 , . . . , Sjk )), from back
to front. First, the optimal path between s and t for Sjk is
determined. Since Sjk is a single service, its optimal path and
allocation to node vmk can be determined from the reduced
service matrix, which contains only |S|+1 columns. This step
corresponds to placing S3 in Figure 4. With Sjk placed, the
same service matrix can now be used to determine where to
place Sjk−1 along a path from s to vmk . This step corresponds
to placing S2 in Figure 4. The process is repeated until all
services have been placed.
Using this approximate placement algorithm, a node
can compute an upper bound for the optimal path cost
C(P opt ): The upper bound path, P + , is the path that
is determined by the approximate DSMR algorithm. Its
cost is the sum of all paths for individually placed services minus the redundant portions of the path. Thus,
k−1 Sj
Sj k
C(P + ) = i=1 cs i (vmi+1 ) − c−
s (vmi+1 ) +cs (t). Since
Sj

cs i (vmi+1 ) > c−
s (vmi+1 ), the sum within the expression
yields a positive cost.
An important question is how tight the upper bound is, since
it determines the quality of the approximate DSMR algorithm
compared to the optimal solution (provided by either DSMR or
the layered graph algorithm). This question will be evaluated
and answered in Section VI-B.
D. Analytical Comparison of the Algorithms
The time and space complexity of the three algorithms,
centralized layered graph, DSMR, and approximate DSMR,
are compared in Table I. The layered graph algorithm requires
a signiﬁcant amount of time to perform a route lookup since
it needs to create the layered graph on demand and compute
the least-cost path. In contrast, DSMR requires only constant
time to perform a lookup since the service matrix contains
the optimal path for all possible destinations and service
combinations. However, the data structure size for DSMR is
1-4244-2507-5/08/$20.00 ©2008 IEEE

prohibitively large. Approximate DSMR strikes a good balance
between lookup time and space requirement with lookup times
proportional to the number of services. The service matrix
data structure is also small and proportional in size to the
number of services and destination nodes. This comparison,
again illustrates the beneﬁts of using a distributed algorithm
over a centralized algorithm, but also highlights the need for
using approximate DSMR over the original DSMR to limit
space requirements.
V. D ISTRIBUTED S ERVICE ROUTING P ROTOCOL
In this section, we introduce the routing protocol designed
to facilitate route selection for service-enabled networks. For
scalability, we envision a hierarchical network as shown in
Figure 5, with groups of nodes combined into Autonomous
Systems (AS). Each AS has a service controller and a set of
service nodes. We assume that every AS is small enough for
the controller to have a complete view of its topology. For
larger ASs, this design can be easily extended to have more
than one service controller within an AS.
The protocol can be divided into two different levels: IntraAS routing which determines the path within the AS, and
Inter-AS routing which routes between ASs. For the IntraAS routing, we use the centralized layered graph algorithm
described in Section IV-B. For Inter-AS routing, the distributed
algorithm (DSMR or approximate DSMR) described in section
IV-C is used.
Next, we move on to the design details of the routing
protocol. We divide the discussion into three different stages:
• DSRP Setup: describes how nodes register to their local
service controller and how controllers collect information
about topology and services offered within their AS.
• DSRP Routing Information Exchange: describes how
service matrices are initialized, exchanged and updated.
• DSRP Connection Setup: describes how a request for
connection by an end-system is translated into the actual
setup of a path.
To keep the initial design of the protocol simple, we make
a few reasonable assumptions: (1) every node knows the IP
address of its local service controller, (2) every AS has a
globally unique ID (AS ID), (3) all nodes register at the
DSRP Setup stage, and (4) all information on the control plane
is transmitted using a reliable communication channel (e.g.
TCP).
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A. DSRP Setup
As illustrated in ﬁgures 6 and 7, the DSRP setup stage
consists of the following steps.
Step 1: The node (e.g., node A in AS1) sends a registration
request to its local controller.
Step 2: On receipt of the registration request, the local controller assigns a locally unique ID (node ID) to the node, and
replies to the request with the (AS ID, node ID) pair.
Step 3: The node then sends information about all its interface
connections (the IP address pairs of all its links), the services
it offers, its processing capacities etc. to its local controller.
Step 4: Finally, the node exchanges its (AS ID, node ID) pair
with all its neighbors. Information about neighboring nodes
from different ASs are passed on to the local controller. This
enables the controller to know about the connections to its
neighboring ASs.
At the end of the DSRP setup stage, the service controllers
have a complete view of their AS’s topology and know exactly
what services are provides on each node within their AS. In
addition, they have also learnt about the nodes connecting to
neighboring ASs.
B. DSRP Routing Information Exchange
After the setup stage, each node probes its neighbors to
obtain the corresponding link delays. In addition, the nodes
1-4244-2507-5/08/$20.00 ©2008 IEEE

Fig. 9.

Space-Time Diagram for DSRP Connection Setup.

constantly check their CPU utilization to get an estimate of
the time to process each of their available services. All this
information is periodically reported to their controllers, which
now have enough information to run the centralized layered
graph algorithm.
The distributed Inter-AS routing is the main challenge and
contribution of DSRP, which makes use of the DSMR or
the approximate DSMR. The following text describes the
initialization, exchange and update of the service matrices.
The service matrix is initialized using the centralized layered graph algorithm after the service controller has enough
information about its AS.
After initialization, the service controllers send an OPEN
message to establish a TCP connection between each of their
neighboring controllers (i.e., service controllers belonging to
neighboring ASs). This TCP connection is used to exchange
service matrices at the end of pre-deﬁned exchange intervals
(e.g., 30 seconds). On receipt of a service matrix from a
neighbor, the service controller recalculates a new service
matrix. The current matrix is updated only when it is different
from the new one. At the end of the exchange interval, the
service matrix will be exchanged using an UPDATE message
only if it was updated during this current interval. All the
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service matrices eventually converge to a stable state and the
routing information across the network becomes consistent.
When a service controller detects any change in its AS (e.g.,
a new node comes up or an existing link goes down or its
connection with a neighboring AS changes, etc.), its service
matrix is updated accordingly. This change is sent to all the
neighboring service controllers who once again recalculate
their matrices and exchange them if they get updated. This
change too will eventually get propagated through the network.

AS 9

AS 8
AS 4
AS 7

AS 2
AS 5

AS 12
AS 3

C. DSRP Connection Setup
The procedure for connection setup in a service-enabled
network is illustrated in ﬁgures 8 and 9. When an end-system
requests the use of network services, the service node (Node
A) to which it is connected sends a connection request to
its local service controller (also called source AS controller).
On receipt of a connection request, the controller immediately
looks up the corresponding entry in the service matrix to
determine the services to be performed within its AS and the
next AS to which the remaining services are to be passed. This
procedure is repeated at the next hop AS controller too, until
the destination AS controller is reached. The destination AS
controller performs the Intra-AS routing (centralized layered
graph algorithm) to determine the local path within the AS and
the mapping of services to the local service nodes. The local
service nodes along the selected path are notiﬁed and hopby-hop UDP connections are established between them. That
is, each node is informed what service(s), if any, it needs to
perform on the data and to which IP address and port number
the (processed) data is to be sent. After setting up this path,
the destination AS sends a connection acknowledgement to the
(previous) controller which sent the request. Upon receiving
the acknowledgement, the previous AS controller too performs
the Intra-AS routing, sets the path up within its AS, and
sends a connection acknowledgement to its previous controller.
This procedure continues till the connection acknowledgement
reaches the source AS controller. The source AS controller
too sets up its local service path, and the end-system is ﬁnally
informed of the successful establishment of the connection
through an acknowledgement. This marks the end of the setup
stage. The end-system can now send its data trafﬁc through
the hop-by-hop UDP connection established and the data
will be processed accordingly before reaching the intended
destination.
VI. E VALUATION
In this section, we evaluate the performance of the approximate DSMR and demonstrate the scalability and efﬁciency of
DSRP.
A. Prototype Implementation
We built a prototype of the service-enabled network architecture described in Section V, using Emulab and implemented
DSRP. As shown in Figure 10, the prototype consists of 60
nodes organized into 12 ASs. Each AS consists of 1 service
controller and 4 service nodes. The service nodes are capable
1-4244-2507-5/08/$20.00 ©2008 IEEE
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Topology Conﬁguration in Emulab Prototype.

of performing a maximum of four different services. We use
the approximate DSMR to implement the Inter-AS routing
and the centralized layered graph for the Intra-AS routing.
The multi-threaded controllers and nodes in the prototype have
been coded using C.
B. DSMR Algorithm
To compare the results of the various evaluations of the
prototype, we use the results obtained from the simulation of
the centralized layered graph algorithm.
As described in section IV, both the centralized layered
graph algorithm and the distributed DSMR algorithm give
the optimal solution for the service placement problem. However, the approximate DSMR only provides an approximate
solution, which may deviate from the optimal solution. To
quantify the quality of the approximate DSMR, we ﬁrst setup
connections between all possible combinations of source and
destination, with all possible permutations of the 4 different
services in the prototype. This gave us a total of 149,760 connections. We compare the path costs for all these connections
(C(P + )) to a simulation setup of the centralized layered graph
algorithm (C(P opt )).
We can quantify how many requests are served how well
by considering the cumulative distribution function (CDF)
shown in Figure 11. The x-axis shows the relative cost of the
approximate DSMR solution comparing to that of the optimal
path (i.e., C(P + )/C(P opt )). We can see that for zero or
one service, approximate DSMR indeed provides the optimal
solution since C(P + ) = C(P opt ) for all such connection
requests. This result validates that the service matrix exchange
(i.e., DSMR) is a correct substitute of the layered graph
algorithm. We can also conclude from the ﬁgure that the
approximation quality of the approximate DSMR deteriorates
with the increase of number of services required in the
connection request. However, for two services, around 68% of
requests are routed with identical cost as the optimal solution.
More than 95% of the requests are less than 50% more costly
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CDF of Approximate DSMR Path Cost to Optimal Path Cost.

than the optimal path (i.e., C(P + )/C(P opt ) ≤ 1.5). For four
services, these percentages drop as it becomes more difﬁcult
to ﬁnd the optimal path by approximation. Still, nearly 30%
of requests are routed optimally, and 95% are less than double
the optimal cost.
It is important to note that from the above results, majority
(more than 95%) of the connection requests have an approximation of less than double of the optimal cost. For the current
Internet architecture, an approximation of an optimal path that
yields nearly 2× longer paths would be unacceptable. Since
only shortest path routing (without any services) is currently
used and optimality in ﬁnding the path is expected. However,
when multiple services are required for a connection, longer
paths and less tight approximations are acceptable. It may be
acceptable to route a connection along a longer path in order
to avoid the heavy computational overhead that ﬁnding the
optimal solution with the layered graph algorithm would entail.
We should also note that although the entire network may
provide tens of services, in practice, the number of services
requested for any connection will only be a few.
C. DSRP Protocol
In this section, we evaluate the scalability and the efﬁciency
of DSRP using the results obtained from the Emulab prototype. The results include the evaluation of the service matrix
convergence time across the entire network, the connection
setup time, the amount of control information required for
connection setup, and the amount of state information maintained in service controllers.
1) DSRP Service Matrix Convergence Time: As discussed
in IV-C, routing is valid only when the service matrices
converge to a consistent state. It should also be noted that
the time for convergence is closely related to the size of the
network. We hence measure this convergence time as one
of the metrics to evaluate the efﬁciency and scalability of
DSRP. For our experiments, we deﬁne the convergence time
for each service controller to be the time between the ﬁrst
exchange (after initialization) and last update of its service
matrix, assuming an unchanged topology.
Table II shows the maximum, average, and minimum service
matrix convergence times among all controllers for networks
1-4244-2507-5/08/$20.00 ©2008 IEEE

Convergence Time (iterations)
maximum average
minimum
2
1.33
1
3
2.17
2
4
2.78
2
4
3.42
3

of different sizes. We use the number of iterations as the unit
of the convergence time since the absolute value (e.g., time
in seconds) depends on how often the service matrices are
exchanged between the controllers (we set this interval as
20 seconds for our experiment). The size of the network is
measured by network diameter, which is deﬁned as the longest
distance (in hops) between any two ASs in the network. From
the table, we can observe that the time to converge increases
as the size of the network increases from 3 AS (diameter of 1)
to 12 AS (diameter of 6). Even in the worst case (maximum),
the time to converge increases linearly. This indicates that the
DSRP is indeed scalable and efﬁcient with regards to service
matrix convergence. Moreover, we observe that the service
matrix convergence time is not only related to the network
size, but also is affected by several other factors such as the
topology and the distribution of the services among various
service nodes.
2) DSRP Connection Setup: In this section, we evaluate
the performance of the routing protocol in terms of the cost
to set up a connection. The evaluation metrics are: connection
setup time, amount of control information needed, and amount
of state information maintained at controllers. We once again
setup connections between all possible combinations of source
and destination, with all possible permutations of the 4 different services in the prototype.
a) Connection Setup Time: First we evaluate the time
it takes to setup the connection for each connection request.
This is the time from the moment a node sends out a connection request to its controller to the moment it receives an
acknowledgement for the successful setup of the connection.
We use the time to establish a TCP connection between the
corresponding source and destination pairs as the basis for our
comparison.
In Figure 12, y-axis is the connection setup time for DSRP
while x-axis is the corresponding TCP connection setup time.
From the ﬁgure, we can notice that majority of the DSRP
connection setup times vary from 1 to several times (within
10) the corresponding TCP connection setup times. To take a
closer look, we plot the CDF of this data in Figure 13. We
observe that all the TCP connections are established within
150 ms and 95% of that of DSRP are established within 250
ms. Figure 14 shows the CDF of the relative connection setup
time of DSRP with respect to that of TCP for requests with
different number of services. From the ﬁgure, we can see that
the relative time increases only by a small margin with increase
in the number of services. Even for 4 services, the setup times
for 85% of the requests are less than 5 times that of TCP. The
ﬁgures indicate that the DSRP is indeed efﬁcient and scalable
in terms of connection setup time even though so much more
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work is being done in the control plane for establishment of
a connection with service placement.
b) Control Information: Next we evaluate the DSRP
based on the amount of control information needed to setup a
connection. This includes all the messages exchanged between
nodes and controllers during various stages of the connection
setup. Again, we use the TCP connection setup (messages
exchanged during the three-way hand shake procedure) as the
basis for comparison. We deﬁne a metric called “byte seconds”
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Fig. 15. CDF of Amount of Control Information Used for Connection Setup
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80

(i.e. the size of message multiplied by the time for delivering
that message) to evaluate the amount of the control messages.
Since this metric considers both the size of the message and
the time (and hence distance) for transmitting the message, it
gives a better picture of how much resource of the network is
utilized by these control messages.
Figure 15 shows the CDF of the amount of control information used by the DSRP comparing to that used by the TCP.
The CDF of the relative values is shown in ﬁgure 16. From
the ﬁgures, as expected we observe that the DSRP in general
uses more control messages for path setup than TCP. We can
notice that the difference between the two sets of data is quite
small. Figure 16 shows that for about 85% of the connections,
the amount of control information used by the DSRP is less
than 1.5 times that of TCP. This proves that the DSRP has
low protocol overhead when setting up a connection.
c) State Information: Finally we evaluate the amount of
state information that needs to be maintained at the controllers
for the duration of active connections. For each active connection, every time the connection goes through an AS there
is a corresponding record (we call it “entry”) maintained at
the controller of the AS. The size of an entry is 24 bytes.
The entry stores connection information such as ﬂow ID, the
previous AS ID, the next hop AS ID, etc. Depending on the
topology, routing, and the mapping of the services, there may
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be more than one entry at a controller for the same connection.
In the experiment, we collect the entries from all the service
controllers for all the 149,760 connection requests. Since the
size of an entry is ﬁxed, we use “number of entries” as the
evaluation metric.
Figure 17 shows how many entries are maintained on the
controllers when all the 149,760 connections are active at the
same time. We observe that the number of entries on each
controller depends on the position of the controller inside
that network. The AS controllers at the edge of the network
have lesser entries (controllers of AS-6,7,9,10.,12) while the
AS controllers at the heart of the network have more entries.
When all the 149,760 connections are active, the maximum
number of entries needed at any controller (controller of AS3)
is only 84,352, which is 0.5632 times of the number of active
connections. This indicates that the DSRP achieves a balanced
mapping for routing and service placement.
VII. S UMMARY AND C ONCLUSION
In this paper, we have presented a distributed protocol
for routing in a service-enabled network architecture. The
protocol can determine the optimal or near-optimal routing
for connection request that require data-path services to be
performed in the network. We have discussed DSMR, a
distributed algorithm that uses a service matrix to exchange
routing information. We have implemented this algorithm in
DSRP, a scalable and hierarchical routing protocol. Our prototype implementation on Emulab illustrates the capabilities of
our system in terms of fast convergence, efﬁcient connection
setup, and low protocol overhead. We believe this work is an
important step towards efﬁciently managing data-path service
in future networks.
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