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Abstract—The current Internet addressing architecture does
not verify the source address of a packet received and forwarded.
This causes serious security and accounting problems. Based on
the drastically increased IPv6 address space, a “Source Address
Validation Architecture” (SAVA) is proposed in this paper, which
can guarantee that every packet received and forwarded holds an
authenticated source IP address. The design goals of the
architecture are lightweight, loose coupling, “multi-fence
support” and incremental deployment. This paper discusses the
details of design and implementation for the architecture,
including inter- AS, intra-AS and local subnet. This architecture is
deployed into the CNGI-CERNET?2 infrastructure - a large-scale
native IPv6 backbone network of the China Next Generation
Internet project. We believe that the Source Address Validation
Architecture will help the transition to a new, more secure and
sustainable Internet.

Index Terms—Source Address
Authenticated Source IP Address

Validation Architecture,

I. INTRODUCTION

The destination address based packet forwarding is one of
the fundamental principles of current Internet. In the
forwarding process, the source IP address is not checked in
most cases. This makes it very easy to spoof the source address
of the TP packet [1]. Attackers commonly forge source IP
addresses to evade responsibility for their malicious packets,
and the defenders can not easily trace the hosts from which
these packets are sent, as in the case of DDoS attacks. It has
been recognized that packet source 1P address validation is one
of the most important challenges for Internet.

There have been many efforts in the research and
engineering community to design mechanisms related to the
validation of source IP addresses, such as cryptographic
authentication based methods [2][7], traceback based methods
[B][C][10][11][12], and filtering based methods [3][4][5][6].
However, these mechanisms are not widely deploved in the
Internet due to two reasons: the incremental deployment 1s not
well supported and the incentive for ISPs to deploy these
mechanisms is relative low.

In this paper, we propose a “Source Address Validation
Architecture” (SAVA) to provide a transparent network service
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to ensure that every packet received and forwarded must hold
an “authenticated source IP address”.
For the purposes of SAVA, the meaning of "authenticated
source [P address" can be described as follows.
* Authorized. The address must be authorized by Internet
address authorization organization and not be forged
The packet with that source address must be injected
into the network by an entity authorized to use that
source address at that point of injection. The route to
that source address must be inserted into the global
routing tables.

¢ Unique. The source IP address is globally unique except
for the cases where global uniqueness is specifically
excluded.

¢  Traceable. The packet is traceable to its origin using the
source IP address. That 1s, mformation about the
address's location and ownership is verifiable and
correct.

This architecture would be very valuable for the following
two main requirements.
¢ The traffic in network can be traced back accurately.
For every packet received and forwarded, not only
where it goes to, but also where it comes from can be
verified.

¢  The packets which do not hold an authenticated source
address will not be forwarded in network. Therefore, 1t
1s impossible to launch network attacks with spoofed
source addresses.

There are many additional benefits if the authenticity and
global uniqueness of the source IP addresses are ensured.

¢ Network management and accounting can be achieved
with fine granularity. Because it is easy to map users or
their applications to authenticated IPv6 addresses,
network management systems can easily bill users
based on their end to end usage as is the case with
telephony.

¢  The authentication of the application can be simplified.
Traditional authentication mostly uses cryptographic
methods. If the Source Address Validation Architecture
1s supported, the authentication can be divided simply
into two steps. First, identity of the entity can be
mapped to an IPv6 address. Second, in packet
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forwarding, the authenticated [Pv6 address represents
the identity of the sending entity.

¢  New Internet applications, such as P2P applications and
other large scale multimedia applications (for example
VoIP using SIP), can be accelerated in deployment and
mmproved in performance by using globally unique
authenticated IPv6 addresses.

While SAVA is applicable for IPv4 networks, it is designed
for IPv6 networks for the following two reasons. First, the
current Internet addressing architecture using IPv4 has been in
operation for many years, therefore, it is quite difficult and not
cost-effective to deploy SAVA 1n the current Internet. Second,
NAT is wildly used in current Internet because of the limited
IPv4 address space. The large address space of IPv6 makes it
possible for every end host to have a globally unique
authenticated IP address.

The rest of this paper 1s organized as follows. In section 2, we
briefly survey related works. The design principles and the
hierarchical architecture of SAVA are presented in section 3.
The protocol designs of Inter-AS SAVA are given in section 4.
In section 5, as a case study, we describe the deployment of
SAVA, in CNGI-CERNET? infrastructure, a large-scale native
IPv6 backbone of the China Next Generation Internet project.
In section 6, we summarize the paper and comment on the
future work.

II. RELATED WORKS

The related works used to validate source addresses can be
divided into three categories: cryptographic authentication,
proactive filtering and reactive traceback.

Cryptographic authentication is a valid solution. Examples
include TPSec[2] and SPM[7]. IPSec 1s an end to end solution,
and its large-scale deployment depends on global PKI. SPM is
an ASto AS solution, and a unique temporal key is associated
with each ordered pair of source and destination networks for
filtering. With these approaches the spoofed source address can
only be validated at destination.

Filtering is a proactive solution. It filters forged packets at
the router, based on filtering rules for valid source addresses.
Examples include Ingress Filtering [3], DPF[4]. SAVE[5],
and HCF[6]. Ingress filtering 1s deployed at the edge network,
but it needs full-scale deployment to be effective. DPF extends
the deployment position from edge to core network, and
supports partial deployment, but it only has AS level
granularity. SAVE has a new protocol to propagate valid source
address information from the source location to all destinations,
allowing each router along the route to build an incoming table
which associates each incoming interface of the router with a
set of valid source [P address blocks, but itis not layered. There
are problems in deployment and scalability. All the filtering
methods have a disadvantage that they can not handle 1P
address spoofing in a subnet where the network prefix is
correct.

Traceback 1s a reactive solution. It records the path
information when the packet 1s forwarded, and traces back to
the source of the forged packets from their destinations. Works

include SPIE[8], iTrace[9], iTrace-CP[10], PPM[11], and
DPM[12]. SPIE records path information at routers. ITrace and
1Trace-CP use ICMP message to reserve path information.
PPM and DPM directly use IP packet to record path
information. Reactive nature of the solution, complexity of
traceback algorithms and dependence on the sensitivity of IDS
are the disadvantages of this class of mechanisms.

These methods deal with part of the validation of source
addresses. However, there are no feasible systemic solutions
with the current addressing architecture. A BoF meeting in the
IETF6S to form a WG named SAVA has been hold, and several
drafts on the topic of problem statement [13], framework [14],
and testbed[15] have been submitted. Most of the community
agreed that source address validation 1s an important issue for
the Internet.

III. SOURCE ADDRESS VALIDATION ARCHITECTURE

A. Principles of Design

The following design principles should be considered in the
design of SAVA.
¢  Performance

Deployment of SAVA should not place unreasonable stress
on network infrastructure components.
s Scaling

SAVA must be capable of scaling to the size of the global
Internet.
¢  Multiple-Fence Solution

SAVA should support hierarchical multi-fence solutions to
provide different granularities of authenticity of source IP
address.

¢ Loose Components Coupling

SAVA should allow for different providers to use different
solutions, and the coupling of components at different levels of
granularity of authenticity should be loose enough to allow
component substitution.

¢ Incrementally Deployable

SAVA should show its benefit even if it 1s deployed only in
part of the Internet. If there is no benefit for partial deployment,
it is hard to start.

¢  Benefit to Operator

The mechanism should have direct benefit to the party who
makes investment on the deployment of the mechanism.
Otherwise there is not enough incentive for the global
deployment.

B. Hierarchical Architecture

In the Internet at large, it is not to be expected that there will
be a single mechanism applied at a single "level” that can solve
the source address spoofing problem. Ingress Filtering is a
single granularity solution - it can only be applied in the ingress
edge points of ISP. A provider who applies ingress filtering
protects itself from its own clients, and the rest of the Internet
from its clients, but it does not protect itself from spoofed
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packets in the rest of the Internet. This is one of the reasons why
ingress filtering has not solved the problem. Multiple
mechamisms should coexist and cooperate.

Since the Internet is organized as a hierarchical architecture,
it 1s natural to consider organizing the SAVA mechanisms in a
hierarchical way, too. Therefore we divided SAVA into three
levels: first-hop, local subnet source address wvalidation,
intra-AS source address wvalidation, and inter-AS source
address validation, as in Fig.1.

Different levels of SAVA get different granularities of the
authenticity of source address. At each level in the hierarchical
architecture, one or more mechanisms are defined to address
the problem of source address validation at that level. This
particular hierarchy is chosen as a balance between allowing as
much choices as possible for implementers and providers and
keeping the architecture as simple as possible.

Inter-AS Source Address Validation

o EHEs ¥ Authenticity of AS Granularity
& S ——
@y‘z_@ &1-.@

Intra-AS Source Address Validation
AS Authenticity of IP Prefix Granularity
;..f
ocal Sibrs ocal cibne First Hop Source Address Validation
Authenticity of Host IP Granularity

Figure 1. Source Address Validation Architecture

1) First-hop, Local Subnet Source Address Validation

First-Hop, local subnet source address walidation is an
important part of the architecture to achieve an authenticity of
host TP granularity. Ifthere is no special consideration of source
validation of thig fine granularity, one host can still spoof
source address by sending packet with the "legal" IP address of
another host with the same IP prefix.

It has the following characteristics:

s All the network devices
administrative authority.

are under the same

» The solution is in compliance with the address
allocation and management policy of the local subnet.

The main idea of the proposed solution is based on creating a
dynamic binding between a switch port and valid source 1P
address, or a binding between MAC address, source IP address
and switch pert.

2) Intra-AS Source Address Validation

Intra-AS source address validation i1s a simple part of the
architecture. The goal is to achieve an authenticity of TP address
prefix granularity. It has the characteristic that all the network
devices are under the same admimstrative authority.

The main idea of the proposed solution is to build a filtering
table that associates each incoming interface of the router with
a set of valid source address blocks. Because the AS is under
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the same administrative authority, this filtering only needs to be
deployed in the access router near the subscriber’s network.
Ingress filtering [3] iz proposed as a solution. The ingress
filtering solutions for multi-homed networks [17] and for TPvé
network [18] are proposed as well.

3) Inter-AS Source Address Validation

Inter-AS source address validation is the most complex part
of the architecture. The goal is to achieve an authenticity of AS
level gramularity.

It has the following characteristics:

+ [t should cooperate among different ASs with different
administrative authorities and different interests.

+ [t should be light weight to support high throughput and
not to influence forwarding efficiency.

The proposed solution and protocol design of Inter-AS
source address validation are described in detail in section 4.

C. The Architecture of SAVA-compliant Network Node

SAVA is implemented by the deployment of solutions in the
network nodes. The network nodes can be switches, routers and
gateways. Figure 2 shows the architecture of SAVA-compliant
network node, which contains the following major logical
parts.

+  Forwarding Information Database

This database contains packet forwarding information.
s  Source Validating Information Database

This database contains source validating information.
+  Routing/Switching Protocols

This module exchanges forwarding information ameong
network nodes and updates forwarding information database.
*  SAVA Protocols

This module exchanges source address validating
information among network nodes and updates source
validating information database.

+  Forwarding Engine

This module forwards data packets according to forwarding
mformation database.
#  Source Validating Engine

This module filters incoming data packets according to
source validating information database and transfers legal
packets to packet forwarding engine.

C I Control Packets Contrel Packets
ontro invout SAVA Protocol Routing/Swithing mdout

Plane S LUK Protocol

! :
Source Validating Forwarding
Information Databasq nformation Database
1 1
afe At nekate o

Data  Dua Packes Source Validating Forwarding Diig F‘mlkm

Plane _m.-u_ut — Engine =Y Engine Skt
Figure 2. Architecture of SAVA-compliant Network Node

Forwarding Information Database, Routing/Switching
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Protocols, and Forwarding Engine are the modules of the
current forwarding function. Source Validating Information
Database, SAVA Protocols and Source Validating Engine are
the modules of new source validation function.

The module of SAVA Protocols is a control plane
component. Control plane components in general have the
advantage of being able to be implemented in software, either
in the control planes of existing network forwarding elements
or in servers external to existing network elements. The module
of Source Validating Engine 1s a data plane component. Data
plane components typically need to be implemented in
hardware (or at least in microcode) on line cards.

IV. PrOTOCOL DESIGN OF INTER-AS SOURCE ADDRESS
VALIDATION

A, Overview

The inter-AS level of SAVA can be classified into three
sub-cases:
¢ Two SAVA-compliant ASs exchanging traffic are
directly connected;

¢ Two SAVA-compliant ASs are separated by one or
more intervening, SAVA-non-compliant providers;
and

¢ A SAVA-compliant AS is exchanging traffic with a
SAVA-non-compliant AS.

To generate inter-AS Validation Rules (VR) of the Source
Validating Information Database in network nodes some
information should be exchanged among network nodes.
According to the types of information exchanged among
network nodes, the mechanisms can be classified into two
categories:

¢ Path/route based mechanisms

The VR 1is derived from the path that the packet is
transmitted along or from the routing information base. The
advantage of this mechanism is that the VR is directly in the
form of IP prefix. The disadvantage of this mechanism 1s the
network nodes generating the VR must be neighboring with
each other.

¢  Mark/signature based mechanisms

Such mechanisms rely on some additional information (e.g.
Mark/Signature) to check the authenticity of the source address.
The advantage of this mechanism is that the network nodes
generating the VR are not required to be neighboring with each
other. The disadvantage of this mechanism 1s the overhead to
negotiate mark/signature for each peer, if the total number of
peers is relative large.

The case where the two SAVA-compliant ASs are directly
connected 1s our main focus of the design. An ASrelation based
mechanism is proposed for neighboring SAVA-compliant ASs.
This is a path/route based mechanism. For the integrality of the
system, a signature based mechanism is proposed for
non-neighboring SAVA-compliant ASs.

B. Protocol Design of Neighboring ASs

1) Basic Mechanism

The basic 1deas of this AS-relation based mechanism are as
follows. It builds a VR table that associates each incoming
interface of the router with a set of valid source address blocks,
and then uses it to filter spoofed packets. The VR is generated
from the ASrelation of neighboring SAVA-compliant ASs.

The ASrelations determine the inter-AS routing polices [16].
The inter-AS routing polices determine the BGP routing, and
the BGP routing table is the primary information to generate the
inter-AS forwarding table. Using AS relations to create VR has
a very low overhead and is simple to implement in routers. It
does not directly rely on routing information and the AS
relation is relatively stable. Consequently, it is not affected by
the dynamics of route changes and route flaps. It is feasible in
the multi-homing environment.

2) System Components

There are three major components in the system: the
Validation Rule Generating Engine (VRGE), the Validation
Engine (VE) and the AS-IPv6 Prefix Mapping Server (ATMS).
Validation Rules (VR) that are generated by the VRGE are
expressed as [Pv6 address prefixes. They are shown in Figure 3.

¢ The VRGE generates validation rules, and every

SAVA-compliant AS has a VRGE. It communicates
with VRGEs in other AS to exchange VR information.
It communicates with all VHs of the local AS to
configure the VR information.

¢ The VE loads VR generated by VRGE to filter packets
passed between SAVA-compliant ASs.

¢ The AIMS maintains the IP prefix ownership
information of all SAVA-compliant ASs. It should
support both mapping from 1P prefix to AS number and
mapping from AS number to all IP prefixes owned (by
an ISP).

There are three protocols in the system: the protocol between
VRGE and AIMS, the protocol between VRGE and VE, and
the protocol between VRGEs. The protocol between VRGE
and AIMS and the protocol between VRGE and VE are
relatively simple. The protocol between VRGEs generates and
exchanges VR between ASs. The details of this protocol will be
described in the following part of this section.

3) Algorithm for Generating V'R

There are three main types of ASs: stub AS, multi-connected
transit AS and multi-connected non-transit AS. There are four
kinds of AS relation: customer-to-provider relation,
provider-to-customer relation, peer-to-peer relation and
sibling-to-sibling relation, as described in [16].

For an AS, VRO, VRC, VRS, VRP and VRE are defined to
be VR sets from the local AS, customer AS, sibling AS,
provider AS and Peer AS. EVRC, EVRS, EVRP and EVRE are
defined to be VR sets exported to customer AS, sibling AS,
provider AS and Peer AS.
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¢ EVRC=VROUVRCUVRSUVRPUVRE
e EVRP=VROUVRCUVRS
¢ EVRS=VROUVRCUVRSUVRPUVRE
e EVRE=VROUVRCUYVRS

Different ASs exchange VR information using this
AS-relation-based export table in the VRGE. This is shown in
Fig. 3. An AS exports the address prefixes of its own, its
customers, providers, siblings and peers to its customers and
siblings as valid prefixes, while it only exports the address
prefixes of its owr, its customers and siblings to its providers
and peers as valid prefixes.

With the suppart of AIMS, only AS numbers of valid IP
address prefixes are transferred between ASs and the AS
number is mapped to address prefixes at the VRGE. Only
changes of AS relation and changes of IP address prefixes
belonging to an AS require the generation of VR updates.

AS3)

AS Relation Based Exporting Table

Own | Customer's| Sbiing's | Provider’s | Peer’s
Iddross | Address | Address | Addres | Bddress

N Exportingto | | |
abovder | Y | Y
Exporting to
a Customer

Validating Engine

VR Generating
Engine

Exportingto | i )
a Peer N v y

Exportingto | | |
ashig [ V[ V[ V| V| Y

i |

AS to IPvH Address
Prefix Mapping Server

Fgure 3. AS Relaton Bazed Inter-AS Source Addresz Validation

4) Main Procedure of Generating VR

The main procedure of generating VR has the following
majar steps.
e  When the VRGE has initialized, it reads its neighboring
SAVA-compliant AS table and establishes connections
to all the VEs inits own AS.

e The VRGE initiates a VR renewal. According to its
exporting table, it sends its own originated VR to
VRGEs of neighboring ASs. In this process, VR are
expressed as AS numbers.

¢  When a VRGE receives the new VR from its neighbor,
it uses its own export table to decide whether it should
accept the VR and, ifit accepts a VR, whether or not it
should re-export the VR to other neighboring ASs.

e If the VRGE accepts a VR, it uses the AIMS to
transform AS-expressed VR into IPv6 prefix-expressed
VR.

e  The VRGE pushes the VR to all the VEsin its AS.

The VEs use these prefix-based VRs to validate the source IP
addresses of incoming packets.

5} Discussions

The overhead of communication between AS members
should be taken into consideration. With the support of AIMS,
only AS numbers of valid address prefixes are transferred
between ASs and the AS number is mapped to address prefixes
at the VRGE. Only changes of AS relation and changes of IP
address prefixes belonging to an AS require the generation of
VR updates. This is more stable than the solutions using the
forwarding table or the BGP routing table. Thus the overhead of
storage, transmission, and processing of the protocols is low.

C. Protocol Design of Non-neighboring AS

1) Basic Mechanism

The basic ideas of this light-weight signature based
mechanism are as follows. Far every two SAVA-compliant
ASs, there is a pair of unique temporary signatures. All
SAVA-compliant ASs form SAVA AS Alliance. When a
packet is leaving its own AS, if the destination IP address
belongs toan ASin the SAVA AS Alliance, the edge router of
this AS looks up for the signature based on the destination AS
number, and tags a signature to the packet. When a packet is
arriving at the destination AS, if the source address of the
packet belongs to an AS in the SAVA AS Alliance, the edge
router of the destination AS looks up for the signature based on
the source AS number, and the signature carried in the packet is
verified and removed.

This mechanism has the following advantages. The members
in the SAVA AS Alliance may apply some diff-serve
mechanisms for the traffic from SAVA AS Alliance members
and non-members. Thus, it provides strong incentive for the
network operator to deploy it. It does not rely on the
modification to the middle path routers, and, therefore, it can be
incrementally deployed.

2) System Components

There are three major components in the system: the
Registration Server (REG), the AS Control Server (ACS), and
the AS Edge Router (AER). They are shown in Fig. 4.

e The Registration Server maintains a member list for the
SAVA AS Alliance. It processes requests from the AS
Control Server to get the member list for the SAVA AS
Alliance. When the member list is changed, it notifies
each AS Control Server.

e  Every AS deploying this mechanism should have an AS
Control Server. It communicates with the Registration
Server to obtain the up-to-date member list of SAVA
AS Alliance. It communicates with the AS Control
Server in other AS to exchange updates of IP prefix
ownership information and to exchange signatures. It
communicates with all edge routers of the local AS to
configure the signatures information.

e The AS Edge Router does the work of adding signature
to the packet at the sending AS and the work of
verifying and removing the signature at the destination
AS.
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There are three protocols in the system: the protocol between
Registration Server and AS Control Server, the protocol
between AS Edge Router and AS Control Server, and the
protocol between AS Control Servers. The protocel between
REG and ACS and the protocol between ACS and AER are
relatively simple. The protocol between AS Control Servers
manages and exchanges the signatures between ASs. The detail
of this protocol is described as follows.

REG

Figure 4.System Architecture of Signature Based Inter-AS Source Address
Validation

3) Form of Signature

The signature in the incoming packet is removed after AER
validates the packet. Under the assumption that it is hard for an
attacker to sniff the backbone network between ASs, we can
use a 48-bit shared random number as the signature, instead of
using cryptographic method to generate the signature.

For every packer forwarded, the signature can be put in an
IPv6 extension header. Figure 5 shows the format of the
extension header.

Shit Ebit l16bit
Next Header] drExtLen
Signature

Figure 5. IPv6 Extension Header for Signature Based Inter- AS Source Address
Validation

4) Management and Exchange of Signature

A pair of signatures can be set up between two AS members
inthe SAVA AS Alliance. Each signature is only used for one
direction traffic between the two ASs.

A scenario is shown in Fig. 4. AS-1 can decide whether
signature 1s applied for its incoming traffic and decide when to
change the signature and how to change the signature. This
makes AS-1 control its own incoming traffic. AS-2 that sending
traffic to AS-1 should modify its signature for out-going traffic
in response to the request from the AS-1.

We now describe how to manage the incoming signature of
AS-1. This signature is for the traffic from AS-2to AS-1.

*  ASC-1 generates a signature and sends the sighature
configuration to the edge routers in AS-1, then ASC-1
sends SIG_OUT NOTTF message to ASC-2. The state
of this signature in the edge router is Start. The edge
router can accept a packet from AS-2 without any
signature or with this signature.
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*  ASC-2 validates the SIG OUT message received and
configures the signature to edge routers in AS-2, then
ASC-2 sends SIG_OUT_OK message to ASC-1.

*  ASC-1 changes the state of this signature in all edge
routers to Single. The edge router can only accept
packets with this signature from AS-2.

* A Sip-Switching timer is set to Periodically Change the
Signature. In the transition between the two signatures,
the edge router can accept a packet from AS-2 with both
the old signature and the new signature. It will not cause
the packet loss.

s A SIG KEEPALIVE message is sent periodically
between two ASs for synchronization of the signature,

To clarify the management of the signature we design a
Finite State Machine for the signature of incoming packets. The
states and the events in this FSM are as follows:

Incoming Direction Signature States:
1 -None
2 - Start
3 - Single
4 - Switching
Incoming Direction Signature Events:
1 - Start command
2 - Local configuration finished
3 - Receive SIG_OUT OK message
4 - Sig-Switching timer expires
5 - Keep-Alive detection fails
The transition of the state is described in Figure 6.

Figure 6. FSM for the Incoming Packets Signature

3) Discussions

The signature in an incoming packet is removed after AER
validates the packet. Under the assumption that it is hard for an
attacker to sniff the backbone network between ASs, the
method for guessing the signature between two AS members is
described in [ 7]. Tt is relatively difficult and we can increase the
difficulty of guess by increasing the length of the signature.

D. Mechanism between SAVA-compliant AS and
SAVA-non-compliant AS

In the event of that the inter-AS solution has not been fully
deploved, for the neighbors that do not implement inter-AS
source address validation, an inter-AS marking selution is
proposed. As is shown in Fig. 7, we use the 20 bits Flow Label
of TPv6 header to record the entrance of the traffic into an
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SAVA-compliant AS. This marking is only performed on the
border routers of an SAVA-compliant AS, and it will be
renewed when the packet enters another AS. This mark is used
to determine the position from which a packet of
SAVA-non-compliant AS enters into a SAVA-compliant AS.

Tentatively using Flow Label ath=20 bits

a bits b bits
Border router

interface nurcber

Barder router
number

Figure 7. Inter-AS Marking Scheme

E. Summary of Protocols

There are a total of six protocols for the solution of inter-AS
source address validation. For neighboring AS, there are three
protocols: the protocol between VRGE and AIMS, the protocol
between VRGE and VE, and the protocol between VRGEs.

For non-neighboring AS, there are three protocols: the
protocol between REG and ACS, the protocol between AER
and ACS, and the protocol between ACSs.

As is mentioned above, this protocol design achieves the
basic design principles. It can be incrementally deployable and
can benefit the network operators.

V. DEPLOYMENT

The prototypes of our solutions for SAVA are implemented
and tested over CNGI-CERNET?2. The deployment of SAVA
has been carried out with the participation of network
equipment manufacturers.

CERNET?2 is one of the China Next Generation Internet
(CNGI) backbones. CNGI-CERNET?2 connects 25 core nodes
distributed in 20 cities in China at speeds of 2.5-10 Gb/s. The
CNGI-CERNET2 backbones are IPv6-only networks (the
biggest in the world), not the mixed IPv4/IPv6 infrastructure.
The CNGI-CERNET2 backbones, CNGI-CERNET2 CPNs,
and CNGI-6IX all have globally unique AS numbers. Thus a
multi-AS environment is provided.

Inter-AS SAVA
Solution

University(1)
Intra-AS SAVA
Solution

First Hop
SAVA Solution

BGP4+ or static

University{(n)
Intra-AS SAVA
Solution

Figure 8. CNGI-CERNET2 SAVA Deployment

The deployment is distributed across 7 universities
connected to CERNET?2, namely Tsinghua University, Beijing
University, Beijing University of  Post and
Telecommunications, Shanghai Jiaotong University, Wuhan
Polytechnic University, Southeast University in Nanjing, and
South China Polytechnic University in Guangzhou. They are
shown in Fig. 8. Every deployment of the university is
connected to the CERNET?2 backbone network through a set of
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inter-AS SAVA mechanisms. The deployment at Tsinghua
University has all the features with inter-AS, intra-AS and first
hop solutions. Successful testing of SAVA has been carried out.

VI. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a “Source Address
Validation Architecture” (SAVA) for IPv6 network to ensure
that every packet received and forwarded must hold an
authenticated source IP address. The architecture divides the
problem of source address validation into three parts: inter-AS,
intra-AS, and first hop. The architecture and protocol design are
described in detail. The architecture has the properties of being
lightweight, loosely coupled, and providing “multi-fence
support”. It supports incremental deployment and is beneficial
even if deployed only in a single AS of the Internet. SAVA may
greatly improve network security, management, accounting,
and new applications. We believe that SAVA will support a
new, more secure and sustainable Internet.

Our future work will focus on building a related trust model
for SAVA and the support of SAVA for multi-homing and
mobile IP.
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