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Abstract— We present the design of a Network Forensic depicted in Figure 1. Using the techniques we describe & thi
Alliance (NFA), to allow multiple administrative domains (ADs) paper, an NFA allows multiple ADs in a federated network to

to jointly locate the origin of epidemic spreading attacks.ADs in ;. ; - ; ;
the NFA collaborate in a distributed protocol for post-mortem JO”.].tly perfprm local attack investigation, with the addital
ability to diagnose attacks globally.

analysis of worm-like attacks. Information exchange betwen any
two participating ADs is limited to traffic records that are k nown )
to both sides, maintaining the privacy of participants. Sut AD1 %,
an architecture is incentive-compatible — participants baefit by
gaining better local investigative capabilities, even wk partial
deployment. Further, we show that by sharing local investigtion
results, ADs can achieve global investigative capabiliteethat are Y AN
comparable to a centralized implementation with access tolgbal resuts

traffic records. Our evaluation demonstrates that it is feagble for

large-scale attack investigation to be incrementally deplyed in
an Internet-like federation.
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I. INTRODUCTION — —_

Attackers today can launch epidemic attacks (worms) of Fig. 1. NFA: Architecture for federated forensics
dramatic intensity and reach. Much effort has been spent
on designing more effective detection mechanisms (e.p,, [1
building better defense measures (e.g., [2]), and gengrat'[r
vulnerability-specific remedies (e.g., [3]). While thesp- a
proaches provide immediate benefit to operators and end,us,
there is little ability to perform post-mortem diagnosticda

forensic investigation of these incidents. Specificallgeavice rﬂFotocol which builds on, and enhances our earlier work [5]

provider or enterprise needs a means to determine the e Iy, Lo e . L
. . ..~ .onworm origin identification. To launch an investigatioack
point of a worm to its network so that the vulnerability it

initially exploited can be identified. In addition, the dtyilto AD feeds its local traffic records to its analysis engine that

: I ans our protocol (described in Section 1V). In the course of
determine the true origin of a worm on a large network suc

. unning the protocol, the analysis engine may communicate
as the Internet could help to prosecute and, uItlmatererde{ g mep ysis eng y .
these attacks Intermediate results to other participating ADs. Each ysial

In this paper, we address the problem of providing forens?(?gme subsequently post-processes its reslts to oblacaa

e . C s view of the attack entry within its domain, or shares the litasu
capabilities for investigating large-scale attacks irriisted, y

. ith other domains to obtain a global view of the attack.
federated networks. A federated network is composed ofimulf’ To our knowledge, we are the first to formulate the problem

pIeArgigpend(:ntAkdm|3|strat|ye IIDorgalr)s. ('tA‘Dt.S)' Co?hceQWal of forensic analysis for epidemic attacks in the context of
an is a network under a single administrative authorityl 4 federated networks. Our design is not only attack-agnostic

a single AD may be composed of one or more Aumnomo@ithin the class of epidemic-spreading attacks), but also

?fy Ztei‘g?e(rgtz ZS)n(Ier;v?oerG'z ?ﬁgtﬁﬁ;;:te ;nSOStepEEglar.t'rlitg:ac?dresses deployment concerns such as privacy, pariieipat
: w W icentives, and incremental deployment. The NFA: (i) is

W.hiCh.iS composed .Of muItipIe.(possib!y competing) ISI:)?1rivacy-preserving, in that each AD reveals to another AD
W|§/f:/d|verse ecciﬂomm andtpe;arm?\lrt:latl?(n's:mps. ic Al only records for traffic that each has already seen; (ii) joles

e piropose € concept of a INetwork Forensic Iancr‘?articipation incentives for individual ADs to collabogawith
(NFA.‘) —a collab(_)ratlve effort _mvolvmg ”_‘“'“p'e ADS to other ADs, i.e., each AD improves its own local diagnosis by
provide network-wide and localized forensic capabilitias cooperating with others; and (iii) offers strong increnaite-

1The name is inspired by existing efforts at a Fingerprint ribiga Al- ployment properties_, in that par“‘?ipa”t_s b_gnefit even mTIqﬂa
liance [4], for generating and sharing attack signatures. deployment scenarios. We consider (i)-(iii) to be essémbia

Each participating AD in the NFA possesses an independent
affic monitoring infrastructure. Traffic data (in the form
of flow records) are collected and saved for a period of
fine during which an investigation can be launched using
them. Investigative capabilities are realized using aibisted
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a viable federated approach, given the reticence of congetby the walks. Each moonwalk starts from an arbitrarily clmose
ADs to cooperate except when it is in their interests to do sitow. The algorithm then randomly picks a next step backward
We also present a methodology to address the fundamemtaime from the set of flows that arrived at the source host of
challenges of evaluating the effectiveness of worm fo@nsithe current flow within the previoudt seconds. For each next
in such a distributed setting, given the non-availabiliy ostep, the above process repeats until there are no candidate
multi-AD traffic datasets. Our framework permits us to spedlows to continue the path, or the walk has traversed a
ify well-defined measures of incentives that any solution imaximum ofd hops. Our analysis and empirical evaluation [5]
this domain will need to address. Our evaluation includesiggest techniques for selecting the sampling window &ize
two sets of experiments: one uses simulation on a netwaid the maximum path length using a trace-driven adaptive
topology defined by the Internet AS-level topology, and thapproach. After many such walks, the algorithm returns a set
other uses traffic collected from theternet2[6] educational of flows that are most frequently traversed by the walks. Due
backbone. These experiments show that our approach rdalthe tree-structured nature of epidemic attacks, theainit
izes investigative capabilities comparable to an ideafieshi causal flows of the attack emerge among the highly ranked
network administrative model, while operating in a fededat flows returned.
setting. The evaluations also validate that our approaeatyr  The random moonwalk algorithm assumes a unified net-
increases the local investigative capabilities of pgstithg work administrative model. In large federations such as the
ADs; enables ADs to generate a network-wide reconstructitmernet, establishing a centralized traffic repositoryrasdly
of the epidemic attack; and degrades gracefully with onfgasible due to privacy and economic considerations of mul-
partial deployment. tiple competing ADs. The approach we propose here builds
from the random moonwalk algorithm, but overcomes the
shortcomings for deploying this algorithm in Internetdik
Early work in network forensics focused on stepping-storfederated environments. While each AD can perfisoiated
detection and IP traceback. Stepping-stone detectiompte attack investigation using the centralized algorithms tthbes
to bridge sources of attack indirection, in attacks that armet achieve global forensics goals. In addition, as we will
launched through a series of intermediate machines. Bgistishow, isolated forensics provides weaker local investigat
techniques (e.g., [7], [8]) typically require packet-leaealy- capabilities than the distributed protocol we propose here
sis, and in some cases require the analysis to be appliegl clsisice each AD observes only a small portion of a large-scale,
to the compromised machines. Both of these would be obsthstributed attack.
cles in applying these techniques to trace the origin of gelar
scale worm after the fact, and our approach requires neither
IP traceback focuses on identifying the true sources ofgtack In this section, we motivate the key components of our de-
with spoofed source addresses (e.g., [9], [10], [11]). Witkign, and outline the three stages that comprise the digtdb
respect to large-scale epidemic attacks, traceback tpebsi operation of an NFA.
typically are not needed since source addresses are seldom
spoofed. However, even in epidemic attacks with spoofing; Why Random Moonwalks
these techniques would simply identify another victim ie th The key insight behind our design decision of adopting the
vast majority of cases. It is this last obstacle that we seek trandom moonwalk algorithm is an alternative interpretatid
overcome here. it as a Monte-Carlo simulation method to compute the largest
Network telescopes have been suggested as an alternatigenvector of a network flow graph. In this light, known
approach to reconstruct worm attacks [12], [13]. Kumar eésults suggest that this algorithm should be relativedjliemt
al. [12] present an approach for reconstructing the spréadto missing data, and so could form the basis of a solution
the Witty worm by using scan traffic collected by networloffering good partial deployment properties.
telescopes to reverse engineer the pseudorandom numbdio make this alternative interpretation more concrete; con
sequences used. Rajab et al. [13] use the telescope-othsesiger a directedlow-graph G, where each node represents
scan traffic to infer infection times by studying the interhaal  a flow. Given a sampling window sizAt¢ for random moon-
times between successful scans. Both approaches tacklewthks, we insert a directed edge from nadeto nodeny, if
problem of worm forensics, but are applicable to only randorthe flow n; arrived at the source of the flow, at mostA¢
scanning attacks that generate traffic to network telescoptime units before the start of the flows. That is, there is a
Furthermore, the robustness of using network telescopes directed edge from node, to noden; if a random moonwalk
forensic analysis is a topic of ongoing research [14]. could (single-) step from the flom. to the flow n;. After
Our earlier work proposed a random moonwalk algorithinserting all such edges, we then insert an edge from each
for identifying the origin of an epidemic attack [5]. Thesinkn; (i.e., with zero out-degree) to every other nodesip.
algorithm takes traffic flow-records as inputs, and gensrase A random moonwalk then corresponds to a Markov random
output a set of “high-ranking” flows. The algorithm works bywalk on G, where at each node,, the distribution of the
repeatedly performing random “moonwalks” on the interthogsext node is uniform over all nodes to whieh has an edge.
communication graph and correlating the set of flows traaeersWith this interpretation, the normalized adjacency mattix

Il. BACKGROUND

Ill. SYSTEM DESIGN
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defined byG is a stochastic matrix whose row sums are all Since the NFA would be deployed incrementally, one chal-
1. We consider the spectral analysis of matr¢, namely lenge throughout the above process is to gracefully handle

(non-trivial) solutions to the equation: missing information, so that the NFA utilizes all available
traffic records even when certain ADs do not participate.
Apr = Ar Next, we first describe how multiple ADs jointly perform

collaborative random moonwalks and perform post-proogssi

T_he stationary distributio, of A, comp_uted as the_ largestyye then discuss strategies to deal with missing traffic or
eigenvector ofd ¢, represents the probability of reaching every, partial deployment scenarios

node in a global stable state. The flows with the largest
probabilities of being traversed in a random moonwalk, thuy. PROTOCOL FORDISTRIBUTED RANDOM MOONWALKS
correspond to those nodes i@y which have the largest In this section, we present a distributed protocol for nplgti
numerical values in the largest eigenvector (i.e., thesstaty domains to jointly perform attack investigation in a fedeca
probability distribution). These flows, with high probatyl network. In the distributed protocol, each AD participgtin
are the initial causal flows. We can therefore view randof the NFA performs two operations: (1) it runs local ran-
moonwalks as a Monte Carlo sampling method to compui®m moonwalks on flow-records it has collected, and (2)
the largest eigenvector of the flow grapty. it exchanges intermediate results with other collabogatin
Such a spectral analysis view suggests that random mo@bs. These intermediate results will ensure that moonwalks
walks can be robust to missing traffic, as previous studiesntinue even when they cross the network boundaries of
have shown that spectral techniques are effective in ifémgi ADs which originated them. When these local moonwalks
the underlying structure of graphs even with partial datwe “stitched” together (via the inter-AD exchanges), they
availability [15], [16]. For this reason, we choose to builapproximate random moonwalks on a global traffic trace, (i.e.
the NFA from this random moonwalk algorithm, extendinghe union of the traffic observed at all the participating ADs
it into a distributed version that can operate in a federat@throughout the protocol, each AD independently keeps a

environment. count of the number of times each flow has been traversed in
the local random moonwalks. When the protocol terminates,
B. Federated Forensics each participating domain will be able to identify a setatop

frequency flows among their traffic records as candidate flows

In the NFA, multiple ADs independently collect traffic data . . R -
WP Indep y ! for further investigation. To simplify the description dfiet

and jointly perform attack investigation to identify bothet

local attack entry points and the global attack source. TR&OtOCOI_' we assume th".ﬂ all ADs in the n_etwork_ colla_borate
high-level idea is that multiple domains can perform Iogpsein the distributed operation, and defer a discussion ofigdart

coordinated random moonwalks inside their own domains, ggployment until Section V1.

that when these walks are viewed together, they achieve t él’he protocol begins with a relatively lightweight bootstra

same effect as performing random moonwalks on a unifi€gda>e tq initialize parame_ters. Eart_icipating ADs firstidiec
network. This process involves the following three stages: on the time boun_dary for investigating the attack. Nexltythe
selectH, the maximum number of AD-hops each distributed
1. Distributed traffic monitoringEach participating AD 109S mgonwalk can traverse, and the sampling window gizeAt
flow-level traffic records. Prior work on hash-based traCkbaSpecifieS the maximum look-back window within which can-
has demonstrated that it is feasible to build such fine-ghingigate flows can be selected for continuing moonwalks. Each
traffic logging cc_';\pabilities [11]. As shown in Figure 1, eackiomain (AD) could also independently specify a maximum
AD deploys traffic collectors (e.g., routers) to log netwidw  |5¢ca| walk-lengthd(i ) for walks it performs inside its own
records, which will then be accessed or queried by an asalyghmain. ADs also agree on a traffic normalization factgr,
engine. which determines the number of moonwalks that each AD
2. Collaborative random moonwalkEederated domains per-launches initially.
form joint attack investigation via a distributed protocthe After the initialization, each AP participates in the dis-
analysis engines interact with each other to launch coatelth tributed random moonwalk protocol, and its operation in the
local random moonwalks on the traffic collected within theiprotocol is as defined by Figure 2. Using the notation in
own domains. Intermediate results will be shared among ADable |, the protocol works as follows:
to guide new local random moonwalks in an iterative fashion. 1. Initial launch: Each AD initially launches ran-
These intermediate results should not release data that @en moonwalks from within its domain. The number of
proprietary to an AD or that should otherwise be protectedwalks Wi ) launched by AD, is calculated asN(i) =

3. Post-processing for attacker identificatioafter perform- 7 [Fl owSet (i) |. AD; then selectsWi) flows from
ing the collaborative random moonwalks, each particigatif| ©WSet (i), uniformly at random with replacement. For
domain obtains a set of suspicious flows. Each participamt cG2ch selected flow, AD; sets its AD hop courit= 0, con-
either choose to use the flows independently for local attat¥UCtS the tuplesF, h>, and inserts it intd ni t Set (i) =
investigation, or to further share information to achiel@bgl 2We use multisets for keeping tuples of flow records and thdr Hop
investigative capabilities. counts. Each tuple can occur multiple times in a multiset.
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Notation Description
Flow(i,]) A flow record with the source-host in domain ARnd the destination-host in domain AD
Fl owSet (1) The set of network flow records whose sources belong t¢ AD
InitSet(i) A multiset of flow records and their AD hop counts that Allses to start local moonwalks.
Wi) The number of walks initially started by AD
d(i) The maximum length of a local random moonwalk within AD
H The maximum number of AD hops a distributed moonwalk canerse.
At The sampling window size, defined as the maximum time windmwok back for continuing a moonwalk.
TABLE |

NOTATION USED IN THE DESCRIPTION OF THE DISTRIBUTED PROTOCOM(i ) AND d(i ) ARE LOCAL PARAMETERS DEFINED BYAD ;. HAND At ARE
GLOBAL PARAMETERS PARTICIPATINGAD S DECIDE BEFORE THE START OF THE PROTOCOL

In our two-domain example (Figure 3), both ARnd AD, inserts the tuple intd ni t Set (2) . AD, does not send any
use Wi) = 2. During this initial step, AR selects flow flow record to AD because the local moonwalk starting from
A(1, 1) twice and inserts two entries intoni t Set (1), flow A(2, 2) does not reach a cross domain flow.

both with hop count set to zero. ADsimilarly inserts two  4: Termination conditionlf 1 ni t Set (i) becomes empty,

entries intol ni t Set (2) . AD; terminates its operation, and the analysis engine can then
2. Local random moonwalksFor every entry<F, h> in identify the set ofZ flows with the highest counts (i.e., the

InitSet(i), AD; will launch a random moonwalk, with sum of counts across all of its local random moonwalks).

F as the initial step. After performing the local moonwalk The inter-AD exchanges have two important properties: (1)

from F, AD; deletes the corresponding tuptd=, h> from minimal information disclosure, and (2) low overhead. The

InitSet(i). A walk will stop within domain AD if it flow records that can be exchanged between a pair of ADs

meets any of the following criteria. can only be among the set of inter-domain flows between
« There is no flow to continue the walk in the previoi$ them. Since these cross-domain flows will be independently
seconds. logged by both ADs, exchanging these flow records does not
« The walk has traversed the maximum number of localeveal internal traffic information that is not already dahle
hopsd(i) within AD;. to either AD.
« The walk has reached a cross-domain flow whose sourcerhe worst-case communication overhead occurs when every
host is located in a different AD. step along the walk triggers a message to be sent across a

The first two stopping criteria are the same as in theair of ADs, resultingd_; Wi ) x H flow records to be
centralized algorithm [5]. The third condition arises dae texchanged in the federatiod.; Wi ) will typically be a
the distributed setting. Since each AD has only a local viesmall fraction of traffic, depending on the traffic normafiaa
of the global traffic, it lacks sufficient information to sele factorn (typically of the order of 0.1-1%). So the number of
a next step to continue the moonwalk. Specifically, for flowmecords that need to be exchanged will be a very small fractio
originating from foreign hosts that belong to other ADs, ADof total unique flow records. However each flow-record that
cannot observe all possible incoming flows at such hosts. nereds to be exchanged incurs a per-record communication
the example, a random moonwalk starting from flagvl, 1) overhead between the pair of ADs. To reduce the number of
stopped within ADQ because it reached flo® 2, 1) , whose communication events, ADs can choose to aggregate the set of
source is inside ABR. A moonwalk starting from flowA( 2, 2)  cross-domain flows at which local walks terminate, and send
stopped within AD after several steps because there was tlvese flow-records in a single communication exchange with
flow to continue the walk within the previoust seconds.  another collaborating AD.

3. Cross-domain exchangel: a local random moonwalk V. POST-PROCESSING FORNVESTIGATION
starting fromF reaches a cross-domain fldw ow(j , i) 3,
AD; increases the corresponding AD hop cohnlby one. If
the newh is smaller than the maximum AD hop coudtAD;
sends the tupleFl ow(j, i), h>to AD;.

On reception of the tupleFl ow(j , i), h>, AD; inserts
it into I ni t Set (j). AD; will subsequently launch a local
random moonwalk starting frofl ow( | , i ), to continue the
distributed random moonwalk. A. Local View

For example, AR sends<C( 2, 1) , 1>to AD, whichthen  Aps can use the flow counts obtained after the distributed
3 . . _ moonwalks on the set of flows collected within their network
We assume that the source-AD information for each flow canbbaired

from whoi s lookups, data from public routeservers, or using existin@oundarie_s' and_compute the set Zftop frequency flows
tools [17]. for local diagnosis. The locally observed top frequency fow

After performing the distributed random moonwalks, each
participating domain obtains a set of top frequency flows,
to serve as starting points of further attack investigation
Participating ADs can either choose to use these flows for
independent local attack investigation, or further shaferi
mation to achieve global investigative capabilities.
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/1 delta_t denotes the sanpling w ndow size,
/1 His the maxi mum AD hop count
/] TSet is a data-structure inplenenting a set
TSet distributed_monwal k(TSet FlowSet (i), int Wi),
int d(i),int H int delta_t){
/1 Initialize InitSet(i)
InitSet(i) = {};

I/ Select Wi) flows to insert into InitSet(i)
for (int j =1 to Wi)){
/1 Select a flow F randonmly from Fl owSet (i)
F = get_random fl oW Fl owSet (i));
InitSet(i) = InitSet(i) U {<F, 0>};

/1 Performlocal nmoonwal ks
while (InitSet(i) not enpty){
foreach tuple <F,h>in InitSet(i) {
/1 Performa local random noonwal k starting at F
/1 Let endflow be the |ast step of a |ocal walk
endfl ow = random noonwal k(F, d(i), delta_t);

/1 Renmpbve <F,h> fromlInitSet(i)
InitSet(i) = InitSet(i) - {<F h>};

/1 Check if the wal k reached the nax. AD hopcount
h =h+ 1;
if (h>=H)

conti nue;

/1 1f the source host of endflow is in AD(j),
/1 Send the tuple <endflow h>to AD(j) so that
/1 AD(j) will continue the walk from endflow
int j = find_source_domai n(endfl ow);
if(r=1i){

send <endflow, h> to AD(j);

} /1 end foreach
} /1 end while
Return a set of flows with highest traversal counts;

}

/1 tuple <F,h>is the nmessage received from anot her AD
void received_fl ow_record(Tupl e <F, h>){

/1 Insert <F,h>into InitSet(i)

InitSet(i) =InitSet(i) U {<F, h>}
}

Fig. 2. Pseudocode for the operations each; ARecutes in the protocol.
Each analysis engine performs two operations of runningillised random

moonwalks and updating its InitSet(i).

4. InitSet(2) ={}, Stop
3. InitSet(1) ={}, Stop 3. InitSet(2) ={<C(2,1), 1>}
2. InitSet(1) ={ <A(1,1), 0>} 2. InitSet(2) ={<C(2,1), 0>, <C(2,1), 1>}
1. InitSet(1) ={ <A(1,1), 0>, <A(1,1), 0>}  1.InitSet(2) ={ <A(2,2), 0>, <C(2,1), 0>}

C(2.1)

€ ——— = ——

Cross-domain exchange AD;>AD, : <C(2,1), 1>

Fig. 3. A simple example with two domains collaborating ie tistributed

protocol. Solid arrows represent the direction of netwodw§, and dashed
arrows represent the direction of random moonwalks (redemsith respect
to the flow directionality).

attack, providing diagnostic aids to pinpoint the origintoé
attack.

In such aGlobal Merge strategy, each AP identifies
Z top frequency flows frontl owSet (i ), and broadcasts
the counts of these locally identified flows to every other
participating domain, after executing the distributedtpcol.
After receiving the top frequency flows from all participagi
domains, each AD can identify thgé flows with the highest
global counts.

We note that to compute global flow ranks, each;AD
contributesZ flows from Fl owSet (i), instead of all col-
lected flows that are used in Local View. Since fot j,

Fl owSet (i) andFl owSet (j) do not overlap, flows will
not be double counted by different domains. For each flow in
Fl owSet (i), AD; is the only domain to select its next step
in the distributed random moonwalks; thus the frequencytou
that AD; maintains for that flow is the flow’s global frequency
count. Therefore, the computed global flow ranks will be
equivalent to the ranks computed by an ideal centralized
moonwalk algorithm, assuming the entire federated network

can then be used to diagnose the initial attack entry paants,is a large unified network.

initial infected hosts within a domain. Identifying the aatk

ADs need not reveal internal traffic records that have

entry points can help detect configuration or firewall rulbeen identified, and can share only high frequency cross-
errors that may have allowed the attack to enter the netwatémain flow records by broadcasting these flow records and

perimeter in the first place.

their counts to other participants. This can provide sugfiti

With such alocal View option, ADs realize benefits of information to understand how the attack propagated across

collaboration by just participating in the distributed fmcol.

domains. Participating ADs can also choose to reveal these

No additional information will be shared after the disttibdi selected flow records using different degrees of sourceeadd
protocol has been executed. Section VII-A.2 quantitagivehnonymization. The extent to which the globally recongtrdc
evaluates the participation benefit in terms of improvedityua initial attack graph aids further diagnosis, depends on the
of local attack investigation compared with isolated fa@ies degree of anonymization that the participating ADs engage

using various measures.

B. Global Merge

in. At one end of the spectrum, ADs can choose to construct
the graph at the granularity of actual end-hosts, providiireg
most fine-grained diagnosis possible. At the other end, ADs

ADs can choose to share suspicious flow records identifiedn choose to construct the graph at the AD granularity. In
within their domains, for the NFA as a whole to realize globahe intermediate space, ADs can reconstruct the attackhgrap
benefits. This functionality is comparable to operationema at the granularity of coarse-grained network prefix ranges (
unified network model to reconstruct the initial stages @& thusing /8 or /16 masks).



ADs, defined as aouting horizon that provide the greatest
coverage over routing paths from the non-participating AD.
Given the routing horizon, the AD that reaches a cross-
domain flow in the random moonwalks can broadcast the flow
record among the participating ADs on the routing horizon,
for selecting candidate next step flows. Recall that given th
current stepf of the walk, candidate flows are those whose
Fig. 4. An example partial deployment scenaligX, Y are three ADs that destination is the source ¢f and WhICh. occur within previous
are in the federation, and AR does not participater1, F2, andF3 represent At seconds off. From the set of candidate flows, the AD can
three network flows to or from host in AD Z. randomly select a flow to continue the walk, and hand off the
current flow to the source AD of the selected flow. In our
example, when AIDX reaches flowF2, it could query bothV
VI. HANDLING PARTIAL DEPLOYMENT andY for their observed incoming flows to hostwithin the

previousAt seconds td-2. Suppose botk1 andF3 are such

So far, we assumed that all the ADs in a federated netwagkndidate flowsX could then randomly pick one, sdi, as
participate in the NFA. In reality, such an NFA will bethe next moonwalk step.

deployed in an incremental fashion. Even though the NFA

may continue to observe a significant fraction of traffic, we VII. EVALUATION

need to extend the protocol to utilize all available traffic Our primary results are drawn from a simulation study, with

records in partial deployment scenarios. Specificallyjrdur Synthetically generated traffic traces mapped into an meter

the distributed random moonwalks, it may not be possibhS-level topology with over 16,000 ASes (Section VII-A). We

to continue the walk from flows whose source-ADs do na@lso independently validate our findings using data derived

participate in the NFA. from the Internet2 educational backbone (Section VII-B).
Figure 4 shows an example partial deployment scenar@0adly, our evaluation attempts to answer the following

where ADsW X, Y participate in the federated networkduestions: . .

while AD Z does not. In the distributed moonwalks, suppose * HOW does the perfo_rm_ance ach|_ev<_ed n a_f_ederated set-

X performs a local moonwalk that reaches fl&i&2, whose ting compare W'th similar analysis in a unified network.

source hosty is located inside domai#, then none of the model? What is the overhead of message exchanges in

participating ADs will be able to observe all the incoming the d|str|bu_ted prot_ocol. _(Sectlon Vl.l A'l.)
flows to u to continue this walk across domains « Is the architecture incentive-compatible, i.e, what aee th

. : o benefits an AD can gain by collaborating with other ADs?
A naive discard solution is to assume a closed world (Section VII-A.2)
environment where ADs simply discard flows originating at ' . .
o . . o . « How does the performance degrade under different partial
non-participating domains. This solution is sub-optimas, : . .
: . ' deployment scenarios? Is the architecture incrementally
it does not utilize all the observed traffic data among all

collaborating ADs, and interesting traffic flow records may 22,2?\2?:%;;3'na?t‘:l?glgalrod?ngg{,t;c('g:gtt; ;e\a}:lﬁz g;en—
end up being discarded in the process. A better solution is to P ploy ' '
try and perform a best-effort next step selection based en th. Simulation Study

data available to the participants in the federation. Wesictar We use a simulated trace-driven study to evaluate the de-
the following strategies to enhance the distributed rand%Tbyability of an NFA in an Internet-scale large federatidhe
moonwalks for continuing a walk once some participating Aldetwork topology for our study is defined by the Internet AS-
reaches a flow originated from a non-participating domain. |evel topology, obtained from RouteViews [18]. Each AS ia th
Random selectionThe simplest strategy is to randomly pickAS-level topology is mapped into a single AD in our federated
a participating AD and request it to continue the walk. In ouretwork. We model the address-space ownership distributio
example X could randomly pickWor Y to continue the walk across different ADs using prefix-ownership advertisemment
from F2, based on their local views of the incoming flows t@bserved from RouteViews, proportionally scaling them dow
hostw. to a smaller address space of” hosts. Routing in our
Routing-path based selectiofihe second option for the AD is federated network is modeled using hop-count based shortes
to use routing information and select the participating ABtt path routing.

is closest to the source host on the AD-path. The assumptioWe implemented an event-driven simulator to generate
here is that this selected AD will have the best availabléglar synthetic flow-level traffic traces in our simulated network
view to continue the walk. In our example scenario, flévis  topology. Each of thel0” end-hosts in the address space is
routed through ADY to X. Hence with routing-based selectionassociated with avorking-setof destination end-hosts that it

X would send a message ¥ requesting it to continue thetalks to. The working-set size distribution across the $iost
walk, instead of choosing AV is captured using a discretized power-law distributionthwi
Routing-horizon based selectioA generalization of the working-set sizes ranging between 10 and 1000 (the power-
routing-based selection is to identify a set of participgti law ensures that most of the hosts have small working-seits an
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a small number of hosts have large working-sets). To ieitiatandom flows, and non-causal attack flows are inherently more
a flow, a host picks a destination from its designated workimmmerous than causal flows. As ADs exchange intermediate
set using a preferential selection policy (also modeledh wit results over time, the majority of the returned flows are ahus
discretized power-law distribution over the working-see}. flows, and the detection accuracy converges after five or six

Attack traffic is specified using a worm scanning model, Bops. The communication overhead (Figure 6 (b)), in terms of
scanning rate, and the fraction of hosts vulnerable. In valr e the total number of flow records exchanged in the network, is
uation, vulnerable hosts are selected uniformly at randomf on the order ofi0—2 of the total traffic records in the network.
the address-space b7 hosts with a total of 10% of hosts vul-While the overhead is a monotonically increasing function
nerable to the attacks We use two different worm scanningof the accuracy, it does not increase significantly beyorwrd th
models: random and local-preferential scanning. The nandoconvergence limit of five or six hops.
scanning worm selects destinations uniformly at randommfro
the entire address-space. The local-preferential scgrwinm
selects destinations to infect based on topological ltycdior
example, an infected host will try and infect hosts withie th
same source AD with a higher probability, and this probgpbili
decreases as a function of topological proximity (measured
terms of hop-count).

For each of the following experiments, we perform 5
independent runs and report the mean. The standard desatio
observed across the different runs were small and are not ; = :
reported for brevity. We set the traffic normalization facto Normalized worm rate
7 n t_he distributed random moonwalks_ ", For each Fig. 5. Global causal flow detection accuracy with the disiied protocol in
experiment, we use the methodology in [5] to select thge NFA compared with the centralized implementation in Hieoh network
optimal sampling window size, and set the maximum pathodel. We vary the worm rate (relative to the mean normafi¢rate), and
lengthd(i) = 20 for each local moonwalk inside a domain. Select the topz = 100.

1) Accuracy and OverheadWe first compare the perfor-
mance of the distributed random moonwalks with a centrdlize
approach, by varying the worm propagation rate with a rand _*®

S

scanning attack. The centralized approach [5] assumessa@is0
to global traffic records from all ADs in the network. The cc €
laborative, distributed protocol is as described in Sectéd. &%
The performance of the centralized and distributed appres % a0
is measured in terms of the detection accuracy, definec§20
the fraction of the topZ returned flows that are actuall'g [ Gz |
causal flows. With the distributed algorithm, the8eflows  ©
are identified using th&lobal Mergeprocedure presented i
Section V-B.

Figure 5 shows that the detection performance achieved . 6. Accuracy and communication overhead increase aadidn of the
the distributed random moonwalks closely approximates tHE>mum AD-hopsH a moonwalk can traverseZ(= 100).
of the centralized algorithm. The worm scanning rates are
presented relative to the mean of the normal per-host traffic
flow rates. Both the centralized algorithm and the collatieea %’
approach achieve high detection accuracy regardless of§™
worm rates. For the rest of our evaluations, we only preséw*
results from a single worm rate, with a scanning rate equa: .-
six times the mean normal traffic rate. =

We show in Figure 6, the detection accuracy and comr
nication overhead as a function &f, the maximum num-g
ber of AD-hops that moonwalks may traverse. Figure 6 * "«
shows how the performance approaches that achieved by th
centralized algorithm, ag/ increases. With a small/, the o o ‘ _
distrbuted version i less accrate n identiying cattle. ool exchanged fow tcards receved an he e of &diaced
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4The random moonwalk algorithm is robust to the fraction ofeuable _We further examine hOW th_e Commu_mcat_lon Overhe_ad dis-
hosts [5]. We do not duplicate the results here due to spagstreints. tributes across the participating ADs in this case. Figure 7
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Fig. 8. Causal flow detection accuracy with and without dmlation for

Fig. 9. The ability to identify the initial infected hostsaithe attack entry
each AD ¢Z = 100).

points with and without collaboration for each AD.

() shows the fraction of the total exchanged flow recordgiects the first 50 internal hosts from among the set of top-
that each participating AD receives in the course of thgaquency flows it has available to it after the distributed
distributed protocol. The distribution is highly skewedittW protocol5. The accuracy of initial host identification is then

a small number of ADs receiving a large fraction of the totgefined as the fraction of these returned hosts that are among
flow records exchanged in the network. Figure 7 (b) showge 50 hosts that are actually infected earliest in time iwith

a similar trend in terms of the number of ADs that eacthe AD. We observe that detection accuracy improves across
participating AD needs to communicate with in the protocohps when they participate the NFA.

Further investigation shows that the ADs which receive &hig apg may also be interested in identifying the first few
volume of flow-records and need to communicate with a larg@ysa| flows where the infection first entered its network.
number of collaborating ADs are ones that own large Chu”h‘gure 9 (b) plots the fraction of ADs that successfully
of the overall address space (and also contain a largedractigentified at least one of the first several entry points, by
of infected hosts). Thus a lot of flows traversed by randogkamining various number of top frequency flows returned
moonwalks originated from these domains. with Local View The vast majority of ADs (more than 60%)
2) Benefits of Participationfor a federated architecture toneed to examine only a small number of flows (fewer than
be viable, each participating AD must benefit from collabgz) pefore they can detect the first one or two causal flows.
rating with other ADs. Here, we consider the case where AQ$ese results further corroborate the observations inrEigu
collaborate in the distributed random moonwalks, but SUbS(%)—collaboration significantly boosts detection perfance,
quently choose to perform only theocal View (Section V- ang this serves as a strong participation incentive for ADs.
A) for post-processing. This is compared against an isolate 3) partial DeploymentThere are two natural concerns with
investigation scenario, where each AD runs a centraliz§gremental deployability: global accuracy and partitigra
random moonwalk algorithm on locally available traffic datgncentives. We would like the causal detection accuracyeund
with optimally chosen parameters. artial deployment to be comparable to that under com-
We consider three measures to quantify the perceived |gate deployment. Similarly, ADs should be able to observe
cal benefit. The first metric is the (local) causal detectigfurticipation benefits (as defined by the metrics discussed
accuracy. Figure 8 (a) compares the CDFs of the caugglove) even with partial deployment. We consider two partia
flow detection accuracy across all the ADs with and Witho‘é‘eployment scenarios, by varying the set of ADs that do not
collaboration, where each AD returns the tdp= 100 after participate based on AD degree and address space sizehin eac
the protocol. With isolated forensics, only 40% of the ADgcenario, we consider the case where thiargest domains
are able to identify causal flows, while through collabamati ¢q|jaborate and the case where théstargest domains are

more than 80% of ASes can successfully identify causgfissing from the NFA, and vary the parameter
flows. Overall, we find that there is a substantial improvemen

in the local detection accuracy through participation ov&plobal Accuracy: Figure 10 plots the global causal flow
an isolated execution. Figure 8(b) correlates the improv@gtection accuracy by varying the number of large ADs
ment in the local causal flow detection accuracy (defined Barticipating/missing, with the random scanning worm niode
Accuracypyvien — AcCuracy joyq) With the size of the We find that _when_ large ADs coIIaborgte, the global caulsal
address-space owned by each AD. We observe the larger A§§uracy is high (Figure 10 (a)). In particular, when ADshwit
gain a lot more by collaboration than the smaller ADs. !argest address space participate in the NFA, the perfarenan

The other two metrics quantify the ability of each AD tdS comparable to full deployment. However, when these large
identify the initial infected hosts and the initial attacktey 5 .

For many of the smaller ADs, there may not be 50 hosts availabl

points within its neMorK. F_igure__g (a) depicts the disttiba oy 1n such cases, these ADs simply return all intermasitshthat appear
of the accuracy in identifying initial infected hosts. Ea&B  along moonwalks
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Discard strategy to have the worst performance, and the
Routing-horizorstrategy to have the best performance. How-
ever, we find in Figure 12 (a) that when the ADs with large
address-space ownership collaborate, the recovery gitrate
have negligible impact on the overall performance. This is
because these ADs already observe the most number of initial
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Fig. 10. Global detection accuracy under different missingnarios, with significant impact on performance (Figure 12 (ﬁ))
the random scanning worm. We use the best recovery strategyouting
horizonbased recovery. The above results suggest that both attack models and

recovery strategies may have impact on performance with
partial deployment. We briefly discuss possible attack nsode

AD issing f he NFA th ‘ q d jn Section VIII. Further understanding the performancelimp
oS are missing rom the , the pertormance degrades Sify;,ns ynder more diverse partial deployment scenarias is
nificantly, with the global accuracy going down from 80% tcfopic of ongoing work

30-40%, even when the vast majority of small ADs collaborate
(Figure 10 (b)).
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(a) Causal flow accuracy (b) Address space vs. Fig._ 12. _ Impact of recovery strategies on performance, Watge ADs
early infected hosts participating.

Fig. 11. Impact of worm scanning model on partial deploynparformance.

We use the best recovery strategy, ireyting horizonbased recovery. Participation Benefits: Next, we investigate the participation

benefits of individual ADs under partial deployment, once

To investigate this further, we consider the local preféeén again using the random-scanning worm. Figures 13 (a) and
scanning attack, and show how the number of ADs collab@) show how different partial deployment scenarios affect
rating impacts the global accuracy (Figure 11 (a)). Undir ththe participation benefits. We sort ADs based on address-
worm model, the participation of a small number of ADs witlspace ownership and degree (from large to small), resggtiv
largest address space ownership is not sufficient to achiewel categorize ADs based on their ranks in the sorted order.
performance comparable to full deployment, as opposectto e then compute the average local causal flow detection
random scanning attack. The moonwalk algorithm suggesiscuracy £ = 100) of ADs within each category, and compare
that the global accuracy is tightly coupled with the initiathe performance achieved by varying the number of large
causal flows in the attack. Hence, we examine the correlatia®s participating. Overall, participation yields benefir fall
between the AD address-space size and the fraction oflinitéategories of ADs. Specifically, we find that the large ADs
infected hosts (defined as the 200 hosts that are infecigslceive similar benefits to the full collaboration casegrev
earliest in time in the network) that are actually preserhini when the rest of the 90% of the ADs do not participate in the
each AD (Figure 11 (b)). For the random scanning worm, AD$FA. We also observed earlier (Figure 8 (b)) that the peemiv
with larger address space also observe larger fractionarbf e performance benefit is greatest for the large ADs in the NFA.
infected hosts within their domains, and thus a larger iact These observations bode well for the deployability of théNF
of initial causal flows for the random moonwalk to returrsince it suggests that, for the vast majority of attacks kmow
successfully. With a local-preferential attack, larger sABo today which use random scanning for destination selection,
not necessarily observe many initial infected hosts, heéhee domains that have the greatest impact on global performance
corresponding decrease in the number of initial causal flowiso have very strong incentives to participate in the NFA.
available to them.

_Flgure 12_StUd|eS_ the impact of different reCOV_ery Straegl  eoyr analysis using the Routeviews dataset suggests thatotinelation
(discussed in Section VI) on the global detection accura®gtween the address-space ownership and AS-degree ismqgpremounced

51



N
I}

[l1solated
[ITop 100 participate

[ITop 1600 participate
I Al participate

[l1solated

[ITop 100 participate
[ITop 1600 participate
A participate

[
5}

o
o

Average local causal accuracy (%)
o

o

Average local causal accuracy (%)

o

0-100 101-1600 1600-16913 0-100
AD index (sorted from large to small) AD index (sorted from large to small)

101-1600 1600-16913

(a) By address-space size (b) By topological degree

Fig. 13. Benefits of participation under partial deploymergsuming the
large ADs participate.

[isolated
0.9 [ Collaborative|

[isolated K
0.9 [l collaborative
>
3 ;

I

5 07]

Q

Qos

T os

=1

T 0.4

S

G 0.3]

o

S o2
o 1l
o

AT CH DN HS IP KS LO NY SN ST WA AT CH DN HS IP KS LO NY SN ST WA

Fraction of early infected hosts identified
° o o o o
o b N & @
e
=]
e
e
e
e
e
_—_——
Ee——
e
e

Administrative domain Administraive domain
(a) Causal flow detection (b) Fraction of initial infected
accuracy hosts identified

Fig. 14. Internet-2 study results. Each node in the fed@ratorresponds to a
router in the Abilene network, denoted by a two-letter cibgle. We compare
the performance of a collaborative effort against investign in isolation.

B. Internet-2 Trace Study

the relative performance increase is at least 80%.

The second measure we have discussed is the ability to
identify the set of hosts that are infected earliest in tifg@&ch
domain identifies the first 50 internal hosts by examining the
top frequency flows in order. Figure 14 (b) shows the fraction
of these 50 hosts which are among the 50 internal hosts that ar
actually infected earliest in time for each AD. We obsenad th
compared with isolated execution of random moonwalks, the
ability to find the initial infected hosts increases sigrifidy
with collaboration.

VIII. L IMITATIONS

We discuss limitations and vulnerabilities in our design,
and outline potential remedies. Formulating realisticeadar-
ial models and strategies, and devising more comprehensive
solutions to such attacks, are topics of ongoing work.

Slow-rate attacks: Attackers may wish to evade detection
by slowing down the attack propagation rate to blend their
propagation into the normal background traffic. Our initial
results in [5] suggest that even slow propagating attackibéx
“tree” like structured traffic pattern. While the detectiaccu-
racy of our approach decreases with a lower attack scanning
rate, the effectiveness of these slow-rate attacks in timigc
all vulnerable hosts is reduced as well. Future work inctude
further investigating the detection accuracy of the NFAoasr
a wider spectrum of attack propagation rates.

Server-targeted attacks:Attackers may also target servers
as initial victims for spreading epidemic attacks. Sinowees
usually have a large number of incoming flows, their presence
in the attack-tree could help conceal the attack tree strect

We also independently validated our results over a one-haapecially during the early spreading stage. In particolace
traffic snapshot from each of the 11 routers in the Abilerandom moonwalks reach outgoing flows from a server, the
backbone. The data set consists of sampled unidirectiopabbability of the walks converging to the malicious incoi
flow records (with 1 in 100 sampling). IP addresses in thmusal flow becomes smaller. However, servers are generally
dataset were anonymized by zeroing out the last 11 bits lagtter engineered and protected, and often operate in cenfig
the source and destination IP address fields. In our evatyatirations that are not likely to be susceptible to client safev
each of the 11 routers serves as an independent domainviginerabilities. Hence, we expect such attacks to be more
our 11-AD federation over the Abilene topology [6]. We maplifficult in practice.
each observed /21 prefix range to a unigue end-host, and.atent-period varying attacks: In our protocol, participat-
subsequently assign the hosts as being “owned” by the routey ADs use a bootstrap mechanism to agree on a sampling

that most frequently observes traffic to/from that prefixgan

window At as the maximum look-back window for selecting

We generate synthetic attack using a random-scanniigwvs in the distributed moonwalks. Attackers may vary the
worm, with each infected host scanning at 0.5 scans per dectatent period between the time a host gets infected and the
and 10% of the hosts being vulnerable. Given that our goaltime the host starts scanning to defeat the system. To detect

not to perform attack analysis over Internet2, but ratheato

such attacks in forensic analysis, ADs may choose a slightly

date our results using a more realistic workload of backgdoularger At, to identify attacks with varying latent periods.
traffic, we believe this dataset can serve this purpose, and éDs may also adaptively selecit at various steps along the

results are not biased by these transformations (Referf§it9]
our detailed experiment setup and complete results).

moonwalks, for example, choosing &t that yields at least
one incoming flow for continuing the moonwalk.

We first examine the local causal flow detection accuracy, Topology-aware attacks: Our experiment results of dif-
shown in Figure 14 (a). For all the domains, we find thderent worm models with partial deployment suggest that the
there is a substantial improvement in the detection acguraattackers may use the knowledge of network topology and the

through participation over an isolated execution. For exam

NFA's deployment status to evade detection. With only astibs

the performance of domaii® improves from around to 20% of ADs participating, an attacker can restrict the spreathef
to 80%. Even though the absolute accuracy is relatively mw fattack during the initial stage within the network boundary
domainKS compared with other domains after collaboratiomgf non-participating ADs. Only after a sufficient number of
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hosts have been infected does the attacker launch a falf-a Network Forensic Alliance (NFA), a collaborative effor
fledged attack starting from these “seed” hosts that have beevolving multiple ADs to provide network-wide and locadid
infected initially. Since random moonwalks are most effect forensic capabilities.
in identifying initial causal flows, the accuracy with which
causal flows are detected might degrade in such scenarios.
However, even in such cases, we expect that the suspiciou¥ve gratefully acknowledge the assistance of Internet2 for
flows identified by our system will point toward the (nonProviding us with access to their traces. We also thank Bachi
cooperating) ADs from which the attack has originated, fdfatti and Andy Myers for their comments and suggestions
further out-of-band investigation. for improving the paper. This work is sponsored in part by
Information leakage attacks: Due to economic and privacy the NSF SAFE project under Grant CNS-0433540 and NSF

considerations, ADs may not wish to reveal their interndi00x100 project under Grant ANI-0331653, and in part by the
topology, traffic engineering policies, and internal tafiat- US ARO Dragnet project under Grant DAAD19-02-1-0389.
terns, especially to competitors. A federated architectaises
the possibility of traffic inference attacks, either lauedtby _

competitors with vested interests or via accidental infation 1 % ung, V- S;ﬁ;ogeﬁhgﬂgfrg%o?ﬂgsg E:'Si‘lf;hmcsr?rfé;a;
leakage. For example, a strategic adversary may be able t0 symposium on Security and Privagooa.

craft traffic patterns or flow traversal counts that maximizd2] D. Moore, C. Shannon, G. Voelker, and S. Savage, “Inte@uearantine:

the information leakage from potential victims during ttis-d meﬁggec)mwfnztgggr Containing Self-Propagating Codepioc. of IEEE

tributed protocol. However, due to the inherent randonozat [3] H. A. Kim and B. Karp, “Autograph: Toward Automated, Digtuted

in the moonwalk algorithm, we believe such attacks to be Worngignature Detection,” ifProc. of 12th USENIX Security Sympo-
iop . . . . sium 4.

d|ff|c_uIF, if not (_affectlvel_y |mpos_S|bIe._ i [4] “Fingerprint Sharing Alliance,” http://www.arbor.tle
Mis-information and information-hiding attacks: A ma- fingerprint-sharing-alliance.php.

licious participant may inject false information, or reéug  [5] Y. Xie, V. Sekar, D. Maltz, M. K. Reiter, and H. Zhang, “WarOrigin

. . . . . - Identification Using Random Moonwalks,” Proc. of IEEE Symposium
divulge information relevant to the investigative effort. on Security and Privacy2005.

In afalse implicatiorattack, a malicious participant attempts[s] “The Internet2 Ablilene Network,” http://abilene.met2.edu.
to forge results that implicates an innocent AD (or host) a§] Y. Zhang and V. Paxson, “Detecting Stepping Stones,Pioc. of the

. - . - 9th USENIX Security Symposiu@001.
being the source of an attack. We are currently |nvest|gat|n[8] D. L. Donoho, A. G. Flesia. U. Shankar, V. Paxson. J. Caitd

methods to detect and mitigate such attacks, assuming that s. staniford-Chen, “Multiscale Stepping-Stone Detecti@etecting
a sufficient number of non-malicious ADs participate. The Pairs of Jittered Interactive Streams by Exploiting Maximiolerable

] . . - P « » ‘L Delay,” in Proc. of The 5th International Symposium on Recent Advances
intuition is that with the majority of “honest” participas)t in Intrusion Detection (RAID)2002.

communication flows between infected hosts and their evers] s. savage, D. Wetherall, A. Karlin, and T. Anderson, ‘tical Network

tual counts after the distributed protocol will be exposeene 1101 aupgortr:or IZ TBfaCCeEaCk{’ l'('ﬁ’fo;?- of ACX' S'GCOMMPZOOKO-t THoei

. . . . . . . burch an . eswick, “ racing Anonymous Packets Ir

if certain dom_a.'ns _attempt to h'qe. the information. Approximate Source,” ifProc. of USENIX LISA Systems Administration
One possibility, is that a participant may choose to delay conference2000.

revealing its counts to others until it receives their csuntthe [11] A. C. Snoeren, C. Partridge, L. A. Sanchez, C. E. Jonebclfakountio,

. . . S. T. Kent, and W. T. Strayer, “Hash-Based IP TracebackpPrioc. of
Global Mergeprocedure. Based on the information received -\, SIGCOMM 2001,

from others, it can potentially modify its own flow reports tq12] A. Kumar, V. Paxson, and N. Weaver, “Exploiting Undény Structure
generate false counts. To prevent generation of false sount Ef Detailed Rteéon?thCtion gggg Internet-scale EventgcPof Internet

. . y - . easuremen onterence, .
using other doma‘_ms input, we Can_ use Secu_re Commltm?ﬂ;] M. A. Rajab, F. Monrose, and A. Terzis, “Worm Evolutioma€king via
protocols (e.g. using a cryptographic-hash of its conjetats Timing Analysis,” in Proc. of Workshop on Rapid Malcode (WORM)

bind each participant to the result they are required tontepo 2005. _ ,
[14] J. Bethencourt, J. Franklin, and M. Vernon, “Mappingelmet Sensors

IX. CONCLUSIONS with Probe Response Attacks,” lroc. of the 14th USENIX Security
! Symposium2005.

We proposed a protocol for performing distributed randofid] Y.f Azar, A. Fiat, A. Karlin, F. McShirry, anc; J. Saia, "Ggtral Analysis
: . : : : of Data,” in ACM Symposium on Theory of Computi2§01.
moonwalks, which C_an enable part|C|pat|ng ADS o _Identl%ﬁ] S. Acharyya and J. Ghosh, “Outlink Estimation for Pagér Computa-
local attack entry points, and can provide additional fioret tion under Missing Data,” ifProc. of the 13th International World Wide
ality to pinpoint global attack origins. Our design is sbia 7] Web Conferenc]§2%04. ] ; <
; I ; 17] Z. Mao, J. Rexford, J. Wang, and R. Katz, “Towards an Aatel AS-
fqr deploymentin an Internet I|I_<e fgdgra‘uqn for thr_eesmfas. Level Traceroute Tool” irProc. of ACM SIGCOMM2003.
First, the protocol operates with limited information disC [18] “The Route Views Project,” http://www.routeviewsgor
sure, without requiring participants to reveal traffic net [19] Y. >(§ie, V. Sekakr, M. Re;‘jiter, etjnd H. Zf:(ang, “Forsnsic AYEiS”for
. : : Epidemic Attacks in Federated Networks,” CyLab, Carnegielldvh
to other participants that W_ould otherwlse not be available University, Tech. Rep. CMU-CyLab-06-014, 2006,
Second, participating domains realize enhanced locatlatta
investigation, and thus receive substantial incentiveséop-
eration. Third, the framework is incrementally deployaduhel
can handle non-participation and missing data gracefllly.

believe that our design and results provide a technicakbasi

X. ACKNOWLEDGMENTS

REFERENCES

53





