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Abstract

Entities in communication systems behave under
sets of communication rules (protocols) and their be-
haviours are related to each other. Using this rela-
tionship, we present a synthesis algorithm to derive a
structured protocol model by generating a peer entity
from a gwen entity automatically. The given entity s
in the form of a communicating process, which s nat-
ural in the context of communication protocols. We
prove that the synthesized protocol model consisting of
the generated entity and the peer entily is safe, t.c.
logical errors free, collectively represented as deadlock
free and s bisimulated by both entities. Unlike many
previous works, where FSMs (Finite State Machines)
are used to synthesize protocol model, we present our
synthesis algorithm for the process-algebraic language

LOTOS, which is one of the FDTs developed by 1SO.

1 Introduction

Communication protocols are the main parts in
computer networks and distributed information pro-
cessing systems and play a major role for their proper
operations. Formal Description Techniques (FDTs)
such as Estelle [1], LOTOS [2] and SDL [3] have been
developed to write such protocols precisely, correctly
and unambiguously.

There are various protocol design techniques pro-
posed in literatures. They can be broadly classified
mto analytic methods [4], [5], [6] and synthetic methods
{71, 18], [9], [10],{11]. In the former ones, a pre-designed
protocol 1s analyzed to detect errors and if possible
correct them whereas in the latter ones, a protocol is
derived from a service specification or a partial proto-
col is completed so that the resultant protocol satisfies
the properties for correctness. Since the further veri-
fication or validation of the protocol is not required in
the synthetic design techniques, they are usually pre-
ferred in the design of a protocol specification in its
early stage.

Behaviours of entities in communication systems
are highly related to each other as they communicate
with each other under certain sets of communication
rules. By exploiting this relationship, it is possible and
desirable to generate a peer entity (a missing entity)
from a given entity. In [12], [13], a peer entity is au-
tomatically generated in LOTOS from a given entity
which is specified as a communicating process in LO-
TOS. However, the entities are specified in monolithic
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style [14], which is an expanded form of behaviour
expressions. Large and complex systems are usually
structured into phases and concurrent entities such a
way that they are more understandable, manageable
and each phase or entity can be designed separately.
LOTOS unlike other FDTs has various operators such
as enabling, disabling and parallel, to structure be-
haviours of systems. A system which is not structured
1s difficult to understand, manage and is error prone.
In this paper, we extend [12], [13] to derive a protocol,
which is structured, by generating a peer entity from a
given entity. The given entity is defined as a commu-
nicating process, which is structured, in LOTOS. The
generated peer entity is structured and is in LOTOS
also. Furthermore, we show that the resulting proto-
col is deadlock free and is bisimulated by both entities
to show that the protocol is safe and maintains the
behaviours of entities.

We will briefly review and compare the previous
works which are mostly related to this paper. Most
of the works related to this paper are based on FSMs.
Our work is based on LOTOS. The main advantages of
LOTOS over FSMs are concurrency [15], which is one
of the behaviours which can be expressed in LOTOS
but not in FSMs. States of a system specified in LO-
TOS are implicit and in FSMs are explicit, thus state
explosion can occur in the synthesis of protocol spec-
ifications of a large system in FSMs. Besides, due to
its various operators and mathematical base, LOTOS
has more expressive power while writing an abstract
system behaviour than FSMs. In [16], a protocol ser-
vice specification and n — 1 entities are given and the
entity n is constructed. Their limitation is that the
notion of correctness does not capture some aspects
such as potential deadlocks. Thus, an entity satis-
fying the automatically generated specification may
cause deadlocks. In [7], partial specifications of n en-
tities are completed by combining some pre-designed
components which are considered as primitive com-
municating entities. Though the approach is different
from ours using FSMs, the formal proof of the correct-
ness of the combination of components is not provided
and thus, it is not known formally whether the com-
binations of components always satisfy the proof of
correctness. The correctness is checked by a valida-
tion technique in [5].

Most of the protocol synthesis based on LOTOS
[17], [18],[19], concentrate on automatic transforma-



Name Syntax Axioms and inference rules
1naction stop
o . ., 6
successful termination exit exit — stop
action prefix a; P aP 35 P
a ! a t
choice P {] P> Ao b ; 2o F 7
P []P, - P| P {]P. 5 P,
a ’ F] ;
enabling P>P PP‘ : IZ"P,G;‘jD i M iPl
1\ >P, -+ P>P; P1>>P62—)Pg
. . P 5 4 5 PI P& ’
disabling P> P Lo fa 02 B > T 22 B
Pi[>P; = P/ [>P; P[>P; 5 P Pi[>P; - P,
a + a 1
. PSP HU{6 P, 5 P HU{5
parallel composition P |[H]| Py L "aagl {3} 2 2 Py _afHu{ },
P[H]|P: = P|[H]|P;  PA[H]IP: - P{[H]|P,
P, 3 PP, 5 P,, acHU{é}
Pi|[H]|P; 5 P)I[H]IP

Table 1: Basic Lotos syntax and semantics

tion of a service specification into a protocol specifica-
tion and prove the correctness between the two speci-
fications. The approach is important in the top down
design method. However, if there is any mistake in the
service specification, it is amplified in all the follow-
ing transformations. It is also not known whether the
correctness between the service specification and the
protocol specification is still preserved if any detail
is added in the protocol specification. For instance,
the Alternative Bit Protocol cannot be derived from
its service specification unless the error handling part
in the protocol specification is specified in the service
specification.

This paper is organized as follows. Following the
Introduction, section 2 gives an outline of LOTOS,
section 3 presents structured protocol model. Section
4 discusses the details of the proposed synthesis algo-
rithm and presents a simple application example using
the algorithm. Section 5 concludes the paper.

2 LOTOS

LOTOS (Language Of Temporal Ordering Specifi-
cation) is an FDT (Formal Description Technique) de-
veloped by ISO (International Organization for Stan-
dardization) [2] for the formal description of dis-
tributed systems. A system, specified in LOTOS, con-
sists of a number of processes interacting with each
other. A process in LOTOS is considered as an ab-
stract entity which communicates with other processes
by synchronizing in communication actions (events).
An action is considered atomic (i.e. not divisible in
time). Throughout this paper, let A denote a finite
set of actions which are externally observable and con-
trollable. An internal action which can’t be externally
observed is represented as i and let Act = AU{i}. Act*
denotes the set of all sequences of actions and we write
¢ as the empty sequence. 7 is the resulting sequence
of actions ¢ where 1 is removed.

In LOTOS, the behaviour expression of a process
is defined by stating the temporal relation of actions
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(events) of the process. There are various LOTOS op-
erators to structure behaviour expression of a system.
Operators which are used in this paper are shown in
Table 1 with their names, syntax and inference rules.
See [2] for other operators.

The description of data structures and data val-
ues are based on the algebraic specification of abstract
data types (ADTs) for actions involving in exchange
of data.

LOTOS has the following two semantic models:

o Label transition systems for behaviour expres-
sions

o Many sorted algebras for data types

In this paper, we are mainly concerned with be-
haviour expressions, thus label transition systems. A
labeled transition system is a state transition graph in
which nodes represent states and edges represent state
changes. This is formally defined as follows:

Definition 2.1 (Labeled Transition System) A
labeled transition system L is a quadruple (S, 4,7, s),
where

1. S is a nonempty set of states;
2. Ais a subset of Act;
3. TCSxAxSisa transition relation;

4. sg € S is the initial state of L. ]

The transition relation defines the dynamic changes
of states as actions are performed. For (s,a,s') € T,

we normally write s 5 s and this may be inter-
preted as “in the state s an action a can be per-
formed and after the action the state moves to s'”.
Ift=aias...a, € Act*, then

t a a a
o s — s standsfors = 3 ... 33 ¢
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denotes the negation of s 5.

Based on the operational semantics given by the
transition systems, a bisimulation relation is defined
as follows:

Definition 2.2 (Bisimulation)

Let Ly = (S1,A41,T1,510) and Ly = (S2, A2, T3, s20)
be labelled transition systems. A binary relation
R C 81 x S is a (weak)bisimulation if (s1,s2) € R
implies that, for all a € Act,

. a a
1. if 5y — s} for some s}, then s» = s, and
(s},s%) € R for some s5;

- a a
2.if s — s, for some sh, then s; = s} and
(s, s5) € R for some s}.

Ly is bisimilar to Lo (or Ly is bisimulated by L) if
(510, S20) € R for some bisimulation 2. O

Define a relation ~ by
~= U{R C S; x S2 | R:abisimulation}

Then, ~ is an equivalence relation and turns out to be
the largest bisimulation. It is clear from the definition
that L, is bisimilar to Lo iff s15 & s9¢.

3 Structured Communication Model
3.1 Protocol Model

In a communication system, protocol entities pro-
vide services to their users by interacting among them-
selves. In this paper, we use LOTOS as our notational
vehicle. Protocol entities and service access points are
represented in LOTOS by processes and gates respec-
tively. An abstract communication system can be rep-
resented as in Figure 1 in which PM represents pro-
tocol model consisting of interacting processes, P and
@ which provide services to their respective users, U,
and U,.

A PM is a 5-tuple (P,Q,G,Gp,Gq). P and @ are
processes. G is a gate at which P and @ interact to
exchange messages. G, and G, are gates at which P
and @ provide services to their users U, and U, respec-
tively. Another view of looking at the gates is to treat
them as buffers in which a process puts in a message
and the other process takes out the message. In fact,
such an action is atomic as putting the message in the
buffer and taking out the message from the buffer is
performed by synchronizing in an action in LOTOS.
For example, G is interpreted in such a way that g_in
is the gate at which P sends messages (?) to @ (and
the gate at which @ receives messages (@) from P)

and g_out is the gate at which Q sends messages (‘@)
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Figure 1: Structured communication model

to P (and the gate at which P receives messages (‘cT)
from Q).

In [12] and [13], the given entity P and the gener-
ated peer entity @), are both in monolithic style [14]
and thus the synthesized protocol consisting of P and
@ is also in monolithic style. A specification writ-
ten in monolithic style is fully expanded in terms of
LOTOS prefix and choice operators. On the other
hand, a structure specification uses LOTOS parallel,
enabling and disabling operators also to distinguish
and structure system functionalities thereby making
the system behaviour modular, more understandable
and manageable. The parallel operator is used to ex-
press concurrency and constraint between processes
whereas the enabling and disabling are mainly used for
expressing the phases of the system. Large and com-
plex systems are structured and if they are in mono-
lithic style they will be very difficult to understand and
will be error prone. In this paper, we consider both
P and @ as structured processes as shown in Figure
1. The resulting synthesized protocol consisting of P
and @ is also structured.

3.2 Notations

Basic LOTOS expresses the system behaviours
without data parts and is usually used to abstract
the system behaviour, verify and test the proper-
ties.  Although the complete system specification
Includes data part also, it is very difficult to ver-
ify and test the system properties as the data part
overshadows the system behaviour. In this paper
we use Basic LOTOS and use arrows in actions or
events in order to represent messages and direction
of messages flow when the processes synchronize in
those actions. In this way, we are able to abstract
some data parts of the full LOTOS if data are con-
sidered as universe of data. We give the follow-
ing notations for the protocol model given in Fig-
ure 1 to make discussion simpler in following sections.



P
Q :

a given entity
the peer entity

T1d, 724, ... € G, ©  actions of type °}’ representing
messages from U, to P

111, 72T, ... € Gp :  actions of type "F’ representing
messages from P to U,

Bid, Bad, ... € G4+ actions of type °|’ representing
messages from U, to Q

Bit, Bat, ... € G4 actions of type 1’ representing
messages from @Q to Uy

&, @3,..€ G: actions of type =’ representing

messages from P to )

&,&3,...€ G : actions of type "« representing
messages from @ to P

Specification of an entity in the PM is described

with respect to its upper and lower interfaces. For

instance, P in figure 1 is described with respect to

Gp(vd, ..., vt) and G(Tf, ..., &). We assume that the
given entity is defined as a communicating process
which is structured. The synthesis algorithm given in
section 4 generates a peer entity which is also struc-
tured. In order to define a communicating process, it
is assumed that we have denumerable set X of process
variables. A communicating process for a given entity
is defined in the next section.

3.3 Communicating Processes

Definition 3.1 (communicating process) A com-
muntcating process for a given entity 1s defined induc-
tively by the following BNF notations:

Pu=P[lP | P>»P | P[>P | P|H]P | stop
[ exit | o | recx.P | (3¢ 5) | (Qjes By)
Su=yhah P | avbiah P | vhiaha P
Ru=&;yhP | ab;yhP | &GiyhaP
where 2 € X and a €H O

The recursive behaviour of the given entity is ex-
pressed by the communicating process, recz. P, which
1s interpreted as a process ¢ whose meaning is defined

. . def . ..
by the recursive equation, @ = P. For simplicity, we
treat only communicating processes without mutual
recursion as above. However, it is easy to extend for
the process with mutual recursion.
feati = e
In the communicating processes, v;1; &7, a;v:l; o7

and v;; Ef; a are considered as sending primitives and

&7;7{[‘, a; &7;7jT and (a_j;'ij;a are considered as re- -

cewing primitives. Note that @ follows 7id and ;1
follows Eﬁ in sending and receiving primitives respec-
tively. The temporal orderings of v;{, a;. &7 and 7; T
in a communicating process is natural in a sense that
the communicating process recetves a message (v:d)
from its user and sends it (@) to its peer entity and,

similarly receives a message (&§7) from the peer entity
and delivers it (7;) to the user and then be ready for
other actions.

The most difficult part in describing the communi-
cating processes is to find out which actions belong to
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H in generalized parallel operator, P |[H]|P,. We re-

alize that actions v, @7, 57 and ;T, cannot belong
to H as it will be unnecessary because it will mean
that P, and P, will receive the same message either
from user U, and send it @ or vice versa. So we assume
that H has some actions which are local to P, and P,
only, i.e. hidden from their environments U, and @,
and denote them by «. a can appear in every possi-
ble places in P as shown by the LTSs of P in Figure
2. For simplicity, we consider Figure 2(&% only. Oth-
ers can be quite easily accommodated in the definition
of communicating processes. P;||Py (full synchroniza-
tion ) is not considered because of the same reason as
above.

P P P P I4 14
. '
s AL -~ A2
3 - 4 A <
—— f -
=1 o ; z +
a a '
. 1
b
® ©

(@)
Figure 2: The temporal ordering of a in P

We have two restrictions in communicating pro-
cesses. Before stating them, we define the set of ini-
tial actions of an expression B as nit(B) = {c €

Act(B)U {8}|B 5}

Restriction 1
If P = P| ]P», then either init(P) U init(Py) C

{7} U {8} or indt(P1) Uinit(Py) C {&}U {6}

Restriction 2 ;

If P=P, > Py, and P, = By[]Ba, then B; 4 and
5

By A .
3.4 A Safe Protocol Specification

In this section, we discuss what a safe protocol spec-
ification is and state that our synthesized protocol
model will be safe according to the discussion. A safe
protocol specification is the one which is free from log-
ical errors. In general, there are four types of logical
errors, (1) deadlock, (2) unspecified reception, (3) non-
erecutable transition and (4) buffer overflow, which
are well discussed in FSMs model [7]. Since we do not
have a real buffer (though indirectly implied), we do
not consider the buffer overflow. Other three errors
are collectively called as deadlock from actions execu-
tion point of view in our model, since the deadlock
occurs in LOTOS when processes cannot synchronize
in an action [12],[13]. If there are any unspecified or
non-executable actions in any process in the commu-
nication model then the processes cannot synchronize
on those actions and the P M is deadlock. We formally
define the deadlock in definition 3.2. Due to the lack



of space we omit examples for deadlocks in this paper,
but they can be found in [12],{13].

Definition 3.2 (Deadlock) Let PM = P|[G]|Q be
a protocol model. PM is deadlock if there exist pro-
cesses P’'(Q’') and a € Act such that

a

(1) P L PS5 (Q D Q@ S)forsomet € Act*

(2) For any Q"(P") such that PM 4 PGlQ"
(PM 4 P"|[G]|Q"), for some t' € Act* we have

PIGIQ" & (PUGIQ ).

In this case, we say that deadlock occurs at P’ (Q')
and a is the non-ezecutable action®. ]

Now, we can formalize our protocol synthesis prob-
lem as follows:
Given: The specification of an entity P, which is a
given entity and is expressed as a communicating pro-
cess.
Problem: Generate the specification of the peer entity
@, which is expressed as a communicating process also,
such that

(1) PM = P|[G]|Q is deadlock free.

(2) P with an action of the form & replaced by i;

& is bisimilar to hide 2 in P|[G]|Q, where §
denotes the sequence of actions in ¢ of the form

B1 and .

(3) @ with an action of the form @ replaced by i; @
is bisimilar to hide 7 in P|[G]|@, where ¥ denotes
the sequence of actions in P of the form v1 and

v

In order to realize (2) and (3) we have to consider
the semantical meaning of entities” behaviours. For
instance, the behaviour of P in (2) may be expressed
in different form (i.e. & is replaced by i; @) because
for P, any message sent by user U, to () seems invisible
thus non-deterministic, i.e. it is not known to P which
message is sent to @ by U, and hence to P. In order
to realize this non-determnism, we replace receiving

actions & of P by i;%.

4 Synthesis Algorithm and Results

In this section, we present the details of our pro-
posed algorithm and prove some results. Before pre-
senting the details of the algorithm, we first discuss
the basic idea of the algorithm in the next subsection.

4.1 Basic Idea of the Algorithim

The basic idea of the synthesis algorithm is as fol-
lows. For each sending primitive of the given entity,
we generate an appropriate receiving primitive for the
peer entity. Similarly, for each receiving primitive of
the given entity, we generate an appropriate sending

INote that a must be a synchronization action.
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primitive for the peer entity. In other words, when P
receives a message () from its user and sends it (@)

to the peer entity, i.e. P = v]; & P’ we generate the
peer entity @ such a way that it receives the message

(Ti}) from P and delivers the message (1) to its user,
ie. Q = @;41,Q". In the same manner, when P
receives a message (&) from the peer entity and de-

livers it (1) to its user, i.e. P = @1, P', we make
@ such a way that it receives the message (8]) from its

user and sends it (&) to P, ie. Q = Bl; Q. Simi-
larly, we consider other primitives of P to generate the
appropriate primitives of @. The concept is natural
for communication protocols. For instance, in a sim-
ple connection establishment protocol, if given entity

is defined as P = ConRqu,;C_ﬁ%; exit then the gen-
erated peer entity is Q = ﬁi; ConlInd?;exit, where

ConReql is Connection Request service primitive, éﬁ
is the corresponding Protocol Data Unit and Conind?t
is Connection Indication service primitive.

4.2 Synthesis Algorithm

The synthesis algorithm we will propose in this sec-
tion is based on the communication patterns discussed
in the previous section. Basically, the algorithm is a
three steps procedure. In step (1), the communica-
tion patterns of the sending and receiving primitives
of the given entity are checked. In step (2), the corre-
sponding communication patterns of the sending and
receiving primitives of the peer entity are obtained. In
step (3), the primitives of the peer entity are composed
together to obtain the complete peer entity.

In the Algorithm 4.1, peer is the function (proce-
dure) whose nput is a given entity P. peer checks the
communication pattern of primitives of P recursively
and returns the corresponding primitives of Q. peer
has auxiliary procedure, auz(S) and auz(R), which
generate receiving primitives and sending primitives
of @ respectively. The peer entity is structurally gen-
erated if the given entity is structured. In case of the
given entity consisting of sub-entities composed by en-
abling and disabling operators, Py > P, and Pi[> Py,
we transform them into Py > nc; Py and Pi[> nc; P2
respectively. In the protocol model PM, P and @ syn-
chronize in ne (next phase) also. The reason for this
transformation is that enabling and disabling opera-
tors are mainly used for expressing phases in a system
as it 1s already explained in the previous sections. Here
in this paper, we would like the phases of P and @
progress synchronously by synchronizing in nc before
executing the actions of the next phases, P and Qs.
The advantage of this transformation 1is that phases of
P and @ do not lag or advance from each other while
communicating to each other. We state the algorithm
as shown below.



Algorithm 4.1 (Synthesis Algorithm)

procedure peer(P)

begin

case P of
stop: return stop; c
exit: return exit; Ec
z: return z; (c
rec z.P: return rec z.peer(P); (c
(

(2oier Si): return (3¢ aux(S;));

> jes Bj) i return (2 jes aua(Ry)); (c6)
Pi[]Py: return peer(P))[ Jpeer(Ps); (c7)
Py > nc; Ps:
return peer(P)) > nc; peer(Py); (c8)
P[> nc; Py: _
return peer(Py)[> ne; peer(Py); (c9)
return peer(Py)|[H']|peer(Ps); (c10)

end

procedure auz(S;)

begin

case S; of

Yidi @5 P
return &7; 8;1; peer(P); (S1)
@yl @ P
return b; &};ﬁiT;pcer(P); (52)
vidialia; P
return a;; 31 b; peer(P); (S3)

end

procedure auz(R;)

begin

case l; of

67571 P
return ;| éx—j;peer(P); (R1)
;&35 P
return b; 3;4; &7;])667‘(13); (R2)
65571 a5 P
return g;; fi]’»; b; peer(P), (R3)

end

where « € H and be H'. o

4.3 Results

In this section, we prove that the synthesized pro-
tocol is safe, i.e. deadlock free (Theorem 4.1) and is
bisimulated by both entities P and @ (Theorem 4.2).
We give brief outlines of proofs of the theorems. Before
proving the theorems, we prove the following lemmas

Lemma 4.1 If PFi|[G]|Qi are deadlock free for
al 7 € I, then the protocol model PM =
(Cier vk & PONGN(S e; 85 31 Qi) is deadlock

free.

Proof. Suppose that P;|[G]|@; are deadlock free
for all ¢ € I. The resulting protocol model is equiva-
lently expanded as

PM = Z»,m ot (PGB Qi)

i€l
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Since the process (;1;Q; can always execute
Gt in B|[G)|BiT;Q: (P may be able to execute
some non-synchronized actions in P |[G]|5:1; @), if
B|[GB:1; Qs is deadlock for some i then A|{G]|Q;
must be deadlock that contradicts the assumption.
Thus, P|[G]|B:i1; Q: is deadlock free for all . There-
fore, we can conclude that PM is deadlock free. O

Lemma 4.2 Let P; and P, be processes having no
synchronized actions in common with processes (),
and Qy, respectively. If protocol models P|[G]|Q
and PZB[G&[QQ are deadlock free, then PM =
(Py ||| P)IGI(@1 1 Q2) is deadlock free.

Proof. If PM is deadlock, then either P|[G)|Q;
or P5|{G)|Q2 must be deadlock. This contradicts the
assumption. Thus, we get the lemma. 0O

Note: it is assumed that no synchronization actions
are common between P; and (o, and P, and Q.

Lemma 4.3 Let Py and P, be processes having no
synchronized actions in common and let a € H and
be H. If (A | P)IGINQ1 ]| Q2) is deadlock free,
then PM = (a; Py{[H|a; PIGII(b; QuI[H]Ib; Q) s
deadlock free.

Proof. The PM can be equivalently ex-
panded as PM = ﬁa;(Pl l PDHG(B; (@1 [ Q2))-
If PM is deadlock then (P ||| P)|[GII(Q1||Q2) 1s
deadlock.  This contradicts the assumption an
(P Il PHIIG(@Q1 ]| Q2) is already proved to be dead-
lock free in Lemma 4.2 |

Theorem 4.1 (syntactic property)

Let Q = peer(P) be the peer entily of a gien en-
tity P oblained by the synthesis algorithm. Then
PM = P|[G|Q is deadlock free.

Proof. The proof is by structural induction. For
each binary operator * we prove that ( Py Py)|[G][(Q1#*
Q2) is deadlock free where Q; = peer(P;) and
peer(Ps). As an example we prove a simple case of
parallel operator. Similar proof technique can be ap-
plied to other operators.

In the base cases, i.e. P = stop, exit, or x for some
variable # € X, the proof is trivial.

Now suppose
P = (Cier ok P)Iall(F) ¢y 0 6551 Py).

In this case, the deadlock freeness of PM is derived
by Lemma 4.1 Lemma 4.2 and 4.3.

For recursive cases we suppose that P =
recz.P/(z)|[H]|recz.Q}. It is sufficient to show that
PM = (recz.P{(z)|[H]|recx.P})

[Gll(rec 2.Q) (z)|[H'}|rec .@)z) is deadlock free,
where Q1 (z) = peer(P{(z)) and Q4(z) = peer(Pi(z)).
Let Pl'(n)(:c) and Pé(n)(x) be the entities Pj(z)
and Pj(x) where variable ¢ is simultaneous un-

folded n times according to the defining equa-

. f def .
tions 2 = Pl(x) and & = Pj(x) respectively.

Let Q'l(n')(as) = peev*(P{("')(l“)) and Q’g(")(x) =

2:



pem(P'(")( 2)). We prove the claim by showing that
(P @R @GN @)@ () s
eadlock fxee by induction on n. Now the proof can be
obtained by applying structural induction hypothesis
on n. The similar proof is given in [13], [12] and we

omit the details here.
O

Note that in this paper, * is LOTOS choice, enabling,

disabling and parallel operators and for enabling and

disabling operators we have,

PM P; > ne; P)|[GU {nc}v(Ql > ne; @) and
P[> ne; Pg)l GU {nc}l(Q1]> ne; Qg) respec-

tlvely

Theorem 4.2 (Semantic Property)
Let Q = peer(P) be the peer entily of a given en-
tity P obtained by the synthesis algorithm. Then the

following semantic properties are salisfied, where 3
denotes the sequence Bi1,...,0, T, 01, .., Bmd and
% denotes the sequence M1 T,...,vnT,Y1d - Tmd of
non-synchronized actions appearing in P and @ re-

spectively.

(1) P =~ hide in P|[G]|Q, where P is the resulting
P with an action of the form & replaced by i,

ie. P=P{i;v /%)
(2) Q ~ hide 7 in P|[G]|Q, where Q is the resulting
_%

Q with an action of the form o replaced by i W,

ie. Q=Q{i, W/}

Proof. The proof is by structural induction for
each cases of LOTOS operators (enabling, disabling
and parallel). In some cases, the proof is done with
the help of expanded tree diagrams of behaviour ex-

ressions. The proof is very similar to the ones in [12],
13] and we onut the details here.
0

Note that for enabling and disabling operators we
have,

~ hideBin(P; > nc; P)|[GU {nc}]l(Q1 > ne: Qo)

hldeﬁm(Pl[> ne; Po)|[GU {nc}|(Q1[> nc; Q2).
Slrmlarly for Q
4.4  Example of an Application of the
Synthesis Algorithm
We briefly present application example of the syn-
thesis algorithm to the small portion of simplified ver-
sion of the protocol handler of the Transport Layer
[20]. The details can be found in [12],[13], [20]. The
protocol handler has two entities, a calling entity and
a called entity. Entities exchange messages in three
phases, connection phase, data phase and disconnect
phase. After the connection is established successfully,
the entities enter data phase. During the data phase
the entities can be disabled by the disconnect phase.
Therefore the given entity is: P = Connect_Phase_P

and
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> (Data_Phase.P [> Disconnect.Phase_P) The

given entity is transformed as shown below.

P = Connect_Phase_P > nc; (Data_Phase P [>
nc;Disconnect.Phase_P). The peer entity @ is ob-
tained by applying the synthesis algorithm as follows:
@ = peer(Connect.Phase_P > nc; (Data_Phase_P
[> nc;Disconnect.Phase_P))

We use notations given in section 3.2 to denote
primitives (service primitives (SPs) and protocol data
units (PDUs)) used in the Transport Layer. We use
the following abbreviations:

For SPs, ConReql : v1d,ConCnft : vo1, DisInt :
73T, DatReql : val, DatInt : ysT, DisReql : yel.

ForPDUs,aE:@,%:@,Bﬁ:@,ﬁtcﬁ,ﬁ:
§.DR: a2

The given entity, P, is calling entity. The phases of
the given entity are as follows

Connect_Phase_P = v, 1;a1; (&2; 721; exit
[ 1&3; vaT:Connect_Phase_P)
Data_Phase.P = v4; &i:Data_Phase_P
]H&_, vsT;Data_Phase_P

Disconnect_Phase_P = ~g|; &¢; exit ||| &3; va1; exit

Here, we apply the algorithm to the Con-
nect_Phase_P of the given entity only. The applica-
tion of the algorithm is shown as follows;

Connect_Phase.Q = peer(Connect_Phase_P)
= (rec az.peer(-h,L;CTl); (f—r 5T exit

2y

(18357315 2))) from (c4)
= recz.al; fitipeer((§3;v2 1 exit

[ ]ﬁg, vst;z)) from (S1)
= recz.&?; f11;(B: 4; &3; peer(exit)

[ 1834 &3 peer(z)) from (R1)
= reca.ai; fi1; (B | &; exit

[ ]ﬁg,L;S‘;peer(x)) from (c2)
= recz.al; 5t (B2 4; &) exit

[1834; &35 2) from (c3)

The result is: Connect_Phase.Q = ai;/11; (B2
- &7, exit] 18sl; &3; Connect-Phase_Q)

5 Conclusions

We proposed a protocol synthesis algorithm for the
process-algebraic language LOTOS to derive a struc-
tured protocol model by generating a peer entity from
a given entity. Synthesized protocol is proved to
be deadlock free and is bisimulated by both entities
if the given entity is expressed as a communicating
process, which is natural for communicating entities.
The bisimulation between entities and protocol model



shows that the protocol model coincides with the be-
haviours of the entities. We also proposed the def-
inttion of deadlock which is different from the dead-
lock defined in the protocol synthesis based on FSMs.
The protocol synthesis procedure we have presented is
applicable to every structure of protocol layer which
provides services to its upper layer. To show the effec-
tiveness of the proposed synthesis algorithm, we have
applied it to a simplified version of the protocol han-
dler of the Transport Layer. As reported in the in-
troduction, our work is the extension of our previous
works [12], [13]. We are now developing a tool to sup-
port our synthesis algorithm. The future directions of
research can be to extend the synthesis algorithm for
a protocol model with under lying medium and other
variables such as time.
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