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Abstract

In this paper, we present a routing protocol for find-
ing two node-disjoint paths between each pair of nodes
in a computer nelwork. In the proposed protocol, each
node in the network has the same procedure, which
is driven by local information with respect to the net-
work topology such as an adjacent node on a spanning
tree in the network. Thus, the execution of the proto-
col can continue after changes of the network topology
and load.

The concept of spanning tree-based kernel construc-
tion is iniroduced to synchronize procedures under the
distributed conirol of the protocol. The routing scheme
based on the protocol possesses the enhanced capabili-
ties of alternate routes and load splilting, which cope
with failures and load variations in the network. Fur-
thermore, even if topology changes occur which dam-
age the obiained disjoinl paths, the paths themselves
can be updated efficiently.

1 Introduction

High speed computer networks such as ATM net-
works require end-to-end processing than hop-by-
hop processing [2], [7]. It is because communication
channel can deliver messages at a higher rate relative
to individual node processing. However, if a failure
occurs In the communication channel, then a lot of
messages being delivered are lost and they must be
retransmitted from the source node. In order to en-
hance reliability of the routing in high speed computer
networks, reliable routing protocols for recovery are
indispensable.

A number of distributed routing protocols have
been developed [8], [9], and they are classified into
the single path type and the multiple path type. The
single path protocols include shortest weighted path

rotocols [3], [9], shortest unweighted path protocols
12], minimum spanning tree protocols [9], and selec-
tive broadcast protocols [4]. However, the single path
protocols turn out not to be optimum over a short
time interval even if the average network delay is to
be minimized over long time intervals, and most of the
protocols cannot recover quickly from failures.

In order to overcome these difficulties, multiple
path protocols arise, in which messages could continue
to be transmitted even when failures occur on the
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paths and load may be split over several paths. Some
multiple path protocols are proposed to enhance reli-
ability or throughput [1], [5], [8], [11]. However, such
multiple-paths are shared with each other in some
nodes or channels. Only node—disjoint path protocols
enable the most reliable routing in high speed com-
puter networks

In this paper, we propose a distributed routing pro-
tocol for finding two node~-disjoint paths between each
pair of nodes in a computer network. The routing
scheme based on the protocol ensures the following
three points: (1) Messages generated at any node can
always reach their destination nodes. (2) Load can be
effectively split into two node-disjoint paths. (3) The
obtained disjoint paths can be easily updated in cases
of failures by a distributed control.

The paper is organized as follows. In Section 2
the problem of finding two node-disjoint paths, called
problem TDP, is formalized. In Section 3 a concept
of spanning tree-based kernel construction for solving
Problem TDP is introduced and in Section 4 a dis-
tributed protocol, based on the concept, for solving
Problem TDP is presented. In Section 5 an example
of Phase 2 in the distributed protocol is demonstrated.
Section 6 shows concluding remarks.

2 System Model

Let an undirected graph G = (V,E) represent
a computer network, where a set of node V and a
set of edges E correspond to switching computers
and communication links, respectively. Let r(v,v') =
v1,vs, -,V Where v = v; and v/ = v, denote a sim-
ple path between nodes v and v’. If v = v’ then it
is called a simple circuit. If there are » simple paths
between v and v/, then these paths are distinguished
by denoted as ry(v,v') = v}, v8,---,vi (1 <s <)
We say that two simple paths r,(v,v’) and ri(v,v")
{s # t) are node—disjoint if these paths do not have
common nodes except node v and v’. We also say that
an undirected graph G = (V, E) is biconnected if there
exists a node-disjoint simple paths between every pair
of nodes in G. From now on, we may denote an undi-
rected graph as a graph, a simple path as a path and
node—disjoint as disjoint.

Now, we formalize Problem TDP as follows:



[Problem TDP] Given a biconnected undirected
graph G = (V,E) and an arbitrary node vg € V
(we call it a destination node), find two simple paths
r1(v,v4) and ro(v,vq) between any node v(€ V,v #
vq) and vg, which satisfy the following two conditions.

Condition D: ri(v,v4) and ro(v,vg) are node-
disjoint.

Condition S: Let ri(v,vg) = v},vd, -, v} where
v} = v and v} = vg. Then, given an arbitrary
node v} (1 < j < k) on r1(v,va) the terminal
subpfmtih v}, v} 41, -, 04 18 11(vf,vq). The similar
condition holds for ra(v, vg). o

We call r1(v,vq) = vi, v}, -, v} aforward path of
v and ra(v,v4) = v¥,v%,- -, v} a backward path of v.
Furthermore, for r1(v,v4) and r2(v,v4) we call v a
forward node of v and v2 a backward node of v. If
Problem TDP is solved for any vy € V, we have two
node—-disjoint paths between every pair of nodes in an
undirected graph. In routing, a pair of the forward and
backward nodes of v is stored in a routing table RT(v).
Condition S is included mainly in consideration for the
minimization of the size of routing table [6].

[Example 1] We will show an example of Problem
TDP. We are given an undirected graph Gy = (V4, E})
and a node v; € V; as vq in Fig.l. The following
forward and backward paths of any node v (€ Vi,v #
v1) satisfy Condition D and Condition S of Problem
TDP. The forward paths are »;(vz, v1) = va, vs, 4, V1,
r1 (vs, v1) = w3, v4,v1, 71 (v4, v1) = v4, v1, 71 (vs,
v1) = vs, v4,v1, 71 (s, V1) = Vs, v7,04,v1, T1 (V7,01

= V7, V4,01, T (Us, V1) = Ug, V4,01, and r (v, V1

= vy, Vs, V4, V1. The backward paths are ro (va,v1) =
va,v1, T2 (¥3, V1) = v3,vs, V2, V1, T2 (v4, v1) = vy, Vs,
va,v1, T2 (vs, v1) = vs,v2, v1, T2 (Vs, V1) = Vs, V2,
v1, 72 (v7, v1) = v7,ve, v2,v1, T2 (vs, V1) = Vs, V9,
ve,vs,v1, and rg (ve, v1) = Vg, Us, ¥z, v1. These paths
are stored in a routing table RT(v;) for each v;. In
Fig.1, F and B denote a forward and backward nodes,
respectively. a

3 Kernel Construction

We introduce a recursive procedure called a kernel
construction which provides a basis for a solution to
Problem TDP under centralized control. The origi-
nal concept of kernel construction is presented in [6].
Here, we extend this concept to a spanning tree~based
kernel construction.

A spanning tree T = (Vp, Ep) of an undirected
graph G = (V, E) is a connected subgraph of G, which
includes all nodes v € V' and does not have any cir-
cuit. A co-tree E,; is a set of edges which does not
include edges in Ep, that is, E — Er. Then, there
always exists a circuit which consists of exactly one
edge e; in E; and the other all edges in Er. We call
the circuit a fundamental circuit for e;. Let it be de-
noted by ¢;. Let the set of edges ¢; be denoted by C =
{c;|1 € i < |E:|}. For convenience of notations we as-
sume ¢; = (V,,, E.,) may denote a subgraph consisting
of nodes and edges on a fundamental circuit c;.
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Figure 1: Forward and backward paths.

_ Now, we i:leﬁnq the sequences of kernels denoted by
Gy = (Vi, By), Gz = (Va, B3), -, G = (Vim, Eip).
Given an undirected graph G = (V, E), anode vy € V,
and a spanning tree T' = (Vp, ET) of G, the procedure
is described recursively as follows.

[Spanning tree—based kernel construction)

Step 1: Select a fundamental circuit including vq
from C (let it be ¢;) . Let L,, = {c1} and
e; = (Vo,,Ee). Then, construct the first ker-
nel Gy = (Vi, E1) where V; = V,, and E; = E.,.
Let L be C —{e1 }.

Step i (2 <i < |Er|): The following procedure is it-
erated unless L = ¢. We assume that the (i —1)-
th kernel G;_1 = (Vi_i, Ej-1) has been con-
structed. If L contains a fundamental circuit ¢;
(Ve,, Ec,) which satisfies the following Condition
C, then construct the i-th kernel G; = (V;, E;)
where V; = V;_1 UV, and E; = E; 1 UE,,. Let
L be L — {¢;}. If such ¢; does not exist, then the
kernel construction is terminated.

[Condition C:] ¢; is the construction of the following
two simple paths P;(cy) and Q;(ck) (see Fig.2).

P; (ck) = vpy; Vps) © Upe and Q; (Cjc
<+, Vg, wWhere v, ,v,, € Vily; vy, € Vio1 (2L <
= 1);~ (UPU vpz)» (Upz’ vPa)’ Tt (vps—n vp,) ¢ Ei_y;
v'lj € Vi—l ( 1 S ]_S twt Z 2 ); (UQI’ qu)’ (vqw vqs))
Tt (UQQ—I’ Uq:) € Ei_1; vp, = vy, and Ups = Vgq,-

We call vy, (= vg,) and vp, (= vy,) S-node of Gio1
and S'-node of G;_;, which are denoted by S(Gi_;)
and S'(G;i_1), respectively. O
[Theorem 1] Given a biconnected undirected graph

G = (V,E), anode vy € V and a spanning tree T =
(Vr, Er) of G, then the spanning tree-based kernel

= Vg VYgq



Gi

Figure 2: Fundamental circuit satisfying Condition C.

construction can be applied to the step m such that
Gm=G. o

This theorem can be proved by induction on steps
of the spanning tree-based kernel construction. The
proof scheme is similar to that of the original kernel
construction [6].

Next, based on the above spanning tree-based ker-
nel construction we give a constructive procedure for
choosing forward and backward paths of any node on
a biconnected undirected graph.

[Path choice procedure]

Step 1: Let ¢; = vi(= va4), va2, - -, Um, (= v4). Then,
for any node v;(= v) on ¢; choose 71(v,vq) =
Vi, V41, ,Um, as aforward path of v.

Stepi (2 <i<|Er|): For Gi_i = (Vie1, Ei_y) and
¢ = (Ve,, if E¢,) Vi, — Vie1 = ¢, then proceed
to Step 7+ 1. Otherwise, a forward path and
backward path of anode v € V, - V;_; are chosen
as follows.

Let ¢; = vi(= v), va, -+, Um, (= v). We divide ¢;
into the following three subpaths (see Fig.3).

1) ra(v,ve) = v (= v1), ve, ---,v, where vy,
Vg, -, Vg1 € ‘/cl - ‘/i—ly Vg € ‘/i—l-

(2) rb(vl'yi)y) = Uz, Ug+41,
vy € Vi1,

(3) re(v,vy) = v(= vm,), V-, T Uyl Uy where
cry Uyl € ‘/cl —Vio1, Uy S W—lv o

Suppose that forward paths and backward paths
7s(vz, vg) and ry(vy,vg) (s,t = 1,2) have been chosen
before Step ¢ — 1. If s = 1 and ¢ = 2, then choose a
concatenation of rg4(v,v,) and 74(vz,vq) as a forward
path of v (let it be a-path) and a concatenation of
re(v,vy) and r;(vy, vq) as a backward path of v (let it
be b-path). If s = 2 and ¢t = 1, then choose a-path as
a backward path of v and b-path as a forward path of
v

[Theorem 2] Problem TDP can be solved by the
spanning tree-based kernel construction and the path

-, vy where vz, vz41, -,

Umyy Umi—-1, *
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Figure 3: Path choice procedure.

choice procedure described above (Note that this
method is executed under centralized control.) o

This theorem can be proved by induction on steps
of the path choice procedure. The proof scheme is also
similar to that of the original kernel construction [6].
In Fig.3 it can be proved that r,(ve, va) and r¢(vy, va
are node~-disjoint.

4 Distributed Protocol

In this section we present a distributed protocol for
solving Problem TDP. The protocol is composed of
the following two phases.

Phase 1: Given a biconnected undirected graph G =
(V,E) and a node vy € V, construct a spanning
tree T = (Vp, Er) and a set of fundamental cir-
cuits C = {ex | 1<k < |E - Erl}.

Phase 2: Based on T and C obtained in Phase 1,
choose a forward path and backward path of each
node v (€ V,v # vq) by exploiting the spanning
tree-based kernel construction.

4.1 Phasel

A distributed protocol of Phase 1 is easily ob-
tained from the distributed protocol proposed in [10]
by adding a procedure with respect to the spanning
tree and the fundamental circuit. Though details of
the protocol are omitted here, we show a result ob-
tained after the execution of the protocol. For exam-
ple, as shown in Fig.4 a spanning tree T of the graph
G, = (V1, Fy) in Fig.1 depicted by bold lines and the
associated five fundamental circuits ¢q, ¢o, ca, ¢4, and
cs are obtained as local information of each node in
Gi.

The result is maintained by each node in an undi-
rected graph as local information. A spanning tree is
represented by a set of a father node Ny and a set
of son nodes N, of each node in a graph. Let edges
connected to each node be denoted by ey, es, ---. A
fundamental circuit is represented by E(e,) = {c; | c
contains e;} of each node in a graph defined for all



vVi=Vd

Figure 4: Phase 1.

er. In Fig.4 the local information of v4 is given as fol-
lows: with respect to a spanning tree Ny = {v;} and
N, = {vs, vs, v7,vg}, and with respect to fundamental
circuits E(e;) = {{cl} E(es) = {ca}, E(es) = {rl,c?,
e3,cq}, Eleq) = {cs,c4, Cs% e5) = {cq,c5}, where
e1 = (va, v1), €2 = (v4, v3 es = (va,
U7), €5 = (Y4, ’Us).

4.2 Phase 2
4.2.1 Extended Kernel Construction

, €3 = V4, VUs),

In this subsection we provide an extension of spanning
tree—based kernel construction called “ extended ker-
nel construction”. The extended kernel construction
is suitable to describe a distributed protocol of Phase
2 with concurrency. Now, we define the sequences of
extended kernels denoted by Hl = (Vl, E), H,
(Vz, Eg) o, Hp = (Vn, n). Given an extended
kernel H; = (V], E;) a set of fundamental circuits for

v denoted by Cy(C C) is defined as follows. Here, let
€a, €b, € denote edges connected to v.

Cy = { ¢k | & is a fundamental circuit including v and
¢y, satisfied the following conditions C1 and C2.

C1: For an edge e, such that e, ¢ Ej, ek € Eer).
C2: For arbitrary edges e, and e, such that e,4, e

¢ Ej and e, # ey, cx € F(eq) N Efey).
Furthermore, let the set of fundamental circuits satis-
fying C1 and C2 be C!. For each e, such that e, ¢ E;,
| C,nE(e)|=1.}

Here, for convenience of notations we assume C, =
Ve, EC ) may denote a subgraph consvtstmg of nodes
and’ edges on fundamental circuits in C,. Given an
undirected graph G = (V,FE), a node v4 € V and
a set of fundamental circuits C, the extended kernel
eonstruction is deseribed recursively as follows.

[Extended kernel construction]
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Step 1: Choose an arbitrary fundamental circuits
(let it be ci) including vq from C. Let C,, =
{ck} and c¢x = (V,, B ). Then, construct the
first extended kernel H, = (Vi, E)) where V; =
Ve, and E; = E,. Let L be C — C,,

Step j (j > 2) The following procedure is iterated
until L = ¢. We assume that the (j — 1)-th

extended kernel Hj_; = ( V;_1,E;_1 ) has been
constructed. Then, choose a C, = V¢, , Ec,) such
that C, # ¢ for a node v € V] 1. Construct the
j-th extended kernel H; = ( V;, E; ) where V; =
VJ 1UVe, and E E‘J 1UE¢,. Let Lbe L—-C,,.

[Example 2] We show an example of the extended
kemel construction in Fig.4. After Phase 1 we get
={ ¢, o, 3, ca, ¢5 }. In Step 1if Cy, = {¢1} and
¢ = (Vcl,Ec,) are chosen, then we construct H; =
Vi, El) where V; = Ve, and E; = E;, and get L =
ca, €3, C4, ¢5}. In Step 2if Cy, = {c2, c3, c4} is chosen
(let Cy, = (Ve,,, Ec,,) ), then we construct Hy = (
Va, Es ) where Vo = VlUVGwq and By = E’luE’cv1 and
get L = {c5}. In Step 3 if Cy, = {c5} is chosen then
we construct Hz = (Vs, E3) , which is equal to G; and
we get L = ¢. Hence the procedure is terminated. O
[Theorem 3] Given a sequence of extended kernels
Hy, Hy, - H;, Hjpa, -
of kernels Gl, Gy, -, G,,~-
following Condition I.
Condition I: For any iz l) there exists a subse-
quence of kernels G, GH.l, -+, Gy, such that G; =
H; and Gy = Hjpa. O

This theorem is proved by showing the following
claim.

[Claim] When in Condition I, Giyr+1is obtained from
Giyr for any k (0 < k < ¢ — i — 1), a fundamental
circuit that satisfies Condition C in the spanning tree—
based kernel construction, can be always chosen. 0O

By this theorem it can be also shown that Theorem
1 and 2 also hold in the extended kernel construction.

Here we give some notations. Given H- 1= (
V 1, Ej-1 ) and C, such that v € V 1, let Pk denote
1 from

, there exists a sequence
. (ji,, which satisfy the

a simple path which extracts all edges in H -
ck € C,. For example, in Fig.4 given H, = ¢; if c3
= vs, V4, U7, Vs, V2, Us, then pz = va, v7, ve, V2.
Thus, a set of simple paths P, = { p1,p2,-++,pn } is
obtamed from a set of fundamental circuits C, =
€1,€2,-+,¢n }. One of two end points of simple paths
in P, is always v. We call v W-node of H;_; and
denote it by W(ﬁj_l). On the other hand, we call
a set of the other end points of simple paths in P,
except v a set of W’—nodes of H;_; and denote it by
W'(H;_1). For example, in Fig.4 given Hi = ¢ if
W(Hl) = V4 then VV’(H]) = {1)2,1}5}.



T3 ' T4 T3 \[1
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v=vqg vV #F vg

Figure 5: Finite state machine M.

4.2.2 Outline

Here, we explain the outline of distributed protocol of
Phase 2. The protocol iterates the following three Pro-
cedures 1, 2, and 3 which use three control messages
PR, EP, and TY, respectively. These control mes-
sages are different from messages. The control mes-
sages are used for this protocol while the messages are
used for usual information transmission. In_the fol-
lowing, the procedure to obtain H; = (V;, E;) from

Hj_l = (Vj_l,Ej_l) is shown.

(1) Selection of W-node: Select W-node W (H;_;)
by sending messages PR along a spanning tree.

(2) Construction of kernel H;: Suppose W(H;_1) =
w. Send message EP from to all W’-nodes in

W’(ﬁj_l) along all simple paths py € P,,.

(3) Decision of forward and backward paths: Send

messages TY from all W’-nodes in W'(H;_1) to
w along all simple paths p; € P,. In this process,
find forward and backward paths of all nodes v €

Vi = Vi1

4.2.3 Description

The proposed distributed protocol of Phase 2 is de-
scribed by a combination of a finite state machine and
an abstract program.

In this case the finite state machine has three states
Sy, S2, and S3 in any node v(# vg) and two states
Sy and S3 in a destination node vy (see Fig.5). The
abstract program shows a procedure triggered when
each node receives a control message. To describe it
Pascal-like program is adopted here.

We assume that before Phase 2 the states of all
nodes are S;. The transition 77 from S1 to Sy is done
when each node receives EP. The transition 73 from
S to S3 is done when each node receives TY. The
transition T3 from 33 to 5y is done when each node
receives PR from all adjacent nodes on the spanning
tree.

Before giving the procedure at a node v we explain
control messages transmitted to v and variables stored
in v. The information is used as local information of
the proposed distributed protocol.

At first, control messages used in the protocol are
PR, EP(L,F,B,S) and TY(R,D). L, F, B, R, and
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A-1. begin WN:=SEL;

A-2. STATE : =S3;

A-3. FPATH : =v;

A-4. BPATH : =v;

A-5. L:i=c; selected from E(e;) for an e;;

A-6. Send EP(L, v, v, nil) along e; such that ¢; € E(e:);
AT, M(e):=F1 end

Figure 6: Procedure INITIALIZE.

D are information with which messages are transmit-
ted. L represents a fundamental circuit ¢ € Cy, se-
lected at a W-node w. F and B represent a forward
path 71 (w,vq) and a backward path ro(w, vg), respec-
tively. S represents a subpath between w and v’ of
path p, € P, when v receives EP from v'. R repre-
sents a simple circuit which involves v4, W-node w,
W’-node w’ and v, which is denoted by R = v (= vg),

vg, -, Up (=W-node w), -+, vg(=v), -+, vp (=W'-
node w'), -+, vpm_1, Um (= vg). Hence, two node-
subsequences of R, that is vy, vg_1, -+, vp, -+, V2, ¥q
(let it be a path P,) and vy, vgq1, -, Ury -+ -, Um (let

it be a path Py) turn out to be a forward path of v or
a backward path of v.

D represents which paths P, and P, are the for-
ward path or the backward path. In the protocol it is
determined so that if D = FORW ARD then P, is the
forward path and P, is the backward path and if D =
BACKWARD then P, is the backward path and P,
is the forward path (Refer to Fig.3).

Next, variables stored in v except those explained
in Subsection 4.1 are the following six things. Here,
let e; denote an edge connected to v. WN indicates
that if v 1s now W-node then WN = SEL and oth-
erwise WN = NSEL. M(e;) indicates four states of
e;. That is, £0 is an initial state, E'1 is a state that
EP is transmitted along e; or received along e;, F2
is a state that TY is transmitted along e; or received
along e;, and E3 is a state that PR is received along
e;. FPATH and BPATH are a forward path of v
and a backward path of v, respectively. BF(e;) indi-
cates E'P that v received along e;, which is processed
afterward. STATFE indicates a state of the finite state
machine at v.

Phase 2 is triggered when v, initiates Procedure
INITIALIZE in Fig.6. Phase 2 is terminated when
vq receives PR from all son nodes N, of vg4 on the span-
ning tree. Procedure DISJOINT_PATH is a proce-
dure called when v receives a control message M SG.
Procedure START and DECISION are called by
Procedure DISJOINT_PATH and they execute the
selection of W—node and the decision of forward and
backward paths of v, respectively.

5 Example of Phase 2

We given an example of Phase 2 executed in G
= (V4, £1) in Fig.4. In this example we focus on the
propagation of states. In the following explanation, [S]
represents a statement number s in the corresponding
procedure in Fig.7.



Procedure DISJOINT PATH

B-1. begin case v receives MSG from e;

B-2. MSG=EP (L,F,B,S): begin

B-3. if STATE=S; then begin

B-4. M(ei) :=EL

B-5. STATE :=95;

B-6. Send EP(L,F,B,S-v) along e; such that L € E(e;);

B-7. M(ei) :=E1 end;

B-8. if STATE=S then BF(¢;) := EP (L,F,B,S);

B-9. if STATE=S; then call DECISION end;

B-10. MSG=TY (R,D): begin

B-11. M{(e;) :=E2;

B-12. if STATE=S, then begin

B-13. STATE:=S3;

B-14. if D=FORWARD then begin

B-15. FPATH:=subsequence of R, that is, vg, ..., Ur, ..., ¥m—1,Um;

B-16. BPATH:=subsequence of R, that is, vg, ..., vp, ..., v2,v1
end;

B-17. if D=BACKWARD then begin

B-18. FPATH:=subsequence of R, that is, vg, ..., vg, ..., v2, 01

B-19. BPATH:=subsequence of R, that is, vg, ..., Ur, ..., Um—1,m
end;

B-20. Send TY(R,D) along e; such that M(e;)=E1;

B-21 M(e;) :=E2 such that M(e;)=E1;

B-22 for all e; such that BF(e;) # EMPTY do

B-23. call DECISION end;

B-24. if STATE=S; and for all ¢;, M(e;) # E1

B-25. then call START end;

B-26. MSG=PR:

B-27. begin M(e;) :=E3;

B-28. call START end; end;

Procedure START

C-1. begin if for all €;, M(e;) # E1 then begin

C-2. WN:=NSEL;

C-3 if for all e; such that e;=(v,v’)

C-4. where v' € N — fUN,, M(e;)=E3 then begin

C-5. STATE :=S;;

C-6. Send PR to the father node of v in Ny end;

C-7. else Send PR to one of the son node of v in Ng
which is connected to e; such that E(e;) # E3 end;

C-8 if for some e;, M(e;)=E1 then begin

C-9. WN:=SEL;

C-10. for all e; such that M(e;)=E1 do begin

C-11. L:=ci selected from E(e;) ~ U (E(e;) N E(e;)
such that j(# ¢ and M(e;) =E1)

C-12. Send EP(L,FPATH,BPATH nil) to along e; end end end;

Procedure DECISION

D-1.
D-2.
D-3.
D-4.

D-5.
D-s.
D-7.

D-8.
D-9.

begin M(e;) :=E1;
if B is disjoint from FPATH B is BPATH of W node
then begin D:=FORWARD;

R:=B.S.FPATH {B = vg,...,w and FPATH= v/, ...,vq}
end;

if F is disjoint from BPATH F is FPATH of W node

then begin D:=BACKWARD

R :=F.S.BPATH {F = vq,...,w and FPATH= v/, ...,v4}

end;
Send TY(R,D) along e; such that M{e;)=
M (e;) :=E2 such that M(e;)=E1 end;

* In the figure R, F and B represent the reversed node
sequence of R F and B respectively .

Figure 7: Procedure DISJOINT_PATH.

345

We assume that after Phase 1 the local information
about a spanning tree of G; and fundamental circuits
¢i, €3, €3, €4, and c; are obtained as shown in Fig.4 and
that the state of each node v € V; is S;. Figure 8 (a),
(b), (¢}, g ), and (e) depict the five configurations of
state of all nodes in (G in a successive time sequence.
In the figure O, (), and ® represent three states of a
node, that is, S7, S, and Ss, respectively. —>, — >
and —> represent three control messages EP, TY and
PR transmitted along an edge, respectively.

When vg initiates Phase 2, vg changes its state to
S3. Then, EP is transmitted along nodes vy, vy, vs, v3
and v;, that is, a fundamental circuit ¢;. In the pro-
cess the states of nodes v4, vs and vy are changed to
S [B-5]. After vy receives EP from vs, TY is trans-
mitted along nodes v;, vy, vs, vs and v, that is, a
fundamental circuit ¢;. In the process the states of
nodes vy, vs and v4 are changed to Sz [B~13], as shown
in Fig.8 (a), and the forward and backward paths of
these nodes are determined. For example, according
to > and p in the figure it is shown that a forward
path of vs is vs, vy, v; and backward path of vy is

vs, v2, v; [B-14 B-19]. Hence, the first kernel H; is
constructed.

Next, we try to select a W-node of H,, W(Hl)
In this case after v; sends PR to vq [C-7], vgq 15 se-

lected as the W-node of H; [C-8] as shown in Fig.8
(b). Then, vy computes C,,, = {¢a, ¢3, ca} [C-11], and
EP is transmitted from v4 to a W’—node of H;, that
is, vs along a fundamental circuit ¢, while EP is also

transmitted from vy to another W’—node of H,, that
is, vo along two fundamental circuits ¢3 and c¢y4. Here,
we assume that EP reached at vg along c3 earlier than
along c4. Then, the EP continues to be transmitted to
vg along c3. However along ¢4, another EP transmit-
ted later on along ¢4 is not further transmitted to vs,
and it waits to be processed at vg afterward [B-8]. In
the above process, the states of v on ¢q, v7 and vg on
¢3, and vg and vg on ¢4 are changed to S, as shown in
Fig.8 (b). W’-node v; and vs computes circuits, that
is, v1, V4, Vg, Us, s, v1 (let it be C) and vy, va, vs, vs,
vy, vy, respectively (see Procedure DECISION). Then,

TY with above information as R is transmitted from
vy and vs to vy along ¢y and cs, respectively. In the
process, the states of vz on ¢s and v7 and ve on ¢3 are
changed to S3 while the forward and backward paths
of their nodes are determined. For example, by using
R obtained when vg receives TY, that is, the circuit C,
the forward and backward paths of ve are determined
as vg, v7, ¥4, 1 and vg, Va2, v, respectively, as shown
in Fig.8 (¢). After the forward and backward paths of
vg are determined, EP waited at vg is processed in a
similar way [B-22, B-23] and then TY is transmitted
from vg to v4 along ca.

In the process, the states of vy and vg are changed
to S3 and the forward and backward paths are deter-
mined. Hence, the second kernel H, is constructed.

Next, by sending PR from v, to vg, vg 1s selected as
W(Hgf as shown in Fig.8 (d). Then, vg computes C,,
= {cs5}, and it sends EP to vy along cs. Conversely,
vy sends TY to vg along c5. However, in this case the
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Figure 8: Example of Phase 2.
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Figure 9: Timing sequence of message transmission.
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forward and backward paths for newly added nodes to
Hj are not determined because t!lere do not exist such
nodes. Hence, the third kernel Hj is constructed.

We try to select a new W-node by transmitting PR
a'long vg, Vg, V8, V4, U7, V4, Us, V2, Vs, V2, Us, V4, U3,
v4, v;. However, the new W-node is not selected. In
the process the states of all nodes in G; are changed
to S;. Hence, when v; receives PR from v4, Phase 2
is terminated.

For easier understanding of behaviors of the pro-
posed distributed protocol (Phase 2), Fig.9 explains
time sequence of message transmission in the exam-
ple described above. In the figure we assume a hypo-
thetical synchronization of the protocol in which ev-
ery node executes a “step” of the protocol simultane-
ously at the fixed point in time. At each step a node
may receive and process one message from each adja-
cent node and send messages to appropriate adjacent
nodes. In Fig.9 the Termination of Phase 2 represents
a procedure which tries to select a new W-node in
vain. Before this procedure all nodes in Gy obtain the
forward and backward paths.

6 Concluding Remarks

We have presented a distributed protocol for finding
two node-disjoint paths between each pair of nodes
in a computer network. The routing derived from the
protocol is reliable and adaptive to changes in network
topology and load.

The proposed distributed protocol has the follow-
ing advantageous features (1), (2}, and (3). (1) Even
if a node or an edge on a forward path of every node
in a network, at which a message 1s originated, fails,
the message can be transmitted by changing its path
to another backward path of an intermediate node
(and vice versa), because the intermediate node in the
network has two node—disjoint forward and backward
paths to the destination node v4. (2) Load due to
messages originated and transmitted at every node (
let it be v ) in a network can be independently split
at v into forward and backward paths between v and
the destination node vg. The split load will not be
interfered each other to the destination node vq4. (3)
Even when changes of network topology occur, two
node—disjoint paths between every pair of nodes can
be updated by using the proposed protocol as long as
the network is biconnected.

Now, we consider the complexities of the proposed
distributed protocols. There exits three complexity
measures to be accounted for. The first measure is
communication complexity, which is evaluated by [the
size of control messages] x [the number of transmit-
ting control messa.gesi; (bits). The second is time com-
plexity, which is defined by a time interval between
the initiation and termination of protocol. The time
1s evaluated under the assumption that the processing
time within each node is neglected and that the trans-
mission time delay along any edge is the unit time.
The third measure is space complexity, which is eval-
uated by the size of storage needed by each node (bits).

Let n and e denote the number of nodes and edges
of a graph, respectively. The complexities of the pro-
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posed distributed protocol (Phase 1 and Phase 2) are
O(e?logn), O(e) and O(elogn) with respect to com-
munication complexity, time complexity and space
complexity, respectively. We can further improve the
time complexity of the protocol by transmitting PR
in parallel. However, the improved protocol requires
more communications and spaces. Furthermore de-
tailed considerations about improving the three com-
plexities of the protocol should be done at the level of
practical use.

References

[1] Attar, R.: “A distributed adaptive multi-path
routing-consistent and conflicting decision making,”
Proc. of 5th Berkeley Workshop on Distributed Data
management & Computer Networks, pp.217-236,
1981.

Babson, M., Buster, D., Deval, G. and Xavier, J. S.:
“ATM switching and CPE adaptation in the north
carolina information highway,” IEEE NETWORK,
Vol.8, No.6, pp.40-46, 1994.

Chandy, K. M. and Misra, J.: “Distributed computa-
tion on graphs: shortest path algorithms,” Commun.
of ACM, Vol.25, No.11, pp.833-837, 1982.

Jaffe, J. M.: “Distributed multi-destination routing:
The constraints of local information,” IBM Research
Report RC9247, 1982.

Kakuda, Y.: “Fault-tolerant distributed control in
packet switching networks,” Ph.D. Dissertation, Hi-
roshima Univ., 1983.

Moss, F. H. and Merlin, P. M.: “Some theoretical re-
sults in multiple path destination in networks,” Net-
works, Vol.11, pp.401-411, 1981.

Pattavina, A.: “Nonblocking architectures for ATM
switching,” IEEE Communications Magazine, Vol.31,
No.2, pp.38-48, 1993.

Rai, S. and Agrawal, D. P.: “Distributed computing
network reliability,” IEEE Computer Society Press,
1990.

Schwartz, M.: “Telecommunication networks: Proto-
cols, modeling and analysis,” Addison~-Weslay, 1987.

Segall, A.: “Distributed network protocols,” IEEE
Trans. Inform. Theory, Vol.IT-29, No.l, pp.23-35,
1983.

Tanenbaum, A. S.: “Computer networks (second edi-
tion),” Prentice-Hall, 1988.

(11]
[12] Toueg, S.: “An minimum hop path failsafe and
loop-free distributed algorithm,” IBM Research Re-
port RC8530, 1980.



