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Abstract

In this paper, we extend the generalized fair reach-
ability notion to cyclic protocols with nondeterminis-
tic and internal transitions. By properly incorporat-
ing internal transitions into the formulation of fair
progress vectors, we prove that with only a few mod:-
fications, all the results established for cyclic protocols
without nondeterministic and internal transitions still
hold even if nondeterministic and internal transitions
are allowed. We identify indefiniteness as a new type
of logical error resulting from reachable internal eze-
cution cycles and show that it can also be detected for
the class of cyclic protocols with finite fair reachable
state spaces with finite extension.

1 Introduction

It is well-known that state explosion is one of the
major obstacles for validating complex protocols mod-
eled as communicating finite state machines. As a re-
sult, many techniques have been proposed to tackle
this problem (please refer to [13] for a survey). It is
observed that in most cases, significant state reduction
can be achieved if one could eliminate as much redun-
dancy as possible by limiting the amount of interleav-
ing of equivalent execution sequences during state ex-
ploration. However, care must be taken to ensure that
the reduced state space still maintains competitive, if
not the same, iogical error detecting capability as the
original reachable state space.

Fair reachability analysis was originally proposed
as one such improved state exploration technique for
protocols with two machines [12, 4]. By forcing the
two machines in a protocol to make progress at the
same time, whenever possible, only fair progress states
are generated during state exploration. If the fair
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reachable state space of a protocol is finite, detection
of deadlock and unspecified reception are decidable
within the fair reachable state space [12], while un-
boundedness detection is decidable with finite exten-
sion on the fair reachable state space [4].

In [8]}, we generalized the fair reachability notion to
cyclic protocols with n > 2 machines, where each ma-
chine is deterministic but partially defined and does
not have internal transitions. We showed that for a
cyclic protocol P, its fair reachable state space F is
exactly the set of reachable states with equal chan-
nel length and F is finite if and only if (iff for short)
P is not “simultaneously unbounded”. Moreover,
we proved that for P, the class of cyclic protocols
whose F’s are finite, deadlock detection is decidable
within F, while detection of other logical error, such
as unspecified reception, unboundedness, and nonexe-
cutable transition, are all decidable via finite extension
of F. We also showed that for any P € P, P is logically
correct iff its F does not contain any logical errors.
As aresult, for class P, our generalized fair reachabil-
ity analysis technique not only can achieve substantial
state reduction, but also maintains very competitive
fault coverage. Therefore, it is a very useful technique
for the analysis of a wide variety of cyclic protocols.

In this paper, we are going to extend our general-
ized fair reachability notion to the analysis of cyclic
protocols where a process in a protocol can be nonde-
terministic but partially defined and can have inter-
nal transitions. By incorporating internal transitions
into the formulation of fair progress vectors, we are
able to show that with only a few modifications, all
the aforementioned results established in [8] still hold
for cyclic protocols with nondeterministic and internal
transitions. Moreover, we observe that the inclusion
of internal transitions into the model results in a new
type of logical error called “indefiniteness”, meaning
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that a protocol could reach a state from which one of
the processes could indefinitely execute internal tran-
sitions without communicating with other processes in
the protocol. However, we will show that indefinite-
ness can also be detected for the class of cyclic pro-
tocols whose F’s are finite, although sometimes finite
extension of F is necessary. Therefore, our generalized
fair reachability technique works equally well for the
analysis of cyclic protocols with nondeterministic and
internal transitions.

In [2], Cacciari and Rafiq proposed a technique
called reduced reachability analysis that can handle
internal transitions for protocols with two machines.
However, unlike fair reachability analysis, two ma-
chines can proceed at the same time only if the “par-
allelwise” condition is satisfied. They showed that de-
tection of deadlock and unspecified reception are de-
cidable for a protocol with a finite reduced reachable
state space. Since their approach is closely related to
ours, we will defer the comparison of these two meth-
ods to Section 5, after our method is presented.

The rest of the paper is organized as follows. In
the following section, the communicating finite state
machine model is introduced. The fair reachability no-
tion is generalized in Section 3, followed by the study
of the logical error detection capability of fair reach-
able state space, We compare our work with others
and discuss related issues in Section 5, and conclude
the paper with ongoing and future work in Section 6.

Due to space limitations, lemmas and theorems in
this paper are stated without proofs. Please refer to
the full paper for detail [9)].

2 The CFSM Model

Notation: (1) We use - to denote concatenation.
Given a set M. M* denotes its reflexive and transitive
closure under concatenation. |M| denotes its cardi-
nality. 2 denotes the power set of M. For Y € M*,
|Y'| denotes its length. € denotes an empty string,
le] = 0. (2) Given a string Y, we define head(Y) = m
if Y = m-Y’; head(Y) = ¢ otherwise. (3) Giveh n,
forany 1<i<n,0<j<n,i®dj=i+jifi+j<n
else i@ j=(G+j)modn;icj=i—jifi> jelse
1©j =1 —j+n, where mod stands for the modulo
operation. (4) An interval [i..5], is an ordered set of at
most n consecutive integers ¢,i®1,...,i®k = j, where
(1 <i<n)A(0<k<n). The corresponding (un-
ordered) set is denoted as {i..j},. When n is known,
we omit n from the notation. (5) Let [i’..5'] and [4..j]
be two intervals, [#/..5°] C [i..7}iff {¢'..5'} C {¢..5}. Un-
less specified as [1..n], we assume |[i..j]| < n. (6) We
designate n as the number of processes in a protocol.

Unless otherwise specified, we assume n > 2 and let
i, j range over {l..n}.

In the communicating finite state machine (CFSM)
model, a protocol is specified as a set of n processes
P = (P, P,. .., P,), where each process P, is a finite
state machine that can communicate with other pro-
cesses via FIFO channels. For each P;, S, denotes the
set of local states in P,. The initial local state of P,
is denoted as s?. A channel from P; to P;,i # j, is
denoted as C;. The set of messages that P, can send
to P; is denoted as M;;. The content of C,;, denoted
as c,;, is a sequence of messages sent from P, to P;.
When C; is empty, c;; = €.

Let M; = (U, {-mlm € M;;} ) U (U, {+m|m e
M;.}). 7 denotes the partially defined transition func-
tion: |J;_,(S: x (M, U {e}) — 2%%), where ¢ stands for
a dummy message. For each P;, a transition defined
at local state s, € S, is denoted as 7(s;, o), where
o € M;U{e}. Tt is a sending (receiving) transition
if o = —m (0 = +m); it is an internal transition if
o = €. As a convention, we use ™ = 7(s;,0) to give
a name 7’ for this transition, and use s, € 7(s;,0) to
mean that ¢ is a local state resulting from the execu-
tion of the transition. We also use p(s;) as a shorthand
for the internal transition 7(s,,¢). Denote D; as the
set of transitions defined at s;. s; is a receiving local
state iff each transition in D; is a receiving transition.
By definition, each P; is nondeterministic but partially
defined.

A transition cycle in P;, denoted as C;, is a cycle in
the transition graph of P;. It is an internal cycle if each
transition in the cycle is an internal transition. It is a
sending (receiving) cycle if it is not an internal cycle
and each transition in the cycle is either a sending
(receiving) transition or an internal transition.

A protocol P = (P, P,,..., P,) is cyclic iff each P,
has exactly one input channel C,g,; and exactly one
output channel Ci;g,. From now on, we are dealing
with cyclic protocols. For results established later in
this paper, it should be clear that they apply to cyclic
protocols only. For ease of reference, we call a cyclic
protocol P a D-cyclic protocol if each P; in P is deter-
ministic and does not contain any internal transitions.

For a cyclic protocol P = (P,, P,,..., P,), a global
state (state for short) S is represented as a 2n-
tuple (s, 8,--5,€,4Cp--Co_,.), where s, is the
local state of P;, and ¢;q,; is the content of channel
Cio1:- In particular, the initial state S° is denoted as
(8%,8%...,8%5¢6¢€...,¢€). Sis of equal channel length iff
all channel contents in S are of the same length. For
convenience, we use s; € S to denote that s, is a local
state of S, and (s;,m) C S to denote that s, € S and



head(e,,;) = min S. Sisin a sending (internal) cy-
cle iff there is a local state s; € S that is in a sending
(internal) cycle of P,. As a convention, we use capital
letters S, X to denote a state and small letter s; to
denote a local state of P;.

The reachability relation among states is for-
mulated as follows. Given two states S =

[ ! /
(81,82, - 180, Cn1, Cray- -+, Cn_ 1) and S" = (8], 8, ..,
sl e, el ). S s directly reachable from S,

denoted as S +— S’ iff 37 € {1..n} such that the el-
ements of S’ can be derived from S by executing one
of the following transitions: (1) s/ € 7(s,,—m) and
Chigr = Ciuer M. (2) s € 7(s;,+m) and ¢,5,; =
m-clg,;. (3) s, € p(s;). Except for the elements af-
fected by the one transition applied, all other elements
of S’ remain the same as those in S.

Denote —* as the reflexive, transitive closure of .
S’ is reachable from S iff S +—* S'. When S = 5°, we
say S’ is a reachable state. The set of reachable states
in P is denoted as R, called the reachable state space
of P. A local state s/ is reachable (from S) iff there is
a state S’ such that S° —* 5§’ (§+—* ) and s € §'.
(st,m) is reachable (from S) there is a state S’ such
that S° —* 5" (S —* 5’) and (s}, m) C5". A cycle C,
in P, is reachable (from S) if one of the local states in
C; is reachable (from S).

Suppose S° —* S (S —* 5'). An ezecution
sequence of S’ (from S to S’), denoted as e =

1 2 k
. T T T
{e,,€2,-.,€,}, Is a sequence X° — X' — ... =

X* k > 0, such that X° = S° (X° = 9), X* = 9,
and VI : 1 <! < k, X'"' » X' via transition 77,
where each e; is the corresponding (possibly empty)
transition sequence in P;. {e;,e,,...,€,} is called a lo-
cal execution sequence set of S’ (from S to S’). The
length of e, denoted as |e|, is defined as the number
of transitions in e, i.e., el = k > 0. An ezecution
cycle of S is a nonempty execution sequence from S
to S, denoted as C; = {C,,(,,...,C,}, where each C; is
the corresponding (possibly empty, not necessarily el-
ementary) transition cycle in P;, and I is the index set
for those nonempty C;’s in C. By definition, |I] > 0.
C; is an internal execution cycle of Siff Vi€ I :C, is
an internal cycle in P;.

For protocol validation, we check R against com-
mon errors defined below. Given a state S € R,
let S = (5,,6,..4,8,C,4C1p--Co_y.): Sis a dead-
lock state iff each s, € S is a receiving local state
in P; and each channel C.q,; is empty; S is an un-
specified reception state iff there is an s; € S such
that s, is a receiving local state, head(c.q.:) = m, and
7(s.,+m) & D;; S is an indefinite state iff S is in an
internal cycle. P is unbounded iff VK > 0:3S e R :

Ji € {l.n} : |cigi] > K. A transition 7(s,,0) € D,
1s ezecutable in S iff o = —m, or 0 = p, or 0 = +m
and head(c;g,;) = m. 7(s,, o) is nonezecutable iff it is
not executable in each S € R. Deadlock, unspecified
reception, nonexecutable transition, unboundedness,
and indefiniteness are called logical errors. P is logi-
cally correct iff R is free of logical errors.

It should be clear that the inclusion of internal
transitions into the model introduces indefiniteness
as a new type of logical error, meaning that from
an indefinitely state, a process could loop indefinitely
through its internal cycle without communicating with
its neighbors. It can be shown that none of the logical
errors is decidable for cyclic protocols in general, using
the results established in [1].

3 Fair Reachability Analysis

Fair reachability was generalized to D-cyclic proto-
cols with n > 2 machines in [8]. In this section, we
will show how the fair reachability notion for D-cyclic
protocols can be extended to cope with nondetermin-
istic and internal transitions for general cyclic proto-
cols. For the sake of space, we will be expanding on
the modification part of the formulation and be brief
on the part that is unchanged. Please refer to [8] for
a complete treatment. For conciseness, we use “fair
reachability” for “generalized fair reachability” from
now on.

Given a cyclic protocol P = (P, P,,.., P,). Let
S = ($,8,..58,€,,Cp.-»C,_,.) be a state of P.
Define E; = {7(s;,—m) € D}, Ef = {7(s.,+m) €
D;lhead(c.o,;) = m}, B+ = {u(s; € D,)}, and
E;=E; UE}YUE*. Then E, is the set of executable
transitions at s; in S. A transition r(s;,+m) € D, is
enabled in S iff (¢ciq1; = €)A(T(8101, =) € D;g,). Let
E7* be the set of enabled transitions at s; in S.

Convention: The notations defined above are im-
plicitly bound to a state S. For brevity, S is dropped
from the notations when S is given and no confusion
arises. This convention is adopted throughout the pa-
per when a new notation is introduced. Whenever
distinction is necessary, the binding arguments, such
as S, will be put into the notation. For example, when
we talk about the set of executable transitions in P,
in both S* and S*, we will use E,(S') and E,(S?),
respectively.

Let T be a set of executable transitions in S such
that Vi, e T:t € E)A( € E) =t =1 A linear
ordering of T is an execution sequence e where each
transition of T occurs exactly once in e. The following
lemmas are obvious.



Lemma 3.1 Given S and T, let e and ¢’ be two
linear orderings of 7". S’ is reachable from S via e iff
S’ is reachable from S via ¢e’.

Thus, we say that S’ is reachable from S via T iff
S’ is reachable from S via an linear ordering of 7T'.

Lemma 3.2 Given S and T', suppose S «* §'.
For each execution sequence e from S to S'. Let
lel = k and 7' - 7%...7* be the corresponding tran-
sition sequence in e. Assume that 77 € 7" and j # 1.
Then S’ is also reachable from S via another execution
sequence e’ whose corresponding transition sequence
is7i.rt...7i0t 7i® vk when j £ k; 7.7 7ROR
otherwise.

Lemma 3.3 Given S,5’, and T. Suppose S +* S’
and T = {r',7%,...,77}. If each transition in T
appears in an execution sequence e from S to S,
then there is an execution sequence €’ from S to S’
whose corresponding transition sequence is 7!---77 -
Ti®1...7* where |¢| = k and 7@, ... 7% are the re-
maining transitions in e.

Lemma 3.4 Given S,5’, and T'. Suppose S —* S’
via e, each transition in T occurs in e, and S —* S
via an linear ordering of T. Then S —* §' via the
remaining transitions in e.

The basic idea of fair reachability analysis is to let
more than one processes progress at the same time in
S, whenever possible. However, in order to maintain
a certain channel property, we should be careful in
selecting T" for simultaneous transition executions in
S. In what follows, we are going to describe a selection
scheme with which the equal channel length property
is preserved.

Given a state S = (5,8,...,8,C,,Cp--Cn_1n)-
Denote A as a null transition, indicating no state
change in a process. Define T; = E, if (E; # 0) A
(Ciea; 75 5); T = {/\} if (E:‘ = m) A (C;eu = f); T, =D,
otherwise. Let TV = {t = (t,,1,,...,t.)} C Xo_,T.
such that (i) 3¢, € FE;, and (ii) Vi € {l.n}, if
(1 € ED)A(Ligs € B3L), then (£ = (5., =m)Altig, =
(8,41, +m)). For each t € TV, we compute another
transition vector Vv = (v, v,,...,v,) according to one
of the following four cases:

(1)t e (X[ _,E-)U(X?_, EF). In this case, ¥ = t.
Here, V is called a concurrency vectorin S.

(2) 35 : (t; € E7) A (tjer € Efy, UESH). (tiersts)
is called a send-receive pairin t. In this case, v; = t;
if ¢; is in a send-receive pair or t; = u(s;); v; = A
otherwise. V is called a synchronization vector in S.

(3) 37 : t; = p(s;) and there is no send-receive
pair in . In this case, v; = t, if t; = p(s;); v, = A
otherwise. V is called a internal vector in S.

(4) None of conditions (1) through (3) hold. In this
case, set v; = A. The resulting vector is called a null
vector, denoted as .

v thus computed is called a fair progress vector in
S if it is not a null vector. The set of concurrency
(synchronization, internal) vectors in S is denoted as
V. (V,, V). Let V=V, UV,UV,.

Given S and v € V, the ezecution of ¥V in S is
defined as follows: First, all the executable transitions
in V are executed in any linear order to get to a state
5" from S. Next, all the remaining transitions, if any,
that are enabled in S (and thus executable in S”) are
executed in any linear order to get to S’ from S”.
By Lemma 3.1, S” and S’ are unique with respect to
(w.r.t for short) S and V. As a result, the execution of
Vv in S is well-defined. In this case, we say S’ is directly
Jair reachable from S, denoted as S+ S’. Let —%
be the reflexive, transitive closure of ;. S’ is fair
reachable from S iff S 3 S’. When S = §°, &' is
fair reachable. We can also define fair reachability for
si, (si,m), C;, and C; in much the same way as their
reachability counterparts.

Note that S° € F is a state with equal channel
length of zero. It is not difficult to show that any
fair progress vector in S maintains the equal channel
length property in the resulting state. Inductively, we
have the following result:

Theorem 3.1 Each fair reachable state is a reach-
able state with equal channel length.

Note that the converse of this theorem is not true.
This indicates that our fair reachability technique can
offer substantial state reduction during state explo-
ration. On the other hand, for each reachable state S,
we can always find a fair reachable state that is closest
to S w.r.t a local execution sequence set {e,,e,,..., €.}
of S. Specifically, we construct a partial fair ezecu-
tion sequence for S w.r.t {e,,e,,...,e,}, denoted as
pfs = X° 3 x* ¥ ... Y x* such that k > 0,
X =8, V0< Il <k : X" —p X' via fair
progress vector V,, and no fair progress. vector can
be derived from {e,,e,,...,€,} in state X*. X* is
called the fair precursor of S w.r.t {e,,e,,..., €.}, de-
noted as fp = (s%,8%...,8%¢2, ¢, .. ,c2_ ). It is
not difficult to show that pfs and fp are unique w.r.i
{€1, €25 . €0}

Lemma 3.5 Let fp be the fair precursor for a
reachable state S w.r.t {e,,e,,...,e,}. If fp # S,



then the following statements are true in fp: (1)
Ik € [1.n] : le] # 0. (2) Tk € [1.n] : lex] = 0.
(3) If |ex| # 0, let 77 be the transition from e, at s?,
then 77 is executable. (4) fp —* S via the remaining
transitions from {e,, €.,...,€,} in fp.

We are primarily interested in the class of cyclic
protocols whose fair reachable state spaces are fi-
nite. In [8], we showed that for a D-cyclic protocol,
F is finite iff it is not “simultaneously unbounded”.
(A cyclic protocol P is simultaneously unbounded iff
VK > 03K’ > K such that there is a state S € R
where each channel has length no less than K’.) By
similar arguments, we can also show that the same
necessary and sufficient condition holds for cyclic pro-
tocols in general, although it is also undecidable.

Lemma 3.6 Given a cyclic protocol P without
reachable sending cycles. If P is unbounded, then P
is simultaneously unbounded.

Lemma 3.7 If a cyclic protocol P is simultane-
ously unbounded, then its F is infinite.

Theorem 3.2 Given a cyclic protocol P with a fi-
nite F'. P is unbounded iff it has a reachable sending
cycle.

Theorem 3.3 Given a cyclic protocol P. F is fi-
nite iff P is not simultaneously unbounded.

Theorem 3.4 It is undecidable whether a cyclic
protocol P has a finite F.

By Theorem 3.2, we define a reachable state S as an
unbounded state iff it is in a sending cycle. In [8], we
use P to denote the class of D-cyclic protocols whose
F’s are finite. In this paper, we use @ to denote the
class of cyclic protocols whose F’s are finite. From the
preceding discussion, we know that @ maintains the
same equal channel length property and membership
function as P. From now on, we will restrict our study
to class @. In the rest of the paper, unless otherwise
stated explicitly, when we mention a cyclic protocol
P, we mean P € Q; when we mention F, we mean
that it is finite.

4 Fault Coverage of F

As we have already seen, F is usually much smaller
than R. For fair reachability to be useful, we need
to make sure that the reduced state space F remains
competitive in terms of fault coverage for the class
of cyclic protocols Q. By taking indefiniteness into
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account, we are going to show that those results es-
tablished for P in [8] are still valid for Q, except for
a few minor changes. Since the line of reasoning is
similar to that used in [8], we will be quite informal in
the arguments we make and highlight the differences
along the way. Interested readers should refer to [8]
for detail.

Let’s first study deadlock detection. Notice that
each deadlock state is of equal channel length zero.
Although not all the reachable states with equal chan-
nel length zero are fair reachable, a deadlock state
dose not have any executable transitions. This special
property enable us to show that each deadlock state
is fair reachable, based on Lemma 3.5.

Theorem 4.1 Deadlock detection is decidable for
Q.

By Theorem 3.2, it is sufficient to detect reach-
able sending cycles for unboundedness detection for Q.
Similarly, to detect indefiniteness, it is sufficient to de-
tect reachable internal cycles. Both problems can be
reduced to the following local state reachability prob-
lem [4, 8]:

P-1: Given a local state s;, decide whether s; is
reachable.

Note that in some cases, fair progress can de-
tect unspecified reception m a “look-ahead” manner.
Specifically, we regard a fair reachable state S =
(5p8p--85,€.0,Cp--C,._,,) as a (fair) unspecified
reception state if there exists an s; € S such that s, is
a receiving local state, ¢;q.; = €, 7(s;01, —m) € Djqy,
and 7(s;,+m) ¢ D,. By definition, detection of un-
specified reception can be reduced to the following lo-
cal state reachability problem:

P-II Given a local state s; and ¢ message m €
Mje.;, decide whether (s;,m) is reachable.

As for nonexecutable transition detection, for a
sending transition 7(s;, —m) € D;, the problem can be
reduced to P-I; for a receiving transition r(s;, +m) €
D, the problem can be reduced to P-XI. As a result,
detection of all the logical errors other than deadlock
can be reduced to P-I and/or P-IL.

Note that it is possible to have a fair reachable state
S whose V = ). In this case, it can be shown that S is
either a deadlock state or a (fair) unspecified reception
state, and thus will not introduce any new type of
logical error in F.

Unfortunately, not each reachable local state s, is
fair reachable. Thus, to show the decidability of P-
I for Q, F needs to be finitely extended to uncover



those local states. The same argument can be made
for P-II. In what follows, we are going to show that
both P-I and P-II are decidable for Q. For the sake
of space, we will focus on P-I1. The proof for P-II can
be formulated in a similar way.

Suppose s; is reachable but not fair reachable.
Then none of the reachable states containing s; is
in F. Let S be any reachable state with s; €
S, and {e,,€,,..., €.} be a local execution sequence
set for S. Let pfs and fp be the partial fair
execution sequence and the fair precursor for S
w.r.t {e;, e,..,e,}, respectively. Denote fp =
(s3,8%,...,8%c0, ¢l .. c2_, ). By Lemma 3.5, we
can find a maximal interval [i..j] in fp such that
Yk € [i.5] : lex] # 0 and |e;q,| = 0 in fp. More-
over, let 77 be the transition from e; at s?, then 77 is
executable in fp.

Starting from fp, we construct the set of states fair
reachable from fp as follows: In each such state ',
each fair progress vector Vv is computed as usual ex-
cept that v, must take on the transition from e, if
(k € [i..7]) A(lex] # 0) in that state. Note that some of
the e,’s might become empty during the process, but
by no means can e; become empty. Without loss of
generality, let’s assume that none of the e,’s becomes
empty during the construction. Let F?'7 be the set of
states from the construction where sum of the remain-
ing transitions in {e,,€;q,,...,€,;} is minimum. Note
that if " € F7'*% and S” is fair reachable from S’ by
the construction, then S” € Fr'7. More importantly,
5" is fair reachable from S’ without progress in [i..5].

Lemma 4.1 Given a local state s; ( (s;,m) ). s;
( (s;5,m) ) is reachable but not fair reachable only if
there is a fair reachable state S’ such that S’ does not
have a concurrency vector and there is a transition
vector Uy, ;= (u,Uq,,..,u,) in S satisfying the fol-
lowing five conditions: (i) Vk € [i..7] : u, € E\; (i1)
there is no send-receive pair in |, ,; (iii) neither u,
nor u; appears in a send-receive pair in any synchro-
nization vector in S’; (iv) s, is reachable from S’ via a
local execution sequence set {e},el,... e’} such that
Yk € [i.5] : u, is the first transition in e}; and (v)
for each S” fair reachable from S’ without progress
in [i..j], @, , is a transition vector in S” satisfying

(i)-(iv).

A ftransition vector satisfying conditions (i)-(v) in
the above lemma is called a persistent incompatible
transition vector (pitv for short) in S’. Therefore, the
extension of F should be based on the set of states
in F each of which has a pitv 4, ; for some interval
[¢..7]. This set is called a extension set of F, denoted as
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F;. Thanks to the following lemma, F can be easily
identified and its size can be greatly reduced. Please
refer to [7, 8] for detail.

Lemma 4.2 Given S € F and a transition vecter
Uy, 4. U, ;is a pitv in S only if there is another
S" € F such that @,  is a pitv in 5" and S is either
a (fair) unspecified reception state, or an unbounded
state, or an indefinite state.

Denote F,, (F,,, F,,, F,,) as the set of deadlock
(unspecified reception, unbounded, indefinite) states
in F. By the above lemma, Fr = F,,UF,, UF,,.
Clearly, F; can be easily computed during the con-
struction of F. From Lemma 4.1 and 4.2, F, is ex-
actly the extension set we want. Thus to solve both
P-I and P-II for Q, we only need to finitely extend
those states in Fr, which can be done in a similar way
as for D-cyclic protocols. Again, please refer to [7, §]
for detail.

Theorem 4.2 Both P-I and P-II are decidable
for Q. Therefore, detection of unspecified reception,
unboundedness, nonexecutable transition, and indefi-
niteness are all decidable for Q.

During the process, we have also found out a fault
coverage characterization for F similar to that for F
of a D-cyclic protocol [8]. The only difference is that
we need to take indefiniteness into account.

Theorem 4.3 Given a cyclic protocol P € Q. P
has a deadlock iff F,, # 0. P has an unspecified re-
ception but F,, = § only if F,, UF,; # 6. P is un-
bounded but F,, = § only if F,, UF,, £ 0. P is
indefinite but F,;, = @ only if F,, UF,, # 0. P has a
nonexecutable transition that is not detectable via F
only if F,,UF,,UF,, # 0. P islogically correct iff F
does not contain any logical errors.

As a result, F not only can offer substantial state
reduction over R but also is very competitive in fault
coverage. Theorem 4.3 also suggests the following it-
erative validation strategy: We first generate F. If F
is error-free, then we are done; otherwise we fix the
errors detected in F and regenerate F. This process is
repeated until no errors are caught in F. At the end
of the process, we will have a cyclic protocol that is
logically correct. By doing so, finite extension of F is
in fact not needed at all.

5 Discussion

While the notion of internal transitions has been
used extensively in other models such as the labeled



transition systems (LTS for short) model, the study
of this notion in the CFSM model has been limited.
The reduced reachability analysis approach by Cac-
ciari and Rafiq [2] seems to be most closely related
to the present work in that reduced progress is quite
similar to fair progress and internal transitions are al-
lowed in the model. However, there are several differ-
ences between their approach and ours: First, reduced
reachability analysis was proposed for protocols with
n = 2 machines. It remains to be shown whether this
technique can be generalized to protocols with n > 2
machines. In addition, they assumed no internal cy-
cles in the protocols. Although it seems that their
technique can also be extended to handle internal cy-
cles, it is not clear why such a restriction was made in
their formulation. Second, the “parallelwise” condi-
tion imposed on reduced reachability implies that it is
not always possible for the two machines to proceed si-
multaneously. Thus not every reduced reachable state
is of equal channel length. This, we feel, makes it
more difficult to find a (sufficient) condition for the
class of protocols with finite reduced reachable state
spaces. Third, since each channel is empty in the ini-
tial state and only one machine is allowed to proceed
when both channels are empty in reduced state ex-
ploration, the reduced reachable state space properly
includes the fair reachable state space if the protocol
has more than one reachable state, as is the case for
most protocols. For n = 2, although their approach
can detect deadlocks and unspecified receptions with-
out extending the reduced reachable state space, fair
reachability analysis can accomplish the same task
without finite extension and generates fewer states for
most protocols. Even if their technique can be gener-
alized to cyclic protocols with n > 2 machines and can
still detect unspecified receptions within the reduced
reachable state space, it is not clear whether the sav-
ing in finite extension can be paid off by generating
more states. Besides, it remains to be seen whether
detection of unboundedness and nonexecutable tran-
sitions can be done using their approach. To sum up,
compared with reduced reachability analysis, our ap-
proach has the advantage that it can be applied to a
much larger class of protocols, can detect more types
of logical errors in a protocol, and is quite efficient in
terms of both space and time.

Based on the preceding presentation, it is clear that
fair reachability analysis is an effective validation tech-
nique for cyclic protocols with nondeterministic and
internal transitions. This study, together with the one
on D-cyclic protocols [8], revealed the following impor-
tant relationship between F and R (see Lemma 3.5),
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which lays the foundation for our study on cyclic pro-
tocol validation:

vVSeR:38 € F :3ie{ln}:8 —*8
without progress in P;.

In [10], we study the following three general reach-
ability problems for cyclic protocols:

P-S: Given a (global) state S, decide whether S is
reachable.

P-A: Given an gbstract state A = (s,,8,,...,8

3 9n;y

My, M, ..., M,), where m; € Mg,; U {¢}, de-
cide whether A is reachable, i.e., whether there is
a reachable state S = (s),8,,...,8.,¢\ ¢
¢ ) such thatVie {l.n}: (s; = s) A(m;, =

head(cg,,)).

P-C: Given an ezecution cycle C;, decide whether
there is a reachable state S such that C, is an
ezecution cycle of S.

These three problems are called the global state
reachability problem, abstract state reachability prob-
lem, and ezecution cycle reachability problem, respec-
tively. P-S by itself is of general interest. P-A is a
generalization of both P-I and P-II, and P-C is a
generalization of livelock detection [3, 6]. Using max-
imal progress state exploration [5, 8], we showed that
for a given S’ € F and an 1 € {1..n}, the follow-
ing three problems are decidable for cyclic protocols:
(i) Whether a given S is reachable from S’ without
progress in P;; (ii) Whether a given A is reachable
from S’ without progress in P;; (iii) Whether a given
C, is reachable from S’ without progress in P,. Based
on the relationship between F and R, it follows that
P-S, P-A, and P-C are all decidable for Q. Please
refer to [10] for detail.

Assume k € {1..n}. A protocol P = (P,, P,,.. ., P,)
has a k-livelock iff there is a reachable execution cycle
C, such that || = k and Vi € I : C; is marked non-
progress in P,. P is k-indefinite iff there is a reachable
execution cycle C; such that |I| = k and Vi € I : C;
is an internal cycle in P,. As a corollary of decidabil-
ity of P-C, both k-livelock and k-indefiniteness are
decidable for Q.

6 Conclusion

In this paper, we extended the generalized fair
reachability analysis technique to cyclic protocols with
nondeterministic and internal transitions. We showed
that except for a few minor changes, all the results
established for cyclic protocols in [8] can be carried
over to cyclic protocols with nondeterministic and in-
ternal transitions. We identified indefiniteness as a



new type of logical error and showed that its detec-
tion is also decidable for @ via finite extension of the
fair reachable state space. As a result, our technique
works equally well for the class of cyclic protocols with
finite fair reachable state spaces even if nondetermin-
istic and internal transitions are allowed.

However, the cyclic protocols are still very re-
stricted in terms of communication topology. It will be
nice if we can generalize the fair reachability technique
to protocols with more complicated, and yet regular
communication topologies. As the first step, our on-
going research involves extending the fair reachability
notion to a class of multi-cyclic protocols, where each
protocol is composed of a set of component cyclic pro-
tocols interconnected in such a way that each chan-
nel belongs to exactly one component cyclic protocol,
but a process might belong to a number of component
cyclic protocols [11]. The basic idea is to first compute
the set of fair progress vectors for each component
cyclic protocol, then composed them together to form
the set of (global) fair progress vectors. Thanks to the
interconnection constraints, the composition process
can be shown to be feasible. Based on this formula-
tion, we showed in [11] that each fair reachable state in
a multi-cyclic protocol is of equal channel length w.r.t
each component cyclic protocol (but two component
cyclic protocols might be of different channel length in
the same state), and each deadlock state is fair reach-
able. Therefore, deadlock detection is decidable for
the class of multi-cyclic protocols whose fair reach-
able state spaces are finite. We are currently studying
the fault coverage capability of the fair reachable state
space of a multi-cyclic protocol for logical errors other
than deadlock.

We are also investigating the possibility of applying
the fair reachability technique to other formal models
such as the extended finite state machines model.
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