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Abstract

This paper proposes an approach to modeling and
evaluating the performance of communication proto-
cols based on formal specifications. A combined Ez-
tended Finite State Machine (EFSM) and Queueing
Network (QN) model is presented which is more so-
phisticated than either technique alone. Furthermore,
the model avoids the state space explosion problem
which may arise by the use of reachability analysis on
EFSM. The approach is illusirated using a simple slid-
ing window protocol written in the formal description
technique Estelle.

1 Introduction

Until recently, almost all communication protocols
have been specified in natural languages, often result-
ing in different interpretations by different users. For-
mal Description Techniques (FDTs) were developed
mainly as a means to describing protocols and dis-
tributed systems unambiguously. Many FDTs have
been developed and used in the past ten years, and
three of them are standardized by 1SO and/or CCITT.
They are Estelle[14], LOT0OS[13] and SDL[6].

FDTs provide a basis to i) validate the system
design [2], ii) generate test cases for conformance
testing [32, 34], iii) simulate system behaviors be-
fore implementation [5], iv) implement systems semi-
automatically [35], and vi) predict system perfor-
mance [19, 4, 22, 9, 8].

This paper is concerned with the performance
evaluation of communication protocols and systems.
There are many ways to model a communicating sys-
tem. Some of the major techniques are given below:

Finite State Machine (FSM) and Extended
Finite State Machine (EFSM) are widely used to
model communicating processes and systems. This is
because most communication protocols are designed
as FSMs or EFSMs (33, 15, 16f Prior work that uses
FSMs or EFSMs for performance evaluation can be
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found in (19, 22, 4, 11].

Queueing model 1s a classical technique for mod-
eling the beﬁavior of computer systems and analyz-
ing their performance [18, 1]. It is especially useful
in modeling resource contentions. The two basic con-
structs in a queuing network are queues and servers.
The model allows tﬁe behavior of tasks in the queues
and servers as well as overall system behavior to be
estimated. These include queuing time, server uti-
lization and system throughput rate. Typically, some
simplifying assumptions about the arrival rates and
service rates have to be made.

Petri net is another useful tool to model commu-
nicating systems. It has been intensely studied since it
was first introduced by C. A. Petri [29] over 30 years
ago. A number of modified Petri net models which
can be used for performance evaluation have been pro-
posed, including [7].

The algebraic model approach originated from
Hoare’s Communicating Sequential Processes (CSP)
l%and Milner’s Calculus of Communicating Systems

CCS) [24]. Timing information can also be integrated
with communication algebra to evaluate system per-
formance [28, 31].

Temporal logic was first used to model and reason
about concurrent programs [20, 23]. It enhances the
traditional logic with some temporal formulae. It is
a useful tool to prototype system behaviors related to
time [10]. System performance is usually evaluated
by usin% a variant of temporal logic called interval
temporal logic [27].

EFSM is the most natural technique to describe
communication protocols. However, except for the
queuing model, the others were initially developed
to describe system behaviors and not intended for
performance analysis. Therefore, certain features
such as time and probabilities have to be added for
performance analysis purposes. Examples include
timed FSMs (or EFSMs) [4, 22] and timed Petri nets
[7, 30, 17, 26]. Both reachability analyses with EFSM
and Petri Net models suffer from the problem of state
space explosion. Some effort in reducing the size of
the state space has been made [3], and it continues to
be a major research focus.

The approach presented in this paper avoids the
state space explosion problem by using a combined



EFSM and Queueing Network model. The main idea
in our approach is to map the communication proto-
cols specified in a formal description technique into
EFSM (actually a variant designed for performance
analysis called PEFSM), and use the PEFSM model to
compute the system parameters required by the Queu-
ing Network model. Queueing theory is then applied
to estimate the system performance. Thus, dynamic
resource contentions are also taken into account which
solves the major weakness of using EFSM alone.

The rest of the paper is organized as follows. Sec-
tion 2 describes the model approach. Section 3 intro-
duces the methodology to evaluate performance based
on the proposed model. Section 4 and Appendix A
provide an example a simple protocol specified in Es-
telle as a case study. Finally, Section 5 concludes the

paper.
2 Model description

We assume the specification is written in Estelle

[14]. For simplicity, we further assume the specifica-
tion consists of one module only. This is not a severe
limitation since a multi-module Estelle specification
can be transformed into a single module specification
32].
[ ]Our model consists of a variant of EFSM, which
shall be called PEFSM, and a queuing network (QN).
Both the PEFSM and QN are to be derived from the
Estelle specification.

2.1 PEFSM

PEFSM is similar to EFSM in that both are based
on states and transitions. The major differences are
in the addition of some performance aspects such as
transition probabilities and features specific to com-
munication systems such as channels, and more refined
input and output time models.

Formally, the PEFSM is defined as

M= (eryO)C)A;qO)

where Q — the set of the states in the protocol or
communicating system
I - the set of all possible input messages
O - the set of all possible output messages
C - the set of all channels used by the in-

coming and outgoing messages
A:QxIx0"-Q
qgo : 1dle state

A is the set of state transitions. Each transition
specifies an input and zero, one or more outputs ac-
companied with a state change.

2.1.1 Transition time

Unlike the case of EFSM, each transition in the
PEFSM consists of one incoming message and zero,
one or more outgoing messages. Therefore, concep-
tually, the transition execution time can be divided
into two parts : the time for the incoming message (I)
and the time for the outgoing message(s) (01,02,...),
as shown in Figure 1.
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T1: setwork delay time

T2: incoming message queucing time
T3: incoming message processing time.
T4: outgoing message queueing time
T$: outgoing message transmission time

Figure 1: Time model for a transition

In our model, the time for an incoming message
consists of the network delay time, the queuing time
and processing time (see below); the time for an outgo-
ing message consists of queuing time and transmission
time. The processing time has the same meaning as
in [4, 22] and includes all the CPU times to process
the incoming message and execute the transition. Its
value can be obtained from computation complexity
analysis, measurement, or assigned by the evaluator.
Transition time includes the network delay time and
queueing times. In this paper, the network delay time
is not taken into account because only one module is
considered.

We use a vector, called M., to describe all the tran-
sition processing times:

M, = (fl:f2y~~-:.fn)

where n = |A| (i.e. the number of transitions in the
PEFSM); f; (i=1,...,n) is the CPU processing time
needed in transition 1. It may be expressed as a func-
tion or a constant.

A matrix, called M,, is used to specify the number
of each class of outgoing messages generated by each
transition :

M fi2 fim

M, = : :
fnl fn2 fnm

where n has the same meaning as before; m
(ie. the number of outgoing message classes); fi; is
the number of type j outgoing messages genel'atedJ by
transition i. It may be expressed as a function or a
constant.

M, can be derived from the formal specification.

2.2 Queuing Network (QN)

Since the EFSM models abstract system states
rather than explicit resources, it is difficult to describe
resource contention behavior. For this purpose, we use
a queuing network model.

Our queuing network is constructed with regard to
a single module without any embedded submodule in
it. The queuing network consists of 6 components as
shown in Figure 2 :

0|

1. queue(s) for incoming messages

There may be more than one queue for each chan-
nel to accept incoming messages.



2. service center(s) for transition execution

For each module, conceptually, there is only one
service center to execute the fired transitions.

3. queue(s) for outgoing messages

Each channel has one queue to store the outgo-
ing messages for transmission. More than one
channel may share a queue (cf. Estelle’s common
queue).

4. service center(s) for transmission (i.e., channel(s))

Each outﬁoing message is transmitted through its
specific channel with respect to a transition.

5. input-to-output amplifier

An incoming message may generate zero, one or
more outgoing messages. We provide amplifiers
to depict this.

This queuing network model is somewhat different
from the conventional queuing model where service
centers typically correspond to hardware resources.
When modeling the system at the specification level,
the service center for transition execution in a mod-
ule is a conceptual CPU, not a physical one. Possibly,
more than one module in an Estelle specification will
be implemented on the same computer system which
has only one CPU. A mapping between specification
level and hardware level is needed which is similar to
the one between software level and hardware level in-
troduced inJ211]1. It is not difficult to see that both the
PEFSM and the QN can be easily derived from an
Estelle specification. An example is given in Section

2.3 Work-load model

The work load of a computer system is defined
as the set of all inputs (i.e., programs, data, and
commandst) the system receives from its environment.
From the formal specification point of view, the work
load is a set of external variables which influence sys-
tem performance. It describes the resource demands of
jobs or some characteristics of jobs from which the re-
source demands can be derived. The workload model
must be compatible to the underlying system models
which, in our case, are the PEFSM and the Queuing
Network model.

Transition times and transition probabilities are
commonly used as work-load parameters in perfor-
mance evaluation studies based on EFSM [22, 4, 8, 3].
They are also used in our PEFSM model. Moreover,

Figure 2: An example of a queuing model from an
Estelle specification
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additional information on the transition times derived
from the specification is included.

As mentioned earlier, the transition time is com-
posed of two parts : the time for CPU processing and
the time for output transmission. These two times can
be computed from the vector M, and the matrix M,.
M, and M, can be derived from a set of external vari-
ables in the specification using data flow analysis [32].
We denote this set of external variables as the W set.

Similar to traditional queuing network models for
performance evaluations (21, 1], the arrival rates of
Incoming messages and the average service demands
for each class of incoming and outgoing messages are
included in our work load model. However, the ser-
vice demands are not given directly in the form of
constants or probability distributions. Instead, they
are computed from M, and M, as shown in the next
section.

3 Performance evaluation
First, some of the notations used in the rest of the
paper are explained here :

. p:fmj is the probability of the system going from
state i to state j when a class m message is

received. This can be used to model non-
determinism.

¢ incoming message arrival rates Ay

Assuming there are n classes of incoming mes-
sages, .
. Ar= (Al_u’\lza' "Aln)_

In the following subsections, the algorithms for per-
formance evaluation are presented.

3.1 Computation of state-message proba-
bilities P,

An element p;; of the matrix denotes the probabil-
ity the system at state i will receive a class j message.
Note that the system may not be able to receive some
message classes in certain states.

Input: by

Output: P,

Algorithm:

For (each state s in the PEFSM of the specification)

9 Let K, be the set of message classes that can

be received Aal; state s, then for each j € K,
r

psj = Z_J_
sex, Mi

where p,; is an element of matrix P,
2.For all other j (i.e. j & K, ), set

Psj =0
En(sllfor;
Endfor.

3.2 Computation of next-state probabili-
ties P,,
This is given as a matrix. An element p:-- in the

matrix P,, represents the probability that the system
will go from state i to state ;.



Input: P,
Output: P,,
Algorithm:
Let S be the total number of states in the system.
For i=1to S do
For j=1to S do
1) If there is no trapsition from state i
to state j, then p;; = 0
! "
2) else p;; = ) _epm Pim X Pimnj
where p;, is an element of }7’,,,.; M
is the set of message classes that go
from state i to state j; P:/m,' is the
probability the system will go from
state i to state j when a class m mes-

sage is received.
Endfor;
Endfor.

3.3 Computation of steady-state proba-
bilities P,

If the PEFSM for a communication protocol is ape-
riodic and irreducible, the steady-state probabilities
are unique and computable [25].

Given the next-state probabilities P,,, the steady-
state probabilities P; can be computed by solving the
following matrix equation :

P,:P,,'P,

If the PEFSM is periodic, the steady-state proba-
bility of every state is ’1—‘, where n is the number of
states in the system.

3.4 Computation of transition probabili-
ties Q;

The probability that a transition taken is transition
t is denoted as ¢;. Q: is a vector consisting of the
transition probabilities for all the transitions in the
system, i.e., all the g¢s.

It is determined by the steady-state probability of
the current state s (the start state), the class m mes-
sage arrival probability in this state, and the prob-
ability of taking transition t in these circumstances.
ie.,

"

Gt = Ps " Psm " Psmj (1)
where p, is an element of P, and s is the start state
of transition t; p,,, is an element of P,,, and repre-
sents the probability of receiving a class m message at
state s; p‘,’mj is the probability of the system taking
transition ¢ which corresponds to going from state s
to state j when a class m message 1s received.

3.5 Computation of average service de-
mand D,, of class m incoming mes-
sages

The service demand of an incoming message is the
time needed to execute the transition invoked by the
message. A message of a given class may invoke dif-
ferent transitions at different states. This situation is

taken into consideration when computing the average
service demand for class m messages :

Dn=3_a-f (2)

where transition t is fired because of the arrival of a
class m message; ¢; is the probability of transition t
(see (1)) andai is the execution time of transition ¢,
which 1s an element of the matrix M,.

3.6 Computation of the generation rates
of outgoing messages

First, the mean amplifier coefficient matrix M;o is
computed. The matrix describes the number of out-
going messages which will be provoked by each class
of incoming messages.

Let M,,; be the matrix of transition probabilities
under steady-state situation with respect to each class
of incoming message. m;; is an element of the matrix
and represents the probability of a class i message fir-
ing transition j.

If a class 1 incoming message fires transition j, then
m;; = g; where g;j is an element of Qq; otherwise,
m;; = 0. We normalize each row of the matrix M.,
ie. 37 mi; = 1 (n = |Al, the total number of the
transitions).

Then, we compute

M]O:Mmt XM,, (3)

The generation rates for outgoing messages Ao is
given by

Xo = A1 Mo (4)

where A; is the rates of incoming messages.

3.7 Evaluating performance

System performance can now be computed using
queuing analysis techniques on the parameters de-
scribed in Sections 3.1 to 3.6. First, the queuing time
for the transition execution service center is computed.

Consider Block A of Figure 2. We assume that
the queuing discipline is first in first out (FIFO) and
messages have equal priority. The queues from the dif-
ferent channels are aggregated into one queue, but the
different classes of messages still retain their distinet
identities. Therefore, the model is reduced to a simple
multi-job class single server queuing model.
X Using the open model solution technique [21], we

ave

U= Di (5)
i=1
D
R, = "—C; 6
(1=3021 21 Dy) ®)
T. = R. - D.; ©)

and

1
L=Y X.T. (8)
c=1



where_,

n=|As;

U is the utilization of the CPU in Block A;

R, is the mean residence time for class ¢ messages;
T, is the mean queuing time for class ¢ messages;
L is the mean queue length.

Next, consider Block B. The mean queuing time for
outgoing message channel k (k=1,2) is calculated as
follow:

Case 1: Channel k£ has its own dedicated queue
i.e., individual queue in Estelle (e.g., Channel 1 and
Queue 1 in Block B of Figure 2).

Assume that

e Ao, is the message arrival rate to Channel k.
e By is the bandwidth of Channel k;

e 3} is the average message size handled by Channel

Ao, is obtained from Equation (4); B and 3y are
to be provided by the evaluator.

The average transmission time is : Dy = By x35%.

Using the open model solution technique [21], we
get the mean residence time

Dy,
Re=125,D;

The mean queuing time is therefore
Ty = Ry — Dy

By Little’s law, the mean queue length is
Ly = ATy

Case 2: Queue r is the shared buffer for Channels 1
through C, i.e., common queue in Estelle (e.g., Queue
2 in block B of Figure 2).

Assume that

e A, )g,.., A, are the message arrival rates to
Channels 1, 2, ... and ¢, respectively.

e Dy, Dy, ..., D, are the service demands of message
classes 1, 2, ... and c, respectively.

This common-queue model is neither a traditional
G/G/c model nor a simple open multi-class model. It
is a combination of the two. This is because the mes-
sages in the queue belong to different classes and each
wi%l go to its own specific service center (i.e. channel
in our model) for service only.

11
I
12

/ch-nne
~O0—

Figure 3: A common queue model for multi-channels

We will use the open multi-job class model solution
technique [21, 1] to compute an approximate solution
for this common-queue model.

The throughput for each channel i is simply :
H; = ).

The utilization of channel i is : U; = \iD;.

The residence time of class i messages is
iy (=2, 03"

The queue length of class i messages is
L; = XR;.

The ctota.l queue length in the common queue is :

L= X‘f:l k -
By Little’s law, the queuing time for a message in
the common queue is :

L
T Ae
4 A case study: Performance predic-

tion of sliding window protocol

We now illustrate the ideas presented in the pre-
vious sections using a simple sliding window protocol.
The Estelle specification of part of the protocol is given
in Appendix A. The module structure of the specifica-
tion is given in Figure 4. We study the performance of
the transmitier module whose queuing network model
is given in Figure 5.

From the specification, there are five transitions T1,
T2, T3, T4 and T5 in the transmitter module. The
time complexity for these transitions is given by

M. = (f1, f2, f3, fa, f5)

T, =

where
fl? =ec
f2(Lowest_Unacked, PDU.seq) =
(PDU.seq — Lowest Unacked)cy + c3
fa? =4
fa) =cs
fs()=cs

and ¢, ¢z, ¢3, ¢a, C5, ¢ are constants which are system
dependent.

There are a total of 4 classes of outgoing
messages produced by the transmitter. They
are U.Data_indication, CT.DT, T.timer_request and
T.timer_.cancel. The number of each message class
generated by each transition is given in the matrix

o

0
ml
0

=

|
SoooOo
05 SO -
OS OO =

2 m2
0

where

ml = (PDU.seq — Lowest _Unacked)
m2 = (Highest_Sent — seq)



Figure 4: Module relation graph of sliding window
protocol

M, and M, are derived from the specification.
‘Lowest_Unacked’ and ‘Highest_Sent’, ‘PDU.seq’ and
‘seq’ are parameters or variables in the specification.
‘Lowest_Unacked’ and ‘Highest_Sent’ are the lower
edge and the upper edge of the transmitter window.
‘PDU .seq’ is the sequence number of the message re-
ceived. ‘seq’ is the sequence number of the message
whose timeout clock has expired while waiting for ac-
knowledgement.

Using data flow analysis, we have

W = {seq, PDU.seq, Highest_Sent},

The parameters in set W are assumed to have mean
values given by

f_i= (TWS/?) ¢y +C3

faa = TWS/2
faz = TWS/2
f13 =TWS/2
'f; =TWS/2

where TWS is the window size.

Since there is no nondeterministic choice in the
specification, i.e., the system’s state change can be
uniquely determined by the current state and the in-

coming message, we have p;'mj =1 (see section 3).
In this protocol, there are five classes of incoming
messages corresponding to the five transitions:

1. U.Data_Request

2. CT.AK where (PDU.seq > Lowest Unacked)
and (PDU.seq < Highest_Sent)

3. CT.AK where (PDU.seq < Lowest_Unacked) or
(PDU.seq > Highest_Sent)

4. T.timer_response
where (seq > Lowest_Unacked) and (PDU.seq <
Highest_Sent)

Figure 5: The queuing network model for transmitier

5. T.timer_response
where (seq < Lowest_Unacked) or (PDU.seq >

Let Highest_Sent)

A1 = (A1, Az, A3, Mg, As)

and -
D = (D1, Da, D3, Dy, Ds)

denote the arrival rates and the mean service demands
for CPU of the five classes of incoming messages, re-
spectively.

Suppose that the following work load parameter
values are known:

e A1 = (},100,100, 50, 10)

where the unit here is messages/second.

e ¢} =c4 = c5 = cg = 0.0001 and ¢z = ¢z = 0.0004

where the unit here is second.

e mean transmission times for outgoing messages
are 0.001 second.

e The window size of the transmitter is 2.

In each of the following figures, the performance
results are obtained using the analytic methods pre-
sented in Section 3 and also by simulation. The sim-
ulation results are shown using the darker solid lines.
As can be observed, the differences between analytic
and simulation results are acceptably small, which val-
idated the analytic model.

The utilization and the queue length of the CPU
for the transmitter vs the user message arrival rates
are given in Figures 6 and 7 respectively.

The utilization and the queue length of channel CT
vs the user message arrival rates are given in Figures 8
and 9 respectively.

The mean system response time vs the user mes-
sage arrival rate is given in Figure 10. System re-
sponse time is defined as the period between the time
the transmitter receives a message and the time the
corresponding message leaves channel CT.

CPU (for transmitter) utilization

Utilization
© o © © © ©
PN W s 0 &

o

200 300 400 500 600 700 800 900

Message arrival rate {messages/sec)

Figure 6: CPU utilization



Mean Queue Length at transmitter CPU
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Figure 7: Queue length at CPU

Channel CT (to receiver) utilization
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Figure 8: Channel CT utilization
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5 Summary and Conclusions

We have presented a model for the performance
evaluation of communication protocols and systems
from their formal specifications. The model is based
on the Queuing Network Model and a variant of the
Extended Finite State Machine called PEFSM. This
approach combines the advantages of both techniques.
The formal specification is mapped onto the PEFSM
model in a straightforward manner. This also allows a
more detailed description of the system and workload
than is the case for straight queuing network models.
The main purpose of the PEFSM model is to derive
input parameter values for the queuing network model
from which system performance is calculated. In this
way, dynamic resource contention is modeled and state
space explosion, which is common in traditional reach-
ability analysis on EFSM, is avoided. Simulation re-
sults indicate this approach can achieve acceptable ac-
curacy.
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Appendix A: An Estelle specification for begin

sliding window protocol for s:=Lovest_Unacked to PDU.seq do

. . . . begin
In this appendix, an Estelle specification example € . ]
is included which sp’eciﬁes the sliding window protocol. output T.timer_cancel(s);

However, only the transmitter module of the specifi- buf_free(s);
cation is given below due to size limitation. end;
Lowest_Unacked := PDU.seq + 1;
a4 . end;
specification Sliding_Window_Protocol; T3: provided othervise

{ receive ack not in window }
begin { ignore this ack } end;
T4: from SENDING to same { Timer response }
when T.timer_response
provided (seq >= Lowest_Unacked) and
(seq <= Highest_Sent)
var 8 : seq_type;
begin
for s:=seq to Highest_Sent do
begin
output T.timer_cancel(s);
output CT.DT(PDU_DT(s,
buf_retrieve(s)));
output T.timer_request(s);

module transmitter_head systemprocess;
ip U : user_chan(provider);
CT : comm_chan(DT_sender);
T : timer_chan(user);
end;
body transmitter for transmitter_head;
congt transmitter_window_size =
any integer;
state SENDING;
{ save data until acknowledgment }
procedure buf_gave(s : seq_type;
d : user_data_type); primitive;
{ free data after acknowledgment }
procedure buf_free(s:seq_type); primitive;

end;
{ retrieve user data from buffer} end:
. . . ’
function buf_retrieve(s : seq_typ?).. 5: provided othervise
user_data_type; primitive; begin

{ construct a DT PDU from the user data
and sequence number }
function PDU_DT(s : seq_type; d :
user_data_type) :DTPDU_type; primitive;

{ignore the response for sequence number
outside the window. This can happen
vhen an AK arrives just vhen a timer
response occurs.}

end;
end; { transmitter body }

var
Lowest_Unacked, Highest_Sent : seq_type;
TWS : integer;

csae e

initialize modvar transmitter_instance : transmitter_head;
to SENDING . . .
N receiver_instance : receiver_head;
begin

transmitter_user_instance,
receiver_user_instance : user_head;
timer_instance : timer_head;

Lowest_Unacked := i;
Highest_Sent := 0;
THS := transmitter_window_size;

initialize
end; begin
trans init transmitter_user_instance with

T1: from SENDING to same
{ transmit vhile window not full }
when U.Data_Request
provided Highest_Sent-Lowest_Unacked<TWS
begin
Highest_Sent:=Highest_Sent+1;
output T.timer_request(Highest_Sent);
output CT.DT(PDU_DT(Highest_Sent, data));
buf_save(Highest_Sent, data);
end;
T2: from SENDING to same
{ receive acknowledgment }
when CT.AK
provided (PDU.seq >= Lowest_Unacked)
and (PDU.eeq <= Highest_Sent)
var 8 : seq_type;

transmitter_user;

init receiver_user_instance with receiver_user;

init transmitter_instance with transmitter;

init receiver_instance with receiver;

init timer_instance with timer;

connect transmitter_user_instance.U to
transmitter_instance.U;

connect receiver_user_instance.U to
receiver_instance.U;

connect transmitter_instance.CT to
cms_instance.CR;

connect transmitter_instance.T to
timer_instance.T;

end;
end.
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