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Abstract

The techniques for verifysng protocols specified in
Estelle have so far focused on translating the specifica-
tions snto another form, such as finite state machines
or Petrs nets, for which tools of verification have al-
ready been tmplemented. All the Estelle verification
tools impose some restrictions on the specifications to
be verified: the techniques use a subset of Estelle or
restrict the complezity of the specifications that can be
vertfied; or the specifications need to be specified in
a variant of Estelle, rather than standardised Estelle.
In particular, the dynamsc behaviours of Estelle are
not handled. This paper describes the verification of
Estelle specifications by translating them sinto those of
Numerical Petrs Nets, which can then be verified by a
proven automated verification tool, PROTEAN.

1 Introduction

Verification is an important step to increase confi-
dence in the final implementation of communication
protocols. Simulation techniques, in which only some
of the possible behaviours are explored, are not suffi-
cient. Verification of Estelle specifications is still the
subject of much research. Several techniques have
been devised to verify Estelle specifications, however,
these techniques have so far been based on the trans-
lation of Estelle specifications into another form, such
as finite state machines, Petri nets or temporal logic
formulas, for which tools of verification have already
been implemented. All of the Estelle verification tools
impose some restrictions on the specifications to be
verified: they use a subset of Estelle or restrict the
complexity of the specifications that can be verified;
or the specifications need to be specified in a vari-
ant of Estelle, rather than standardised Estelle. In
particular, the dynamic behaviours of Estelle are not
handled. There are verification tools based on Petri
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nets {3,4,9,10], which have been able to verify only a
verification-oriented subset of Estelle and only a static
hierarchy of modules.

This paper describes the verification of Estelle spec-
ifications by translating them into those of Numerical
Petri Nets (NPNs) [14,15], which can be verified by
a proven automated verification tool, PROTEAN |6].
The merits of this approach, as compared to existing
methods, are that no restriction needs to be imposed
on the specification, specifications are fully based on
standardised Estelle, all dynamic behaviours of the
protocol can be handled.

2 Estelle

Estelle [1,2,7,8] is a Formal Description Technique
(FDT) developed by ISO, and based on an extended
state transition model. Estelle may be viewed as a set
of extensions to ISO Pascal, level 0, which models a
specified system as a hierarchical structure of commu-
nicating automata which may run in parallel, and may
communicate by exchanging messages and by sharing,
in a restricted way, some variables. With Estelle, a
protocol system is specified as a hierarchically struc-
tured system of nondeterministic sequential compo-
nents (instances of modules) which interchange mes-
sages (called interactions) through bidirectional links
between their ports (called interaction points). Both
the hierarchy of modules and the structure of links
may change over time, thereby making the system a
dynamic one.

3 Numerical Petri Nets

Numerical Petri Nets (NPNs), developed originally
by Symons [13], are one of the many extensions of
Petri nets. It has been found possible with NPNs
to retain the basic principles, symbols and modes of



operation of Petri nets, while adding a considerable
amount of modelling convenience. NPNs, which are
claimed to be a generalisation of Petri nets, overcome
various limitations of Petri nets in modelling many
practical systems, and also provide a more compact
form of graphical representation.

NPNs consist of the following extensions :

o Tokens can have any finite number of attributes,
each of which may be one of several different

types;
e Global variables can be associated with the net;

e The transition enabling conditions refer not only
to the tokens in the input places but also to the
global variables;

o The firing of a transition not only removes to-
kens from the input places and inserts new to-
kens into the output places, but may change the
values of the global variables.

NPNs have been successfully used in modelling
some ISO protocols [5,12].

4 NPNs Modelling Estelle

We distinguish here the components of Estelle
which can be modelled explicitly by NPNg. All mod-
ule bodies and all the interaction points in the mod-
ule header of any corresponding module body become
places in an NPN, and transitions in the module body
become transitions in an NPN. Tokens in a place de-
note the fact that the message and state belonging to
the module instance will be processed by one of the
enabling transitions in the module body. Transitions
are fired to represent transitions being executed in the
module body. The net result is the exchange of tokens
or interactions from place to place, and a new marking
is obtained. The mapping of Estelle components into
NPNs is shown in the table below.

[[Estelle [ NPN |
a module body a place
an external interaction point a place
an internal interaction point a place

a transition

an enabling condition
an enabling condition
transition operations
an input token

an output token

a transition

a from-clause

a provided-clause

a transition block

a when-clause

an output-statement

4.1 Tokens
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Figure 1: An example of five token types on NPN
graph



In this NPN model, tokens are used to model
the dynamic behaviour of Estelle and snteractions ex-
changed between the module and its interaction point.
Each token is a collection of fields or attributes. As
such, the first field is used to identify what type the to-
ken is. There are five types of tokens: control tokens,
state tokens, in-message tokens, out-message tokens
and link tokens. The details of each token type are
described below. Figure 1 gives an example of where
each token type will appear on the NPN graph.

4.1.1 Control Tokens

This type of token is used to control the dynamic be-
haviour of module instances. It is a variable-length to-
ken in which the number of fields or attributes depends
on the dynamic operation specified in the second field
of the token. There are seven dynamic operations:
init, connect, disconnect, attach, detach, release and
terminate. The first four fields of this token are com-
pulsory. The first field contains the string-of-character
‘control’; the second contains a dynamic operation;
the third contains a module instance name which cre-
ates this token; and the fourth contains a new module
instance name which is a child of the module instance
in the third field. An example of this type of token is

<’control’’init’,' PARENT','UA’>.

4.1.2 State Tokens

This type of token is used to hold the current state of
the module instance and to identify which in-message
token belongs to which module instance. Thus, the
number of state tokens is equal to the number of mod-
ule instances. A state token is a variable-length token,
that is, the number of fields is not fixed, but depends
on the number of variables in the initialisation part of
the module body definition as well as those used in the
“provided” clause and those in the transition block.
The first four fields are compulsory. The first field
contains the string-of-character ’state’ used to iden-
tify the type of token; the second contains a parent
module instance name; the third contains a module
instance name which is a child of the module instance
in the second field and possesses this state token; and
the fourth contains the current state of the module
instance. An example of this token is

<’state’,’'PARENT','UA''ESTAB/', ... >.

This token is created by the initialize transition after
receiving a control token with the dynamic operation
“injt” from the parent module. This token will be
preserved in the module by the output arc from the
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transition back to the module corresponding to the
input place, as shown in figures 1 and 2.

4.1.3 In-Message Tokens

This type of token is used to carry an interaction or
message from another module instance. This corre-
sponds with an interaction on the “when” clause. It is
a variable-length token depending on the PDU (Proto-
col Data Unit) of the interaction. The first four fields
are compulsory. The first field contains the string-of-
character ’in’ the second contains a parent module
instance name; the third contains a module instance
name which is a child of the module instance in the
second field; and the fourth contains the interaction
followed by its PDU. An example of this token is

<'in’,’PARENT',’UA',A_ABIN’, ... >.

4.1.4 Out-Message Tokens

This type of token is used to carry an interaction or
message emitted by the “output” statement. The
format of this token is the same as for the in-message
token except that the first field contains the string-of-
character ’out’. An example of this token is

<'out','PARENT','UA’’A_ABRQ’, ... >.

4.1.6 Link Tokens

This type of token is used to indicate that there is
a link (created either by the connect statement or by
the attach statement) from an interaction point of one
module instance to an interaction point of another
module instance. Thus, the number of link tokens
is equal to the number of links between these two in-
teraction points. This token consists of seven fields
(attributes). The first field contains the string-of-
character ’link’; the second contains a parent module
instance name; the third contains a module instance
name which is a child of the module instance in the
second field, and possesses an interaction point which
is in the fourth field; the fifth contains a parent module
instance name on the other side of the link; the sixth
contains a module instance name which is a child of
the module instance in the fifth field; and the seventh
contains the interaction point belonging to the module
instance in the sixth field. An example of this token
is

<’link','PARENT’,'UA',’USIP','PARENT','ACPMA’’RIGH'>.

This token is created after the interaction point corre-
sponding to the output place receives a control token



with the dynamic operation “connect” or “attach”.
This token will be preserved in the same way as the
state token, as shown in figures 1 and 2.

4.2 NPN notation

A list of symbols and their proposed interpretation
in NPNs is given below:

S; : Place, which denotes a module or an interaction
point M; and is represented by a labelled circle

O

t; : Transition, which denotes the event of transition
execution and is represented by a labelled bar

——

<c¢> : Control token, which controls the dynamic be-
haviour of module instances;

<s> : State token, whose presence at S;, indicates
the current state and the current value of variables of
a module instance of the M; module type;

<> : In-message token, which carries an interaction
or message from another module instance;

<o0> : Out-message token, which carries an interac-
tion or message emitted by the “output” statement;

<!> : Link token, which indicates that two module in-
stances and their interaction points are linked to each
other by the connect statement or the attach state-
ment;

IC : Input condition, which may be satisfied by the
presence of the tokens in the associated input place;

DT : Destroyed tokens, which indicate that all tokens
are removed from the associated input place when the
transition fires;

CT : Created tokens, which are deposited in the as-
sociated output place when the transition fires;

|TC| : Optional transition condition, which may be
satisfied by the net data variables or by values associ-
ated with the token residing in the transition’s input
place;
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Figure 2: A simple NPN graph of an Estelle transition

TO : Optional transition operation, which may be
performed when the transition fires.

A simple NPN graph of an Estelle transition is
given in figure 2. The transition is enabled when
both its Input Condition (IC) is satisfied (i.e. there
are tokens in the place S1) and its Transition Condi-
tion (TC) is met. When the transition t1 fires, the
following events occur indivisibly and concurrently:
Destroyed Tokens (DT) are removed from the input
place; Created Tokens (CT) are added to the output
place; the state variable in the state token is updated;
and the Transition Operation (T'O) on net data as a
result of the execution of the Estelle transition block is
performed. Note that the output arc (from the tran-
sition back to S1) creates a self-loop which is used to
preserve the state token <s8> (if S1 represents a mod-
ule body) or the link token <1> (if S1 represents an
interaction point). In addition, both the state token
and the link token are used not only for keeping the
state and the link of the module instance but also for
identifying which message belongs to which module
instance.

5 Translating Estelle Specifications
into NPNs

This section describes how Estelle specifications can
be translated into NPN specifications.

5.1 Modules

In Estelle, a module is defined by a module-header
definition and a module-body definition associated
with this header. There may be more than one
module-body definition referring to the same module-
header definition. Thus each pair, a module-header
definition and an associated module-body definstion,
constitutes one Estelle module definition, or more sim-
ply, one module. Several instances of a module may
be created and be simultaneously present during ex-
ecution of an Estelle specification. Each one of them
has the same external visibility characterised by the
module-header definition and the same internal be-
haviour defined by the module-body definition [1].



In NPN, there will be a place for:
o each module-body identifier;

e each external interaction point identifier speci-
fied in the module-header definition; and

e each internal interaction point identifier speci-
fied in the declaration part of the module-body
definition.

The parameters listed in the module-header identifier
become fields in a control token having the dynamic
operation “init”. This model, however, does not in-
clude ezported variables.

The module-initialization part of a module-body
definition describes an initial control state and the way
variables are initialized, and also defines an initial hi-
erarchy and interconnection structure of descendant
module instances, if any exist. This initialization part
is modelled as the initialize transition in NPN which
is fired to:

e create a state token having an initial control
state and initial value of variables;

e create new module instances by sending a con-
trol token with the dynamic operation “init”;
and

e bind interaction points by sending a control to-
ken with the dynamic operation “connect” or
“attach”.

The internal behaviour of a module is defined by
transstions within the transition part of a module-
body definition. Each transition is composed syntac-
tically of two parts: clauses and a transition-block. A
transition in Estelle straightforwardly becomes a tran-
sition in NPN as follows:

e A transition-block becomes a transition oper-
ation (TO) in NPN, except for an output-
statement.

o The interaction point in an output-statement
becomes an output place, and its associated in-
teraction becomes an out-message token.

o The control state or stateset in the from-clause
becomes a transition condition in NPN such that
the state in the state token must equal the state
or one of the states in the stateset in the from-
clause.

e The interaction point in a when-clause becomes
an input place, and its associated interaction be-
comes an in-message token.
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body A_body for A_head;

trans
FROM IDLE TO ESTAB
name T1:
begin

init B1 with B_body(1);
ond;

T1 =

<C1>]

eond; _|

<82 - <'state’,PARENT",'A1",’ESTAB">

<81> - <'state’,PARENT’,'A1",'IDLE’>
<C1> - <’control’,'init’,’A1’,'BY',1>

Figure 3: An output arc integrating two nets

e Boolean expressions in the provided-clause be-
come transition conditions in NPN.

e The priority-clause and the delay-clause are not
included in this model.

Note that in NPN there will be at least one more
transition of each module body than in Estelle spec-
ification. This is the initialize transition mentioned
above.

5.2 Module Composition

We can consider each Estelle module as an indivis-
ible NPN net which consists of a place representing
a module body, places representing interaction points
associated with the module body, and transitions for
exchanging tokens between the module body and in-
teraction points. All of these indivisible NPN nets
representing Estelle modules, however, can be inte-
grated into one global NPN net by an output arc and
by three extra transitions.

An output arc, which is used to integrate two nets,
is one whose associated transition creates a control to-
ken as an output token and sends such a token to an
output place representing a module body or an inter-
action point. In figure 3, there is an output arc which
carries a control token having the dynamic operation
“init” from the transition T1 to the output place rep-
resenting the module body B_body. This output arc,
thus, seems to integrate two nets.

Two module instances can communicate by ex-
changing messages (in both directions) through a pre-
viously established communication link between their
two interaction points. The link between two inter-
action points can be created by a connect or attach
statement depending on the type of interaction point.
Thus, two NPN nets representing two modules can be



module A_head process; body A_body for A_head; external;
ip ipt : Channel_type(user); body B_body for B_head; extemal;
eond; Initlalize
moduie B_head process; begin
ip ip2 : Channel_type(provider); connect Al.lp1 to B1.ip2;
end; ond;

Link_ip1_ip2

Ip2_ip1

<0>- <otl"P1"B1'....>
5 db~<'h"P1"A1'

(01> - <out’, P AT,
di>+<'in’,'P1,'BT,

1> <link’,PY AT, A >
<2 - <link’,’P1’,’BY,ip2',P1", A1’ ‘lp1 >
A1 - an instance of the module A

B1 - an instance of the modulo B

P1 < an instance of the

L <C1> - <'control’,'connect’ P{’,AY" 'lpi"lw 'B1°,'ip2">

Figure 4: Three transitions integrating two nets

integrated by using three more transitions than those
specified in the Estelle specification. The first tran-
sition is used to create two different link tokens: the
first token is for one NPN place representing one in-
teraction point and the second for another NPN place
representing the other interaction point. The second
and third transitions are used to send message tokens
from one NPN place representing one interaction point
to another NPN place representing the other interac-
tion point. Figure 4 shows how to integrate two NPN
nets using these three transitions. In figure 4, the
transition Link_ip1_ip2 is used to create two link to-
kens: one for ip1 and the other for ip2; the transition
ipl1 ip2 is used to forward message tokens from ipl
to ip2; and the transition ip2_ip1 is used to forward
message tokens from ip2 to ipl.

5.3 Module Instance Creation

The creation of and initialisation of a module in-
stance in Estelle is performed with an init statement.
Thus, an initialisation part or a transition block in
Estelle which has an init statement will become an
NPN transition, one of whose output arcs will carry a
control token with the dynamic operation “init” and
an actual module parameter list. The output place
of this output arc will be that representing the mod-
ule body specified in the init statement. In addition,
there must be at least one more transition in the net
which has a place representing such a module body.
This transition will create and initialize a state token
for a new module instance after receiving the control
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Init UA with User_body(1);

<S1>

<C1> - <oontrol','init’,'PARENT",'UA’, 1> ;
<81> - <'state’,'PARENT",UA'ESTAB', &> - -

Figure 5: An NPN model of module instance creation

release UA;

<C1>
releass
<S1>+<C1>
User.

L] em;n&;d ip

alt mmm Imuneu

<81> - <'state’,'PARENT’,'UA’, .. ‘
<C1> - <’control’, release’, ’PARENT’ UA>
<C2> - <'control’,'disconnect’, PARENT’,"UA">
<C3> - <’control’,'detach’, PARENT",'UA">
<C4> - <'control’,'release’,'UA’, ... >

Figure 6: An NPN model of module instance release

token. It must be emphasized that the existence of
a state token means the existence of a corresponding
module instance. Figure 5 gives an example of mod-
elling this.

5.4 Module Instance Release

A release statement is used to release module in-
stances located at a lower hierarchy level. The result of
executing a release statement is equivalent to the fol-
lowing actions: the first is to disconnect and detach all
links of the module instance identified by the release
statement; and the second is to destroy the module
instance as well as all its descendant instances.

On using NPN, a transition block having a re-
lease statement will become an NPN transition, one
of whose output arcs will carry a control token with
the dynamic operation “release”. The output place
of this output arc will be that representing the mod-



connect At.ip1 to B1l.lp2 disconnect A1

disconnect A1l.Ip1

<L2>

ip2

<25+ <Nink’, ‘PARENT' 'BY",'ip2’, PARENT"'A1’,"ip1">.

<L1>-<link’, ’PARENT' 'A1','ip1’,PARENT",B1","Ip2'> S
<C13 - <'control’,/’conhect’,’PARENT’,A1" ip1’, "PARENT", ‘BY', ’l;ﬁ‘

Figure 7: An NPN model of connect operation

ule body of the module instance specified in the re-
lease statement. In order to model the actions as the
result of executing a release statement, there must
be one more transition in the net which has a place
representing the module body of the module instance
being released. This transition will create control to-
kens having the dynamic operation “disconnect” or
“detach” and send them to all NPN places represent-
ing interaction points of the module instance, and will
create control tokens having the dynamic operation
“release” and send them to all descendant instances.
Figure 6 gives an example of modelling this. Note
that the number of places representing the interaction
points and the number of places representing module
bodies of all descendant instances can be known from
the Estelle specification.

5.5 Connect and Attach Operations

Both a connect statement and an attach state-
ment are used to create a new link between two inter-
action points. Thus, an initialization part or a tran-
sition block having a connect or attach statement
will become an NPN transition, one of whose output
arcs will carry a control token with the dynamic oper-
ation “connect” or “attach”. The output place of this
output arc will be that representing the first interac-
tion point of the first module instance specified in the
connect or attach statement.

In order to create a link token for each of two NPN
places representing two interaction points, there will
be one more transition, whose input token will be
the control token having either the dynamic operation
“connect” or “attach” (depending on the type of link
between these two interaction points), and whose out-
put arc to each of two interaction points will carry a
link token. Figure 7 gives an example of modelling the
connect operation, which is the same as the attach
operation.

<C1> - <'controfl’,'disconnect’,'P1’,'A1’>
<C2> - <oontrol',’disconnect’,P1','A1",'ip1">
<C3>'='<’oontrol’, disconnect’,’P1 '.'A1’,‘lpa'>
<L 1>=ZHnk’, P11 AL DL, 'P1,BY,Ip8'>
AR, PY, B, 1pY,PL AT 'lpt'
<81>- <‘uo' 'P1°AY, .. >

Figure 8: An NPN model of disconnect operation

5.6 Disconnect and Detach Operations

Both of these operations are used to destroy an ex-
isting link between two interaction points. Unlike the
connect and attach statements, the syntax of the
disconnect and detach statement has only one pa-
rameter which can be an internal snteraction point or
an ezternal interaction point or a child-ezternal inter-
action point or a module instance. That is, the output
place of the transition creating a control token with
the dynamic operation “disconnect” or “detach” can
be either a place representing an external or internal
or child-external interaction point, or a place repre-
senting the module body of the module instance.

In order to destroy link tokens in places represent-
ing interaction points, there will be one more transi-
tion between two places having a link. Consequently,
the link tokens in these two places, which will be the
input tokens of this transition, will be destroyed. In
addition, in the case that the control token is sent to
a place representing the module body of a module in-
stance all of whose interaction points are required to
detach or disconnect, there will be one more transition
creating control tokens with the dynamic operation
“disconnect” or “detach” for all places representing
interaction points of the module instance. Figure 8
gives an example of modelling the disconnect opera-
tion, which is the same as the detach operation.

6 Conclusions
In this paper, we have described an approach to ver-

ifying Estelle specifications by translating them into
Numerical Petri Net specifications which can then be



verified by using an existing proven automated tool,
PROTEAN. There are a number of merits of this
approach over existing methods. The verification is
based on standardised Estelle, rather than a variant
or a sub-set of it. There is no restriction on the spec-
ification styles. All dynamic behaviours of Estelle
can be handled. An indivisible NPN net represent-
ing an Estelle module is very compact. Each indivis-
ible NPN net representing an Estelle module is able
to be verified individually by setting appropriate ini-
tial tokens in the place representing the module body
identifier and the places representing the interaction
points. This will be very useful if the size of the global
net is very large.

To demonstrate the viability of our approach, we
have used the ISO ACSE protocol as a case study [11],
rather than the alternating bit or abracadabra proto-
col, as usually found in the literature. It was found to
be successful. It is thus concluded that the proposed
method is feasible for verifying real-life protocols spec-
ified in Estelle.
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