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ABSTRACT

We study the problem of locating the differences between a pro-
tocol specification and its implementation. A solution to this
problem will be useful in reverse-engineering of proprietary
protocol standards. We give an exact procedure for solving this
problem. If there is only one difference between the implemen-
tation and the specification then the algorithm will locate the
difference and, therefore, identify the implementation machine.
Otherwise, it will detect that the implementation machine has
more than one change. The run time of our algorithm is a low-
degree polynomial in the number of states and inputs of the
machine. In the published literature only heuristic procedures
have been reported. We first describe briefly a brute-force ver-
sion of the algorithm with a cost O(pn®) where n is the number
of states of the specification machine and p is the number of
inputs. We then present « fast algorithm with a cost
O(pn’log n). We also give an improvement for which the cost
on the average is O(pn’log n). Finally, we describe a heuristic
procedure that uses a test of comparable length to a confor-
mance test sequence which has been used successfully in prac-
lice.

1. INTRODUCTION

A lot of research work has been done on testing of com-
munication protocols {DSU90, UP83, SD88, ML90, ADLU9I,
MP91, WL92]. We check if a protocol implementation con-
forms to the specification, or, equivalently, if both of them have
the same input/output (I/0) behavior. To check conformity, a
test sequence which exercises different parts of the protocol
behavior is used. We have developed some automated test gen-
eration techniques which have been used extensively in practice.
These procedures typically result in a 3-to-1 reduction in the test
sequence length compared to ad hoc procedures used in the past.

The purpose of conformance testing is only to find out if
an implementation is different than its specification. An inter-
esting yet more complex problem is how to locate the differ-
ences between a protocol specification and its implementation if
they are found to be different. We would call this problem
reverse-engineering. A solution to this problem has various
applications. For example, it can make easy the job of correct-
ing a protocol implementation so that it conforms to its specifi-
cation.
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Sometimes, it is essential to keep track of proprietary
protocol standards by observing the behavior of their implemen-
tations. This is especially important for designers of protocol
implementations which have to interoperate with proprietary
protocol implementations. For example, a segment of computer
industry manufactures channel extenders for mainframes. A
channel extender enables a remote peripheral to communicate
with a mainframe. To keep designs of these extenders up-to-
date, designers have to keep track of the protocols used in the
mainframes. Manufacturers of mainframes are usually slow or
reluctant to inform its users about the changes in these proto-
cols. We need a procedure which can enable us to locate
changes in these protocols by observing the 1/O behavior of
these mainframes.

Here is an informal description of this reverse-
engineering problem: given a formal specification of a protocol
entity as one finite state machine A, we want to find out the
underlying finite state machine model of a protocol implementa-
tion B. We assume that the specification and implementation
machines have only one difference in their state transitions (next
state or output). Such a difference will be called a change or
fault . For our application, the single-change assumption is
not too restrictive; we could monitor the implementation
machine frequently before multiple changes occur.

If the number of changes is larger than one then we have
the general reverse-engineering problem, which is similar to the
machine identification problem [Mo56]. It is known to have
exponential complexity and has few practical applications. As
we shall show later in [LS93], if there are only a constant num-
ber of changes, it still takes polynomial time to identify the
implementation machine. On the other hand, learning with
Valiant’s PAC model is a well-studied topic in theoretical com-
puter science [Va84, An92]. In that model, a learner often gets
hints from a teacher and finally identifies the object to be
learned. For our application, there is only one difference
between A and B and we want to take advantage of their struc-
tural similarities and identify (reverse-engineer) B using a test of
practical length. This problem has been studied in [GB92,
GBD93], and some heuristic procedures were reported there.

In this paper, we present a method such that with some
(1) For the upplication of reverse-engineering, it is not a *‘fault’’ but a

“‘change’, which we want to locate and identify. In the rest of the paper,
we use ‘‘change”



usual assumptions as in conformance testing it is guaranteed that
we can locate the difference if there is only one change. We can
also conclude for sure the presence of multiple changes. Our
exact procedure has two parts: (1) Determine if B is different
than A; (2) If the first part is true then locate the difference and
identify B. Part (1) is essentially a conformance testing (also
called fault-detection) problem and has been well-studied. Part
(2) is more complex; we guess all the possible machines for B
and verify our conjecture. Instead of a brute-force enumeration,
we develop efficient algorithms. We have an O(pn’®log n)
algorithm, where n is the number of states and p is the number
of inputs. We also give an improvement with an average cost
O(pn? log n).

The exact procedures can generate test sequences which
are too long to be useful in practice; it is necessary to develop
some heuristic procedures which generate significantly shorter
test sequence. We present such a heuristic procedure here,
which is a modification of the one in [SD88]. After applying a
test sequence to the implementation, we analyze the test results
to locate the change.

In Section 2, we present the FSM model used here. In
Section 3, we present an exact algorithm for locating single-
changes in protocol implementations. In Section 4, we present a
heuristic procedure. Finally, in Section 5, we discuss multiple
changes and conclude the paper.

2. FINITE STATE MACHINE MODEL

In the section, we give the notation for finite state
machines used in this paper.

Definition 2.1. A finite state machine (FSM) M is a quintuple
M=(, 0,8 8,1)

where /, O, and S are finite and non-empty sets of input sym-
bols, output symbols, and states, respectively;

8: §xI — S is the state transition function;

A: §xI — O is the output function.

Such machines are usually called Mealy machines in the
literature [Ko78]. There is a variant, the Moore machine, in
which the output is determined only by the state. These
machines form a subclass of Mealy machines. All results for
the Mealy machines apply to Moore machines as well.

Obviously, FSM’s in our model are deterministic. We
assume that an FSM has a unique initial state, denoted as s .

Let M be a finite state machine. We extend the output
function A and the transition function & of the machine from
input symbols to strings as usual: For an initial state s, and an
input sequence x = a,,...,a,, denote the corresponding output
sequence by A(s;,x) and the final state by 8(s,,x); that is,
Msy x) = by,...b,, where b, = A(s;,a;) and s,,,
= 8(s;,a;) fori=1, .k, and the final state is 8(s,,x) = s;,,.

A finite state machine is minimized (or reduced) if no pair

of its states are equivalent; that is, for every pair of states s;, 5j,
i # j, there is an input sequence x that distinguishes them:
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A(s;, x) # A(s;, x). A classical state-partitioning algorithm
[Mo56, Ho71] determines state equivalence and decides whether
the FSM is minimal.

We can represent an FSM by a directed graph whose
nodes are the states and whose arcs are transitions labeled by the
associated /O pairs. We say that an FSM is strongly connected
if its graph is; that is, for every pair of states (s;, s;), there is an
input sequence x such that 8(s;,x) = s;.

We make the following assumptions.

[1] The specification FSM A is strongly connected. The reason
for this assumption is that, if A is not strongly connected, and if
in the experiment the implementation machine B starts in a state
from which some other states can not be reached, then we will
not be able to visit all states of B during the test. Thus, we will
not be able to tell with certainty about B.

[2] The specification machine A is minimal.

(3] The implementation machine B does not change during the
experiment and has the same input and output alphabet as A.

We say that machine A has a reset capability if there is
an input symbol  that takes the machine from any state of A
back to the initial state, i.e., 8, (s;,r) = s, for all states 5;. We
say that the reset is reliable if it is guaranteed to work properly
for the implementation machine B, i.e., 85(s;,r) = s, for all
s;. We further assume:
{4] The implementation machine B has a reliable reset r, a spe-
cial input symbol; upon input r, the machine B moves back to its
initial state s .

In addition, an upper bound must be placed on the num-
ber of states of B. Otherwise, no matter how long our test is, it
is possible that the test will not exercise the "changed" part of B.
The usual assumption made in the literature, and which we will
also adopt, is that the changes do not increase the number of
states of the machine, that is:

[5] The implementation machine B has no more states than A.

3. AN EXACT REVERSE-ENGINEERING PROCEDURE

Given a specification machine A and its implementation
B, we want to know if there are any changes (differences) in B
by observing its I/O behavior. There are two types of changes:
“output changes", i.e., one or more transition may produce out-
puts different than A, and "next-state changes", i.e., transitions
may go to states different from A.

We now present an exact procedure, which identifies the
implementation machine if it has only a single change. It has
two steps:

[1] Check if there are any changes, or, equivalently, if B con-
forms to A;

[2] If B is different than A then locate the changes and identify
B.

Step [1] is a conformance testing, and there are a number
of methods available. Our emphasis is on Step [2], locating the
changes.

For Step [l], we use a checking sequence of length
O(pn®). For Step [2], we first give a brute-force algorithm



which generates a test sequence of length O(pn®). Then, we
give a fast algorithm which generates a test sequence of length
O(pn®log n). Finally, we give an improvement by a factor n
on the average.

3.1. DETERMINING THE PRESENCE OF CHANGES

For Step [1] of our exact procedure, a checking sequence
(for conformance testing or fault-detection) is sufficient. Here is
a definition of a checking sequence.
Definition 3.1. Let X be a specification FSM with n states and
initial state s,. A checking sequence for X is an input sequence
x that distinguishes X from all other machines with no more than
n states; i.e., every machine Y with at most n states that is not
isomorphic to X produces on input x a different output than that
produced by X starting from s .

]

All proposed methods for fault-detection have the same
basic structure. We want to make sure that every transition of
the specification FSM 4 is correct in the implementation FSM
B. For every transition of A, say from state s; to state s; on
input @, we want to apply an input sequence that transfers the
machine to s;, apply input a, and then verify that the next state
is s;. The methods differ by the types of subsequences they use
to verify that the machine is in the right ending state. Hennie
proposed a method that uses (preset) distinguishing sequences
[He64], and it was observed by Kohavi’s [Ko78, KK68] that the
same method essentially would work also with an adaptive dis-
tinguishing sequence. Sabnani and Dahbura proposed a method
using UIO sequences, see [DSU90, SD88, ADLU91] and other
papers in the references. Polynomial-time algorithms have been
obtained recently [LY93,YL93].

Hennie proposed a second (but in general exponential)
method in [He64] that uses a type of sequence that always
exists. Such a test sequence, a characterization set of an FSM
M, is a set C of input sequences such that every pair of states is
distinguished by at least one member of C. For every pair s, 5;
of states there is a sequence x in C such that A(s;,x) # A(s;x).
Every reduced FSM has a characterization set consisting of no
more than n — 1 sequences, where each sequence has length no
more than n — 1. Such a set can be constructed by the classical
state-minimization algorithm. Characterization sets were used
in [Vas73, Ch78] to obtain polynomial-time algorithms of
checking sequences for machines with reset. We use their algo-
rithm for Step [1] of our exact procedure, and we describe it
briefly here.

The main idea of the Vasilevskii-Chow algorithm is as
follows. We first identify the n states of the implementation B
by separating them from one another. We then verify all the
transitions, their outputs, and next states. The algorithm
depends on the reliable reset capability of B; at any moment we
can take the machine back to the initial state s, by the input 7.

Starting with the initial state s, of A, we construct a span-
ning tree rooted at s, (depth-first search tree, for example). We
identify the nodes (states) and tree edges (transitions) in the
order they are traversed. This procedure is carried out induc-

tively. Suppose that we have identified i states, s; , -, 5;,
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and the i — 1 tree edges leading to the i states. We now want to
identify the ith tree edge e; leading to the (i + 1)st state s5,, .
We first apply the input associated with the edge e; and verify
its corresponding output. If there is a discrepancy of the outputs
from A and B then a changed (output) is detected. Otherwise,
we verify the ending state s, ,, of e; as follows. For each identi-
fied state 5;, 1 < j < i, we find a sequence in the characteriza-
tion set C that distinguishes s; from s,,,. We take the machine
to state s; along the identified tree edges and apply this
sequence; we then take the machine to state s, along the iden-
tified tree edges and apply the same input sequence. If we
observe expected outputs for all the identified states s; then we
know that we have identified the (i + 1)st state along with the
tree edge leading to that state. After we have identified all n
states and the tree edges without observing any discrepancies,
we proceed to identify non-tree transitions in a similar manner.
For the details, see [Vas73, Ch78]. As a result, we obtain a
checking sequence, which consists of pn® input sequences of
length no more than 2a — 1, interposed with reset:

FXp Xy F T Xpt . 3.1

The total cost is O(pn’). We call this set of pn? test sequences
the basic test set.

For our purposes, a change is detected if a discrepancy is
observed from applying a sequence x; in the basic test set; we
know that the sequence x; (of length no more than 2n) has
caught the change, and we only have to examine only these 2n
transitions to locate the change. This will be discussed next.

3.2. LOCATING THE CHANGE

The basic test set provides a checking sequence in (3.1),
and a next-state or output change can be detected by at least one
of its pn? input sequences. We denote such a sequence as

x=1, Iy (3.2)
The corresponding output sequences from A and B are
Aa(sy,x) :Ql-"‘»Qva (3.3)
Ag(s,, x) =0y, -, O,,.

We assume that the earliest discrepancy of the two output
sequences occurs at the kth output symbol, where 1 < k < 2n,
and we have

Aa(s,,x) =0y, ,0,_,, 0,
alsi, x) = 0, Ji-15 O (3.4)
Aa(s1,x) =0y, , 04y, Oy

where O; = 0;,j = 1, , k - 1,and O, # O,.

Since B has only a single change, it must be exercised by
the input sequence x during one of the first k transitions, not
necessarily the kth one. We denote the prefix of x of length k by
x,. Without loss of generality, we assume that x, carries
machine A from state s, to s, , 53, ***, Sz, ;, Where s, is the
initial state and these k + 1 states may not be different.

There are three types of single changes: (1) An input
symbol carries the implementation machine B to the correct
state but produces a different output than from A; (2) An input



symbol carries the implementation machine B to a different state
than in A but produces a same output; (3) An input symbol car-
ries the implementation machine B to a different state than in A
and also produces a different output. Note that both the next-
state and output changes in (3) are associated with a single tran-
sition in B. Note that from (3.4), Type (2) changes can only
occur during the first k — | transitions and Type (3) the last
(kth) transition.

Our algorithm runs in two steps. First, we assume that
the machine has a Type (1) output change, and verify it. If this
is not the case, we assume that the machine has a Type (2) or (3)
next-state change in the first k transitions, and verify it. If that is
not the case either, we conclude that machine B has multiple
changes.

3.2.1. OUTPUT CHANGE

We first assume that B has an output change. Since B
only has a single change, which only produces one different out-
put; as defined earlier, it must be the kth output. We modify the
specification A: we change the output symbol to 6k for the tran-
sition from s, 0 5., upon input /,. The modified specification
is denoted by A. All the assumptions on A remain the same for
A. We conduct a checking experiment on B with respect to A.
If B conforms to A, then we ~have verified that the implementa-
tion B is isomorphic to A. Therefore, we have reverse-
engineered B, which is identified to be A. The run time is that
of a checking experiment: O(pn3 ).

If B does not conform to A, then it has a single next-state
change or multiple changes. We proceed to the following step.

3.2.2. NEXT-STATE CHANGE

If there is a single next-state change, then it can occur in
any one of the first k transitions from state s; t0 s5;,,
j =1, ,k We assume that the change occurs at the jth
transition, j = 1, ---, k, and verify each assumption in turn. A
successful verification of the assumption locates the change and
identifies the implementation machine. Otherwise, we conclude
that there are multiple changes.

Upon input I;, the jth transition is supposed to be from s;
to 5., generating output O;. However, B goes from s, t0 5.,
producing O;. State 5, can be any of the n — 1 states except
the right one, and we verify each of them in turn. More specifi-
cally, suppose that we conjecture that a next-state change occurs
at the jth transition. We assume that input /; takes B to state s,
instead s;,, where s, can be any of the n — 1 states except the
right state s;,,. For each of the n — 1 possibilities, we modify
the specification A; upon input /;, the modified machine moves
from state s; to s, and outputs O;. We then verify that B con-
forms to the modified specification. This can be done in time
O(pn®) using a checking sequence.

There can n — | different next states as §;,,. Therefore,
there are no more than 2n? possible machines as B. We run a
checking experiment for each possible machine with a cost
2pn3. Therefore, the total run time of the algorithm is O(pn®).
This is too costly to be practical. We present next a fast algo-
rithm with a cost O(pn>log n).
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3.2.3. A FAST ALGORITHM

The brute-force algorithm is expensive; it examines 2n?
conjectured machines and runs a checking experiment for each
one, resulting in a cost O(pn®). The overhead for each machine
is O(pn®). Instead, we can cross-verify these 2n’® machines
with an overhead O(pnlog n) for each machine, resulting in an
O(pn3log n) algorithm. We use cross-verification to rule out
wrong conjectures of the implementation machine more effi-
ciently than verifying each one of them separately. More specif-
ically, we take two conjectured machines A| and A,. If they are
isomorphic then we discard one of them. Otherwise, we find an
input sequence such that the two machines will produce differ-
ent output sequences. We also apply this input sequence to the
implementation machine B. Then the output sequence from B
should be different than at least one of the outputs from A, and
A,, and we can easily rule out the one with a different output; it
cannot be isomorphic to B. We repeat the procedure to rule out
all the conjectured machines which are not isomorphic to B.
The following is a detailed description of our approach.

As before, we find the input sequence x from the basic
test set (3.2) that reveals the changes of machine B as an output
discrepancy. We first verify whether it is an output change. If
that is the case, then we can easily identify the change and we
are done. Otherwise, there is a next-state change. We examine
the & transitions from input sequence x, = I, , --- , I, which
takes the machine from state s, to s, 3, ***, §;4,, succes-
sively. Note that one and only one of them can go to a different
state from the original specification A; but that may not be in the
kth transition. For the jth transition with input /; from state s; to
Sjs1»J =1, -, k, we conjecture that it has been modified.
We then either verify or rule out our conjecture. If we can ver-
ify one conjectured change, then we have fulfilled our goal. If
we rule out all the conjectures after considering all the k transi-
tions, then machine B must have more than one change. We
process each of the k transitions in the following three steps: (1)
Enumerate all possible changed next states and the correspond-
ing changed machines; there are n — 1 of them in total. (2)
Minimize the n ~ 1 conjectured machines and put them in the
standard form. (3) Cross verify these machines until there is at
most one left. (4) Confirm or reject the final one by applying a
checking sequence.

[1] Conjecture

For a transition from s; to s;,, with input /;, there are
n — 1 possible changed next states s,, r # j + 1. For each
possibility, we have a modified specification machine /;, where
input /; takes it from state s; to s, instead and outputs 5j. The
modified machine A, is still deterministic and fully-specified,
but may not be minimized. But we know its specification com-
pletely.
[2] Minimization

We minimize each conjectured machine from Step [1]
and put it in the standard form [Ho71, Ko78):

A,

JAL, (3.5

The reason we record them in the standard form is as follows.
For two machines with no more than n states in this form, it



takes time O(pn) to determine if they are isomorphic or not. It
takes time O(pn) to find an input sequence of length at most n
that distinguishes the two machines. More specifically, if we
apply the sequence to the two machines with both of them at
their initial states then we shall observe different outputs. For
details, see [Mo56, Ko78].

[3] Cross Verification

We now examine a pair of machines in (3.5):
(/;j . A,H),j =1, ,n - 2 If they are isomorphic, then
we discard A~j and consider the next pair (A;,, , Aj,;). If they
are not isomorphic then we construct a sequence that distin-
guishes the two machines. We apply this sequence to both
machines and to B; we shall observe different output sequences
y; and y;, from the two machines ";.1 and /ij,,,, respectively.
We also shall observe a corresponding output sequence y from
B. Note that all three machines have to start at the initial state
by areset. If y; = y then we keep machine A, for further cross
verification; A, , and B have different outputs and can never be
the isomorphic. For a same reason, if y;,, = y then we keep
machine A j+1- If neither of them is equal to y then we discard
both of them; neither of them can be B. In any case, we discard
at least one machine by a cross verification. We then take the
next machine A j+2 (or two) for further cross verification.

We finally stop with either none or one machine left. In
the first case, none of the conjectured machines in (3.5) are iso-
morphic to B, and we know that the transition under considera-
tion - the transition from state s; to 5,,, upon input /; - has not
been changed, and we move on to process the next transition,
which takes the machine from state s, to s;,, upon input /;, .
In the second case, the transition under consideration may or
may not be changed. We carry the leftover conjectured machine
to pair with the conjectured machines from processing the next
transition, and continue cross-verification.

[4] Confirmation

When we have considered all the & transitions of x,, we
have either one A or no machine left. In the first case, we use A
as the specification and run a checking experiment on B. If B is
isomorphic to A then we have located the change in the imple-
mentation machine B. Thus, we have identified B, which is
exactly A. Otherwise, A is still a wrong conjecture. Since we
have considered and ruled out all possible machines with a sin-
gle change, we conclude that the implementation machine B has
more than one change from the specification machine A.

There are k < 2n transitions to check. For each transi-
tion, we construct # ~ | possible changed machines, minimize
them, and record them in the standard form. The total time is
O(pkn®log n). To cross verify a pair of machines takes time
O(pn) and the total time for cross verification is O(pkn?). The
confirmation in Step [4] takes time O(pn®). Therefore,

Theorem 1. Suppose that the machines under consideration
have a reliable reset capability. If there is only a single change,
then we can locate the change and identify the implementation
machine B in time O(pn*log n) where p is the number of inputs
and n is the number of states of the original specification
machine A. If there are multiple changes, then we can still
detect their presence with the same cost.

]

3.2.4. AN INCREMENTAL TECHNIQUE

The following technique when applied to the procedures
given above would result in an improvement of an order of mag-
nitude on the average. It runs Step [4] more often. In the worst
case, the modified procedure has the same complexity as the
original procedure.

Assume that an input sequence x = /[, -~ [, gives dif-
ferent outputs from A and B and we want to identify where is the
changed transition. Instead of assuming that any of the 2n tran-
sitions are changed, we first assume that only the first log n
transitions could be changed and then verify it. If all such con-
jectures are ruled out then we process the first 2log n transi-
tions. We repeat the process, and each time we double the
length of the transition sequences until it is of length k. The
rationale is: with probability almost one an FSM has diameter
log n [Kor67, TB73]. Therefore, if a sequence caiches a
change, it is very likely that it catches it within the first log n
transitions.

3.3. EXAMPLE 1

We use an example to explain the fast algorithm given in
Section 3.2.3. The specification FSM A is fully-specified with
four states: s, , s, , 53, and s4, where s, is the initial state,
four inputs: r, a, b, and ¢, where r is the reset input, and three
outputs: x, y, and z. See Fig. 1.

a, c/x
S
b, ¢/x b/x
aly b, ¢/x
:(Szg )
c/x
a’z
54
a, b/x

Fig. 1. Original specification machine A.

In Fig. 1, the label a, ¢/x means that application of input a
or ¢ would cause the state transition with an output x. Since the
output changes can be easily identified, we only discuss next-
state changes.

Suppose that we only have a single change: from state s,



upon input a, the implementation machine B moves to state s
instead of staying in state s,. See Fig. 2. This next-state change
is to be identified from the I/O behavior of B.

Given two sets of states Q, and Q,, a separating
sequence is an input sequence x such that for each state pair
s, € Q) and 5, € Q,, starting from the two states and apply-
ing x, different output sequences will be generated. The input
sequence x separates states in @, from those in Q,. We use
0, (), to denote a separation of the states in Q| from those in

Qs

a, c/x
S

b, c/x
b, ¢/x

b/x

Fig. 2. The implementation machine B to be identified.

A characterization set of sequences for machine A is:
a: {sy,sq4f | {52} | {s3h
ba: {s\} | {s4}.

This means that the input a can distinguish between states in
sets {s,, $4/, 55, and s4.

(3.6)

A checking sequence can be constructed as follows.
Since the topic of this paper is not on checking experiments, we
omit the details.

We check the states and tree edges (represented by dou-
bled lines in Fig. 1) by:

ra, rba (s, | 51), rbaa (s, | {s1,5:/)), (3.7a)

rbaaa (s, | {55, 53}),rba, rbaaba (s, | s .
We check each non-tree edge by first testing the transi-
tion and then its tail state:

. raa, raba, rca, rcha;
. rbba, rbca;

(s3 ., b, ¢/x, s3) : rbaba, rbaca;

(s ,a,c/x,sy)

(s9 . b, ¢c/x,s5) (3.7b)

213

(s4 , a, b/x |, s4) | rbaaaa, rbaaaba, rbaaba, rbaabba;

(s4 ,¢/x, 5,) @ rbaaca .

All the sequences in (3.7a) and (3.7b) consist of a basic
test set of the checking sequence, interposed with reset . Note
that if a prefix of a sequence can detect a change (fault) then the
whole sequence also can. Therefore, we can remove all the
sequences that are prefix of other sequences, and we obtain the
following basic test set which has 13 input sequences:

raa, raba, rbaaca(*), rbaaaba, rbaaba, rbaabba,

(3.8)

rbaaca, rbaba, rbaca, rbba, rbca, rca, rcha

Note that the ordering makes no difference, but we keep them in
a lexicographic order.

We test them on B and the third one (with a *) catches a
change; if we apply it to A, we have an output sequence xyzxx,
and if we apply it to B, we have xyzxz. The fifth outputs are dif-
ferent. Even though the output discrepancy occurs at the fifth
transition, the next-state error may occur at any of the five tran-
sitions. The test sequence we use for identification is

X5 = baaaa . (3.9)
We first conjecture that the first transition goes to a dif-
ferent state; instead of s,, the machine goes to s, 53, or s,.
Each conjecture assumes a new machine and we have three dif-
ferent machines to consider. We shall omit the details of this
part and mention that rba rules out the first and the second pos-
sibility and that rbba rules out the third possibility. Therefore,
the change cannot occur at the first transition. Similarly, we
conclude that the change cannot occur at the second and third
transitions. We now examine the fourth transition in detail.

The first three inputs baa take the machine to state s, and
the fourth input a is supposed to take the machine to state s,. A
single next-state change can take the machine to state s, s, or
53, instead, and gives a different machine A, Az, and A3,
respectively. We construct these three machines and represent
them in the standard form (they are minimized):

S a b c
si sy x| sy, x sy, x
Sy |[S3. Y | Sa, X | 5y, X
53 5S4 $3,X | §3,X
Sy |l s x| sS4, x | sy, x
Table 1a. A |
R a b [
Syl s, x | S2,x s, X
Sofl $S3.y | sa,x | s5,x
Sy || Sas2 | S5, x| 53, x
Sa |l s2.x | s4,x ) sy, x
Table 1b. A ,.



3 a b c

syl si,x | s x| s Lx
sy |l s3,y | sa,x | sp,x
Sy |l S4 .z | S5, x| §3,x%
S4 S3,X | Sq4,x | 52,%x

Table 1c. A ;.

We first consider the pair (,‘I] s Az). Since both
machines are in the standard form, one can easily find an input
sequence that will produce different output sequences from the
two machines starting from the initial state s,. Such a sequence
is rbaaaa, and the corresponding output sequences are as fol-
lows. From A ;: xyzxx; and from A,: xyzxy. The corresponding
output sequence from B is: xyzxz, which is different from both
of them. We discard both of them. The only remaining
machine now is A ;.

Next we have to check the fifth transition. Upon input a
the machine moves from state s, to s, which is exactly the
fourth transition. If there are no changes in the fourth transition,
then there can be no changes in the fifth one. Therefore, we can
skip checking the fifth transition.

Now we have only machine /;3 left. For the final confir-
mation, we find a checking sequence for A ; in the same way as
for A. We then run it on B and conclude that B is identical to
/I} We have identified the implementatior. machine B that is
specified in Table lc and Fig. 2. The single change occurs at
state s,; upon input a, the machine B moves to state s;, instead
of state s,. Thus, we have reverse-engineered the implementa-
tion machine B.

4. A HEURISTIC PROCEDURE

A test sequence generated using the exact procedure in
Section 3 can be very long. Here we give a heuristic procedure
which is of the same length as a conformance test using the pro-
cedure in [SD88]. The test generation procedures given in
[DSU90, SD88, ADLU91] have been widely used in practice
because of the high fault coverage and relatively short lengths.
Any test of comparable length for this reason may be acceptable
for practical applications.

4.1. DETAILS OF THE PROCEDURE

Our heuristic procedure has four steps.

[1] Apply a test consisting of the following input sequences for

each transition:

[r, guiding sequence, test edge, UIO sequence]
where r is the reset input, guiding sequence is the shortest
path from the initial state to the test state; the test edge is
the transition being tested; UIO sequence is the unique I/O
sequence for the tail state.

[2] Collect the test results. From these test results, compute a
syndrome consisting of a three-bit Boolean vector for each
sequence: [X, Y, z]
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where x = 0 if the implementation generates expected out-
puts for the guiding sequence and x =1 otherwise; y = 0 if
the implementation generates expected outputs for the test
edge and y = | otherwise; z = 0 if the implementation
generates expected outputs for the UIO sequence and
z = | otherwise.

The collection of these three-bit vectors will be called
syndrome.

[3] Interpretation of the syndrome.
(1) Output Change:

In only one three-bit vector, y should be 1. Suppose
that y =1 for a test edge e,, then any guiding sequence or
UIO sequence which contains e, should have the corre-
sponding x or z equal to 1. If this is not true, then there
must be a next-state change or multiple changes.

(2) Next-state Change:

In the three-bit vector syndromes, find one with
x = 1. If this is the case, then there must be an edge (tran-
sition) in the shortest path to the test edge, which has a
changed next-state. Find this edge from observing the syn-
dromes of the transitions on the path. This results in a
hypothesis of a possible next-state change, or, a conjec-
tured machine.

If all x’s are O then find the transition where the z-bit
is 1, and analyze its corresponding UIO sequences for a
possible next-state change. Similar to processing the x-bit,
we find it by observing the syndromes of the transitions in
the UIO sequence and obtain a conjectured machine for
further verification.
[4] Verify the hypothesis by applying a checking sequence for
the conjectured implementation machine obtained in the previ-
ous step.

Intuitively, x = 1 signals a possible next-state change on
a path to the transition under test, y = 1 signals a possible out-
put change, and z = | signals a possible next-state change of
the transitions of the UIO sequence of the ending state of the
transition under test. We ‘‘localize’’ the search for the change
into three different categories. This will be further explained in
Example 2.

4.2. EXAMPLE 2

The specification of a protocol entity is given in Fig. 3.
The set of states $ = (s, 5,, 53, 54, S5, S¢,57/ with 5, as
the initial state. The set of inputs is I = {r, a, ¢, x, z/, and the set
of outputs is O = {null, b, d, f}. The output is null upon a reset
input r. The inputs not shown in this figure are ignored by the
machine. For such an input, we assume that the machine
remains in its current state generating the null output.

The UIO sequences for each state are given in Table 2. First we

will generate a test sequence.for checking strong conformance
[SD88].

The test set in Step | has 28 sequences (we are assuming
reliable reset as discussed in Section 2). Let us consider a
changed implementation B where the label of edge (s, , s5) has
been changed from z/b to z/d, see Fig. 3.



The 3-bit vectors for this changed implementation are given in
Table 3. In these vectors, only one y for the state s; with input z
is equal to zero. It is also from the examination of these bit vec-
tors that the guiding sequences and UIO sequences which have
this edge (s3 , s5) also have the corresponding x’s and y’s equal
to 1.

Let us consider another changed implementation with one nexi-
state change shown in Fig. 4. The edge (5, , 54) with label c/d
in the original specification is now changed to (s, , s5) with the
same input and output. The three-bit vectors for this implemen-
tation are given in Table 4.

All x’s for state s 5 are equal to 1. This means that there must be
a problem in the guiding path from its initial state. Guiding
paths to states s, and s; do not reveal any problems. But the
UIO sequence for state s reveals a discrepancy; this means that
the transition from state s, to s, must have a changed next state.
Only hypothesis that it now goes to state s 5 does not contradict
all parts of the syndrome.

s UlOo
s, || a/b,c/d
kP c/d
s3 || z/b, a/b
54 || 2/, x/d
ss || a/b,ab
S¢ x/d
sq || asf, c/d

Table 2. UIO sequences for the machine in Fig. 3.

s a c X z
sy (| (0,0,0) | (0,000 | (0,0,0) | (0,0,0)
s, 1 (0,00) [ (0,0,1) | (0,0,0) | (0,0,0)
ss || (0,0,1) | (0,0,1) { (0,0,1) | (0,1,0)
s || 0,00) | (0,00) | (0,000 | (00,0
ss || (1,0,O) | (1,0,0) | (1,0,0) | (1,0,0)
se || (0,0,0) | (0,0,0) [ (0,0,0) | (0.0,0)
57 || (0,0,0) | (0,000 | (0,0,0) | (0.0,0)

Table 3. Syndrome for implementation
with one output change.

s a c X z
sy || 0,00) | (0,0,0) | (0,000 | (0,0,0)
s, || (0,0,0) | (0,0,1) | (0,0,0) | (0,0,0)
sy || (O.L1) | (0,0,1) | (0,0,1) | (0,1,0)
sq || (00,00 | (0,00) | (0,0,0) | (0,0,0)
ss || (1,0,0) | (1,00) | (1,0,0) | (1,0,0)
s || (0,0,0) | (0,0,0) | (0,0,0) | (0,0,0)
s7 || (0,0,0) | (0,0,0) | (0,0,0) | (0,0,0)

Table 4. Syndrome for implementation
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with one changed next-state transition.

alb a/b N
z/b /
7d

/b

Fig. 3. Original specification machine A.

a/b
c/d

/b

Fig. 4. The implementation machine B to be identified.

5. CONCLUSIONS

We have studied the problem of locating differences
between a protocol specification and its implementation. We
have solved it for the case of a single change. We give an exact
procedure which has a complexity of O(pn’log n). We also
give a heuristic procedure in which the identification sequence
is comparable in length to a conformance test sequence given in
[SD88]).

As indicated earlier, if we could monitor the implementa-
tion machine frequently enough before multiple changes occur,
then single-change assumption is reasonable. However, multi-
ple changes still may happen in practice. For an arbitrary num-
ber of changes, it becomes a machine identification problem,
which is known to have exponential complexity [Mo056]. How-
ever, if there are only a small number of changes, the problem is
still manageable; if there are a constant number of next-state and
output changes, then we have polynomial time algorithms for
exact identification. More specifically, suppose that there are pn
next-state changes and v output changes, then with the same
assumptions the implementation machine can be identified in
time O(p**¥q¥n?**¥) where g is the number of outputs. This
will be reported in the full paper [LS93].

The work reported here is just the beginning. For exam-
ple. practical heuristic procedures have to be designed for the
case of multiple changes. This problem has also to be solved for



other protocol models such as communicating FSM’s and
extended FSM’s. An important question is whether the reverse
engineering problem can be simplified by increased observabil-
ity of implementation state.
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