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CPMP: messaging format
- Periodic transmission over |IP multicast S—_—
- Disseminate content and presence updates | ' COédF/’/'(av
: 17}

- [CPMP, Id, Tx’ metadata] e & Radiohead
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* Routing of updates is expensive (requires cooperation, Incentives)
— Do not route updates
— Only collect updates from devices within transmissi on range

» Always-on Wi-Fi is power consuming
— Wi-Fi duty cycle: e.g., each minute the Wi-Fiison  for 20s, off for 40s
— Send updates periodically

— While off, the Wi-Fi wakes up periodically (e.g., 2 0s) for 1-2s to
transmit/receive updates
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P1. Send updates in sync with neighbors
- Not required to sync duty cycles 4 ) ﬁ 4
P2. Distributed |

- No central coordination point ﬁ I * | ﬁ ﬁ I I
P3. Efficient

- Do not require additional communication or large up dates

P4. Timely

- Devices are co-located for short intervals

P5. Resilient to Byzantine Attacks

- Attacker may corrupt devices, change the contents o f CPMP packets, spoof
device identifiers

P6. Simple

- Do not use expensive crypto (PKI, certificates)
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B
Future Peak Detection - FPD ~ *
C
* Divide each active interval into slots

* Place each neighbor update = [CPMP, Id, T ,,metadata] in one slot
— Slot(update) = (current_time + T ) mod N_slots

» Synchronize transmission with slot containing most pa ckets

[CPMP, A, 10”]
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* Problem: greedy choice of synchronization slot leads to network
partitions

 FPDR: weighted choice of slots -- A chooses slot 3w ith
probability 2/3 and slot 8 with probability 1/3
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- Simulation: 50 nodes deployed in 150 x 150 m 2 area

- Motorola A910 phone — 30 m transmission range

- Duty cycle: active interval - 5s followed by 3 slee  p intervals - 5s each
- Nodes join in quick succession — 1 per second

- Synchronization takes 10’

- Only two clusters left after 4’
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* FPD/R rely on minimal information from updates - arrival time & T,
» Attacker can spoof device ids and generate multiple u pdates
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» Tower attack: all updates fall in the same slot

. TR TITTTE]

 Dispersion attack: updates are distributed uniformly over slots
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* 50 nodes deployed in 150 x 150 m 2 area
* One malicious node deployed at the center (first to join)
- Sends 10 packets during each 5s interval

* Average sync degree: number of neighbors a node is synced with
 Fully synced nodes: number of nodes synched with all neighbors
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« Each node builds a reputation for each device id see  n during last
active interval

« Consistency in choosing slots is rewarded, switching IS severely
punished

- Newly seen ids receive reputation 0 (r=0)
- When update from neighbor falls in the same slot, r++
- When update placed in a different slot, r=0

r[B]=0 r[B]=1
< [TRITHTTI [TTTTTHE]
r[M]=r[M ;]=r[M ,]=0 r[M]=r[M ,]=r[M ,]=0

* RBA: sync with slot holding update from neighbor with highest
reputation
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e M chooses n (=3) device ids M, M,, M,
- I([M,]=0, rf[M2]=1, r[ M,]=2
- When M’s neighbors have synced with M, change M ;'s slot — r[M ;]=0
- Everyone re-syncs with M, (r[M,]=2)
- repeat process

[TTH ™ (AR [MHTA__

rM,]=0 r[M,]=1 r[M;]=2 M ;]=0 r[M ,]=1 r[M ,]=2 M 3]=1 r[M ,]=2 1M ,]=0

« Outcome: M’s neighbors will follow M ;then M ,, then M, then
again M, ...
* RBA:

- M’s neighbors may have more stable neighbors than M;,M,,M,
- the attack can only succeed on M’s neighbors
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 First experiment: networks between 40 to 100 nodes

» Cascade attack: 10 spoofed ids, ratings 0,1,..,9

o Strategy: run FPDR for 1000s to build reputationst  hen switch to RBA
 RBA'’s greedy choice partitions the network

» Average sync degree: nodes are synced with almosta Il neighbors

* Number of sync nodes: tower & dispersion 55-65%, ca  scade 44-55%

» Average update loss rate: 15% for a 100 node networ Kk

T T T T T T T
i " 60 | dispersion EXXXX i
1 tower N

cascade N

T T T T i

14 L dispersion: avg sync degree KXXXXI
tower: avg sync degrec ==

cascade: avg sync degree :

12 F avg node degre

X

9%

>

XX

o 50 -

<X

$XX

o

40

<X

S
25

22

S
be%e

CXX

30 F

SVaVav
%%
'y

number of nodes

SVaVa
2%2

¢ %y
%e%

$X2

oV
02

number of nodes

22
<X

20

oV
120

oV

o2
be%e%
X

k%

SO
o202

"V
X2

<>

5
%

>

>
%

%
XXX

<>

OIS

T4
%%
o2t

<7

ToTe
SVavs
pte%e!
5

26%%6%%%

<7

QLKL

oY
SVaVa
Se2e%

7S
Y
e

7

30 40 50 60 70 80 90 100

total number of nodes

30 60 70 80

total number of nodes

Applications Research and Technology Center External Presentation. ICNP 10.22.2008

MOTOROLA

MOTOROLA and the Stylized M Logo are registered in the US Patent & Trademark Office.
All other product or service names are the property of their respective owners. © Motorola, Inc. 2005




» Time to stabilize - even for 100 nodes islessthan1  20s

» Second experiment: effects of history size on RBA pe rformance
» 100 node network, change time to run FPDR

* Running FPDR for 400s is sufficient
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* Power savings of devices exchanging periodic informati on can be
achieved using synchronization of transmission times

» Synchronization needs to be resilient to Byzantine be havior of
nodes

- Simple Design: more difficult to attack

» Minimum transmission overhead — piggyback synchroniz ation information on
existing updates

- Do not trust information contained in updates

» do not propagate information received in updates
»use implicit information: packet arrival times and stability of transmissions

 FPDR syncs the whole network but vulnerable to attac ks
 RBA may partition the network but stabilizes quickl y under attack
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Questions ?
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- Motorola A910 phone
- Duty cycle: active interval - 5s followed by 3 slee  p intervals - 5s each

- 30% lifetime extension over Wi-Fi always on
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