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Abstract—Predictable mobile networks are dynamic in terms
of the mobility and connectivity of the network nodes. However,
in contrast to mobile ad-hoc networks, their dynamics are
mostly predictable, as the name suggests. Currently, no adequate
topology model exists for such networks. Moreover, routing
protocols based on either static or mobile ad-hoc topology models
do not exploit this predictability and thus are too inefficient for
use in some application areas.

We present a model that formalizes predictable dynamic
topologies as sequences of static snapshots. We use this model to
design and prove the correctness of a protocol based on link-state
routing, whose performance is superior to its static and ad-hoc
counterparts. Our routing protocol accounts for occurrences of
additional, unpredictable changes, as well as their interaction
with predictable changes. As an application area, we focus on
routing in spacecraft networks and explain the suitability of our
protocol for this application domain.

I. INTRODUCTION

Problem Context and Motivation: Spacecraft networks
and inter-spacecraft communication are topics of growing im-
portance within space agencies and industry. Emerging appli-
cation areas require an efficient, integrated, and interconnected
communication environment in space. The current spacecraft
infrastructures, with their isolated, specialized operational
networks, fail to meet these requirements. Next-generation
spacecrafts are expected to establish inter-spacecraft links and
to create multi-purpose space networks [1].

Future spacecraft networks will have characteristics differ-
ent than existing terrestrial networks. Spacecraft networks are
mobile networks with independent, heterogeneous nodes but
without spontaneous movement. In regular operation, each
spacecraft has a predictable trajectory and its position and
communication links are therefore predictable as well. Hence,
spacecraft networks constitute a subclass of mobile ad-hoc
networks that is characterized by its predictability. As in other
networks, unpredictable changes may still occur and influence
the evolution of the topology.

Predictable movements are absent in both mobile ad-hoc
networks [2] and static network topologies. Therefore, models
developed for either of these scenarios are inadequate to
describe predictable mobile network topologies. A topology
model that accounts for predictable movement and links is
required as a basis for developing advanced networking con-
cepts. The situation is similar, when one considers routing
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protocols that have been specifically developed for spacecraft
networks. Although many solutions have been proposed for
specialized constellations [3], [4], [5], [6], [7], no general
routing protocol exists for predictable mobile networks. Such
a protocol, which copes with both scheduled and unscheduled
topology changes, is required to support a heterogeneous
interconnected and integrated spacecraft-network environment.

Approach and Contribution: We present a formal topol-
ogy representation of predictable mobile networks described
by a sequence of static network topology snapshots. The
starting point for our work is [3], which proposes to abstract
mobile networks as a series of snapshots. We take this idea,
base a formal model on it, and use this model to develop
a specialized routing protocol. Snapshots describe the net-
work connectivity at particular time intervals and snapshot
sequences formalize how the network connectivity changes
over time. In this way, we incorporate predictability while
abstracting away from details such as trajectory and flight
dynamics for individual orbits and flight paths. Following the
formalization of our topology model, we use it to develop
a general purpose Predictable Link-State Routing (PLSR)
protocol that accounts for both predictable and unpredictable
changes and their interaction. We show the correctness of our
protocol and measure its performance using simulation.

Organization: The remainder of this paper is organized as
follows. In Section 2, we provide background information on
spacecraft networks. In Section 3, we introduce and formalize
the snapshot topology model. In Section 4, we address the
management and distribution of the topology information and,
in Section 5, we present our PLSR protocol and prove its
correctness. In Section 6, we present performance evaluation
results. Finally, we review related work in Section 7 and we
draw conclusions in Section 8.

II. BACKGROUND ON SPACECRAFT NETWORKS

Satellite communication is traditionally of two kinds: either
(1) direct point-to-point links from control centers to space-
crafts or (2) bent-pipe communication applications, where
spacecrafts relay a data stream to a large user community.
Both approaches do not make use of general networking tech-
nologies. Earlier attempts to use more sophisticated spacecraft
communication models in the form of Low Earth Orbit (LEO)
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constellations with inter-spacecraft links [8], [9] had limited
commercial success due to their inability to integrate the
spacecraft network with other terrestrial networks [1].

The new application areas require integrated multi-purpose
spacecraft networks and constellations consisting of space-
crafts of different sizes, types, and flight dynamics. These
spacecrafts may also be in contact with different terrestrial
end-user terminals or networks. Hence, a topology model
for space networks must be able to describe a large variety
of differently behaving nodes and links with the common
property of predictability.

Spacecraft networks are controlled and managed by a con-
trol center that is connected to the network via one or more
ground stations. We will restrict our attention to the case of
a single ground station in this paper. This is without loss of
generality as multiple ground stations can always synchronize
their actions over a high-speed terrestrial network. Radio
frequency modulation and optical communication are the most
common technology used for space-link communication. Note
that the physical communication medium, which is used for
spacecraft communication, can have a direct impact on the
efficiency of the routing protocol.

III. TOPOLOGY MODEL

In this section, we present a formal topology model for
predictable mobile networks that also handles unpredictable
topology changes. While our work is motivated by spacecraft
networks, our model is general and covers all kinds of pre-
dictable mobile networks.

A. Topology Properties and Approach

Designing and reasoning about algorithms for spacecraft
networks requires a topology model that describes networks
with the following properties.

o Mobility and routing: Each node in the network is mobile

and provides routing functionalities.

e Predictability: The network topology changes in a pre-
dictable way at given points in time by adding or remov-
ing nodes or links.

o Unpredictability: Unpredictable changes may occur at
any time in the network. They are caused by unforeseen
events such as node failures, but not by node movement.

We first formalize a topology model that handles predictable
changes based on a notion of snapshots. A snapshot describes
the (static) state of the network topology during a time
interval and a snapshot sequence describes the topology’s
expected evolution over time. In actual applications, however,
predictable mobile networks are also subject to unpredictable
changes. In our approach, predictable changes are formal-
ized by a snapshot transition function, whereas unpredictable
changes must be discovered and corrected for, essentially by
superimposing them upon the snapshot sequences.

B. Predictable Topology Changes

We specify the behavior of the network topology in the
presence of predictable changes and introduce a model that
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characterizes predictability in mobile networks. The concept of
snapshots was informally introduced in [3], where the authors
use snapshots to describe the mobility of a Low Earth Orbit
(LEO) spacecraft network. They state that a snapshot repre-
sents the topology of the spacecraft network at a particular
instance of time. In the following, we formalize the snapshot
concept, associating it with a time interval rather than a time
instance.
Definition 1: Time Intervals and Transitions.

o A time set is a triple (T, <,tg). The elements of the set
T are called time points, < is a total order on 7', and ¢
is the smallest element of 1" under <. We will often leave
< and ¢y implicit and simply speak about the time set 7.
For t’,¢" € T we will use the notation [¢', t"[, for t' < ",
to represent the time interval {t € T |t/ <t < t"}.

o Let I be a countably infinite subset of 7. We call I a set of
transition points if for all ¢ € T there are t',¢" € I with
t € [t',¢"]. From this definition, it follows that ¢y € I.
We will enumerate the elements of I as tg, t1, ... , where
foralli e N, t; <t;41.

We can now describe the topology during a given time

interval [ti, tit1 [

Definition 2: Connectivity Graph and Snapshots.

ti, ti_t,.l el

o The predicted network topology during the interval
[ti, ti+1[ is described by a directed connectivity graph
G; = (V;, E;), where V; is the set of network nodes and
FE; is the set of active communication links.

o For t; € I, a snapshotr S; = (t;,G;) represents the
predicted network connectivity during the time interval
[tistital.

o The predicted evolution of the topology over time is
described as a sequence of snapshots S = (Sp,...). A
transition point ¢;, for ¢ > 0, represents the time point
when the network connectivity changes from S;_; to S;.

Let

A sequence of snapshots describing predictable changes can
be defined by an initial snapshot Sy and a transition function
0 that maps snapshots to snapshots. The transition function
describes the way that the network connectivity is expected to
change over time. In particular, the snapshot sequence defined
is <S(), S1, SQ, >, where 5(51) = SiJrl, for 7 € N.

Note that for spacecraft networks, defining § requires so-
phisticated calculations using the orbital mechanics and flight
dynamics of the involved spacecrafts. We abstract away from
these considerations here and focus on the nature of such
snapshot transitions.

C. Predictable and Unpredictable Changes

Although predictable changes form the vast majority of the
events that determine the topology dynamics in a spacecraft
network, unpredictable changes can also occur at any time due
to incidents that cannot be anticipated, such as node failures.

Unpredictable changes are not covered by the transition
function and must be discovered by the nodes using link-
sensing. This means that nodes must check their neighborhood
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Fig. 1. Deviation between reality and the predicted snapshot sequence caused
by unpredictable changes

for unpredictable changes either proactively, at regular time
intervals, or reactively. Unpredictable changes transform the
reality that is represented by a given snapshot. Let S; be the
current snapshot and let u be an unpredictable change that
occurs within S; and describes the addition or removal of an
edge in the topology graph G;. Following the occurrence of
u, the snapshot S; no longer correctly represents reality. The
reality corresponds instead to a modified snapshot S;, whose
topology graph accounts for u. Said another way, the reality
can be abstracted to a snapshot S; that differs from S; only in
the presence of the unpredicted change. Figure 1 illustrates this
and the fact that the deviation accumulates with each additional
unpredictable change.

This raises two problems that need to be resolved when
designing protocols for predictable mobile networks. The first
problem is related to the interaction of predictable and unpre-
dictable changes at transition points. As the predictable snap-
shot sequence does not include unpredictable changes, such
changes may be overridden by the snapshot topology images.
The second problem is the need for regular realignment of
the original predicted snapshot sequence (Sy, S1, So, ...) with
the real sequence <§U, §1, §2, ...) to incorporate modifications
due to past unpredictable changes. In this paper, we provide
solutions to both problems. Note that these problems (and
opportunities) do not arise in a mobile ad-hoc setting with
no a-priori topology knowledge of node movement and com-
munication opportunities since all changes are unpredictable.

IV. TOPOLOGY INFORMATION MANAGEMENT

In predictable mobile networks, routing protocols can only
benefit from the presence of predictability if the nodes that
perform routing have access to the topology information for
upcoming snapshots. In this section, we elaborate on the
distribution and management of this topology information.
Distribution is required because it is generally infeasible to
store all topology management information in the nodes at
the time of network initialization (snapshot Sy).

We present a topology information management algorithm
that supports the link-state based routing scheme that we
introduce in Section V-A.

A. Distribution of Snapshots

Spacecrafts have adequate memory for storing snapshot
sequences of reasonable length [10]. Each node stores a
sequence (S;,..,Sj+x) of k+ 1 snapshots, with & > 0, and
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requires an update with a new sequence (S;ig+1,... ) before
time ¢;4;41. This update process must also modify snapshot
updates to account for unpredictable changes that have affected
previous snapshots.

A special property of spacecraft networks is the presence
of a ground station node that has extensive computational
resources and can pre-compute sets of snapshots. Further-
more, by participating in the network, the ground station
also receives information on unpredictable changes and can
incorporate them in future snapshots. To facilitate this, all
unpredictable changes are time-stamped. This allows the nodes
to distinguish between those unpredictable changes that have
been used as an input for the snapshot computation and those
that occur between snapshot computation and the time point at
which the computed snapshot becomes valid (i.e. time point
t; for a snapshot .S;). Information on unpredictable changes
that reach the ground station is stored there in a data structure
UC, which stores the changes together with their time stamps.

Providing an initial pre-computed snapshot sequence to all
network nodes eliminates the need for an initialization phase
in the routing protocol. Nodes that are added to the network
by a predictable change can also be equipped with an initial
sequence of snapshots.

We will use the following definitions in our formalization
of snapshot distribution and later for our routing algorithm.

Definition 3: Restricted Graphs and Neighborhood. Let
G = (V,E) be a graph and V/ C V a subset of nodes.

o Let £ |, = EN (V' x V') denote the restriction of E
to V' and let G |, = (V', E |,,) denote the restriction
of GtoV'.

o We define the edges neighboring v in the graph G =
(V,E) as {(z,y) € E | z = vV y = v}. Similarly, the
neighbors of v in the graph G = (V, E) are {w € V|
(v,w) € EV (w,v) € E}.

Definition 4: Transition-affected subgraph. Let t; € I be a

transition point and \S; the corresponding snapshot. We define:

. VE:{’UGV; ‘ El(x,y) GEi\Ei+1 : (Z:’U)V(U:
y)u{v eVi|3(z,y) € Eini\Ei : (z =0v)V(y =v)}
This is the set of nodes v in V; for which the application
of a snapshot transition at time ¢,;; causes v to update
its information concerning neighboring nodes or edges.

« GT; = G, |VTi as the restriction of G to V'T;. This
defines the transition-affected subgraph associated with
a transition from snapshot S; to S; 1.

Distribution Scheme: Let (S;, ..., S;1x) be a sequence of
pre-computed snapshots that is to be distributed. The following
sets define the predictable changes for a transition point ¢;:

add edges (i) = E;1\E;
delete edges (i) = E;\ Ei4
add_nodes (i) = Vi1 \V;
delete nodes (i) = V;\Viy

Algorithm 1 describes, in high-level pseudo-code, the steps
that are taken by the ground station for each sequence of &
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snapshots. A new snapshot S; is calculated from S;_; using
0 (line 3). The computed snapshot is then updated with the
information stored on past unpredictable changes (line 4).
Afterwards, a time stamp is added, indicating the time point
at which the most recent unpredictable change has reached
the ground station (line 6). Then, all entries are removed from
the data structure UC (line 7), which holds all unpredictable
changes received since the last computation. Finally, the new
snapshot sequence is distributed to the other nodes in the
network (line 8-10).

Algorithm 1 Snapshot Sequence Calculation and Distribution
Function snap calc(i, k) for a ground station

Takes ¢ (first snapshot index of the new sequence)
and k (number of snapshots in the sequence) as input.

1: var S;_1,...,54+k /* Snapshot variables, where S;_1 con-
tains the last computed snapshot change */
for all j=0 to k do
Sivj + 0(Sitj-1)
Si+; < ApplyStoredUnpredictableChanges(.S;+ ;)
end for
UpdateTimeStamp({S;, ...
DeleteAllChanges(UC)
for all Neighbors = of GS /* Start Flooding*/ do
Send (<S7, ceey Si+k>7 I)
end for

. Sitk)

R A o

._
4

Distribution Scheme Efficiency: The change in the topol-
ogy 4(S;) is limited to the subgraph GT; of G;. Adding or
deleting an edge from E; involves two nodes = and y and one
edge (z,y) in GT; and adds only a constant amount of space
to the size of the update for S;1. For each node that is added
or deleted from V;, the number of edges for that change is
limited to the number of neighboring edges, which is 2 | V; |
edges for a node change, in the worst case. Given this, we can
reduce the data overhead by propagating just the differences
between the snapshots S; and S; 1. Note that instead of using
flooding (as in Algorithm 1), one could alternatively use a
more efficient multicast solution, which would also increase
the scalability of the solution.

V. ROUTING PROTOCOL

We now specify our PLSR protocol for predictable mobile
networks. We build it on top of (basic) link-state routing,
with extensions to handle predictable changes described by
snapshot sequences. We also prove the protocol correct.

A. Routing Protocol Baseline Selection

Predictable mobile networks share many properties with
mobile ad-hoc and static networks. We therefore adapt an
existing approach rather than developing a completely new
protocol. We start by discussing the rationale for the link-state
baseline protocol that we have selected.
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Appropriateness of Link-State Routing: Ad-hoc rout-
ing protocols use specialized techniques to provide routing
in environments consisting of randomly-moving, resource-
constrained nodes. Our environment provides substantially
more information as well as special nodes without resource
restrictions. Unmodified ad-hoc routing protocols are easily
seen to be inadequate for predictable mobile networks since
they cannot manage the a-priori knowledge about predictable
changes and must therefore consider all changes as unpre-
dictable. Moreover, in space applications, rapid changes often
occur, i.e., over short time intervals. As a result, ad-hoc routing
protocols would produce substantial routing overhead and
would be unable to maintain stable routing tables, especially
if long propagation delays are involved.

In contrast to the above, static networks do not suffer
from changes caused by network mobility. Routing protocols
can therefore build extensive and accurate information on
the network topology, which is also a desirable property for
predictable mobile network routing. We assess the two static
network protocol families: link-state routing, as represented
by the OSPF-2 protocol [11], and distance-vector routing, as
represented by RIP [12]. We compare these protocols with
respect to the computational and memory resources of an on-
board spacecraft computer [10].

In [13], a performance analysis of the OSPF-2 protocol
is undertaken. The OSPF protocol has higher memory re-
quirements than distance-vector protocols. Still, the required
memory for a large number of nodes is far less than is
available on spacecrafts. [13] also states that link-state routing
has a better computational performance than distance-vector
routing because a complete run of the Dijkstra algorithm is not
required after each update of the local topology image; instead,
an incremental update suffices. This is particularly beneficial in
predictable mobile networks since relatively few nodes belong
to each transition-affected subgraph (recall Definition 4).

For these reasons, we choose the link-state approach based
on a combination of static and ad-hoc routing. As a baseline,
we use the core link-state protocol that is part of both,
OLSR and OSPF and contains the most essential link-state
functionalities. In this protocol, each node maintains its own
view of the complete network topology in the form of a
link-state database (LSDB), which constitutes a graph. The
local shortest path first (SPF) routing tree, which acts as a
routing table for the routing protocol, is calculated from the
LSDB using Dijkstra’s algorithm [14]. A node that detects an
(unpredictable) change in an adjacent node or edge updates its
LSDB and SPF tree and then propagates the change through
the network using a flooding algorithm.

B. Link-State Algorithm

Each unpredictable change u describes the addition or
deletion of a single edge in the topology graph. When a node
changes its LSDB to incorporate such a modification, we say
that the node has updated its LSDB with the change dictated
by u. Since the unpredictable change u affects only one edge
in the network, only the adjacent nodes can discover the

210



occurrence of v using link-sensing. The adjacent nodes will,
after detecting the change, initiate a Link-State Advertisement
(LSA), describing the unpredictable change u. We model the
message sent describing v with the tuple (z,y,t,b) of type
V; x V; x T x {0,1} where, for a snapshot S;, (z,y) € E;
is the affected edge, t € T, with t; < ¢t < t;4; is the time
point when w occurs and b is 0, if the link goes down and 1
otherwise. Note that more than one unpredictable change may
occur at the same time point. For example, this occurs when
a node with more than one adjacent edge fails.

If two consecutive unpredictable changes w and u' affect
the same edge, then u’ always reverses the modifications
dictated by w. Furthermore, we say an unpredictable change u
is superseded by another unpredictable change v/, if v’ occurs
after v and modifies the same edge as u.

Algorithm 2 Basic link-state main loop for a node v

1: var x /* Variable x describes a change */
2: var lsa /* Variable lsa contains an LSA as described in
Section V-B*/
while true do
if = DetectChange() then
UpdateLSDB(x) /* Updates LSDB with x */
Isa < CreateLSA(x) /* New LSA from x */
ModifySPFTree()
/* LSA Flooding */
for all neighbors y of v /* v is the current node */
do
10: Send (Isa,y) /* Send lsa to v */
11: end for
12:  end if
13:  if (Isa, w) < Receive() /* Receive Isa from w */ then
14: if IsFresh(/sa) then

D ST AN A

15: UpdateLSDB(Isa)

16: ModifySPFTree()

17: for all neighbors s of v except w /* LSA Flooding
*/ do

18: Send(lsa, y)

19: end for

20: else

21: Drop(lsa) /* LSA not recent */

22: end if

23:  end if

24: end while

Algorithm Description: Algorithm 2 shows the routing
main loop of the basic link-state protocol for a node v in the
network. In the algorithm, if v detects a change on the link
to another node = (line 4), it adjusts its own LSDB and then
creates an LSA message for the change (lines 5 and 6). The
shortest path first (SPF) tree is updated for the new LSDB
(line 7). This LSA is then flooded to all other nodes in the
topology (line 9—11). If v receives an LSA from a node w (line
13), it checks its freshness and, depending on the result, the
LSA is either processed (lines 15-19) or dropped (line 21).
Processing an LSA includes updating the local LSDB with
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the changes, continuing the flooding, and storing the LSA for
future freshness checks. This flooding mechanism allows for
rapid propagation of network changes in the network at the
cost of increased traffic overhead.

C. Requirements and Assumptions

We adapt the above protocol for use in predictable mo-
bile environments by incorporating information from snapshot
sequences. Before describing our adaptations, we state our
requirements for the protocol. In particular, we require two
notions of consistency.

Definition 5: Change Consistency. Let S; be the current
snapshot.

e Predictable change consistency concerning a predictable
change at time ?,;; holds if there exists a t € T with
tiy1 <t < t;yo and all nodes v € V; 1 have a consistent
view of the predictable change at ¢;,; by time point ¢.

e Unpredictable change consistency concerning an unpre-
dictable change w that occurs at time point ¢, with
t; <t < tiy1, holds if at some time point { associated
with some snapshot Sy, with £ > ¢ and t; < t <
ty+1 one of the following has occurred: (1) all nodes
v € Vi have updated their LSDB with the change
dictated by u (i.e. add or delete an edge as described by
unpred change (z,y,t) ), (2) v has been superseded
by another unpredictable change v’ that occurs at a time
point ¢’ with t < ' < £, or (3) all nodes that have updated
their LSDB with the changes dictated by u are deleted
by # before they can further propagate .

Predictable change consistency is achieved when the nodes
have updated their LSDB as dictated by the last predictable
change. Therefore, the time interval of inconsistency is very
small in practice and no communication is required to achieve
predictable change consistency. In contrast, for an unpre-
dictable change w, it cannot be guaranteed that the propagation
process is completed within in the same snapshot in which u
occurs. The conditions state:

o cither all nodes have learned of the change w or

o the change is no longer relevant as it has (1) been
superseded or (2) all information on u has been deleted
from the topology

Note that unpredictable change consistency is also a require-
ment for the basic link-state scheme (Algorithm 2).

The link-state databases of all network nodes reflect the
reality at time ¢ (in snapshot Sy only if predictable change
consistency holds for all previous snapshot transitions and
unpredictable change consistency holds for all unpredictable
changes that have occurred prior to ¢t. As unpredictable
changes are not expected to occur often in spacecraft networks,
the nodes” LSDBs will often reflect reality.

Network Separation through Unpredictable Changes:
Before we state our requirements, we consider a pathological
case that may occur as a consequence of an unpredictable
change. Consider an unpredictable change u that separates the
topology into the main graph (containing the ground station)



and an isolated subgraph. The subgraph can neither propagate
any further unpredictable changes that affect one of its edges,
nor can it receive snapshot sequence update messages from
the ground station. Observe that after the time point when
the nodes in the separated subgraph run out of snapshots, all
predictable changes must be treated as unpredictable changes.

We will not consider this pathological case in our paper
since it is very unlikely to occur in spacecraft networks. For
example, spacecraft networks use redundant nodes to avoid
network separation. We only sketch a solution here. Namely,
we can equip all nodes with the capability of switching into a
“full ad-hoc” mode that becomes active as soon as the nodes
of a separated subgraph exhaust their snapshot information.
When the connection to the ground station is restored and
fresh snapshot sequences can be acquired, the nodes switch
back to predictable mobile routing mode and notify the main
topology about unpredictable changes that may have occurred
during the time of separation.

Protocol Requirements: Our requirements are twofold:
(1) following a predictable change in the network topology,
predictable change consistency holds and (2) following an
unpredictable change in the network topology, unpredictable
change consistency holds.

Meeting the first requirement increases the quality of the
packet forwarding process since all routing decisions of
PLSR are correct whenever no unpredictable changes are
currently propagating through the network. As predictable
change consistency holds following each snapshot transition
S; to Siy1, the time interval [t;11,t], for ¢ € T with
tiv1 <t < t;y2, where the routing tables are inconsistent with
the network topology is negligible. If packets are forwarded
during [t;11,t], then errors may arise as either the previous
snapshot is used or the LSDB of the forwarding node is in
an inconsistent state. However, if the forwarding process is
synchronized with Algorithm 3 so that forwarding is delayed
between lines 6 and 13 (where the routing tables are being
rebuilt), then all packets are correctly forwarded with respect
to the current network topology. Note that this effect on the
quality of packet forwarding is a special property of topologies
where predictable change consistency holds. It does not hold
for unpredictable changes and it therefore also fails for other
non-predictable networks.

Assumptions: For the definition of the algorithm and its
correctness proof, we make the following assumptions:

1) Clock synchronization! is required in order to syn-
chronously apply the snapshot transition at all nodes.

2) We assume that at a transition point ¢;, each node has
already received the information required to calculate
the next snapshot S;;1 as described in Section IV-A.

3) The time period required for local node computations,
such as LSDB updates and SPF tree calculations, is
negligible.

'We will assume perfect clock synchronization in our proof for the sake
of simplification. Our routing protocol would also work with small clock
deviations between the nodes.
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4) We assume that a flooding algorithm, initiated by a set
of nodes V' C V; during a snapshot S;, reaches all other
nodes w € S;, for some j € T" and j > 1.

5) The topology graph is always connected (also after both
predictable and unpredictable changes).

Although clock synchronization is a common problem in
distributed systems, spacecrafts employ high-precision clocks
as many of their commands are time critical. Therefore, only
small clock deviations are expected and this assumption is
reasonable for spacecraft networks. Although Algorithm 3
includes the reception of new snapshot sequences, we do not
consider this in our proof since distribution can be decoupled
from the routing algorithm itself. Assumption 3 is also rea-
sonable given the capacities of modern spacecraft on-board
computers. Restricting the network dynamics in Assumption
4 expresses the need for the stability of the network topology
and its evolution in terms of predictable changes. In particular,
it excludes anomalies such as a topology that grows faster than
the time required for messages to spread through the network.
Assumption 5 is motivated by our previous discussion on
network separation.

D. Routing Protocol Definition

Algorithm 3 presents our link-state routing algorithm for
predictable mobile networks. This algorithm handles both pre-
dictable and unpredictable changes, as well as the interaction
between the two. Because unpredictable changes cause the
snapshot abstraction to deviate from reality, their interaction
with the predictable changes must be specifically addressed.

Predictable Changes: For each transition point %;41,
GT; is the transition-affected subgraph. We modify the core
routing protocol to handle predictable changes and update
the topology image at each transition point ¢;4; (line 6).
Following our assumption, information on snapshot changes
(add_edges(i), delete edges(i), add_nodes(i), and
delete nodes(s)) for the next snapshot has already been
received and hence the LSDBs can be updated locally at the
transition point ¢, (line 8). Since only nodes in G7T; are
affected, a complete re-run using the Dijkstra algorithm is
not required (only an incremental update) to compute the
local SPF trees (line 13). However, if a node is added by
a predictable change, this node must learn of any recent
unpredictable changes from one of its neighbors. Therefore
all nodes neighboring the newly added node create an LSA
for each unpredictable change that they have stored in their
LSDB_UC and send them to the new node (line 10).

Unpredictable Changes: During the time interval
Jti, ti+1[ within a snapshot S;, our core link-state algorithm op-
erates as described in Algorithm 2. Moreover, an unpredictable
change that occurs during ]¢;,t;11], or is received via an LSA
is stored in an additional data structure LSDB_UC (lines 22 and
33). Namely, the tuple (x,y,t, b) is stored together with a time
stamp indicating the reception or detection time of the most
recent unpredictable change. Should an unpredictable change
result in the addition of a new node (line 16), this node must
be provided with the current LSDB (line 18).
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Interaction: Interaction between predictable and unpre-
dictable changes occurs at transition points when an unpre-
dictable change directly affects an edge with a neighboring
node in GT;. In this situation, the order in which the changes
are applied is important. We first apply the predictable changes
to the LSDB (line 8) and then the unpredictable changes,
which are recorded in the data structure LSDB_UC (line 12). In
this way, unpredictable changes are preserved across snapshot
transitions.

Reception of Snapshot Sequences: If a new snapshot
sequence is received from another node (line 40), its time
stamp is retrieved and the new sequence is stored for later
use (line 41). Afterwards, obsolete entries are deleted from
LSDB_UC (line 42) and the new sequence is further distributed
(lines 43-45).

E. Protocol Correctness

We now prove that our routing protocol is correct.
Theorem 1 (Protocol Correctness): The PLSR Protocol has
the two requirements defined in Definition 5.
Proof: Our proof proceeds in two parts.

Part 1: We show that predictable changes satisfy our routing
protocol requirements, that is, that predictable change
consistency holds following each transition.

Part 2: We show that unpredictable changes also satisfy
our requirements, that is, that unpredictable change
consistency holds for each unpredictable change w.

Part 1: Consider a snapshot transition from S; to S;4.
At the transition point £;,1, each node v € V; updates its
LSDB locally (line 8) using previously distributed snapshot
information (Assumption 2). As clocks are synchronized, the
LSDB update process happens simultaneously on all nodes at
time ;11 (line 6). Let t € T, with ¢;,4; < t, be the time
when all nodes have completed their LSDB update for this
snapshot transition. By Assumption 3, [¢;11,t] is negligible
and therefore ¢ < t;,2. Hence, all nodes in V;;; reach a
consistent view of the network concerning this predictable
change at time ¢ within S;; and thereby achieve predictable
change consistency.

Part 2: Let u be an unpredictable change. We show
that neither the occurrence of further snapshot transitions
nor subsequent unpredictable changes prevent establishing
unpredictable change consistency following wu.

For our proof, we require notation for describing the set
of nodes in the topology that have updated their LSDB with
the changes dictated by u at some time point ¢. Let u be an
unpredictable change that is discovered at a time point ¢,,, € T’
and let ¢,,, be the first time point when either all nodes in the
topology have updated their LSDB with the changes dictated
by u, u has been superseded, or all information on u has
been deleted from the topology. We define V! as a family of
sets indexed by t, with t € {ty,,...,tw, }, that describes how
information on u propagates over time. In particular V! =
{veV;|t; <t <ty fora snapshot S; and v has updated
its LSDB by time ¢ with the changes dictated by «}. Therefore
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Algorithm 3 PLSR main loop for a node v.
1: var x /* describes a change */
2: var [sa /* LSA as described in Section V-D */
3: var S,...,9+k /* Snapshot variables, contain a snapshot
sequence consisting of k snapshots updates */

4: var n, s,v,w /* Variables describe nodes */

5. while true do

6:  if CurrentTime() == NextTransitionPoint() then
7: t < CurrentTime()

8: newNodes «— UpdateLSDB(LoadSnapshotChanges(t))
9: for all neighbors n in newNodes do

10: SendAllChanges(LSDB_UC, n)

11: end for

12: LoadUnpredictableChanges()

13: ModifySPFTree()

14 end if

15:  if x « DetectChange() then

16: n < GetNeighborNode(x)

17: if n ¢LSDB then

18: Send(LSDB, n) // Send LSDB to new node n
19: end if

20: UpdateLSDB(x) /* Updates LSDB */

21: ModifySPFTree()

22: UpdateLSDB_UC(z)

23: lsa « CreateLSA(z) /* New LSA from x */
24: for all neighbors w of v do

25: Send (Isa, w) /* Send lsa to w */

26: end for

27:  end if

28:  /* Receive an LSA lsa from a node s */
29:  if (Isa, s) < Receive() then

30: if IsFresh(lsa) then

31: UpdateLSDB(Isa)

32: ModifySPFTree()

33: UpdateLSDB_UC(Isa)

34: for all neighbors w of v except s /* LSA Flooding
* do

35: Send(lsa, w)

36: end for

37: end if

38:  end if

39:  /* Receive a new snapshot sequence*/

40:  if (S;, ..., Si1k) < Receive() then

41: timestamp «— StoreSnapshotSequence((S;, ..., Si+x))
42: DeleteOldEntriesFromL.SDB_UC(timestamp)

43: for all neighbors w of v do

44: Send ({S;, ..., Sitk)s W)

45: end for

46:  end if

47.  if newLSDB « Receive() then
48: SetLSDB(newLSDB)

49:  end if

50: end while
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VJ“O contains the node that has discovered u through link-
sensing and is neighboring the edge that is affected by w.
This node then starts the propagation of the change dictated
by u. In the following, we use the term add nodes to V! to
describe that, for ¢ = ¢,,,, nodes vy, ..., v have been added to
Vil o get Vut’”“, that is, VJ”“ — VY {vo, ...v }. We
use the term delete nodes from V! analogously.

We state the following lemma,
proof of the main theorem.

whose proof follows our

Lemma 1: Properties of V!
Let S; be a snapshot and ¢ € T, such that ¢t € [t;,t;41].

1) The snapshot transition at ¢;1; may cause the addition
or deletion of nodes from V! by predictable changes.

2) If t € [ty,,ts,, ] and nodes of V,! are deleted from the
topology by a series of (predictable or unpredictable)
changes, either the changes dictated by u have (2a)
reached all nodes in the topology, (2b) continue prop-
agating, or (2c) other unpredictable changes occur that
originate from the deletion of all nodes in V'

3) An LSA broadcast originating from a node in V!, with
t € [tugte,, [ Will eventually reach all other nodes in
the network by some time point  associated with some
snapshot Sy, for ¢, > t;, t, € I, and t}, < t < th+1,
unless u is superseded by a more recent unpredictable
change or all nodes in V! are deleted.

Returning to the proof of the theorem, consider an unpre-
dictable change u that occurs at tg, with ¢; < ty < t;41.
Following this, u triggers the creation of V!0, which contains
the node that discovered u using link-sensing. This node starts
propagating the changes dictated by w. By part (3) of the
lemma, either the propagation will reach all nodes in the
network at some time point t in some snapshot Sy (then
Vi = V), u is superseded by more recent unpredictable
change ' (V!, = Vj, if v/ has been fully propagated by %),
or all nodes in V! are deleted during the propagation process
(qu = ). In the last case, a number of new unpredictable
changes wuy),...,u,, may originate from the deletion.

|

We now prove Lemma 1.

Proof of Lemma: We prove the three parts individually.

Part (1). Suppose the snapshot transition from .S; to S; i1
affects Vj . The transition may delete or add nodes. First,
consider the deletion of nodes. Due to predictable change
consistency and the storage before the transitions (lines 22 and
33) and re-application of topology modifications dictated by
unpredictable changes after the transition (line 12), it follows
that either V;'*' = V! (no nodes are deleted) or Vi =
Vi\{xg,....x } if the nodes {zo,....z,} C V; have been deleted
by the predictable change (line 8). Alternatively, consider the
addition of nodes. Let {vg,...,u, } be the set of nodes that are
added to the topology by the snapshot transition (line 8) and
have the property that each v € {vy,...,v,,} is neighboring at
least one node in V;'. Then, Vit = VEU {vg,...,vn } (line
10).
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Part (2). Because of (1), predictable changes may delete
(one or more) nodes from V! . For ¢;, this happens if V'
N delete nodes (i — 1) # . Furthermore, the deletion
of nodes from V! can be caused by unpredictable changes at
any time point ¢’ with ¢ € [ty,, ty, [. Because of Assumption
5, however, node deletion will never separate the topology
graph. In the following, we consider the two cases that may
arise when nodes are deleted from V'

A) The nodes in {zq, ..., z,,} C V! are deleted at time point
t. This deletion of nodes in {xq,...,x,} does not affect the
propagation of u because either the nodes in V! \ {zg, ..., z, }
continue the flooding process (lines 34-36) (case 2b) or the
propagation was already completed (case 2a).

B) Should all nodes from V! be eventually deleted by a
series of (predictable or unpredictable) changes before some of
them can further propagate u, then the flooding is terminated.
If only predictable changes contribute to the deletion process,
no action is required since the affected edge is no longer part
of the local LSDBs and therefore u has no further impact
on the topology. Alternatively, when unpredictable changes
contribute to the deletion process of the nodes from Vj, then
the flooding of u is also terminated but further action is
required. In particular, for a snapshot S;, nodes in V; \ V!
that have been neighbors of the deleted nodes in V! will
discover the deletion through link-sensing (line 15) and a
series of new unpredictable changes wuy,...,u, is generated
(one unpredictable change for each link-sensing event that
discovered a change). These changes are then subsequently
propagated (lines 24-26). Following this, the deletion of all
nodes from V! causes the removal of the changes dictated by
u from the topology (case 2c in the lemma).

Part (3). The general case, in which the propagation of u
to all nodes in the topology happens without the predictable
or unpredictable addition or deletion of nodes from Vut, is
covered by Assumption 4. Part (2) shows that the deletion
of nodes either has no effect on the propagation or all nodes
that have integrated the changes dictated by w are deleted.
Predictable changes may cause the addition of nodes to V!
(Part 1). Since this increases the number of nodes in V!,
propagation of u is either continued or completed. Hence, it
remains to be shown that (3) also holds if new nodes are added
by unpredictable changes (line 15). Let u be an unpredictable
change that adds a node w to the topology at time ¢, and let
v be a neighboring node of w. If v € V!, w is provided with
information on u upon detection by v (line 18). Otherwise,
if v ¢ V!, then w will eventually receive information on u
through the standard propagation mechanism (lines 34-36),
as is stipulated by Assumption 4. |

VI. ROUTING PROTOCOL PERFORMANCE
We now assess the performance of the PLSR protocol, both
analytically and using simulation.
A. PLSR Performance Analysis

Recall that each § function update is limited to the subgraph
GT; for snapshot \S; and that a complete run of the underlying
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Dijkstra algorithm is not required to update the local SPF
trees. Therefore, the runtime complexity is on the order of the
complexity of adding or deleting a set of nodes in the basic
link-state algorithm (Algorithm 2). Also, for PLSR, snapshot
transitions are inexpensive in terms of network communication
resources since predictable changes do not create routing
messages.

We must also take into account the PLSR routing overhead
that is caused by snapshot image messages that result from
the snapshot distribution process described in Section IV-A.
If, for each snapshot S;, only the changes with respect to the
previous snapshot are transmitted, the snapshot information
update only needs to transmit the tuple (z,y,b) of type V; x
Vi x {0,1} for each predictable change, where b is 0 when
the edge (z,y) goes down and 1 otherwise. Assuming that a
multicast message from the ground station requires n 1-hop
transmissions to reach all nodes in the network, then the total
overhead in terms of data for the distribution of a single change
is 2n| V; 2.

For unpredictable changes, their occurrence is handled like
in the basic link-state protocol (Algorithm 2), but the informa-
tion is also preserved across snapshots using the data structure
LSDB_UC. As unpredictable changes are expected to occur
only infrequently, LSDB_UC does not require much memory.
The above observations suggest that the PLSR protocol is effi-
cient enough in terms of memory and computational resources
to be used in spacecraft on-board computers [10].

B. Simulation

We compare PLSR’s performance in a predictable mobile
network with the performance of the Optimized Link State
Routing (OLSR) protocol using the ns-2 simulator [15] with
the standard wireless communication model. We first describe
the set-up of our simulations and afterwards the results. Our
simulations focus on routing message overhead and traffic
throughput since these are the most relevant metrics for
spacecraft networks. We do not measure the convergence time
for unpredictable changes since the majority of the changes
are predictable and therefore PLSR routing is still possible
during convergence, even if suboptimal.

We have implemented our PLSR protocol, described in
Algorithm 3, by adapting an implementation of the OLSR
protocol. We have performed our analysis in a general setting,
independent of any specific spacecraft-network scenario. In
particular, our topology generation tool simulates the random
movement of nodes. This underlines the generic properties of
the PLSR protocol but also leads to a large confidence interval
(i.e. topologies with extremely low and high measurement
results may exist). We therefore performed many simulation
runs for each configuration and averaged the results. The
vast majority of changes are predictable, but an unpredictable
change occurs with a probability of 0.1 in an entire simulation
run (100 seconds of simulated time). Both protocols, OLSR
and PLSR, run on the same topology. We performed simu-
lation runs for random, connected topologies with 5, 10, 15,

1-4244-2507-5/08/$20.00 ©2008 IEEE

3000 T T T T

"Number of OLSR Packets =——s—
Number of PLSR Packets

2500 |

2000 -

1500

1000

Number of Routing Protocol Packets

500

0 L L L L L L L
4 6 8 10 12 14 16 18 20
Number of Nodes

200 T T T

Number of OLSR Bytes in Routing Packets ——
Number of PLSR Bytes in Routing Packets
180 |

160
140

120 |

80
60

40 -

Total Number of KBytes in Routing Protocol Packets
]
o
T

20

0 1 1 1 1 1 1 1
4 6 8 10 12 14 16 18 20
Number of Nodes

Fig. 2. Simulation Results for Routing Overhead

and 20 nodes. Note that these are realistic sizes for typical
spacecraft networks.

We measured the number of routing protocol packets and the
associated overhead in Kilobytes. From the results, illustrated
in Figure 2, we see that PLSR uses substantially less routing
messages and has less traffic overhead than OLSR. The
difference to the original OLSR protocol becomes larger as the
number of nodes grows. The size and number of the required
flooding messages is responsible for this. The PLSR protocol
produces a higher number of routing messages and traffic
in the simulation than one might expect from the analytical
performance analysis. One reason for this is that periodic link-
sensing for unpredictable changes is still necessary. The other
reason is that in a topology with totally random node move-
ment, an unpredictable change is most likely to be discovered
(and lost) multiple times by the same nodes. This is because
the unpredictable change may iteratively enter and leave
the nodes’ link-sensing range. Therefore, one unpredictable
change may initiate multiple flooding processes. In a typical
application scenario, such as a LEO spacecraft network, this
kind of interaction with repeated flooding is much less likely
to occur.
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We further measured the traffic throughput between two
random nodes for PLSR and OLSR using a traffic production
of 200 packets per second. In Figure 3 we can see that PLSR
provides almost constant maximum throughput (the small
deviations are due to unpredictable changes) since it has access
to topology information. The OLSR throughput is always less
since OLSR lacks this ability and all changes are therefore
unpredictable. Furthermore, the OLSR measurement results
show a degradation of the traffic throughput. This degradation
comes from the fact that the number of changes increases
with the number of nodes. Moreover, should the propagation
delay between the nodes grow larger, the OLSR performance
degrades further.

To summarize, our simulation results support the thesis
that the PLSR protocol is better suited for predictable mobile
networks than OLSR. These are general simulation results and
we expect that, by accounting for parameters specific to space-
crafts, the performance gain will be even more substantial.
Such an investigation is the subject of ongoing work.

VII. RELATED WORK

For LEO constellations, a topology model can be con-
structed based on Manhattan networks. In [16], Maxemchuk
investigates such networks and proposes routing solutions.
Ferreira et. al [17] present a combinatorial model for MANETS
along with approaches for solving different routing-over-
time problems. Merungu ef. al [18] propose a space-time
routing framework based on time-evolving graphs rather than
snapshots. However, they focus on the problems of handling
temporal disconnection and the minimization of associated
packet buffering times. This makes their approach similar to
Delay Tolerant Network (DTN) routing. They do not consider
unpredictable changes.

Other routing schemes have been proposed for spacecraft
networks. In [19], Donner ez. al describe a networking concept
based on Multiprotocol Label-Switching (MPLS) for space-
craft constellations. They avoid however the key issue of
proper route adaptation by assuming permanent and periodic
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topologies. Also, the usage of spacecraft-based LSDBs is
rejected because of the extensive link-state communication.
We solve this problem by only using link-state communication
in response to unpredictable changes. Zang et. al [20] provide
an overview on routing protocols in DTNs and other inter-
mittently connected MANETSs. They describe deterministic
protocols where they assume that all future movements and
connections are known to one or more protocol entities be-
forehand. Surprisingly, Zhang et. al. do not mention spacecraft
networks in this context.

During the time that LEO constellations appeared to be
a promising technology, several routing protocols were pro-
posed, including simple datagram routing [3], [21], topological
network design [4], routing based on geographic locations [5]
and routing in multi-layered constellations [22]. All of these
were non-generic, that is, specific to the LEO architecture.
Several proposals have advocated the use of Asynchronous
Transfer Mode (ATM) based routing in LEO space networks
[23], [6]. However, the large success of the IP protocol makes
integration with these networks difficult. Hashimoto et al. [7]
presents a hybrid approach using IP and ATM.

In deep-space communications, long propagation delays and
intermittent connectivity links may be present in the network.
The DTN approach [24] addresses this problem by introducing
an overlay layer to handle these obstacles. DTN solutions are
compatible with the connectionless packet-switched network
that we assume. In [25], Jain et. al discuss routing problems
in DTNs. While their focus on routing with finite buffers,
they also address DTN routing and flow control with com-
plete knowledge. They do not, however, address unpredictable
failures and their impact on the topology snapshots.

VIII. CONCLUSIONS AND FUTURE WORK

We have presented a model of predictable mobile topologies
and used it to design a routing algorithm, Predictable Link-
State Routing, that exploits the predictability of network
connections. We have shown that our algorithm is correct
and performs well compared to other mobile link-state routing
protocols.

In our ongoing work, we use and validate the topology
model and the proposed PLSR protocol in real-world applica-
tion scenarios of the European Space Agency. These include
a LEO/GEO spacecraft hybrid network and communication
between a terrestrial ground station and a Mars Rover using
relay spacecrafts. We derive snapshot sequences from flight
dynamics data and perform simulations for both scenarios
including spacecraft and ground-station failures. Preliminary
results suggest that in these real-world settings, PLSR better
supports high-bandwidth data streaming and produces substan-
tially less routing overhead than other link-state and distance-
vector based routing protocols. Although the two application
scenarios are quite different, our model is generic enough to
serve them both.

The topology model and PLSR protocol that we have
proposed in this paper are general purpose. Nevertheless, we
have focused on spacecraft networks as a target application
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area and explained why our approach is well suited for this
domain. Spacecraft networks do, however, have other features
that we have not considered in this paper. In particular, a
spacecraft network should be able to integrate with external
nodes and networks, including other spacecraft networks.
While our model and algorithm should be extensible in this
respect, such integration is the subject of future work. We will
also investigate the scalability of PLSR and snapshot update
delivery in networks with substantially more than 20 nodes
and the behavior of PLSR when errors occur in the time
synchronization of the nodes.

Finally, as most of the foreseen applications of space
networks will support critical infrastructures, network inte-
gration also necessitates securing the PLSR protocol. In our
future work, we will also investigate security requirements and
possible solutions.
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