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Abgtract—In many fraditional mobile network scenarios,
nodes establish commnunication on the basis of persistent
publie identifies. However, in some hostile and suspicious
MANKT settings, node identities must nof be exposed
and node movemenis must be uniraceabis. Instead, nodes
need to comumunicste on the basis of pothing more than
their current localions. In this paper, we address some
interesting lssues arising in such MANET:s by designing an
anenyimons routing framework (ALARM). 1f uses nodes’
current locations fo construet a secure MANET map
Based on the current map, each node can decide which
other nodes H wants to conununicate with. ALARM fakes
asdvantage of some advanced crypiographic primitives fo
achieve node authentication, data infegrity, anonvmilty and
uniraceability (fracking-vesistance). i also oflers resisiance
o ceriain insider atincks.

I, INTRODUCTION

In the last 10-15 vears, research in varlous aspecis
of mobile ad-hoc networks (MANETS)Y has been very
active, motivated mainly by allegedly imporiant and
numerous applications in law enforcement, military and
emergency response scenarios. More rseently, location
information has become increasingly available through
small and inexpensive GPS recelvers. There is also an
emerging trend to ncorporate localion-sensing into per-
sonal handheld devices [1]. Combining ad hoc network-
g with location mformstion facilitates some appealing
new applications, such as location-based advertising and
focused dissemination of critical information.

If node location information is sufficiently granular,
a physical map of a2 MANET can be constructed and
node locations, instead of node identities, can be used in
place of network addresses. Tn fact, in some application
settings, such as law enforcement and search-and-rescue,
node identities might not be nearly as imporiant as node
locations, In addition, if the operating enviromment is
hastife, node identities must not be revealed. We use
the term “hostile” 1o mean that communication is being
monitored by adversarial entities which are not part
of the MANHTL Uoing a step further, f we assume
that the MANET nodes do not even trust each other,
perhaps because of possible node compromise (e, the
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environment is “suspicious”}, the need to hide node iden-
tities becomes more pressing. Moreover, in a suspicions
MANET environment, it s natural 1o require that node
movements be obscured, such that tracking a given node
(even without knowing its identity) 18 impossible or, at
least, very difficull. While we do not claim that such
suspicious and hostile MANET environuends are (or
will be) common, they do oceur in military and law
enforcement domains.

I this paper ! we consider what it takes to provide se-
cure communication in hostile and suspicious MANHTSs,
To this end, we construet a framework for Anonvmous
Location-Aided Routing in MANETs (ALARM) which
demongtrates the leagibility of oblaming, at the same
tirme, both strong privacy and strong security properties.
By privacy properiies we mean node anonvmity and re-
sistance to tracking. Whereas, security propertics include
node/origin authentication and location integrity, Though
i might seem that our security aud privacy properties
comtradict each other, we show thal some advanced —
vet practical — oryptographic technigques can be used
reconcile them.

The rest of the paper is organized as follows: We first
start by motivating the need for such a routing scheme in
section I we then describe the related work in section
HI. We describe the details of the framework in section
IV and analyze Its security i section V. We present
simulation results in section VI and conclude the paper
with o discussion of remaining issues and future work
in sections VH and VITL

II. LoCATION AS BOTH ADDRESS AND IDENTITY

We envision a MANET selling with salient features and
requirements as follows:
TLOCATION] Universal availability of location in-
formation: each MANHT node is equipped with a
device capable of obtaining positioning information,
e.g., 4P,

1This research was supporied in part by an award from the US Army
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author was also supported in part by the Fulbright Foundation.
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IMOBILITYY Sufficiently high mobility: a certamn
minimum fraction (or sumbesy of MANET nodes
moves periodically such that fracking a given node
{which moved) from one topology snapshot © the
next is contingent upon distinguishing it among all
nodes that have moved in the Inferim.
[PRIVACY] No public node identities or addresses:
each MANET node is anonymous, i.e., ils occur-
rences at different locations cannot be linked (we
elaborate on this below),
[SHCURITY] Resistance to passive and active at-
tacks stemming from both ontsiders and malicious
{e.g.. compromised) insider nodes.
The main distinguishing feature of the envisaged
MANET environment iz the communication paradigm
baged pol on permanent or semi-permanent identities,
addresses or pseudonyms, but on nstantanecus node lo-
cation. In other words, a node A decides 1o communicate
o another node B, depending only on where B is af the
present Hme.

More generally, we anticipate that the MANUT type
considered i this paper would be encountered i a
faw enforcement, disaster recovery or military environ-
ment. Such crifical seftings have some characleristics
m comumon. First, node location i very important
knowledge of the physical (as opposed to logical or
refativey topology makes it possible fo avold wasteful
communication and o focus on areas (nodes) that are
positioned within, or at, a specific area. {Thus, the
emphasis 18 nol on the long-term node identity but rather
on current node location.) Second, critical environments
are susceptible to security and privacy atiacks. Attacks
on security aim 1o distribute false routing information
or impede propagation of gemuine routing information,
Whereag, attacks on privacy aim to frack nodes as they
move.

As we discuss below, some geographical routing pro-
tocols have been proposed in the literature. Likewise, a
number of secure andfor anonymous routing technigues
have been constructed. However, none of them — and 110
siraight-forward combination thereol — can effectively
addvess both privacy and securify requiremergs. We
argue that existing rouling (even secure Of anonymous
routing) approaches are unsuitable for the MANET type
we are focusing on in this paper.

MANET routing protocols can be roughly partitioned
into two groups: reactive {or on-demand} and proactive.
The latter can be farther broken down into hink state and
digtatice vector {including path vector) protocols.

We first consider reactive routing protocols sucl as
AGEY [20] and DSR [19]. In a typical reactive protocol
the route discovery phase usually starts with a reguest
by the source node to find a route o a cerfain destination
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node. Since the topology is unknown, the request is
flooded throughout the network. Anyone {e.g., 2 passive
adversary) observing a route request would infer that
communication will be established between the source
and the destination specified In the request. Also, the
entire notion of discovering the destination node is
premised on the source frowing the persistent dentity
or address of the destination. This premise is tolally
mvalid i our MANHT scenario since the destination
ig selected based oun its location. This brings us to a
contradiction: since the destination is selected based on
its current location, how can a roude be discovered before
its location is known to the source?

Ume nalve approach is to perform ronte discovery op-
portunistically, ie., the source can specify the destination
location and hope that some node 18 indeed there. This
would result in a waste of resources for ronte discoveries
that end up being wnsuccessful, All in all, since our
MANHT scenario involves no persistent node identifiers
and sinee nodes are referred o by thenr current location,
a reactive rouling protocol is not suitable. Geo-casting
routing protocols, such as [2], are similarly opportunistic
since they aftempt to deliver messages {0 a cerlain geo-
cast region without any cerfainty of any nodes being
within that reglon.

We can also fry adaplting a distance vector (DY)
protocol {217 to our MANET selling. Recall that, in a
IOV protocol, every node maintaing a table where each
entry corvesponds 1o a given destination, the cost (e.g.,
in hops)y of, and the next Lop for, getting there. This
is fundamentally unsuitable for our purposes, for two
reasons. Hirst, since nodes have no persistent identi-
ties, there i no basis apon which to create DV table
entries. Of course, we could base table entries upon
cach node’s corrent location, but that would require
that for the table to be proned periodically sitce gome
nodes will always change their locations for each update
nterval. Second, the secority would be quile wealk: a
single compromised MANET node could easily create
fravduient phartom nede-location entries and propagate
to the entive MANET thas “poisoning” everyone's 1DV
tabies. (Plus, DV protocols suffer from dlow convergence
which can be problematic in highlyv-mobile MANETs).
The second issue can be addressed, in principle, by
using a path vector protocol {e.g., BGP [38]) along
with some security ephancements soch ag BGPSEC
[39] where each Source-Destination path component is
signed. However, the expense of verifying O(n # r)
signatures {where » is the mumber of nodes an 7 is the
network diameter) would be prohibitively expensive.

Another alternative is a link state (L5 routing pro-
tocol such ag OLSR [40]. However, if the frequency
of node movernent i higher than the frequency of
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commmunication, an LS protocol consumes wuch more
bandwidth and power {due o frequent LS updates)
than an opportunistic reactive profocol. If the opposite
18 troe (Le., commumcation freguency is higher than
movement freguency), an LS protocol might be viable,
An additional advantage of the link state approach is
that, unlike s reactive counterpart, if obviates the need
tor roufe discovery and is thus faster. This makes it
appropriate for real-time applications that impose strict
delay constraints. On the other hand, LS protocols have
the disadvaniage of poor scalability due o excessive
troadeasting — n LS updates Jooded throughout the
network for each update period. However, since our goal
is to accommodste relatively modest-sized MANETs
on the order of tens or several hundred nodes — the
poor scalability of the LS approach is not a major
igsue. Furthermore, link state allows us to achigve strong
securily since origin authenticalion and integrity of LS
updates can be easily supported. There are a nomber of
well-known proposals, e.2., [35] and {36], {37} The main
challenige arises from the need to reconcile security and
privacy (snonymity and untraceabilityy features which
we address below,

Based on the above discussion, we consider the link
state approach to be the most amenable to supporting
location-based routing with privacy and security features
as described in bection L

iH. RELATED WOREK

Routing in MANETS has attracted 2 lof of attention
from the networking and securify research comimunity.
There are mumerous proposals for secure on-demand
routing, such as SRDP {3], Ariadne [4], SHAD [3],
endairA [6] and [7]. They focus mainly on securing
route discovery and route maintenance againgt node
impersonation, as well as modification and fabrication of
routing information. A comprehensive survey of secure
on demand ad-hoc ronting technigues can be found i |8)
and [9]. We note that they do not consider node privacy
and anonymity.

Other research results have vielkled anonymous on-
demand routing protocols, such as SPAAR [10], ASR
(131, MASK {121, ANGDR [13], D-ANGDR {141, ARM
P157 and ODAR 110). These protocols use psendonyms
for node identification and addressing but none of them
ntilizes location nformation for routing. Location-based
routing protoceols mainly focus on improving the perfor-
mance of the routing protocol and minimizing overhead
by utilizing location information 1o deliver routing con-
trot messages in MANHTs without Hooding the whole
network, Some notable lechmigues include 2], [17] and
{181 To the best of our knowledge, there have been no
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proposals for location-based proactive roufing protocols
that preserve node anonymity and privacy.

IV, T ALARM FRAMEWORK

In this section we discuss the proposed ALARM
framework. Hirst, we slale some assumptions. Then, we
provide an overview of group signatures and describe
i detail how to use group signatures — coupled with
location miormation — 1o design an anonyvimous location-
based routing scheme.

A, Agsumptions

I addition to the requirements in section 1, ALARM

involves the following assumptions:
[LOCATION]T as stated in Section [T, each MANET
node can securely and reliably obtain ils present
position, most Hkely via GPS.
ITIMHE] all MANET nodes maivtain loosely syn-
chronized clocks. This is easily obtainable with
PS.
[RAMNGE] all nodes have uniform transmission
range. Unce a node knows the current MANET
map, it can easily determine node connectivity d.e.,
transform a map info a graph)”
IMOBILITY at lesst K nodes move at roughly the
same time, te., within a cerfain fixed time period.

B. Group Signatures

Grroup signatures can be viewed as fraditional public
key signatures with additional privacy features. In a
group signature scheme, any member of a potentially
large and dynamic group can sign a message thereby
producing 4 group signature. A groop signature can be
verified by anyone who hag o copy of a conglant-length
group public key. A valid group signature implies that the
signer 18 a bona fide group member. However, given two
valid group signsfures it is compuiationally infeasible
to decide whether they are generated by the same (or
different) group menbers. However, if a dispute ariges
over a group signature, a special entity called a Group
Manager can force open a group signature and identdly
the actual signer. This important feature is referred to as
Escrowed Anonynity,

Based on the above, it seems that group signatures are
aperfect Gt for owr envisaged MANET setting. A mobile
node can periodically sign its current location (Jink state)
information without any fear of being tracked, since
mmltiple group signatures are not linkable. At the same

2Tf transmdssion range i uot uniform, each node should include its
transroission range in ity location asnouneement message. This would
only add an extm feld to the location annourcernent message and
would oot affect other details of the framework,
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time, anyone can verify a group signature and thus be
agsured that the signer g a legitimate MANET node.

Group signatures were Arst indroduced by Chaum and

Van Hedst [ 27) and a number of scheres {e.g., {231, {241,
[26]) varying In assumptions, complexity and fealures
have been proposed since. A group signature scheme
has the following basic participants:

¢ Group Manager (OM): entily responsible Tor ad-
mindstering the group: indtializing the group and
handling member joins and leaves (revocations). It
& also responsible for de-anonyrizing a signature
i case of a dispute. Sometimes the task of adding
new mermbers is given 1o a separate entity called a
Memberstip Manager, Similarly, revocation duties
are sometimes delegated 10 a separate Revocation
Manager, In this paper, for simplicity’s sake, we
nse a nufied GM for all of these tasks,

¢ Group Members: usersfentitizs that represent the
current set of authorized signers. In our case, a
signerfmember is a legitimate MANUHT node. Hach
member must have a unidgoe private key that allows
i to sign on behalf of the group. (The group public
key is common to the whole group).

« Outsiders: any other userfentity exiernal to the
group. Ounisiders are assumed to possess the group
public key and are thus able o verdly group
signatures.

Hach group member must have a secret long-term iden-
tity which is tied to the group and fo the member’s
unigue private key, However, only the GM knows the
relationship between the group members and their long-
term identitics.

A group signature scheme consists of the following

components:

o SETUP A probabilistic polynomial-time algorithm,
run by the GM, that cutpuis a cryptographic specifi-
cation for the group, including the group manager’s
public and private keys.

¢ JOIN: A protocol between the GM and 3 new user
that resnlts in the user becoming a group member.
The output of this protocol includes some private
autput for the user — her secret membership key.

s SIGN An algorithen, executed by any group mem-
ber, thal, on inpui oft a message, a group public
key and a member’s private input, outpuls & group
signature.

« YERIFY: An algorithm, run by anyone, which, on
mput of: a message, a group public key and a
group signature, outputs a binary flag indicating the
validity of the saild group signature.

& OPEN: An algorithm, run by the G#, that on nput

307

of: a message, a group signatre, 2 group public key
and a group manager’s secret key, verifies whether
the group signature s valid and returns the signer’s
group idemdity and some prool that allows anyone
to verify the group identity of the actual signer. It
may also refurn no answer which assumes o mean
that the group manager 18 the gigner.

e REVOKH: An algorithm, performead by the M, ©
remove {revoke) a user from the group. I results
it a new group public key and/or 3 set of auxiliary
information aimed at either signers or verifiers.

some recently proposed group signature schemes re-
guire less than 10 exponentiations to sign [25]. Though
still appreciably more expensive than regular signatures,
group signatures are rapidly becoming practical, We also
point out that, in MANETs, unlike in sensor networks,
computation is not a particnlarly scarce commodity, thus,
the cost of 10 exponentiations per group signature is
guite reasonable,

O ALARM: Anonymous Location-Aided Roufing

We require an off-line group mansger (GM) that
initializes the underlving group signature scheme and
enrolls all legitimate MANET nodes as group members.
(This is done well before MANET deployment.) In case
of a dispute, the OM is responsible for opening the
contested group signature and determining the signern
Depending on the specific group signature scheme, the
GM may also have to handle fubure joins for new
members as well ag revoecation of existing members.
However, we claim thal in most envisaged MANET
scenarios, membership is hkely to be fixed, ie., all jomns
can be done in bulk, a priori, Also, revocation might not
be feasible since § would require propagating — in real-
time — updated revocation information to all legitimate
MANHT nodes. (However, if dynamic membership is
necessary, cur scheme s capable of supporting i, with
minor additional assumptions.)

The basic operation of ALARM is as follows:

o Time is divided mito tirne slotg of duration 7. At
the beginning of every slot, each node broadeasis a
message confaining: its location (GPS coordinates),
time-stamp, temporary public key and a group sig-
nature computed over these felds. We call this a
Location Announcerent Message (LAM} Each
LAM is flooded throughout the MANET. Higure
1 shows the LAM format used o construct the
network topology snapshol in Figure 2.

s In the period between successive TAM-s, a node
can be reached using a pseudonym which is set 1o
the group signature in its last LAM, (Assuming, of
course, that the signature is valld) Each node that
receives 3 LAM, first verifies the group signature.
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