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Abstract- A firewall policy that is correct and complete is
crucial to the safety of a computer network. An adversary will
benefit a lot from knowing the policy or its semantics. In this
paper, we propose a framework that could be used to blindly
discover a firewall policy remotely as a black box and without
prior knowledge about the network configuration. We show how
an attacker can reconstruct a firewall's policy by probing the
firewall with tailored packets into a network and forming an idea
of what the policy looks like. The proposed methodology shows
how to discover a policy that is semantically equivalent to the
original one used in the deployed firewall. Three techniques are
proposed for reconstructing the policy as well as to intelligently
choose the probing packets adaptively based on the firewall
response. We show the possibility of obtaining the deployed policy
in a feasible time with acceptable accuracy.

I. INTRODUCTION
Identifying the anatomy of the victim's defenses is always

an asset to any attacker. In computer networks, attackers are
always keen to know every possible detail about the target
networks/corporates. The information can be the topology
of the network, the IP's used for servers and workstations
inside the network, and the defense mechanisms available.
Firewalls are currently considered one of the cornerstones
of any network defense mechanism. The main purpose of
firewalls is to filter out incoming/outgoing packets to/from the
network based on packet headers using a given policy defined
by the network administrator.

The firewall policy consists of a list of rules, with each rule
representing a set of conditions and an action. If an incoming
packet matches all of these conditions, then the action is taken:
allow the packet to pass or drop this packet immediately. A
packet can match the conditions of more than one rule, in
such a case, the first rule will have priority and its action (i.e.,
allow/reject) will be applied to the packet.

In this paper, we study the possibility that an attacker can
actively probe the firewall in order to deduce the policy used
to protect the target network. In general, this discovery process
involves three main properties of the target policy: 1) policy
structure, 2) the default deny rule and 3) the partial order
relation between the rules. Disclosing each of those properties,
alone or joint, has a major effect on the safety/security of the
network.

1) Policy Structure: Policy structure refers to the accep-
tance region of the policy address space. The discovered
structure represents a semantically equivalent policy to

the one configured on the firewall. As a result, the
attacker can target the protected network via erroneously
opened protocols/ports and address ranges.

2) Default rule: The default rule is usually a deny rule and
it may not be explicitly mentioned in the policy. Packets
matching this rule only are the most expensive ones on
performance, because they undergo filtering against all
rules in the policy before being rejected [10]. Knowing
the default rule enables an attacker to launch a denial of
service (DoS) attack on the firewall itself.

3) Rules Relation: The filtering algorithm within the fire-
wall can be detected as well. The partial order relation
between the rules can be discovered by taking timing and
packets' delays into account. Such analysis will work
directly against the actual implementation of the firewall
filtering algorithm. Thus, discovering the filtering tech-
nique of the firewall to some extent. A DoS attack can
be designed to target rules having maximum matching
time.

The main focus of the paper will be the discovery of the
policy structure. By intelligent selection of test packets, the
firewall could be probed. The response of the firewall to those
packets will reveal the policy structure. The learning of firewall
policy structure is similar to Boolean function learning from
examples, except in this case the samples are not randomly
selected or provided.

Running an exhaustive sampling of all possible packets in
order to reconstruct the policy will have a 100% accuracy, but
is impossible due to the huge space needed to be covered
(i.e., 28 * 232 * 232 * 216 * 216 = 2104 for the basic 5-
tuple). Therefore, an intelligent sampling is essential to exploit
the nature and structure by which we specify firewall rules.
Almost all firewalls restrict rule syntax to be a conjunctive of
conditions on packet header fields, and each field is checked
against a range of consecutive values. For example, a very
short firewall policy might look like:
Rl: deny icmp any 150.160.170.*
R2: deny tcp any:any 150.160.170.*:1024-65535
R3: allow tcp any:any 150.160.170.*:80
R4: deny any any:any any:any

As we can see, on each dimension the condition is stated
as a single value or a range of consecutive values (including
the "any"). Thus, the overall space that falls within a rule is
a hyper rectangle, and our task is to identify its boundaries.

1-4244-1588-8/07/$25.00 C2007 IEEE 294

Authorized licensed use limited to: Univ of Calif Santa Barbara. Downloaded on November 13, 2008 at 16:41 from IEEE Xplore.  Restrictions apply.



Learning Boolean functions can be used as well, but the nature
of firewall policy rules makes our proposed methods more
suited than general purpose function discovery techniques [3],
[14]. The fact that policy rules have hyper-rectangular shape
and mostly in powers of 2 (due to the way IP address masks are
specified) intuitively suggest that the use of specific algorithm
instead of general learning can be highly beneficial.
The samples used to learn the policy are selected based

on the firewall response to previous samples. In this Boolean
function, we are only interested in the positive samples that
correspond to the acceptance space. In this work, we propose
three main techniques to discover the policy space. The
first method uses space navigation by region growing. The
second method uses a variant of the split-and-merge technique.
The third technique is a genetic algorithm with a simplistic
objective function. We introduced the idea behind the first two
techniques in [19].
A general attack will look like this:

1) Generate packets
2) Probe firewall
3) Generate next sample according to the firewall response
4) Combine the information obtained to deduce policy rules
The preliminary testing results on the framework show

that by using a reasonable number of packets, the detected
policies have satisfying accuracy compared to the original ones
deployed in the firewall.
The rest of the paper will be organized to show the system

design, describe the techniques and provide the results of
the experiments performed on the implemented prototype
of the system. In section II, we give a quick overview of
some of the related work followed by a section discussing
the needed theoretical background. Next, in section IV, the
structure of the system is presented with a description of each
of its modules. The following section will contain a detailed
description of the techniques and their implementation. Then,
sections VI, and VII describe the Random packet analysis and
the Injection/Reporting modules respectively. In section VIII,
the system is evaluated, and the results obtained are presented.

II. RELATED WORK
To our knowledge, very little work was directed to attacking

the firewall actively in order to obtain the policy it implements.
Most of the available work addresses the problem on a host-
by-host basis, and without using any knowledge about the
nature of firewall access-control lists (ACL) rules, making such
techniques less likely to be scalable or automated. In [7], a
method similar to traceroute is introduced to scan a firewall
for open ports in order to discover both available hosts behind
the device and ACL filtering rules. The procedure starts by
identifying the path to the firewall using increasing TTL
values for IP header. It then uses this TTL to probe individual
hosts and ports in incremental fashion. No intelligent packet
selection is used in this case. This makes the approach easy
to detect by simple scan checking algorithm.
Some firewall analysis tools are available but their main

goal is to help administrators understand and optimize policies.
Information about the firewall and network topology are
provided to these tool. On the other hand, our main focus
is to discover the whole policy without knowing anything
about the internal network structure. In [16] a firewall analysis
tool (FANG) is designed to help administrators understand
and modify configurations by discovering policy using specific
queries. It works well given extra information about network
topology and configuration. An extension to this work was
introduced in [22], (Lumeta) where the query selection is
automated. The Lumeta architecture is designed to limit user
interaction as opposed to FANG. However, it still needs
topology and routing information.

Other tools aim at discovering conflicts in policies due to
misconfiguration [1], [2], [11] and [23]. In [1], conflicts
are classified and analyzed for a single firewall as well as
distributed environments. The work in [2] and [11] extends the
analysis to multiple firewalls and to IPSec and VPN policies
respectively. Another approach to design firewall policies has
been proposed in [9]. This work provides a policy model
to verify consistency, completeness and compactness of the
policy.

Other firewall analysis tools focus on the performance of
firewalls in terms of implementation and filtering delays ( [12]
and [15]).
Some work has been done where the analysis was performed

to test firewalls for the vulnerability to traffic-specific attacks,
as IP spoofing attacks which was addressed in [20]. In [13],
performance metrics for vulnerabilities resulting from firewall
operations are presented and analyzed.

Blind discovery of firewall policies was introduced in [19].
Two approaches were used to select probing packets, along
with preliminary results. This work aimed to be a proof of
concept on the feasibility of such discovery. We present here
an extensive evaluation to those approaches and improve the
packet selection methods. We also introduce a new technique
to overcome some of their limitations.
As will be discussed in section III, a firewall policy can

be formulated as a boolean function, specifically a decision
list. Learning general boolean functions has been studied in
the literature widely, [3], [14], [18]. Most of the work done in
learning boolean formulae is based on the assumption that
the samples are given or randomly chosen from a known
distribution. In our work here, we make use of the properties
of firewall policies to dynamically choose samples to learn the
function. Efficient algorithms for online learning of decision
lists are proposed in [17]. However, the samples used are also
known, but being processed one by one.

III. THEORETICAL BACKGROUND

In this section we will investigate the learnability of firewall
policies. The theoretical foundation for the learning techniques
will give estimates to the number of samples needed to
discover a certain policy as well as put upper bounds on
the performance of such discovery techniques. To be able to
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Fig. 1. Decision List Operation.

calculate a theoretical bound for the number of packets needed
to learn the policy given a certain level of accuracy, we will
model the firewall policy as a decision list.

For a boolean function with n variables, where each term
consists of at most k variables; a k-decision list (k-DL), as
defined in [18], is a list L of pairs

(fl, V1), (f2, V2), * * , (fr, Vr)
where each fi is a term in Cj'7, each vi is a value in {0,1},
and the last function fr is the constant function: true.
The boolean function is defined, over the domain of all

possible assignments Xn, as follows. For any assignment x C
Xn, L(x) is defined to be equal to vj where j is the least
index such that fj (x) = 1. Such an item always exists since
the last function is always true.
From this definition, a decision list can be expressed as a

sequence of "if - then - elseif ... else-" rules.
Figure 1 shows the operation of a decision list. The value

of the function is calculated by sequential matching of the
variables against fi. If fi is true, the function will take the
corresponding value. If it is false, the false branch will
be followed and the next condition will be evaluated. The
operation ends when all conditions are tested, and none of
them was matched. In this case, the default value is applied.

Firewall policies can be modeled as k-Decision Lists, and
hence the learnability of the policy can be proven.

Considering the formal definition of a firewall policy
from [2]: A firewall policy is a set of filtering rules that control
the action of the firewall in response to incoming traffic. An
access policy, P = R1, ..... Rr, is a sequence of r filtering
rules that determine the appropriate action performed on any
incoming packet.
A filtering rule, Ri, consists of a set of constraints on a

set of n filtering fields, X = Xl, X2 ....iX,n together with an
action, acti, from the set of all possible actions, A.
Each rule can be written in the form; Ri : Ci => acti,

where Ci is the constraints on the filtering fields that must be
satisfied for the action acti to be triggered. In firewalls, the set
of possible actions, A, has only two values < permit, deny >,
that can be encoded as one boolean variable or, in our case, be
considered the output of the Boolean function itself. The rules
of a firewall policy are matched in order against incoming
packets. The response of the firewall is the action of the first

rule that has field values satisfying the current packet. If the
packet does not match with any rule, the packet is denied. The
mapping from firewall policy to decision list is performed by
mapping each rule condition Ci to function fi in the decision
list. The action of the firewall in response to satisfying Ci is
mapped to vi, the value paired with the function. The available
actions are mapped to the set {0, 1}, where permit =1 and
deny _ 0.
The fields in our case, X, space, consist of packet header

fields. Each numeric field (source IP, destination IP, source
port, destination port, and protocol) is encoded as its binary
bit values. The space of the packet header fields becomes
the boolean function sample space. The function value is the
action of the firewall corresponding to a specific combination
of field values.
The goal of our approach is to learn the value of this

function for the entire packet space.
The learnability of decision lists is discussed also in [18],

under the PAC model [3]. The minimum number of samples,
m, needed to learn k-DL follows the relation:

m > -(In( Hl) + In( ))
C (1)

where, lH is the cardinality of the hypothesis space (the
total number of possible functions), e is the accuracy parameter
(the maximum error between the original and the discovered
policy), and d is the confidence parameter (the probability that
the learning algorithm produces an accurate policy must be at
least 1 -).

This relation is valid only for 1 < k < n. The number of
variables defining each term is constrained to be strictly less
than the total number of variables. This constraint prevents
any rule from having in its definition all bit header fields.
In other words, to be able to learn the policy, there have
to be some "don't care bits" in the policy rules. An actual
policy might contain exact/specific rules, having all the bits
mentioned. Those rules are not of interest to the attacking
approach, since the major parts of the policy will be in range
form. Besides, very specific rules leave nothing for the attacker
to play around with as fully specified rules includes the source
address and port as exact values.

Thus, this equation puts a limit on the performance of
any algorithm. In other words, no algorithm can guarantee to
always provide results with better accuracy within this limit on
number of packets. For a learning algorithm, A, to be able to
discover the policy, at least m packets should be used. In the
following section, we present such algorithms. The previous
discussion also assumes that with random sampling, the policy
can still be learned given a certain accuracy (we can not
improve over (1 -e) accuracy using m packets).

In this paper, we show that it is possible to get close to
this limit in many cases. In VIII, we see that in most cases
the discrepancy between the upper bound on accuracy and the
one actually obtained by our algorithms is sufficiently small.
In some few cases, our algorithms even surpassed the accuracy

296

Authorized licensed use limited to: Univ of Calif Santa Barbara. Downloaded on November 13, 2008 at 16:41 from IEEE Xplore.  Restrictions apply.



Logic Injection and X.
Module Reporting . :::

Firewall

Policy
Restructuring
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stated by the formula using the same number of packets.

IV. SYSTEM ARCHITECTURE
The purpose of our proposed system is to discover the

closest possible logical structure of a firewall policy with
minimum number of packets sent to the firewall. To achieve
this goal, we need to perform two main functions: 1) probing
packets into the firewall with a feasible reporting mechanism
to know which packets were accepted and which have been
denied and 2) selecting intelligently those packets considering
some basic properties of any firewall policy.

Another design goal is to have such system practically
implementable, and expandable with future packet selection
and policy rebuilding techniques. Thus, the system is built
(almost all parts are implemented) as a layered system where
different versions of a layer can be selected and/or replaced
flexibly.

Our framework has three main layers corresponding to those
main functions; a Logic module, Injection/Reporting module,
and Policy Restructuring module. Figure 2 shows these com-
ponents and their interconnections. The Injection/Reporting
module is responsible for communicating with the firewall,
sending packets and reporting back the action of the firewall.
The logic layer (higher level) performs the actual discovery
of collective firewall response to sent packets, and performs
the packet selection process, to guarantee that only the most
useful packets have been sent to discover the policy. This
process involves two main operations; candidate selections and
space analysis. The candidate selection uses some elementary
logic to choose the basic set of packets to be injected.
According to the action of the firewall responding to those
kernel candidates, the Space Analysis module performs a
more advanced selection to discover the sub regions of the
policy depending on previous actions. In many cases, both
operations are intertwined together without clear separation of
duties. Thus, they are both kept as a single module. However,
another critical task is separated in the module of Random
Packet Weight Analysis. This module is referenced by the
Logic module whenever the later needs random packets. The

Random Packet module generates random packets that are
more likely to be popular in practical policies. Examples of
common selection guidelines by which this module selects its
random samples are discussed in section VI.

In each module we investigate multiple techniques for
performing the operations. For each proposed technique, the
communication between the two modules is transparent. Using
whatever method at each layer does not affect the performance
of the other layer. The Logic module generates packets and
sends them to injection. The Injection/Reporting module re-
ports the action of each packet back to the Logic module. For
the Logic module, we investigate the two techniques intro-
duced in [19] for the space analysis part. We also introduce
a new technique based on genetic algorithms to navigate the
space. The candidate selection process uses packets properties
along with information about general firewall policies to
optimize the number of packets to be sent.
The injection/reporting step uses a set of techniques to

obtain the firewall response. In section VII, a description of
these techniques is shown.

The Policy Restructuring module runs once at the final
stage to clean up the policy structure. After the discovery
algorithm terminates, the policy will be simplified by any of
the already available rule simplification procedures as the ones
mentioned in [9]. Also, redundant and shadowed rules [2] will
be eliminated as part of this process.

In the following sections, we will describe in more detail
the operation of each module.

V. SPACE NAVIGATION AND POLICY LEARNING
TECHNIQUES

In this section we describe the techniques used to discover
policy structure. By navigating the space of all field values,
the action of the firewall against generated packets helps
understand the policy. The packets are generated adaptively
and intelligently with guided learning algorithms that make use
of the firewall response to previous packets such that attack
time and number of packets are minimized.

The only primitive operations that the attacker uses is
sending a packet and waiting to see whether it is going
to be allowed or filtered by the firewall, and generating a
random packet. These operations are implemented by the
Injection/Reporting module, and the Random Packet Analyzer
module respectively.

Every packet sent is a point in the traffic space, which is
the space over which our target function is to be discovered.
The space is composed of all possible values of the dimensions
being investigated (i.e., the space composed of different values
for source/destination IP address and port). Every packet (i.e.,
point/sample) has one of two values (or signs), either allowed
or denied (positive or negative). Thus a single test packet sent
will evaluate the filtering policy at a single point in order to
identify the hyper-rectangles covered by each one of the policy
rules. We will use the notion of points and signs to simplify
the discussion and analysis.
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