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Abstract-The current Internet addressing architecture does
not verify the source address of a packet received and forwarded.
This causes serious security and accounting problems. Based on
the drastically increased IPv6 address space, a "Source Address
Validation Architecture" (SAVA) is proposed in this paper, which
can guarantee that every packet received and forwarded holds an
authenticated source IP address. The design goals of the
architecture are lightweight, loose coupling, "multi-fence
support" and incremental deployment. This paper discusses the
details of design and implementation for the architecture,
including inter-AS, intra-AS and local subnet. This architecture is
deployed into the CNGI-CERNET2 infrastructure - a large-scale
native IPv6 backbone network of the China Next Generation
Internet project. We believe that the Source Address Validation
Architecture will help the transition to a new, more secure and
sustainable Internet.

Index Terms-Source Address Validation Architecture,
Authenticated Source IP Address

I. INTRODUCTION
The destination address based packet forwarding is one of

the fundamental principles of current Internet. In the
forwarding process, the source IP address is not checked in
most cases. This makes it very easy to spoof the source address
of the IP packet [1]. Attackers commonly forge source IP
addresses to evade responsibility for their malicious packets,
and the defenders can not easily trace the hosts from which
these packets are sent, as in the case of DDoS attacks. It has
been recognized that packet source IP address validation is one
of the most important challenges for Internet.

There have been many efforts in the research and
engineering community to design mechanisms related to the
validation of source IP addresses, such as cryptographic
authentication based methods [2][7], traceback based methods
[8][9][10][11][12], and filtering based methods [3][4][5][6].
However, these mechanisms are not widely deployed in the
Internet due to two reasons: the incremental deployment is not
well supported and the incentive for ISPs to deploy these
mechanisms is relative low.

In this paper, we propose a "Source Address Validation
Architecture" (SAVA) to provide a transparent network service

to ensure that every packet received and forwarded must hold
an "authenticated source IP address".

For the purposes of SAVA, the meaning of "authenticated
source IP address" can be described as follows.

* Authorized. The address must be authorized by Internet
address authorization organization and not be forged.
The packet with that source address must be injected
into the network by an entity authorized to use that
source address at that point of injection. The route to
that source address must be inserted into the global
routing tables.

* Unique. The source IP address is globally unique except
for the cases where global uniqueness is specifically
excluded.

* Traceable. The packet is traceable to its origin using the
source IP address. That is, information about the
address's location and ownership is verifiable and
correct.

This architecture would be very valuable for the following
two main requirements.

* The traffic in network can be traced back accurately.
For every packet received and forwarded, not only
where it goes to, but also where it comes from can be
verified.

* The packets which do not hold an authenticated source
address will not be forwarded in network. Therefore, it
is impossible to launch network attacks with spoofed
source addresses.

There are many additional benefits if the authenticity and
global uniqueness ofthe source IP addresses are ensured.

* Network management and accounting can be achieved
with fine granularity. Because it is easy to map users or
their applications to authenticated IPv6 addresses,
network management systems can easily bill users
based on their end to end usage as is the case with
telephony.

* The authentication of the application can be simplified.
Traditional authentication mostly uses cryptographic
methods. Ifthe Source Address Validation Architecture
is supported, the authentication can be divided simply
into two steps. First, identity of the entity can be
mapped to an IPv6 address. Second, in packet
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forwarding, the authenticated IPv6 address represents
the identity of the sending entity.
New Internet applications, such as P2P applications and
other large scale multimedia applications (for example
VoIP using SIP), can be accelerated in deployment and
improved in performance by using globally unique
authenticated IPv6 addresses.

While SAVA is applicable for IPv4 networks, it is designed
for IPv6 networks for the following two reasons. First, the
current Internet addressing architecture using IPv4 has been in
operation for many years, therefore, it is quite difficult and not
cost-effective to deploy SAVA in the current Internet. Second,
NAT is wildly used in current Internet because of the limited
IPv4 address space. The large address space of IPv6 makes it
possible for every end host to have a globally unique
authenticated IP address.

The rest ofthis paper is organized as follows. In section 2, we
briefly survey related works. The design principles and the
hierarchical architecture of SAVA are presented in section 3.
The protocol designs of Inter-AS SAVA are given in section 4.
In section 5, as a case study, we describe the deployment of
SAVA, in CNGI-CERNET2 infrastructure, a large-scale native
IPv6 backbone of the China Next Generation Internet project.
In section 6, we summarize the paper and comment on the
future work.

II. RELATED WORKS
The related works used to validate source addresses can be

divided into three categories: cryptographic authentication,
proactive filtering and reactive traceback.

Cryptographic authentication is a valid solution. Examples
include IPSec[2] and SPM[7]. IPSec is an end to end solution,
and its large-scale deployment depends on global PKI. SPM is
an AS to AS solution, and a unique temporal key is associated
with each ordered pair of source and destination networks for
filtering. With these approaches the spoofed source address can
only be validated at destination.

Filtering is a proactive solution. It filters forged packets at
the router, based on filtering rules for valid source addresses.
Examples include Ingress Filtering [3], DPF[4], SAVE[5],
and HCF[6]. Ingress filtering is deployed at the edge network,
but it needs full-scale deployment to be effective. DPF extends
the deployment position from edge to core network, and
supports partial deployment, but it only has AS level
granularity. SAVE has a new protocol to propagate valid source
address information from the source location to all destinations,
allowing each router along the route to build an incoming table
which associates each incoming interface of the router with a
set ofvalid source IP address blocks, but it is not layered. There
are problems in deployment and scalability. All the filtering
methods have a disadvantage that they can not handle IP
address spoofing in a subnet where the network prefix is
correct.

Traceback is a reactive solution. It records the path
information when the packet is forwarded, and traces back to
the source of the forged packets from their destinations. Works

include SPIE[8], iTrace[9], iTrace-CP[1O], PPM[ 11], and
DPM[ 12]. SPIE records path information at routers. ITrace and
iTrace-CP use ICMP message to reserve path information.
PPM and DPM directly use IP packet to record path
information. Reactive nature of the solution, complexity of
traceback algorithms and dependence on the sensitivity of IDS
are the disadvantages of this class ofmechanisms.

These methods deal with part of the validation of source
addresses. However, there are no feasible systemic solutions
with the current addressing architecture. A BoF meeting in the
IETF68 to form a WG named SAVA has been hold, and several
drafts on the topic of problem statement [13], framework [14],
and testbed[15] have been submitted. Most of the community
agreed that source address validation is an important issue for
the Internet.

III. SOURCE ADDRESS VALIDATION ARCHITECTURE

A. Principles ofDesign
The following design principles should be considered in the

design of SAVA.
* Performance
Deployment of SAVA should not place unreasonable stress

on network infrastructure components.
* Scaling
SAVA must be capable of scaling to the size of the global

Internet.
* Multiple-Fence Solution
SAVA should support hierarchical multi-fence solutions to

provide different granularities of authenticity of source IP
address.

* Loose Components Coupling
SAVA should allow for different providers to use different

solutions, and the coupling of components at different levels of
granularity of authenticity should be loose enough to allow
component substitution.

* Incrementally Deployable
SAVA should show its benefit even if it is deployed only in

part ofthe Internet. Ifthere is no benefit for partial deployment,
it is hard to start.

* Benefit to Operator
The mechanism should have direct benefit to the party who

makes investment on the deployment of the mechanism.
Otherwise there is not enough incentive for the global
deployment.
B. Hierarchical Architecture
In the Internet at large, it is not to be expected that there will

be a single mechanism applied at a single "level" that can solve
the source address spoofing problem. Ingress Filtering is a
single granularity solution - it can only be applied in the ingress
edge points of ISP. A provider who applies ingress filtering
protects itself from its own clients, and the rest of the Internet
from its clients, but it does not protect itself from spoofed
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packets in the rest ofthe Internet. This is one ofthe reasons why
ingress filtering has not solved the problem. Multiple
mechanisms should coexist and cooperate.

Since the Internet is organized as a hierarchical architecture,
it is natural to consider organizing the SAVA mechanisms in a
hierarchical way, too. Therefore we divided SAVA into three
levels: first-hop, local subnet source address validation,
intra-AS source address validation, and inter-AS source
address validation, as in Fig. 1.

Different levels of SAVA get different granularities of the
authenticity of source address. At each level in the hierarchical
architecture, one or more mechanisms are defined to address
the problem of source address validation at that level. This
particular hierarchy is chosen as a balance between allowing as
much choices as possible for implementers and providers and
keeping the architecture as simple as possible.

TransiteAS InSrA o s VanlidtIAutentcIt 01ASGrAnUlarrt

Intra-AS Source Address Validation
Authenticity of IP Prefix Granulatri

Figure 1. Source Address Validation Architecture

1) First-hop, Local Subnet Source Address Validation
First-Hop, local subnet source address validation is an

important part of the architecture to achieve an authenticity of
host IP granularity. Ifthere is no special consideration of source
validation of this fine granularity, one host can still spoof
source address by sending packet with the "legal" IP address of
another host with the same IP prefix.

It has the following characteristics:
* All the network devices are under the same

administrative authority.
* The solution is in compliance with the address

allocation and management policy of the local subnet.
The main idea ofthe proposed solution is based on creating a

dynamic binding between a switch port and valid source IP
address, or a binding between MIAC address, source IP address
and switch port.

2) Intra-AS Source Address Validation
Intra-AS source address validation is a simple part of the

architecture. The goal is to achieve an authenticity ofIP address
prefix granularity. It has the characteristic that all the network
devices are under the same administrative authority.

The main idea of the proposed solution is to build a filtering
table that associates each incoming interface of the router with
a set of valid source address blocks. Because the AS is under

the same administrative authority, this filtering only needs to be
deployed in the access router near the subscriber's network.
Ingress filtering [3] is proposed as a solution. The ingress
filtering solutions for multi-homed networks [17] and for IPv6
network [18] are proposed as well.

3) Inter-AS Source Address Validation
Inter-AS source address validation is the most complex part

of the architecture. The goal is to achieve an authenticity ofAS
level granularity.

It has the following characteristics:
* It should cooperate among different ASs with different

administrative authorities and different interests.
* It should be light weight to support high throughput and

not to influence forwarding efficiency.
The proposed solution and protocol design of Inter-AS

source address validation are described in detail in section 4.
C. The Architecture ofSA VA-compliant Network Node
SAVA is implemented by the deployment of solutions in the

network nodes. The network nodes can be switches, routers and
gateways. Figure 2 shows the architecture of SAVA-compliant
network node, which contains the following major logical
parts.

* Forwarding Information Database
This database contains packet forwarding information.
* Source Validating Information Database

This database contains source validating information.
* Routing/Switching Protocols

This module exchanges forwarding information among
network nodes and updates forwarding information database.

* SAVA Protocols
This module exchanges source address validating

information among network nodes and updates source
validating information database.

* Forwarding Engine
This module forwards data packets according to forwarding

information database.
* Source Validating Engine

This module filters incoming data packets according to
source validating information database and transfers legal
packets to packet forwarding engine.
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Figure 2. Architecture of SAVA-compliant Network Node
Forwarding Information Database, Routing/Switching
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