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Abstract— TCP is the dominant transport protocol used in
the Internet and its performance fundamentally governs the
performance of Internet applications. It is well-knewn that
packet losses can adversely affect the connection duration of
TCP connections—however, what is not fully understeed is
how well dees the TCP design deal with losses. In this paper,
we systematically evaluate the impact of design parameters
associated with TCP’s loss detection/recovery mechanisms on the
performance of real-werld TCP connections. For this, we rely
on an analysis tool that partially emulates the sender-side TCP
implementations of 5 prominent OSes for passively analyzing the
traces of TCP connections. OQur study conducts passive analysis
of more than 2.8 millien real Internet TCP connections. We find
that the recommended as well as widely-implemented settings
of TCP parameters are not optimal for a significant fraction of
Internet connections.

[. INTRODUCTION

TCP is the dominant transport pretocel used by Internet
applicaticns—including the world-wide web, peer-to-peer file
sharing, and media streaming [1], [2], [3], [4]. The reason
for TCP’s popularity is that it offers several useful service
semantics—perhaps the most useful of these is that of reli-
able data transfer. TCP implements reliability by detecting
loss of data segments and re(ransmitting lost segments—
unfortunately, loss detection/recovery mechanisms can be
fime-consuming. While it is generally known that segment
losses can adversely impact the duration! of TCP connections,
the extent to which they deo so in the Internet has never been
quantified. In this paper, we address this issue by evaluating
the impact of TCP loss detection/recovery mechanisms on the
performance of real-world TCP connections.”

TCP detects and recovers from losses using two basic types
of mechanisms: retransmission-timeouts (RTOs} and fast-
refransmit/recovery (FR/R). Twe performance-related goals
guide the design of these detection mechanisms. First, TCP
should accurately identify segment losses. In particular, if
TCP erronecusly inferred that a segment was lost, it would
unnecessarily invoke loss recovery and increase the connec-
fion duration. Second, TCP should guickly identify segment
losses. A longer detection period adversely impacts connection
duration as well. Unfortunately, these two goals conflict with
gach other—a “quick”™ inference of segment loss would also

IThreugheut this paper, we define the commection duration of a TCP
connection as the total duration of the connection (the time taken tc complete
all data transfers). This includes service times and user think times for
applications that use persistent TCP connections.

2This research was supperted in part by NSE CAREER award CNS-
0347814 and NSF RI grant EIA-0303390. Any opinicns, findings, and
conclusions or recommendations expressed in this material are those of the
auther(s) and de not necessarily reflect the views of the NSE.
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be erronecus when segments {or their ACKs) are not lost but
merely delayed or reordered in the network. To achieve high
loss-estimation accuracy, therefore, TCP would necessarily
have to wait longer for ACKs that may merely be delayed.

As detailed in Section II, this fundamental trade-off between
accuracy and timeliness is controlled by several design param-
eters associated with RTO and FR/R based loss detection—
these include the dupACK thresheld, the minimum RTO, the
RTT-smoeothing factor, the weight of RTT variability in the
RTO-estimator, and the RTO estimator algorithm itself. While
the preposed standards for TCP recommend values for each of
these design parameters, TCP implementations in prominent
operating systems {OSes)} differ {(sometimes significanily) in
the values used. Our objective in this paper is to systemat-
ically vary these parameters and: (i} study the accuracy and
timeliness of TCP loss detection/recovery in real-world TCP
connections originating from different sender OS stacks, and
(ii) study the impact of loss detection/recovery on overall
duraticns of these connections.

We rely on passive analysis of traces of more than 2.8 mil-
lion real-world TCP connections originating from 5 prominent
sender-side OSes—including Linux, Windows XP, MacOS,
Solaris, and FreeBSD. Our study thus incorporates a large,
diverse, and realistic mix of applicaticns, user behavior, net-
work paths, and traffic conditions. Our key findings are:

e Most of the current implementations of RTO estima-
tors are conservative in incorporating variability in TCP
RTT. Reducing the influence of RTT variability can help
significanfly reduce the connection duraticns of TCP
connections.

o Timer granularity and the minimum RTO no longer
significantly limit TCP performance.

» The Linux RTO estimator converges fast and is the most
efficient. If properly coenfigured, this estimator has the
greatest potential for improving connection durations.

The rest of this paper is organized as follows. We formulate
the problem of configuring TCP loss defection/recovery in
Section II. We present our data sources and methodology in
Sections Il and [V, respectively. A detailed analysis of the loss
detection mechanism is presented in Section V. We summarize
related work in Section VI and our conclusions in Section VII.

[I. PROBLEM FORMULATION

TCP senders assign sequence numbers to all data bytes
transmitted and receivers send cumulative acknowledgments
(ACKs) to confirm receiving data. Senders detect segment
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losses using two types of mechanisms that rely on the re-
turned ACKs: retransmission timeouts (RTOs) and fast re-
transmit/recovery (FR/R):

RTOs: TCP sets a timer to expire after an RTO-amount
of time when a segment is transmitted; if an ACK
confirming that segment is not received before the
timer expires, the sender concludes that the segment
was lost. The value of RTO is determined using the
relation: BT = m=srit+ k+ritvar, where: srét is
a moving average of the connection round-rip time
(RTT), computed as: srtt = {1 — b) = srtt + b« rif;
rttvar is a moving average of the variability in
RTT, computed as: +étvar = (1 — a) * ritvar +
a * |srit — rtt]; a,b,m, k, are positive constants and
a,b € [0,1]. The value of RTO increases with m
and k, whereas ¢ and b determine the weight given
to history when RTT is quite variable. The actual
value of the RTO timer is set to a predetermined
value, minRT O, if the value computed above is
smaller than minRTO. The above formulation is
intended to compute an RTO that is greater than the
current RTT, in order to avoid inferring loss of seg-
ments for which the ACK is merely delayed. Since
RTT wvariability can be high, the value of RTO can
be high, especially with the recommended settings
for the five parameters, a, b, m,k, minRTO [5]—
RTO-based loss detection can, therefore, be time-
consuming by delaying the response to a loss.
FR/R is a faster means of detecting losses—if a seg-
ment is lost, delivered segments with higher sequence
numbers trigger duplicate {(cumulative} ACKs for its
preceding segment. Hence, when a sender receives
duplicate ACKs for a segment, it can conclude that
the next higher segment was lost. However, reorder-
ing of segments in the network can also trigger the
generation of duplicate ACKs. In order to avoid
erroneously inferring loss in such cases, TCP senders
usually wait for ) > 1 duplicate ACKs [6] before
concluding a segment was lost.

FR/R:

TCP receivers may also use selective acknowledgments
(SACKs) for informing the sender of missing segments—this
helps quickly detect subsequent losses when multiple segments
are lost.

When loss is detected, segments are immediately retrans-
mitted. Loss recovery is also accompanied by a reduction in
TCP sending rate as a means of congestion contrel [6]—the
reduction is quite significant for RTO-based loss detection.
The invoking of loss detection/recovery can thus be quite
costly in terms of connection duration. The exact cost de-
pends on the choice of values for each of the 6 parameters
associated with loss detection: D, a,b,m, k, minRT 0. Two
performance-related geals guide the optimal setting of these
parameters:

o High accuracy of loss detection: First, a TCP sender
should be accurate when it identifies segment losses.
If TCP erroneously infers that a segment was lost, it
would unnecessarily invoke loss recovery and increase

Parameter Linux | Windows | FreeBSD Solaris
Timer granularity | 10ms 100ms 10ms 10ms
Initial RTO (s) 3 3 3 3375
minRT O (ms) 200 200 1200 400
a 0.25 0.25 0.25 0.25
b 0.123 0.125 0.125 0.125
m 1 1 1 1.25
k 4 4 4 4
D 3 2 3 3
RTO srtt + srtt + srit+ 1.25%srtt +
vartt 4*rttvar 4*rttvar A*rttvar
TABLE 1

VALUES OF KEY PARAMETERS IN DIFFERENT TCP STACKS

the connection duration. Accuracy of FR/R-based loss
detection can be improved by selecting a larger value of
D), the duplicate ACK threshold—a larger I would help
aveid spurious refransmissions when duplicate ACKs are
generated by segment reordering in the network.
Accuracy of RTO-based loss detection can be improved
by selecting a larger value of RTO, which is determined
by the parameters a,b,m,k, minRT'0O—a larger RTO
would help avoid spurious retransmissions when seg-
ments or their ACKs are not lost, but merely delayed
in the network.

s Timeliness of loss detection: Second, a TCP sender should

quickly identify segment losses. The longer a sender takes
to detect a loss, the greater is the potential delay before
sending new data®—the longer, thus, is the connection
duratien. This is especially true for RTOs, which have
long defection times—these can be reduced by selecting
a smaller value of RTO.
The loss detection times for FR/R can alse be reduced
slightly by selecting a smaller value for D—in this case,
the sender has (o wait for a smaller number of duplicate
ACKs before it can infer a loss. However, much more
significantly, a smaller value of I? enables more losses
to be discovered using FR/R, rather than RTOs—this is
especially true for small connections that do not ransmit
enough segments to generate I? duplicate ACKs. Given
that RTO-based loss recovery is more costly than FR/R-
based recovery, this further helps improve connection
duraticons.

It is apparent from the above that the goals of accuracy and
timeliness of loss detection impese conflicting requirements
on the values of the design parameters—accuracy requires the
RTO and D te be large, while timeliness requires these to be
small.

The proposed standards for TCP recommend values for
each of these parameters [3], [6]—however, these recommen-
dations are based on empirical evidence collected mere than
a decade ago. Furthermore, real-world TCP implementations
differ, sometimes significantly, in their default settings of
these parameters (see Table I}.* This naturally raises two
important questions regarding the efficacy of TCP loss de-

3Typically, such delays occur when the sender can not advance the send
window because the lost segment has not been ACKed.

“Linux adjusts D dynamically, depending on the rate of occurrence of
spurious FR/R-based retransmissions.
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Fig. 1. Distribution of Bytes Transmitted in Each Connection

tection/recovery: Are the parameter seitings in differeni TCP
implementations working well in reducing connection dura-
tions? Are the decade-old recommended settings in the TCP
standards optimal for the current Internet? These questions
have been partially addressed in a couple of key studies [7],
[8]—however, as described in detail in Section VI, most
studies were conducted nearly a decade ago; consequently,
these do not incorperate contemporary properties of real-world
TCP implementaticns, Internet paths, and application behavior.
More importantly, to the best of our knowledge, no previous
study has modeled the impact of TCP parameters on the
overall durations of TCP connections.

Our Contribution: In this paper, we consider each of the
design parameters associated with TCP loss detection and: (i)
quantify the impact of these on accuracy and timeliness of
real-world TCP implementations, and (ii} model and quantify
the impact of these on overall TCP connecticn duraticns in
the current Internet. Our study incorporates the behavior of 5
prominent sender-side OSes and relies on passive analysis of
mere than 2.8 million real-world TCP connections. Te the best
of our knowledge, this is the largest and most comprehensive
study of these design parameters.

In the fellowing sections, we elaborate on our analysis
methedelogy and results. We first describe the connection
traces used for our study.

[TII. DATA SOURCES

Table II describes the traces used in our analysis. These
traces are bi-directional and are cellected from links with
fransmission capacity ranging from 155 Mbps to OC-48. The
Jap trace [9] was collected off a trans-Pacific link connecting
Japan to the US by the MAWI working group; the unc trace
was collected at the campus-to-Internet link of the University
of North Carolina at Chapel Hill {UNCY; the wis trace captures
wireless TCP connections from over 600 wireless access points
within the UNC campus; and the ibi trace captures traffic
served by a cluster of high-traffic web-servers {(ibiblic.org).
All traces except the one from the link to Japan were collected
using Endace DAG cards [10]; the jap trace was collected
using tepdump [11]. These (races are fairly diverse in their
geographic location, proximity to TCP senders, as well as
types of users represented. The traces alse vary significantly in
the distribution of bytes transmitted per connection {see Fig 1}.

[V. METHODOLOGY

Our objective is to study the impact of different design
parameters cn the performance of TCP loss detection/recovery
mechanisms. Specifically, given a packet-header trace of a
TCP connection, cur passive analysis would need to: (i) infer
the configuration of the 6 design parameters at the sender;
(i1} identify all instances of less defection/recovery attempts
by the sender; (iii} determine the accuracy and timeliness of
each loss detection; and (iv) vary the 6 design parameters and
estimate the impact cn the overall connection duration. We
address each of these steps as described below.

A. Heniifving Loss Detection Attempts and Parameters:

We rely on our recently-developed passive analysis
tool [12], [13] that does two things relevant te our analysis.
First, it identifies all segment retransmissions for each TCP
connection in a packet trace, and classifies these based on
the corresponding loss-detection mechanism—including RTO,
FR/R, or SACK. Sececnd, it identifies if the refransmission
was necessary or spuriocus {depending on whether the original
segment was actually lost or not). In order to do this analysis
for traces of real-world connections, the tool partially emulates
an enhanced version of the sender-side TCP state-machine
for 5 prominent OSes—including, Linux 2.4.x, Windows
XP/2000, Solaris 10, FreeBSD 5.2, and MacOS.* It is capable
of identifying the sender-side OS for each connection—more
relevantly, it identifies the setting of the 6 design parameters
of interest to us.

We run this tool against all TCP connections traced and
select those for which the tool can unambiguously identify the
sender-side OS. We validated the OS-identification using pdf, a
passive fingerprinting tool [14], and find the OS-identification
accuracy o be more than 99.9%. Since our cbjective is
to study loss detection/recovery, we consider fraces of only
those connections that experience at least one segment loss.®
Table III summarizes the impact of applying these filters to
our traces—a tofal of more than 2.8 million connecticns—as
well as the distribution of connections across the 4 OSes. Our
traces provided a large set of Windows and Linux connections,
but relatively few Solaris or FreeBSD connecticns.

B. Swudying Accuracy and Timeliness of Loss Detection:

Note that the above tool helps compute the accuracy of loss
detection by identifying which retransmissions are spurious. [n
order to compute the Gmeliness of loss defection/recovery, we
augment the tool as fellows. For each less detection event,
we determine the time spent in loss detection—defined as
the time difference between the criginal transmission and the
retransmission of a segment—as well as the the time spent
in recovery—defined as the time difference between the loss
detection and receiving of a ACK for the highest segment
transmitted before the detection (indicating that all losses have
been recovered).

“MacOS and FreeBSD have the same TCP implementation—henceforth,
we refer to connections frem either of these GSes as “FreeBSD” connections.

5The teol can alse analyze connections with no losses to measure the false-
positives rate of TCP loss detection (when TCP erroneocusly infers losses} in
these—due tc space constraints we omit this analysis from this paper.
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Trace Duration | Avg TCP Load | # Connections | # Bytes | # Packets
japan-135Mbps-2004 (jap} 4h 1.93 Mbps 03 M 353G 37TM
UNC-1Gbps-2005 (unc) 4h 74 Mbps 145 M 1333 G 151.0 M
ibiblio- 1Gbps-2003 (ibi} 4h 90.64 Mbps 05 M 163.2G | 1589 M
wireless-2006 (wls) 178h 0.61 Mbps ST M 485 G 68.0 M
TABLE II

GENERAL CHARACTERISTICS OF PACKET TRACES

Lossy Connections Lossy Explained Connections Distribution across OSes
Trace | % Conn | % Bytes | % Packets | % Conn | % Bytes | % Packets | % Windows | % Linux | % Solaris | % FreeBSD
jap 31.34 84.0 8342 35.83 26.0 31.25 23.70 28.40 2.23 45.67
unc 15.83 77.28 67.73 14.91 3541 39.18 84 .36 2.22 10.69 273
ibi 10.67 83.15 81.60 8.13 26.10 334 it 106 0 it
wls 4.23 77.50 72.36 419 21.32 27.34 59.63 Q Q 0.37
TABLE III

CONNECTIONS USED IN OUR ANALYSIS

C. Studying Impact of Design Parameters:

For this, we create several different instances of the emu-
lated sender-side TCP state-machine—one instance for each of
several different configurations of the 6 design parameters. We
then re-process our fraces using these modified state-machines
and estimate for each sender configuration: (i) whether a
segment loss would be detected by either FR/R or RTO, (ii)
whether a spurious retransmission would be avoided, and (iii)
whether a segment would be spuricusly retransmitted due fo
a premature RTO or spuricous dupACKs. We use this data,
to compute the accuracy and timeliness of the corresponding
sender configuration.

[t is impoertant to nete that this passive evaluation methed-
olegy does not let us incorporate the interaction between
the modified state machines, TCP congestion control, and
subsequent network feedback {RTTs and losses)—only aclive
experimentations with modified kernels could let us do that.
Instead, we assume that RTTs and losses are independent
of TCP loss detection/recovery behavior, and estimate how
efficient each parameter configuration is.

D. Swmdying Impact on Connection Durations:

Finally, we quantify the impact of changes in the accuracy
and timeliness of loss-detection, on the overall cennection
durations. Note that a change in parameter settings can result
in one or more cof the following events—for each such event,
we augment the tool to re-process the (race of each connection
and compute the reduction in connection duration:

o A spurious FR/R-based loss detection is avoided. In this
case, the sender would not unnecessarily retransmit a
segment. More significantly, the sender would net reduce
its sending rate after “recovering” from the perceived loss.
If the TCP flight size” was 2z before the segment was
retransmitted, it would take the sender x + 1 RTTs to
recover the same flight size after exiting FR/R. However,
the sender also achieves some goodput in this duration.
For each such aveided spurious FR/R-based loss recovery,
we derive in [15] an estimate of the overall reduction in
connection duration {in units of RTT} to be:

322 —x

rrl- = (1)

Fla) = 5z + 1

THlight size is the number of segments transmitted but not ACKed.

o A spurious RTO-based loss detection is avoided. When
a sender aveids a spurious RTO-based retransmissicn, it
saves time spent on recovering the flight size. Assume
that the flight size was 2z before the RTO expired; on
RTO-expiry, the flight size is reduced to 1. It would take
the sender Jog(#x) + 2 — 1 RTTs to recover the flight size.
However, the sender also achieves some goodput in this
duration. For each such avoided spurious RTO-based loss
recovery, we derived an estimate of the overall reduction
in connection duration {in units of RTT) to be [15]:

32* +x—4

+logr—1- b +logz —1 2)

s A loss s defected by FR/R, instead of an RTO. Assume
that the flight size was 2z when a loss occurred. If the
loss is detected by FR/R instead of an RTO, there are two
ways in which the connection duration reduces. The first
is in the ime it takes to detect the loss, and is given by
the difference between the RTO and time at which the
D' dupACK is received {usually around 1 RTT). The
secend reduction is due to the fact that the TCP sending
rate after exiting from FR/R (flight size is reduced to x)
is usually higher than after an RTO expiry {flight size is
reduced to 1). It would take the receiver log(z) —1 RTTs
to gain a flight size of x after an RTO. However, the
sender weuld alse achieve some goodput in this duration.
For each loss that is detected by FR/R, instead of an
RTO, we derived an estimate of the overall reduction in
connection duraticn in the post-loss-recovery period {in
units of RTT) to be [15]:

R(x) =

2z —4
logz —1 2z +logz—1 3)
o An RTO-detected loss is detected after a different RTO.
For non-spurious RTO-based refransmissions, we com-
pute the change {increase or decrease) in loss-detection
time (difference between the original value of RTO and
the new estimated value}—this is also equal to the change
in connection duration for each such event.

RF(x) =

Based on the above methodelegy, we next present our analysis
results for existing TCP implementations, as well as for
variants created by varying the 6 design parameters. For
space reasons, we present only the most significant results—a
detailed tabulation of all results can be found in [15].
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Total Non-spuricus Spuricus

08 Retransmits RTO FR/R RTO FR/R
Windows 1074097 638969 117040 | 276358 | 38730
(39.5%) | (10.5%) {26%) (3.6%)

Linux 310418 173922 | 115295 16739 84472
(5367%) | (371%) | (35%) | 2.7%)

Solaris 27105 18170 5399 1322 1214
(70.7%) | (155%) | (4.9%) | (4.5%)

FreeBSD 2312 1308 166 733 105
(536.6%) | (7.2%) | BL7%) | (4.5%)

TABLE IV

CLASSIFICATION OF TCP RETRANSMISSIONS

V. ANALYSIS OF TCP Loss DETECTION

A. Baseline Performance of Real-World TCP Implementations

Before assessing whether the performance of TCP loss
detection can be improved by reconfiguring its parameters,
we first evaluate if it is even worthwhile to do se by asking:
how much scope do we really have for improving TCP loss-
detection performance in current TCP implementations?

In order to answer this, we ask three specific questions for
each connection in our data-set: (i} how often are segments
retransmitted spuriously (the original transmission had reached
the receiver}? (ii} how much time is spent in detecting and
recovering from losses {(both actual and perceived)? and (iii}
by how much {upper bound) can the connection duration be
improved by doing loss detectionfrecovery in a more accurate
and timely manner? We also study whether the answer to any
of the above depends on the sender-side OS of a connection.
We address each of these questions below.

1) Accuracy: Table IV summarizes the tofal number of
spuricus retransmissions that were triggered by RTOs as well
as FR/Rs, across connection fraces originating from each of
the 4 sender-side OSes. We observe that:

» A significant number of TCP retransmissions are spu-
rious. In all of these cases, TCP inaccurately inferred
that a segment was lost and retransmitted it. Most of the
spurious refransmissicns are triggered due to the expiry
of an RTO {(as against due to FR/R}.

« The frequency of spurious RTOs varies significantly
across OSes. This is somewhat te be expected, since the
implementations and parameters of RTO estimators differ
across current OSes—the Linux RTO estimator differs
most significantly from the rest. We find that among
Windows connections, nearly 26% of all refransmissions
are due to spurious RTOs, while for Linux, less than 4%
of retransmissicns are due to spuricus RTOs.

» The fraction of all retransmissions that are caused by
spurious FR/R events is much smaller {3 - 5%, and does
not differ much across OSes. It is important te note that
the spurious FR/Rs occur enly when network reordering
events result in the generation of I3 or more duplicate
ACKs—the occurrence of such events is independent of
the sender-side OS. All OSes {other than Windows that
uses a value of 2) use 3 as the value of I}—see Table L.
We find that this value does not result in a large number
of inaccurate loss inferences.

2) Timeliness:

Lin:FR/R
Win:FR/R
Sol:FR/R
Lin:RTO
Win:RTO
Scl:RTO
Bsd:RTO

100
Detection Duration (RTTs}

Curmnulative Distribution

®OBROX X+

1000

Fig. 2. Distribution of Detection duration for FR/R and RTO (Nemalized
with RTT)

a) Detection Durations: RTO-based loss detection has,
in general, a longer duration than that based on FR/R—
Figure 2 plots the distribution of loss detection durations in
units of the moving average of RTT,? for all FR/R- and RTO-
based retransmissions.” We find that:

+ Most FR/R-based loss detection takes about 1-2 RTTs for
all OSes.! For Solaris TCP connections, however, around
7% of FR/R detections take more than 5 RTTs.

+ RTOs take much longer than FR/Rs to detect losses.
Also unlike FR/Rs, the RTO-based detection durations
differ significantly across OSes. While the median RTO
detection duration for Windows and Linux is around 4
RTTs, it is almost 10 RT'Ts for Solans and FreeBSD.
The Solaris RTO-estimator uses a minimum RTO of
400 ms and an srer muoltiplier of 1.25; FreeBSD uses a
minimum RTO of 1200 ms—these values are significantly
higher than for Windows or Linux. As a result, for
connections with relatively small and stable RTTs, the
RTOs computed by Solaris and FreeBSD tend to be
higher—TCP connections on these OSes, therefore, take
longer to detect a loss using RTOs.

« The tail of the distribution of RTO detection duratien for
Windows differs significantly from that for Linux. For
instance, while only around 10% of RTOs are larger than
10 RTTs for Linux, nearly 25% of Windows RTOs are
larger than this amount. On clese inspection of our traces,
we find that several of these larger RTOs in Windows
result from losses at the beginning of the respective
TCP connections, when the RTO is primarily governed
by the initial RTO and has not converged to a value
representative of the network path. Linux updates ifs
estimates of RTT and RTO at a much higher frequency
{once per segment} than Windows {once per flight} and

®The expenential-weighted moving average is computed using a weight of
1/4 for the current RTT sample.

The detection time is below 1 RTT in some cases since the values are
nomalized due to the moving average of RTT, which can be larger than the
current RTT sample.

10%e do not plet data for FR/R events in FreeBSD since cur traces yield
a fairly small set of data peints for this OS (only 271 FR/R events)—any
conclusion may not be statistically significant. The number of RTO events
in FreeBSD connections, however, exceeds 2000; hence, the distribution of
RT(O-based detection times is statistically more significant and is plotted.
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converges faster.

Table IV summarizes the relative frequency of occurrence
of RTO-based vs. FR/R-based loss detection. We find that
60-88% of TCP retransmissions are triggered by RTOs. Our
cbservation above shows that all such RTO duraticns can
be quite long. The prime reason for the high frequency of
RTOs rather than FR/Rs is that there are often not encugh
segments in flight to trigger duplicate ACKs for a connection
that experiences a loss. Thus, reducing the value of 2 should
increase the likelihood of FR/R-based detection when losses
occcur. Reducing the value of RTO should reduce the loss-
detection times when RTOs are unavoidable.

b) Recovery Durations: The time spent by a TCP con-
nection in recovering from segment losses is independent of
the loss-detection mechanism, and depends primarily on the
number of segments lost within a flight. We analyze our
traces to study recovery durations and find that these are also
relatively independent of the sender-side OS. We also find that
that use of selective acknowledgments (SACKs) helps reduce
recovery times, but only when 3 or more segments are lost in
a TCP flight. Due to space considerations, we emit the details
here and refer the reader to [15]. Most relevantly, note that
none of the six design parameters considered in this paper
impact loss recovery; TCP immediately retransmits segments
on inferring a loss—a TCP-like protocol can not do better than
that. Thus, in this paper, what we are really studying is the
design of loss defection mechanisms.

3) Scope for Improving Connection Durations: The ob-
servations made above on accuracy and timeliness suggest
that real-world TCP implementations can deal more effectively
with segment loss detection. A natural question te ask, though,
is: by how much does TCP’s design really impact connection
performance? Or more importantly, whar is the maximum
amount by which one can hope to improve connection du-
rations by new sertings for parameters related to TCP loss
detection?

In order to address these questions, we attempt to charac-
terize the Best-Case reduction {an upper-beund} in connection
durations that can be achieved by an ideal set of loss detection
mechanisms. Our analysis is oplimistic and assumes that in
an ideal setting, (i) all spurious retransmissions (based on
either FR/R or RTOs) are avoided, and (ii) @/l RTO-based
loss detections take no more than the maximum RTT of the

corresponding connection.!! Specifically, for each connection
in our traces: (i} we identify all instances of spuricus FR/R-
based loss detection and use Equatien (1) to compute the
savings in connection duration if the inaccurate loss inference
is avoided; (ii) we identify all instance of spuricus RTO-based
loss detection and use Equation (2} te compute the savings in
connecftion durafion if the inaccurate loss inference is avoided;
and (iii} we identify all needed RTO-based loss detection and
compute the savings in connection duration if the RTO was
instead equal to the maximum RTT of the connection (as
described in Section IV-D). For each connection, we compute
the total savings in connection duration as the sum of each of
the above.

Figure 3 plots the distribution of the Best-Case reduction, as
a percent of the original connection duration, for connecticns
belonging to each of the 4 OSes. We observe that:

s 453-75% connections have little potential (less than 1%}
for improving their connection duration by improving the
configuration of loss detection.

However, a significant fraction {15-4(%}) of connections
can see greater than 10% reduction in their connection
duraticns by improving loss detection.

» The potential for improving connection durations in
Linux differs from that in other OSes. While more than
40% of Linux connections can see greater than 10%
improvement in connecfion durations, less than 15%
of Windows, FreeBSD), and Solaris connections have a
similar opportunity.

Based on the above, we expect to be able to significantly
reduce ceonnection durations by changing the configuration
of loss defection parameters. [n the rest of this section, we
carefully compare the impact of each of these parameters to
the upper-bound computed above.

B. Impact of The RTO Estimator

The value of RTO is controlled by each of the 4 parameters:
k,minRTO,a,b.!? If the RTO value is large, the number
of spurious RTO-based retransmissions is reduced and helps
improve connection durations. Furthermore, there is an in-
creased likelihood of detecting losses by FR/R {rather than
RTO). On the other hand, if the value of RTO is small,
the time spent on detecting the loss (given by the RTQ) is
reduced and helps improve the connection duration. We vary
the above 4 parameters—#& in {2, 4, 6, 8}, minRTO in {100ms,
200ms, 400ms, 800ms, 1000ms}, e in {1, 1/2, 1/4, 1/8, 1/16,
1732}, and b in {1, 1/2, 1/4, 1/8, 1/16, 1/32}—and for each
combination of their values, estimate the RTOs that would
be computed within each connection. We then estimate what

"our analysis assumes that an cracle informs the configuration of both
FR/R and RTOs. Specifically, the oracle helps the sender achieve 100%
accuracy in FR/R-based loss detection by informing it when dupACKs are
generated by events other than segment loss. The cracle also helps achieve
ideal accuracy and timeliness of RTO-based loss detection by informing the
sender of the maximum RTT that can be witnessed by the connecticn—the
sender can then use this value as the RT'O and: (i} avoid spurious RT'O-based
retransmissions, and (i) quickly invoke non-spurious retransmissicns.

2The current default setting for parameter . — 1 was observed te be
optimal in our evaluations; we do not include evaluation results for varying
m in this paper.
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