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Abstract—Data structures representing directed graphs with
edges labeled by symbols from a finite alphabet are used to
implement packet processing algorithms used in a wvariety of
network applications. In this paper we present a novel approach
to represent such data structures, which significantly reduces the
amount of memory required. This approach called Hisfory-based
Encoding, eXecution and Addressing (HEXA) challenges the
conventional assumption that graph data structures must store
pointers of |_10g2n-| bits to identify successor nodes. We show how
the data structures can be organized so that implicit information
can be used to locate successors, significantly reducing the
amount of information that must be stored explicitly. We
demonstrate that the binary tries used for IP route lookup can be
implemented using just two bytes per stored prefix (roughly half
the space required by Eatherton’s tree bitmap data structure) and
that string matching can be implemented using 20-30% of the
space required by conventional data representations.

Compact representations are useful, because they allow the
performance-critical part of packet processing algorithms to be
implemented using fast, on-chip memory, eliminating the need to
retrieve information from much slower off-chip memory. This can
yield both substantially higher performance and lower power
utilization. While enabling a compact representation, HEXA does
not add significant complexity to the graph traversal and update,
thus maintaining a high performance.

Index Terms— content inspection, IP lookup, string matching

I INTRODUCTION

everal common packet processing tasks make use of

directed graph data structures in which edge labels are

used to match symbols from a finite alphabet. Examples
include tries used in IP route lookup and string-matching
automata used to implement deep packet inspection for virus
scanning. In this paper, we develop a novel representation for
such data structures that is significantly more compact than
conventional approaches. This compactness can lead to higher
performance in implementation contexts where we have small
on-chip memories with ample memory bandwidth and larger
off-chip memories with more limited bandwidth. These
characteristics are common to conventional processors,
network processors, ASICs and FPGA implementations.

We observe that the edge-labeled, directed graphs used by
some packet processing tasks have the property that for all
nodes u, all paths of length k leading to u are labeled by the
same string of symbols, for all values of &k up to some bound.
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For example, tries satisfy this condition trivially, since for each
value of k, there is only one path of length k leading to each
node. The data structure used in the Aho-Corasick string
matching algorithm [2] also satisfies this property, even though
in this case there may be multiple paths leading to each node.
Since the algorithms that traverse the data structure know the
symbols that have been used to reach a node, we can use this
“history” to define the storage location of the node. Since
some nodes may have identical histories, we need to angment
the history with some discriminating information, to ensure
that each node is mapped to a distinct storage location. We
find that in some applications the amount of discriminating
information needed can be remarkably small. For binary tries
for example, two bits of discriminating information is
sufficient. This leads to a binary ftrie representation that
requires just two bytes per stored prefix for IP routing tables
with more than 100K prefixes. We call the technique used to
construct these compact data representations, History-based
Encoding, eXecution and Addressing (HEXA).

In Section II, we introduce HEXA and apply it to binary
tries. We show that the problem of selecting discriminators
corresponds to finding a perfect matching in a bipartite graph;
we also show how the data structure can be incrementally
modified. In Section III, we describe a variant of HEXA in
which the discriminator specifies the amount of history
information that has to be used to identify the storage location
of a node. We then apply this technique to the data structure
used by the Aho-Corasick string matching algorithm as well as
the bit-split version of the algorithm [6]. In Section IV we
report on the results of our evaluation of HEXA for binary
tries and string matching. Section V covers the related work
and the paper ends with concluding remarks in Section VI.

II. INTRODUCTION TO HEXA

Directed graphs are commonly used to implement various
packet processing algorithms which are used in a variety of
network applications, some of which are listed below:

* Longest prefix match IP lookup: IP routing involves a
longest prefix match, where destination IP address of a
packet is matched against a large but finite set of prefixes
and the longest matching prefix determines the next hop.
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Tries, which essentially are a directed graph without any
cycles, are often used to implement such operations.

¢ Packet classification: Packet classification involves a
multi-dimensional search on packet’s 5-tuple (source/
destination addresses, ports and protocol). Search in each
dimension often consists of a longest prefix match, which is
commonly implemented using tries. These tries usually have
a similar structure as an IP lookup trie.

¢ String matching: Commercial network security devices
like network intrusion detection systems (NIDS), and
application layer firewalls often use string based pattern
matching to identify malicious packets. String matching is
usually performed with the aid of a finite automaton (e.g.
Aho-Corasick, Wu-Manber etc), which is a directed graph
with labeled edges. Nodes of these graphs usually have
much higher and varving out-degrees.

¢ Regular expression matching: Modern security systems
specify the patterns of interest using regular expressions.
Regular expressions are also used to enable advanced
network services like content based routing, metering, etc.
Finite automata are usvally used to implement regular
expressions, which are again a labeled directed graph.
Complex expressions usually lead to relatively complex
graphs, as compared to a string based automaton.

* There are several other applications, which use directed
graph structures. Some examples are a web indexing and
search engines, an access control list (ACL), or even a file
system. In this paper, we will mostly focus on the first four
applications.

Since such a wide variety of network applications employ
some form of directed graph traversal, a large body of research
literature has focused on improving its performance. For
example, [11] propose a multi-bit trie representation, where
multiple nodes of a binary trie are merged into a single node.
There are also schemes to compactly encode these multi-bit
trie nodes [13]. Another class of directed graphs is finite
automaton; in [5] authors present techniques to improve the
parsing performance of a finite automaton, which is used to
perform string matching. It uses a similar technique, where
multiple states of the automaton are merged into a single state
and represented compactly. In [6], authors propose an
alternative technigue to reduce the space by reducing the
number of transitions from every node of the graph.

Most of these solutions are too specialized,; fine tuned and
optimized for their respective applications, however a common
link between them is that they reduce the memory by either
reducing the number of transitions in the graph or by reducing
the number of nodes. They also demonstrate that the space
reduction achieved by reducing the number of nodes and/or
transitions may also enhance the parsing performance of the
graph, by utilizing the fast but limited on-chip memory.

With or without the reductions in the number of nodes or
transitions, to our best knowledge, directed graphs are always
implemented in the following conventional manner. Hach node
in the » node graph is denoted by a unique rlogznw bit

identifier, which also determines the memory location of the
node. At this memory location, all transitions of the node
(identifiers of the subsequent “next nodes™) are stored, along
with some auxiliary information. The auxiliary information
may be a flag indicating if the node corresponds to a match in
a string matching automata or a valid prefix in an IP lookup
trie, and an identifier for the string, or the next hop for the
matching prefix. The auxiliary information usually requires
only a few bits and is kept once for every node; on the other
hand, identifiers of the “next node” use Floggﬂ bits each and
are required once for every transition. Thus, in large graphs
{say a million nodes) containing multiple transitions per node
{(say two), the memory required by the identifiers of the “next
node” (20-bits per identifier, 2 such identifiers per node) can
be much higher than the memory required by the auxiliary
information.

Another complicating factor in the conventional design
approach is that, the transitions or the identifiers of the “next
node” are read for each symbol in the input stream, while the
auxiliary information is read only upon a match. This
necessitates that the “next node” identifiers be stored in a high
speed memory (e.g. SRAM or embedded) in order to enable
high parsing rate. For instance, a high performance lookup trie
may store the set of “next nodes”, for every node, in a fast
memory along with a flag indicating whether the node
corresponds to a prefix. On the other hand, the next hop
information can be kept with a shadow trie, stored in a slow
memory like DRAM. Similarly, in string matching automaton,
in addition to the *“next node” identifiers, only a flag per node
is needed in the fast memory, which will indicate whether the
node is a match. The prime motivation of such separation of
fast and slow path is to reduce the high speed memory, which
is often expensive and less dense. The advantages are however
undermined as the identifiers of the “next node™ represent a
large fraction of the total memory. While there is a general
interest in reducing the total memory, clearly there are
increased benefits in reducing the memory required to store
these “next node” identifiers.

In this paper, we propose a new method to store directed
graph structures that we dub HEXA (History based Encoding,
eXecution, and Addressing). While conventional methods use
"logon | bits to identify each of n nodes in a graph, by taking
advantage of the graph structure, HEXA employs a novel
method that can use a fixed constant number of bits per node
for structured graphs such as tries. Thus, when HEXA based
identifiers are used to denote the transitions of the graph, the
fast memory needed to store these transitions can be
dramatically reduced. The total memory is also reduced
significantly, because auxiliary information often represents a
small fraction of the total memory.

The key to the identification mechanism used by HEXA is
that when nodes are not accessed in a random ad-hoc order but
in an order defined by its transitions, the nodes can be
identified by the way the parsing proceeds in the graph. For
mmstance, in a trie, if we begin parsing at the root node, we can
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