Best Effort Session-Level Congestion Control

Siddharth Ramesh
Microsoft Corporation
Redmond, USA
Email: sidram@microsoft.com

Abstract— Congestion caused by a large number of interacting
TCP flows at a boitleneck network link is different from that
caused by a lesser number of flows sending large amounts of data
- the former would require cutting down the number of competing
flows, while cutting down the data sending rate is sufficient for the
latter. However, since existing congestion control schemes view
congestion only from a packet-level perspective, they treat both
to be the same, resulting in suboptimal performance.

We propose two best effort, search-based, session (or flow)
level congestion control strategies for the Internet, to complement
existing packet-level congestion control schemes. OQur strategies
control the number of competing flows to optimize for the flow
completion rate and the flow completion time. Furthermore, our
session control mechanisms do not require any per-flow state or
computation at the routers, make no assumption about input
traffic characteristics and requirements, avoid starvation of new
flows when existing flows do not leave the system, and do not
require any end host TCP maodifications. Using evaluations under
a wide variety of static and varying traffic load conditions, we
demonstrate the significant performance and fairness gains that
our session control mechanisms provide.

I. INTRODUCTION

In the current Internet, congestion is controlled only at the
packet level. There is no mechanism to prevent the build up
of a large number of flows at a router. The existing congestion
control schemes use packet drops at the routers in conjunction
with source back-off to control the nmumber of packets sent
towards a congested router link. They neither prevent a large
number of flows from contending with each other, nor block
new flows from joining the network and further increasing
congestion. As a result of this imbalance in the granularity of
congestion conirol, when a large number of flows gain admis-
sion into the network, each flow obtains very little bandwidth
and stays in the network for a long time. This hurts the flow
completion times of elastic applications and the interactivity of
streaming applications. Furthermore, it has been shown in [17],
[21], [22] that as the number of simultaneous lows increases to
a high value, TCP’s Additive Increase Multiplicative Decrease
(AIMD) algorithm is no longer fair in sharing the bandwidth
at a congested link. This is due to the increase in the packet
drop rate which further reduces the throughput of flows from
their fair share. There is a significant degradation in network
goodput as well, because of the increased retransmissions.

This paper addresses the problem of controlling congestion
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at the session (or flow') granularity in a best-effort manner.
The solution we propose is to complement, rather than sub-
stitute, packet-level congestion control mechanisms currently
in place. As in the case of packet level congestion conirol,
an effective session level control must drop new sessions at
the routers in conjunction with session back-off at the sources.
However, in this paper, we focus only on session level control
at the routers, while relying on TCP’s packet level exponential
backofl mechanism? at the sources. We do not propose any
new session control at TCP sources.

The overall functional goals of our session-level control
at the router are to maximize the flow completion rate and
minimize flow completion time of elastic TCP flows during
session overload at routers. Unlike the vast amount of research
on flow admission control, our session control is besf-efforf
and does not offer any performance guarantees. In addition
to these functional goals, our session level control also meets
the following logistical and engineering requirements to be
practical and deployable.

« Routers do not maintain any per-flow state.

« No g priori traffic (or flow) distribution is assumed and no
characterization of incoming flows (such as using token
bucket parameters, peak rate etc.) is required.

« Our scheme is robust to changes in traffic patterns, both
sudden and gradual.

¢« In the worst case, the performance does not degrade
below that obtained without any session control.

Traditionally, overload control is achieved by comparing
one or more measures of system or network load against
one or more specified load thresholds. The limitation of such
threshold-based approaches is that, the specified thresholds,
unless tuned, are not likely to result in optimal performance
under all network and system conditions. In fact, the perfor-
mance could be well below optimal when network and system
conditions change significantly.

This paper proposes two novel search-based session control
strategies that do away with load thresholds. The bottleneck
router controls the rate at which new sessions are admitted

1We use the terms session and flow interchangeably througheut this paper.
However, we use the term session control to not confuse with flow control.

2TCP’s packet level exponential backoff mechanism also applies to the
first message of a TCP connection. Hence, when a TCP SYN is dropped, an
exponential backoff effectively provides session control at the source.
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into the network during session overload. The router searches
through a range space of admit rates and selects the rate that
attempts to maximize the overall flow completion rate while
minimizing per-flow completion time.

Our first strategy uses a unique combination of Golden
Section Search (GSS) and Gradient Ascent (GA) to perform
this search. However, we find that for Pareto distributed input
flow sizes, maximizing the flow completion rate, using GSS
+ GA, can result in very high flow completion times. This is
because, for Pareto distributed input flow sizes, the maximal
flow completion rate is achieved at an admit rate that is
higher than the maximum flow completion rate itself. This
behavior causes higher flow completion times. Hence, to keep
the flow completion time under check, we develop a second
strategy that searches for an admit rate that maximizes the
flow completion rate but does not exceed the completion rate.

The flow completion rate and hence the optimal admit rate
are not fixed. These could change with variations in the flow
arrival rate, flow size and available bandwidth. Both of our
strategies detect such changes and converge to the new optimal
admit rate. This makes our search-based schemes extremely
adaptable to changing traffic pattems and network conditions.

We evaluate our session control schemes using extensive
ns2 [24] simulations under a variety of stationary and changing
traffic loads and find that our schemes result in significant
improvements in flow completion rate and flow completion
time.

The rest of this paper is organized as follows. Section 11
reviews other recent work on admission control, specially for
clastic flows, and discusses their drawbacks and limitations.
In Section III, we motivate the need for session control and
discuss some of the important aspects of session conftrol, that
lead to the session control algorithms detailed in Section IV.
We follow it up with a detailed evaluation of our algorithms
under a variety of static and varying load scenarios in Sec-
tion V. Section VI discusses some of the issues involved
with deploying such a scheme at the router. We conclude in
Section VII with directions for future work.

II. RELATED WORK

Call admission control has been developed and used exten-
sively in telephone [12] and ATM networks [1], [8], [19], [20],
[23]. It has also developed as flow admission control in the
IntServ [3], [4], [9], [11] networks. The goal is to reserve
{and police) resources as specified by the incoming flows
and schedule access to resources to provide statistical or hard
performance guarantees. However, because of the variations
in demands of Internet applications and the complexity in
specifying and policing the per-flow needs, these schemes have
not been widely deployed in the Internet. Our session control
is best-effort.

Arguments for admission control for elastic traffic were
first made by Massoulif and Roberts [14]. Later, Roberts et

al. [2], [10] presented a measurement-based admission control
mechanism for elastic fraffic that estimates the “available
bandwidth” in a bottleneck link and admits a new flow only
if this estimate is greater than a minimum threshold which
any new flow should achieve; else, all new flows are rejected
till more bandwidth becomes available. They experimented
with two different techniques for estimating the “available
bandwidth” - one using a “phantom” TCP connection over
the bottleneck link and measuring the bandwidth it receives;
the second, measuring the loss probability over the bottleneck
link and relating it to the TCP throughput.

Based on the work of estimating QoS parameters of traffic
streams in ATM networks using theory of large deviations [5],
[7], Mortier et al. proposed a measurement based admission
control scheme in [18] for elastic traffic in the Internet., This
is a threshold based scheme - the effective bandwidth of the
traffic mix is estimated using the entropy of the input traffic
and a new flow is admitted only if the packet drop rate does
not exceed a certain threshold. Kumar et al. proposed a TCP
admission control scheme [13] that uses a link occupancy
threshold as the admission control criterion. In this scheme,
new flows are admitted only if the link occupancy is below a
set threshold.

All the above schemes make assumptions about the nature of
incoming traffic in making their admission decision, or use loss
thresholds. Although the assumption of knowing the nature of
incoming traffic might hold for streaming flows, it does not
necessarily hold for elastic flows that send data at variable
rates and in an unpredictable manner. Moreover, all of the
above schemes are threshold based and hence suffer from the
drawback of not being robust against changing network and
system conditions.

Our work differs from the previous works in following
significant ways. First, instead of using load thresholds, our
scheme uses a search-based approach to find the optimal
admit rate making the scheme more robust to changing traffic
patterns. Second, it does not make any assumptions about the
bandwidth requirements of network flows. Third, in addition
to an increase in per-flow performance, we show significant
improvement in the fairness between short and long lived
flows. Last, our scheme does not starve new flows even if
existing lows stay in the system for a long time.

ITI. MOTIVATING SESSION CONTROL
A, Effect of large number of simultaneous TCP flows

When the number of simultaneous flows increases to a large
value, the per-low throughput is no longer proportionally less
- it is worse. This, as we briefly mentioned in Section 1, is
because TCP's AIMD algorithm no longer emulates Processor
Sharing (PS) when the number of competing flows grows to a
large value [17], [22]. When the number of TCP flows sharing
a link is large (greater than the number of packets in the
delay-bandwidth product [17]), the ability of TCP to share the
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