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Abstract— The Internet provides no information on the fate
of transmitted packets, and end systems cannot determine who
is responsible for dropping or delaying their traffic. As a
result, they cannot verify that their ISPs are honoring their
service level agreements, nor can they react to adverse network
conditions appropriately. While current probing tools provide
some assistance in this regard, they only give feedback on probes,
not actual traffic. Moreover, service providers could, at any time,
render their network opaque to such tools.

We propose Audlt, an explicit accountability interface, through
which ISPs can pro-actively supply feedback to traffic sources
on loss and delay, at administrative-domain granularity. Notably,
our interface is resistant to ISP lies and can be implemented with
a modest NetFlow maodification. On our Click-based prototype,
playback of real traces from a Tier-1 ISP reveals less than 2%
bandwidth overhead. Finally, our proposal benefits not only end
systems, but also ISPs, who can now control the amount and
quality of information revealed about their internals.

I. INTRODUCTION

The Internet is built around a best-effort service model
that provides no guarantees ahead of time about when, or
even if, packets will be delivered. Many have argued that this
lack of guarantee played a key role in the Internet’s success,
enabling IP to run over a wide range of network technologies
using simple and scalable algorithms. While some clamor for
augmenting best-effort with quality-of-service assurances, few
if any believe that the best-effort model should be discarded.

The Internet has also adopted the philosophy of not provid-
ing any after-the-fact information about the fate of packets.
The rationale for not providing advance assurances—enabling
flexibility of network technologies and simplicity of the for-
warding path—does not apply to monitoring and reporting.
The lack of such on-line monitoring tools (as opposed to
probing tools, which we discuss later) more likely arises from
strict adherence to layering and transparency according to
which, from a host’s perspective, all that matters is whether
and when a packet was delivered, which can be determined by
the endpoints themselves without help from the network. This
line of thinking has resulted in an Internet that is transparent
to success but opaque to failure.

It has long been a central Internet tenet that applications
should adapt to current network conditions, but often the
notion of adaptation was limited to purely end-to-end con-
siderations such as congestion control and adaptive coding
techniques. In such cases, not knowing where packet loss or
delays occurred is no hindrance; all that matters is that they
did occur and endpoint measurements are enough to establish
that fact. However, there have been several recent efforts to
extend adaptation to edge-controlled routing. Proposals such as
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TRIAD [13], NIRA [30], and Platypus [26], allow end systems
to control the domain-level path of their packets. To make an
informed decision about such paths when current service is
poor, an end systemn needs to know which domains are cur-
rently dropping or delaying its packets. We therefore contend
that the Internet should not remain “opaque to failure™ but
should instead provide information about where packets are
being dropped or delayed so that end systems (whether these
be the source hosts themselves, or the originating domain) can
intelligently adapt to current conditions.

There is also a simpler rationale for providing this informa-
tion. Internet service is a contractual business; end users pay
their ISP, and ISPs have either customer-provider or peering
arrangements with each other. Providing some form of perfor-
mance feedback would help establish whether providers (and
peers) are adequately performing their duty. Laskowski and
Chuang have showed that, without such accountability, optimal
routes and innovation in the Internet are impossible [23].

Existing Internet probing tools such as ping and traceroute
can help debug network problems. These tools are very
effective in pinpointing long-lasting outages or persistent high-
drop rates. However, because they only reveal how the network
reacts to probe packets, not to previously sent packets, they fail
to capture low-rate or sporadic mishehavior (e.g., an intermit-
tent router failure, or malicious low-rate drop patterns [22]).
As such, they have limited value when trying to make finely-
tuned decisions about the reliability of a provider’s service.
More importantly, even if the Tntemet’s behavior on probe
traffic were enough to detect all problems, such probing
tools reveal information at router granularity, at the border
and within the interior of ISPs alike. One cannot expect
that ISPs will remain so transparent to these tools: in what
other industry do organizations allows free inspection of their
internal infrastructure? We think it likely that the current
trend of ISPs befuddling these tools will increase, preventing
unauthorized probing,

Based on these considerations, we think the Internet would
be well-served to move beyond the current situation, where
there is no systematic way to learn the fate of packets, and
all such performance monitoring relies on an ad hoc set of
probing tools that provide more information than an ISP would
like to reveal (its internal structure) and less information than
an end system would like to know (what happened to the
previously sent packets). We propose instead Audlf, an explicit
accountabilify inferface, through which ISPs report on their
own performance. We argue that this is better than probing,
both for the end systems and the ISPs: the former learn what
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happens to their traffic, not just their probes; the latter control
what information they release regarding their business. We
show that ISPs cannot misuse our interface to lie about their
(or other ISPs™) performance. We also present two case studies
on implementing the interface to report on TCP traffic and
demonstrate that it can be done with a modest NetFlow [1]
modification and a reasonable amount of resources.

After a problem statement (§1I) we define Audlt (§II) and
describe how it can be used in the face of both honest and
dishonest ISPs (§IV). Next, we present our case studies: first
a straightforward implementation that provides accurate loss
feedback (§V), then an extension that provides accurate delay
feedback (§VI); we evaluate them in a software prototype
(§VII). We close with a discussion of the bigger picture beyond
what is covered in this paper (§VIII), related work (§IX) and
our conclusions ($X).

II. PROBLEM SETUP
A. Goals

With this work, we wish to enable traffic sources to deter-
mine which administrative domains are losing and/or delaying
their packets; an administrative domain (AD) is defined as a
contiguous network administered by a single authority. Each
administrative authority that provides accountability is free to
choose how to present itself: an AD can correspond to a single
Autonomous Systemn (AS), a group of peering ASes, an entire
ISP, or even a coalition of neighboring ISPs.

More specifically, our first goal is to provide a traffic
source with enough feedback to determine: (1) a measure of
how much of its outgoing traffic was dropped at which AD
and (2) a measure of the delay experienced by its outgoing
traffic through each traversed AD. The granularity of these
“measures” can be very fine (e.g., per-packet meftrics) or
coarser (e.g., aggregate metrics over multiple packets).

It is critically important to ensure that the measures de-
scribed above cannot be arbitrarily skewed by a malicious
AD on the traffic path or off the path. Our second goal is
to guarantee an upper bound on the error that a malicious
AD can unobtrusively induce in each measure. We define a
“malicious AD” in the threat model, below.

The flip side of the second goal is our third goal: when
tampering of our monitoring metrics violates the error bound,
this tampering should be attributable to a specific link between
the tampering AD and its peer. In other words, egregious
tampering should be localizable.

Our final goal is to “do no harm™: our solution should not
enable previously impossible attacks against innocent ADs; for
example, we should not make denial-of-service attacks easier
than they are now.

B. Threat Model

Our threat model allows an AD to be benign—that is,
report what it measures dutifully—or malicious—that is, report
inflated or deflated measurements for traffic traversing its
infrastructure, including reporting having seen packets it did
not, and reporting having not seen packets it did see. We place

aggdype Packet or TCP flow

aggld Packet with digest DD or TCP flow with
specified {ToS, src [P/port, dst IP/port} tuple

handoffPoint | Inter-AD link #5 to AD X or
all inter-AD links to AD X

direction Incoming or outgoing

numbPhkts 10

avgTeme 2007-08-08 18:02:49 and 454 msec CEST

TABLE I. Feedback entry fields and example contents.

no restrictions on the ability of ADs to collude with other ADs
(neighboring or otherwise).

Our threat model does niof allow a malicious AD to modify
or otherwise tamper with traffic reports from other ADs that it
forwards. We justify this restriction by observing that, though
ADs make no guarantees with regards to their own traffic
(including reporting traffic they generate), they sign legally
binding service-level agreements with their peers, which they
would openly violate by manipulating neighbors’ reporting
packets; we believe that the majority of ISPs today would
avoid such open violations. In Section VIII-A, we discuss
expanding our threat model by removing this restriction, to
address stronger adversaries, which we consider unrealistic for
today’s—but perhaps not tomorrow’s—Intemet.

III. ACCOUNTABILITY INTERFACE

In this section, we present an initial interface-level defini-
tion of the accountability facilities we propose. This is not
intended as a rigorous mathematical background to feedback
reporting and comprehension; rather, it is meant to illustrate
the accountability facilities we advocate. In later sections we
explain how a source AD can use the interface to determine
the loss and delay of its own traffic.

A. Audlf Definition

A reporting AD organizes its feedback in feedback packets,
each one including its identity and a set of feedback enfries.
At a high level, a feedback entry specifies a unidirectional
traffic aggregate, a hand-off point where packets from this
aggregate entered or exited the reporting AD, how many such
packets were observed at this hand-off point, and when they
were observed. This information is encoded in the feedback-
entry fields stated in Table I; in the rest of this section, we
discuss them in more detail.

The aggType and aggld fields together specify the traffic
aggregate a feedback entry refers to. The interface allows for
multiple aggregate types, so that each A can choose its own
granularity of reporting aggregates—as we discuss later, this
choice affects the quality-overhead trade-off of the mechanism.
Any rule that unambiguously specifies a set of packets sent by
a source AD can be used to define an aggregate type; the only
restriction is that aggregate types must be such that any two
aggregates either have no packets in common or one is a subset
of the other. For example, two aggregate types that honor this
restriction are packets and TCP flows (as defined in §V-C).

The handoffPoint field describes a connection between
the reporting AD and one of its peers, through which aggld
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packets transitioned from one AD) to the other. It can specify
one or more inter-AD) links or the peer itself (implying that
this connection consists of all inter-AD links with the specified
peer). In this way, each AD can choose the level of detail at
which it exposes its structure—for instance, by exposing one
hand-off point per peer, an AD provides no information on the
number of its inter-AD links. An AD makes publicly available
the identities of its hand-off points, as well as the maximum
acceptable delay across each hand-off point as agreed upon
with the corresponding peer—"acceptable” in the sense that, if
it is exceeded, the corresponding inter-AD links are considered
to have failed.

The direction field specifies whether aggld packets entered
or exited the reporting AD at handoffPoint. The rumPkis
field is a count of the aggld packets observed at handoffPoint,
while avgTime is a timestamp that corresponds to the (abso-
lute) average time at which these packets were observed.

B. An Informal Aggregate and Feedback Algebra

To express the relationship between two aggregates o and 3
of traffic originating at certain source AD, we use set notation.
Any two such aggregates are combinable iff

s a T 3, all of a's packets also belong to 3, or
s 3 C a, all of 3's packets also belong to e, or
e an@ =10 aand 3 have no packets in common.

To express the combination of two or more combinable
aggregates, we use the union operator. For example, if @ C 3,
then o U5 = 5. As with set union, combination is associative
and commutative (e.g., Uys{as} = ap U (Uyg szp{as}))-

To denote a particular feedback entry, we use vector no-
tation, e.g., . To denote a particular field within feedback
entry &, we use notation £.{field name}, e.g., T.aggld. As a
convention, we use the same symbol to denote an aggregate
and its identifier. Feedback entries from the same AD and with
the same direction can be combined (using the combinator +)
to form feedback entries for the combined aggregates. For
instance, if a given AD’s feedback entries & and g refer to
aggregates « and 3, respectively, then the feedback entry Z+v
refers to the aggregate « U 3. Recall that not all aggregates
can be combined. Table II defines the combinator .

IV. UsIiNG AUDIT

In this section we present how Audlt can be used to provide
traffic sources with performance feedback. We first describe
how sources can decipher reports from honest ISPs, then how
dishonest reports can be detected via feedback inconsistencies,
leading to lie localization.

A. Honest Reporters

In the absence of dishonest feedback reporters, a source
can combine a collection of feedback entries on aggregate o
from multiple ADs to determine a's AD-level path. It can also
combine the packet counts and average timestamps collected
at all the entrances and exits of each reporting AD to compute
the number of o packets dropped or the delay incurred by o
packets per AD along that path.

T.aggld = Uys{Fs.a99ld}

F.handoffPoint = Uy {E;handoffPoint}

I. direction = I;.direction

. numePhts = Nyi{ZinumPkis}

~ . Yo AR num Phts ;. ovgTime

I'ang?’me = = F.num Pkts : )
TABLE II.  Definition of & = —+&;, when all feedback entries ¥; are

produced by the same AD, they all have the same direction Z;.dérection,
and all aggregates #;.aggld are combinable.

More specifically, if AD X produced feedback entry &
on aggregate o, and AD Y produced feedback entry #, the
source can determine that X delivered o packets to Y, if
. handoffPoint = y. handoffPoint, x.direction = oui, and
g.direction = in. Given all feedback entries £; produced by
AD X on «, the source can determine the following:

1) The number of « packets lost within X is L =

T gys-numPhts — F;, numPkts, where
iiﬂ - E{i,ﬁ.direatian:in}{ii} and
Tous = E{i,aﬂ.direction:out}{i‘i}-
2) The average delay incurred by o packets within X is
F ous. avgTime — Fi.avgTime, if L = 0.1

Since different ADs may report on different aggregate types,
it is up to the source to do the necessary combinations (by
applying the simple algebra of &III-B). We illustrate with
a simple example. Suppose an aggregate that consists of
three packets crosses a hand-off peint from AD X to AD
Y. In response, X produces one feedback entry  on the
entire aggregate, whereas Y produces three feedback entries
41, Yo, and ys, one for each packet. It is up to the source
to determine that ¥, %o, and %3 are combinable, and that
T = i + ¥ + #3. Then, the source can order the reports
to determine the aggregate’s path, as well as individual packet
loss and delay measures on each AD.

B. On-path Lies

We now turn to the case in which an AD misrepresents
its performance when reporting on a particular aggregate. We
seek to answer two questions: when can a source detect such
lies and, when it does, can it identify the liars?

1) Detection: We start with the observation that correct
feedback entries from two peering ADs on the same traffic
aggregate satisfy certain consistency conditions, as long as the
inter-AD links between the two ADs do not drop, reorder, or
inconsistently delay packets. If the two ADs’ feedback entries
on the same aggregate disagree on (1) how many packets the
earlier AD delivered to the later AD, or (2) when, on average,
it delivered them, then either one of them is lying, or there is
a problem with the inter-AD link between them.

Definition: Consider a traffic aggregate o that crosses a hand-
off point from AD X to AD Y, the two ADs produce
feedback entries on «, denoted by ¥ and 4, respectively, with
. handoffPoint = 4. handoffPoint. Feedback entries  and ¢
are consistent with each other, iff

!This does not mean that an AD cannot provide delay feedback on traffic
that incurs loss; we show how to do that in §V1.
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o G.numPkts = I.numPkis
o G.avglime — Z.avgTime < 7, where 7 is the maximum
acceptable one-way delay across . handeoffPoint.

A second observation is that, when feedback entries on the
same aggregate are consistent, an involved AD can only lie
about its performance by implicating one or more of its peers.
We illustrate with two examples.

Consider again traffic aggregate o and ADs X and Y from
the definition above. Suppose Y drops one of the packets,
but, instead of admitting the loss, it claims it never got the
lost packet in the first place, ie., it reports receiving from
X one fewer packet than it actually did (or g.numPkis =
Z.num Pkts — 1), this implies that either X did not deliver to
Y all o packets that it reported, or the inter-AD link between
X and Y is lossy.

Now suppose Y tries to hide some of the delay incurred by
o in its network, by claiming that, on average, it received a
packets 10 msec later than it actually did (or ¢.avgTime —
Z.avgTime = 7 4 10 msec). This necessarily implies that
either X delivered the packets at that time, or the inter-AD
link between X and Y introduced an additional 10-msec delay.

In both examples, Y is essentially blaming its own loss or
delay on X; alternatively, it could blame them on the next AD
on @’s path.

Definition: Consider a traffic aggregate o that crosses a hand-
off point from AD X to AD Y the two ADs produce
feedback entries on «, denoted by & and ¥, respectively,
with Z.kandoffPoint = §.handoffPoint. Suppose X delivers
through this hand-off point p packets of aggregate o to Y at
average time 4. We say that:

s “Y blames loss dp on X7 with respect to a,
if g.numPkis =p— dp.

s “Y blames average delay ¢ on X with respect to «,
if 4. avglime =t -+ 7+ 81,

+ “X blames loss ép on Y with respect to a,
if Z.numPkts = p | dp.

s “X blames average delay d¢ on ¥ with respect to «,
if Z.avglime =t — 7 — d1.

Finally, we observe that, if an AD blames loss and/or aver-
age delay on one of its peers, unless the peer is in on the lie, the
lie is bound to result in inconsistent feedback entries between
the liar and the peer—for instance, X reports delivering p
o packets to Y, while Y reports receiving p — p o packels
from X. Inconsistency alerts the receiver of the corresponding
feedback entries to the fact that something is wrong (either an
AD is lying or an inter-AD link is problematic), triggering
further investigation. So, one measure of the harm a lying AD
can do is the extent to which it can blame an innocent peer
without causing any feedback inconsistencies.

Lemma 4.1: IfAD X produces correct feedback entries on
traffic aggregate o, then none of X 's peers can blame any loss
or average delay on X with respect fo « withou! causing a
feedback inconsistency (we omit the straightforward proof for
lack of space).

Interestingly, the converse is also true: when AD X does
no! report on o traffic at all, then its peers can cause X to
be reported incompetent with respect to «. This is one of the
basic incentives for deploying our accountahility interface: the
more information an AD generates about its performance, the
more difficult it is for its peers to undetectably blame their
faults on it.

Note that Lemma 4.1 holds even when peering ADs use
different aggregate types. For instance, consider traffic aggre-
gate o that crosses a hand-off point from AD X to AD L (L
for “liar”). Suppose X produces a single feedback entry on
o, whereas [ produces one feedback entry for each « packet.
Now L can lie about which individual o packets X delivered,
but it must still ensure that the total number of received packets
it reports is equal to the number of delivered packets reported
by X. Similarly, L can lie about the time it received each
individual packet, but it must still choose the reported entry
times such that their average is equal to the average exit time
reported by X. Essentially, L can wrongly accuse X of losing
or delaying an individual o packet (and X cannot dispute
the claim, because it is not reporting on each packet), but it
cannot blame any loss or average delay on X with respect to
a without causing feedback inconsistencies.

Between successive ADs, feedback inconsistencies are in-
escapable at the granularity of the nearest common superset
of the aggregates reported for the same traffic. Being able to
find that nearest common superset efficiently (that is, without
combinatorial searches over all feedback entries received at the
source) is an essential criterion determining which aggregate
types are compatible with AudlIt.

2) Localization: When source S receives inconsistent feed-
back entries from a pair of ADs X and Y, either one of them
is lying about its performance, or at least one inter-AD link
between them is faulty. The source cannot determine which of
these are true, but it can narrow down the problem to the X -
Y pair. This may be useful to the source (e.g., if the source
is connected though multiple TISPs, it may be able to route
its traffic avoiding the suspicious X-Y link altogether), but it
is not enough for accountability: if ADs can lie about their
performance and then point fingers at their peers, there is no
incentive to tell the truth.

We address this problem by exposing lying ADs to the peers
they implicated. Continming with the above example, if source
S receives inconsistent feedback entries from X and Y, it
subsequently asks X and Y for a signed version of these
entries. If an AD responds with a signed enfry that differs
from the original (unsigned) one, then S concludes that AD
is lying (within our threat model). If both ADs insist on their
original reports, & sends both signed entries to both X and V.
From that point on, it is up to the two peers to sort out their
differences: if both ADs insist they are telling the truth, they
can investigate their inter-AD link; if no problems are found
with the link, i.e., the inconsistency was due to a lie, then the
lying AD) is exposed to the peer it implicated.

Audlt does not mandate how peering ADs investigate and
resolve their disputes over feedback inconsistencies—that de-
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pends on the debugging tools they have at their disposal as
much as their business relationship. Whatever the process, it
provides a strong incentive for ADs to be honest: if lying
means implicating a peer, who will deterministically learn that
it has been implicated, then lying means entering a (potentially
legal) dispute with that peer and damaging the corresponding
business relationship. Given the nature of today’s ISP business,
in which peers sign either provider-customer SLAs or peering
agreements, we believe that an ISP would not risk losing a
peer’s trust.

3) The Role of Inter-AD Links: One could argue that feed-
back inconsistencies between two peering ADs are impossible
to properly ascribe when in fact it is the inter-AD link between
them that has failed. In practice, an innocent AD should
be able to discover the truth: An inter-AD link can be a
physical link comnected at each end to elements belonging
to the two ADs; the only way for such a link to introduce
loss or unpredictable delay is for it to be physically damaged,
which is straightforward to debug with the right equipment.
Altermnatively, an inter-AD link can consist of two physical
links plugged into a switch located at an Internet exchange
point; in this case, investigating an inconsistency involves
verifying the health of the physical links as well as the loss
and delays introduced by the switch.

Of course, we carmnot preclude the case where an inter-AD
link goes through a sophisticated exchange point that intro-
duces multiple active elements in the datapath. In that case,
however, the exchange point itself becomes an administrative
entity that receives and delivers packets, which means that
it should also support Audlt, otherwise ADs will be free to
blame their faults on it. In general, the idea is that hard-to-
debug entities export the accountability interface, so that faults
can be tracked down to a pair of such entities and an easy-
to-debug element between them, like a physical link; then,
when two entities send inconsistent feedback, it is easy for an
innocent entity to determine whether the other one is lying or
the element between them has failed.

C. Off-path Lies

Besides lying about its forwarding performance, a malicious
AD may also choose to lie about having seen an aggregate
when it, in fact, has not. We refer to this misbehavior as
“off-path lying.” An adversary’s impersonating a legitimate
on-path AD (i.e., forging feedback entries for another AD) is
an authentication issue that is handled in an implementation-
specific fashion (see §V-E).

When all ADs on an aggregate’s path provide feedback,
the source will not be tempted to consider feedback from an
AD L situated off the actual path of the aggregate: if no AD
downstream of the source designates L as the next hop, L
cannot present itself as “on path.” An on-path AD M that
misrepresents its next hop to be L is itself malicious and can
be caught by the same feedback inconsistencies described in
the previous section: M’s downstream AD would report M as
the previous hop for the aggregate in conflict to M s reporting
of L as its next hop for the aggregate.

In general, an off-path AD L cannot blame loss or delay
with respect to aggregate & on an innocent AD any more than
an on-path AD can—i.e., not at all, as long as the innocent AD
produces correct feedback on a. In a scenario where not all
ADs on «’s path provide timely feedback, and, moreover, the
source does not know a’s AD-level path, L may be able to
produce credible feedback on o and present itself as being
on path; however, it cannot blame any loss or delay with
respect to o on any AD correctly reporting on «. Note that,
to produce credible feedback, I needs help by an on-path
colluder; without it, L would be hard pressed to pick the right
number of packets, a consistent average entry time, etc., at the
risk of being identified as a generator of false feedback and
penalized in its business with its partners.

V. Basic FEEDBACK ON TCP TRAFFIC

We now present our first case study: how an ISP can imple-
ment Audlt for reporting TCP-flow statistics, in particular, the
number of packets lost and, if that is zero, the average delay
incurred by each TCP flow within its network.

A, Checkpoints

Statistics are collected at designated checkpoints, located on
inter-AD links. Physically, a checkpoint can be a monitoring
module ruming inside a border router, or a separate box
positioned to passively tap the link. Conceptually, it consists
of a link tap, a clock, short- and long-term state and a sending
buffer.

An AD places checkpoints on all the links through which
traffic enters and exits its network. Each checkpoint typically
plays two roles: as an entry point, it collects statistics on traffic
entering the AD; as an exit point, it collects statistics on traffic
exiting the AD.

Each AD must keep its checkpoint clocks roughly synchro-
nized. One option is to use NTP and get an accuracy of a few
hundred microseconds (as long as each checkpoint is located
in the same local network with an NTP server) [11]; a better
one is to equip each checkpoint with a GPS receiver (currently
costing about $200) and get an accuracy of 340 nsec [4].
Checkpoints from different ADs located on the same inter-
AD link need only keep track of their clock drift.

B. The Accountability Cenfer

Each AD maintains an accountability center as part of
its network management platform. Physically, this can be a
module running inside a management node, or a cluster of
nodes, depending on the size of the AD and the amount of
traffic it generates and forwards.

An accountability center exports two interfaces. As part
of a source AD S, it exports a feedback receiver interface,
where reporting ADs can send their feedback regarding traffic
generated by 5; the address of this interface is publicly
available through DNS. As part of a reporting AD X, it exports
a follow up interface (e.g., over HTTPS), where feedback
receivers can request/provide signed statements in case of
feedback inconsistencies (see §IV-B.2), or verify that a certain
IP address corresponds to a checkpoint from X.
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