Routing amid Colluding Attackers

Jakob Eriksson
MIT CSAIL
jakob@csail.mit.edu

Abstract— We propose the first practical solution to the long-
standing problem of secure wireless routing in the presence
of colluding attackers. Our secure routing protocol, Sproutl,
continuously tries new routes to the destination. Routes are
probabilistically generated, with complete disregard for perfor-
mance metries, This makes Sprout uniquely resilient to attack: it
cannot be tempted by shortcuts. In order to avoid compromised
routes, and to ensure good overall performance, the quality
of each active route is monitored by means of signed end-
to-end acknowledgments. The amount of traffic sent on each
route is adjusted accordingly. Sprout effectively mitigates the
vast majority of known routing layer attacks, even when under
assault from a large number of colluding attackers. Experiments
on our 31-node testbed demonstrates the real-world performance
of Sprout in terms of packet delivery ratio, round-trip times and
TCP throughput. Our security analysis and simulation results
show that Sprout is able to quickly find working paths in
networks of hundreds of nodes and dozens or more atiackers.
For example, in a network of 200 nodes and an astounding 64
attackers, Sprout, on average, found a successful route within
less than 10 attempts. Yet, in benign settings, Sprout provides
TCP throughput within 15% of the shortest path throughput.
Overall, Sprout consistently delivers high, reliable performance
in benign as well as hostile environments.

I. INTRODUCTION

Routing protocols are subject to a wide variety of attacks,
many of which can be highly disruptive. Many sophisticated
attacks are “insider attacks”, in which the attacker has ac-
cess to legitimate nodes or certain cryptographic credentials.
Attacks by independent insiders have been addressed in the
literature, including [2]-[7]. However, much of the previous
work focuses on providing a secure environment for “insider”
nodes with respect to attacking “outsiders”. Current secure
routing protocols rarely address attacks by multiple colluding
insiders. The problem becomes more pronounced in open
networks, where nodes are considered legitimate members by
default. Previous work on probabilistic routing focuses on
selfish routing, and does not directly address routing security.

We propose Secure Probabilistic Routing (Sprout), a prac-
tical solution to the long-standing problem of secure wireless
routing in the presence of muliiple colluding insider attackers.
Sprout effectively mitigates the vast majority of the known

1The name “Sprout” has been used before. In [1], the SPROUT DHT social
network routing algorithm was proposed. We apologize for any confusion.
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routing laver attacks, and provides good performance in be-
nign conditions. Sprout is a source-routed, link-state, multi-
path routing protocol. In contrast with previous work, Sprout
generates routes probabilistically, focusing in the first stage
on diversity, rather than predicted performance. This makes
it more resilient than previously proposed routing algorithms,
to a wide variety of attacks. The obvious drawback of this
approach is that many of the generated paths are of poor qual-
ity, and may include attackers. To address this, a performance
based path selection algorithm is used as a second stage, which
assigns a probability to each generated route depending on its
measured reliability and end-to-end delay. Reliable routes with
short round-trip times carry the majority of packets, while a
fraction of packets are sent along other routes, to maintain
diversity. With every new route sampled, the probability of
finding a good one increases rapidly.

The primary contributions of this paper are as follows:

« A secure link-state dissemination protocol that minimizes
the types of fake links available to colluding attackers.

« A probabilistic route generation algorithm that quickly
finds routes through massively polluted link-state graphs.

« A probabilistic route selection algorithm that effectively
balances security and performance, and

¢ A comprehensive evaluation, through analysis, simulation
and implementation, of the above.

We have implemented Sprout in Linux, and deployed it
on our 3l-node indoor wireless testbed. Our experiments
demonstrates the real-world performance of Sprout in terms
of packet delivery ratio, round-trip times and TCP throughput.
Sprout effectively mitigates a wide range of attacks, and
delivers consistently high, reliable performance in hostile
environments. For example, in a network of 200 nodes and an
astounding 64 attackers, Sprout, on average, found a successful
route within less than 10 attempts. Similarly, in a massive
sybil attack with almost 3 times as many attacker identities
as legitimate identities (576 vs. 200), Sprout was on average
able to find a successful path after 35 attempts. While the
focus of this work is on security, rather than performance,
our evaluation shows that even in benign conditions, Sprout
performance is within 15% of that of shortest path routing.

The rest of the paper is structured as follows. Sec IT provides
an overview of prior related work In Sec. III, we describe
the Sprout protocol in detail. Sec. TV analyses Sprout’s re-
silience to routing attacks. Sec. V assesses Sprout’s high-level
performance in large networks, facing massive, sophisticated
attacks. Sec. VI describes our implementation of Sprout, and
its performance on our experimental testbed.
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II. RELATED WORK

Previous work on secure routing [2]-[6], [8] has addressed
independent attackers. However, aftacker collusion is fre-
quently, and imprudently, disregarded. In addition to regular
attacks, colluding attackers can a) pose as each other, creating
the appearance of links that do not exist, b) vouch for each
other, making attacking nodes appear legitimate, and ¢) collude
to create evidence against legitimate nodes, in a blackmail
attack, making them appear to be malicious or defective.

In general, previously proposed techniques are insufficient
for dealing with colluding attackers. A commonly used se-
cure routing technique is node-disjoint k-path routing. This
technique cannot provide routing security in any network that
is not k-connected. The problem is dramatically compounded
by colluding attackers; in the absence of specific security
measures, colluding attackers can frequently manipulate the
routing metric to ensure that the shortest & — 1 disjoint paths
all contain attacker nodes. Sprout does not require node- or
edge-disjoint paths.

Avoiding links or nodes after they display malfunctioning
or malicious behavior is another common secure routing tech-
nique [5]. The difficulty lies in accurately determining what
node is malfunctioning; attackers may be able to implicate
other nodes, enabling a powerful denial-of-service attack.
ODSBR [7] tracks down faulty links using signed acknowl-
edgments from intermediate relay nodes. ODSBR is highly
susceptible to the sykil and wormhole attacks, where colluding
attackers may create a large number of fictitious links, all of
which must be identified as bad before the protocol succeeds.
Sprout bases routing decisions on rowute performance rather
than individual links or nodes.

Other related work includes [9], which assumes an accurate
link-state graph, and the probabilistic techniques proposed in
[10], [11]. These do not address routing security. In SMT [12],
the authors assume the existence of multiple paths of varying
reliability, and design an end-to-end secure message transmis-
sion protocol that exploits these paths to ensure maximum
reliability and throughput. The SMT approach for end-to-end
reliability is well suited for use together with Sprout.

In [13], Perlman describes a secure flooding protocol for
wireline networks, and a link-state routing protocol which are
highly resilient to byzantine and denial-of-service attacks. This
work shares some aspects with Perlman’s early efforts, and we
use the secure flooding protocol as described in that work.

III. SECURE PROBABILISTIC ROUTING (SPROUT)

Sprout is a source-routed, link-state, multi-path routing
protocol with a probabilistic twist. Routing is done in two
stages: route generation, and route selection. In the route
generation stage, a large number of routes is probabilistically
generated, independent of any routing metric. This initial
disregard for performance, resulting in a highly diverse set
of routes, is fundamental to the security of the protocol In the
route selection stage, the performance of each active route is
monitored by means of signed end-to-end acknowledgments.
The reliability and round-trip time of an active route deter-
mines the fraction of packets sent over it.

A. Scenario and Security Model

We consider a multi-hop wireless network, and a very strong
attacker model. Attackers control multiple nodes, and attacker
nodes are potentially connected through high-speed out-of-
band communication links. This is a reasonable attacker
model: attackers can simply use existing alternative means
of communication. Furthermore, attackers are able to “spoof”
MAC addresses and/or any other identifiers. However, at-
tackers are not able to break encryption or cryptographic
signatures. Being a routing protocol, Sprout does not explicitly
address jamming or MAC layer denial of service attacks.
However, routes affected by localized jamming or DoS attacks
are automatically avoided by Sprout.

Each node holds a unique, signed, public-private key pair,
which we will also refer to as the node’s identity. Valid
identities are signed by an offline certifying authority (CA).
For the purpose of this presentation, a node’s identity is created
and signed by the manufacturer, and then permanently stored
in the device. Note the similarity to how MAC hardware
addresses are assigned: after the manufacturer assigns the
identity, anybody may purchase the device. This very lax certi-
fication policy avoids all of the problems generally associated
with having a CA: it is merely a manufacturing detail. A
similar method works for existing devices: identities can be
made available for purchase from the CA at some minimum
price. The minimum price is a requirement in Sprout, lest an
attacker create an unlimited number of identities®. An attacker
may still purchase or otherwise acquire a large number of
identities for use in an attack. In Sec. VI, we evaluate Sprout
with respect to large numbers of attacker identities.

It is assumed that a node s communicating with node d
has securely acquired the identity of d, or is able to do so
on demand. If nodes are to have IP addresses, Sprout can
accommodate this through the use of “Statistically Unique and
Cryptographically Verifiable” (SUCV) [14] identifiers.

Each node exchanges a symmetric key with each of its
known neighbors, using the public key of the neighbor to
bootstrap key setup. The symmetric key is used to encrypt
all one-hop communication between nodes. Hach source also
exchanges a symmetric key with any active destination upon
connection establishment. This key is used to sign end-to-end
acknowledgments, and for end-to-end payload encryption.

Nodes are assumed to have enough computational power
to perform verifications of signatures produced by a public
key crypto-system, as well as for creating signatures, both at
a rate similar to the rate with which the link state changes.
In contrast with most previous work, we do not assume that
the network is (A + 1)-connected, where A is the number of
attackers. However, we do assume that the network can remain
connected in the absence of attacker nodes.

B. Constructing the Link State Graph

At the core of any link-state routing protocol lies an algorithm
for constructing a link-state graph. In an unprotected link-state
protocol, attackers have an unlimited opportunity to pollute the

3Clearly, if a public-private key system is already in place, these (more
secure) identities can be used in place of the minimum-security identities
required by Sprout.
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