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Abstract- The global Internet routing infrastructure is a large
and complex distributed system where routing changes occur
constantly. Our objective in this paper is to develop a simple
and effective inference solution that can identify the AS or
inter-AS link failures that trigger large scale routing changes
in near realtime. We achieve this goal through a novel approach
based on link weights. We measure the weight of each inter-AS
link by the number of routes carried over that link, and keep
track of its expected value and variance. We then correlate the
weight changes of adjacent links and use a mmn-cut heuristic
to find candidates for the origin of change. This work makes
three contributions. First, we keep track of link weights rather
than the routes of individual prefixes and thus our analysis is
based on an aggregate view. Second, we use expected value and
mean deviation of the link weights to identify routing events
and distinguish route changes caused by failures from those
by recoveries. Finally we use a mmn-cut heuristic based on the
classification of routing events to accurately identify the AS
or inter-AS link most likely responsible for the observed route
changes. We verified our design using BGP data collected from
operational Internet. Our efficient and accurate routing diagnosis
solution can greatly help us gain better understanding of the
dynamics in the operational Internet.

I. INTRODUCTION
The global Internet routing infrastructure is a large and

complex system. Although the inter-domain routing protocol,
BGP, seems simple by its specification, its behavior can be
very complex in this fully distributed and highly dynamic en-
vironment where tens of thousands of routers interact through
BGP message exchanges. Yet it is crucially important, both
practically and theoretically, to be able to identify the origins
of routing changes. This ability enables network operators to
quickly locate the sources of significant routing events, and
enables researchers to gain further understanding of the routing
protocol's reactions to those events. In this paper, we present
a technique to efficiently detect significant events and identify
the Autonomous Systems (ASes) or inter-AS links that caused
the events.
We begin by considering the view from an arbitrary vantage

point in the Internet, a BGP router in an ISP or enterprise
network. One can hope to diagnose events by observing the
stream of BGP updates received by the router. The paths to
some prefixes change, some other prefixes become unreach-
able, and perhaps some new prefixes also appear. Given the
sheer scale and dense connectivity of the global Internet,

a typical BGP router receives a constant stream of update
messages. For example, one BGP router monitored by the
Oregon RouteViews received over 15 million routing updates
during January 2007. Furthermore, the dense connectivity
and routing policies lead to the fact that routers in different
locations have different views regarding the routes and route
changes to individual prefixes. These two factors suggest that
previous approaches to the origin inference by tracking route
changes to specific prefixes (e.g. the work in [4]) would require
routing data collected from a large number of vantage points
and thus incur a heavy load of data processing. To develop a
simple and effective inference solution, we must start from a
different point.
We design a new inference scheme using the abstract

measures of link weight and weight changes developed in our
previous work, the Link-Rank tool [9]. Link-Rank extracts the
total number of routes carried over each inter-AS link in the In-
ternet topology, called link weight, and measures the changes
in the number of routes on each link to capture aggregate
routing changes. This provides a concise representation of the
view from a particular BGP router. We further leverage our
previous observations that, among multiple alternative paths
to a given destination, the most preferred pathi is used most of
the time [12]. As a direct corollary from this observation, each
AS link is expected to have a stable weight, and deviations
from this expected value can serve as indications of significant
routing changes.

Once a significant deviation is detected, our objective is
to identify the origin of this deviation. Given the view from
a single router, we can use a mmn-cut heuristic to identify
the most likely faulty AS node or AS-AS link, enabling an
isolated BGP router with only its own update stream to identify
significant events and infer the origin of these events. By
correlating changes observed from different monitors, we can
achieve a very high degree of accuracy identifying the AS node
or AS-AS link responsible for triggering the event. This can all
be done in near real-time and provides useful tool for network
operations and for understanding BGP protocol behavior in the
aggregate. We validated our heuristic by accurately identifying
session problems reported by Abilene with its peers. Our
evaluation on events where problem area is adjacent to the
origin AS shows that we could achieve an accuracy of close
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to 95%. On applying our heuristic over one month of BGP
data, we found various interesting routing instabilities, some
recurring again and again, clearly highlighting the need to be
able to identify origin of changes on a regular basis.
The remainder of the paper is organized as follows. Sec-

tion II provides background on Internet routing, BGP data
collection, and our LinkRank approach of assigning weights.
Section III presents our scheme for identifying events and
Section IV describes the mmn-cut heuristic. Section V validates
our scheme and presents the results of using our approach on
BGP data from the Internet. Section VI discusses some open
issues. Section VII presents related work and Section VIII
concludes the paper.

II. BACKGROUND
A. Internet Routing and BGP

The Internet consists of a large number of networks called
autonomous systems (AS). Each AS is assigned an AS num-
ber and contains one or multiple destination networks. Each
destination network is represented by an IP address prefix.
For example, the prefix 131.179.96.0/24 represents a network
at UCLA and is part of AS 52 (UCLA's AS number). As of
July 2007, the Internet consists of over 25,000 autonomous
systems and over 220,000 prefixes.

Border Gateway Protocol (BGP) [13] is the de-facto routing
protocol used between autonomous systems in the Internet
today. BGP is a path vector protocol and routing information
in BGP is propagated by the sending BGP update messages. A
BGP update message contains information about the destina-
tion prefix and the AS path used to reach that prefix. Figure 1
shows how BGP updates propagate routing information in the
Internet. In this figure, AS 22 owns a prefix PtI and sends a
BGP update message {PI1 22} to its neighbor AS 33. AS
22 is said to be the origin AS for prefix PI. On receiving
this update, AS 33 now prepends its own AS number to the
received path and sends the BGP update {PI1 33, 22} to its
neighbors, AS 44 and AS 55. Note, AS 44 receives two paths
to reach P1 and it chooses one of them as the primary path
based on its routing policies.

In Figure 1, a router in AS 44 is attached to a collection
box that receives and logs BGP updates. The collection box
could be some private log system setup by AS 44 or could
be a public log of BGP updates such as those provided by
RouteViews [11I] and RIPE [15]. In the figure, router R in AS
44 serves as our observation point and the update data provides
a view from operational router R in AS 44. An observation
point is always a specific router and different routers in the
same AS may provide different views. But if there is only one
router R being monitored in an AS A, we refer to view from
router R in AS A as simply the view from AS A.

B. Inferring origin of routing changes
The origin of a routing change is the AS that first sends out

an update message indicating a change in BGP route. This
change then propagates through the Internet and is observed
at different BGP routers. The origin can also be defined as
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Fig. 1. Internet routing and BGP monitoring

an AS-AS link if the reason the update was sent was due to
an issue with that particular link. For example, suppose the
link between AS 44 and AS 33 failed in Figure 1. Depending
on how quickly and efficiently BGP converges, our collection
point may receive a few updates. Eventually our collection
point will receive a BGP update reporting the new path to
P1 as {PI1 44, 55, 33, 22}. The origin of this change is the
link between AS 44 and AS 33. The problem of inferring
origin of change involves examining the observed BGP route
changes and inferring the AS that sent originated the BGP
route change.

However our objective is not to investigate every single AS
path change. Internet routing is very dynamic and routes are
constantly changing with a typical observation point logging
over 15 million updates in a month. In this work, we focus
on aggregate routing changes that stand out from day to day
activity. To aggregate changes together and identify events, we
begin with some of our previous work from the Link-Rank
representation and visualization toolset.
C. Link-Rank graphs
Link-Rank graphs are used to visualize routing events in-

volving multiple prefixes. Link-Rank takes as input the updates
received from an observation point (BGP router) and uses the
AS path information in updates to construct that observation
point's view of the logical AS connectivity. In particular, Link-
Rank assigns a weight to each logical AS-AS link that reflects
the number of BGP routes carried over that link. Due to
differences in BGP polices, the same link can have a different
weight when viewed from different observation points. Unless
otherwise specified, in the rest of the paper, link weight is
tied to a specific observation point. Each update from the
observation point may report some change in path for some
prefixes and thus may change the link weight for one or
more logical links. Overall, an observation point can provide a
logical topology where each link in the topology has a weight
that reflects the number of prefixes carried on the link and
each update potentially changes the weights.

These changes can be captured using a rank change graph
such as the one shown in Figure 2. The figure shows an
event observed from a router in AS 11686. Red edges (with
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Fig. 2. Example of a Link-Rank graph from AS 11686

negative weights) indicate that a link has lost of routes and the
weight equals the number of routes lost, while green edges
indicate a gain of routes (and thus gain of weight) on that
link. Arrow direction indicates how traffic would flow from
the observation point to the destinations with the observation
point colored blue. This simple Link-Rank graph shows the
main link weight changes involved in a routing event. In
this case, the origin of the event was a problem on the link
between 11686 and 3561. Link-Rank is meant to be a tool
to aid network operators understand changes and relies on
user insight in making inferences about event. Systematically
identifying events and finding their origin is non-trivial and is
the focus of this paper.

While Link-Rank graphs and concepts provide an aggre-
gated view of routing from an observation point, the link
weights are in constant flux. BGP routing is dynamic and there
are constant changes going on in the Internet. These changes
result in changes in link weights. However, there is reason to
believe one could establish a normal value for a given logical
link. Prior work in understanding BGP dynamics indicated that
majority of routes in the Internet do not change frequently, and
majority of the routing changes can be narrowed down to a
small percentage of prefixes [14], [6]. Furthermore, our pre-
vious measurements showed that among multiple alternative
paths to a given destination, the most preferred path is used
most of the time [12]. The combined results from the above
observations lead to the expectation that the number of routes
carried over most AS-AS link could be captured as some sort
of an expected normal value.

III. EVENT DETECTION
In this section, we explain how we characterize link weights

and identify routing events. Our first objective is to identify
the expected value of a link over a period of time. In addition
to this expected value, we are also interested in knowing how
stable the link weight is over a period of time. Using these
two values we try to identify events by looking for irregular
behavior.
We sample the link weight every T time units and define an

exponential moving average of link weight to get the expected
Weight. The expected weight W-t (1) at time t takes into account
the past history of the link weight as well as present and is

computed as

where wt (1) is the current weight of the link 1, and av
decides how much importance is assigned to the current value
comipared to the past values.

It is not enough to just capture the expected weight and one
also needs to take into account the typical variance of this link.
This variance will be an important factor in identifying events.
Figure 3(a) shows the instantaneous weight of link 7018-1239
as seen from a BGP router in AS 7018. Note that the Y-range
in this graph starts from 23,600. We can see a few spikes
in the instantaneous weight as well as some longer lasting
changes (plateaus). Our approach is to characterize how much
link weights fluctuate and look for deviations that exceed some
normal value. We capture this deviation using mean deviation
6t (l) = W-t(l) -wt (l) ~, where W-t (l) is the expected weight of
link 1, and wt (1) is the current observed weight of the link.
To take into account the history of deviation, we define an
exponential moving average of the mean deviation as

6t 1) =(1 /3) a6 i(l) + /3 w-t(l) -wt (l)
Our objective in assigning values to the sampling interval T,

a and Q3 is to get an expected behavior that is not influenced by
very short lived changes (especially convergence events), while
at the same time being able to adapt to longer lasting changes
quickly enough. We want the value of T to be greater than
the convergence time, which has been found to be 2 minutes
on average [12] and sometimes be as long as 5 minutes.
Based on this, we conservatively set the sampling interval
T =10 minutes. We wanted the expected weight to be resilient
against short lived changes in weights due to failures. We
picked a few random links from the set of heavy weight links,
medium weight links and low weight links. We plotted the
instantaneous samples for all these links over a 10 day period.
We then plotted the expected weight W-t (1) for different values
of a ranging from 0.1I to 0.9. From our observations, a =0.1I
provided a close approximation of the link weights while not
being affected by the short lived spikes. Figure 3(b) shows the
expected weight for (7018,1239) with a =0.1, and we can
see that the curve closely follows the instantaneous values
except for the short lived spikes. Following similar studies for
deviation, we picked Q3 0.25. With an accurate knowledge
of mean failure and recovery times, one may be able to better
tune the value of a and 03.
A. Link Events
We define a link event as a significant deviation from the

expected weight of a link. The mean deviation 6t (1) provides
an estimate of how much a link weight fluctuates. We define
a change as significant when the weight of a link changes
by more than twice the expected mean deviation. In other
words, we associate the start of the event as the time when
the current weight changes by more 2 * 6t (1). At this point, we
need to identify the end of the event when the link stabilizes
again. We mark the end of the event by using a fixed timeout
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