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Abstract— The global Internet routing infrastructure is a large
and complex distributed system where routing changes occur
constantly. Our objective in this paper is to develop a simple
and effective inference solution that can identify the AS or
inter-AS link failures that trigger large scale routing changes
in near realfime. We achieve this goal through a novel approach
based on link weights. We measure the weight of each inter-AS
link by the number of routes carried over that link, and keep
track of its expected value and variance. We then correlate the
weight changes of adjacent links and use a min-cut heuristic
to find candidates for the origin of change. This work makes
three contributions. First, we keep track of link weights rather
than the routes of individual prefixes and thus our analysis is
based on an aggregate view. Second, we use expected value and
mean deviation of the link weights to identify routing events
and distinguish route changes caused by failures from those
by recoveries. Finally we use a min-cut heuristic based on the
classification of routing events to accurately identify the AS
or inter-AS link most likely responsible for the observed route
changes. We verified our design using BGP data collected from
operational Internet. Cur efficient and accurate routing diagnosis
solution can greatly help us gain better understanding of the
dynamics in the operational Internet.

[. INTRODUCTION

The global Internet routing infrastructure is a large and
complex system. Although the inter-domain routing protocol,
BGP, seems simple by its specification, its behavior can be
very complex in this fully distributed and highly dynamic en-
vironment where tens of thousands of routers interact through
BGP message exchanges. Yet it is crucially important, both
practically and theoretically, to be able to identify the origins
of routing changes. This ability enables network operators to
quickly locate the sources of significant routing events, and
enables researchers to gain further understanding of the routing
protocol’s reactions to those events. In this paper, we present
a technique to efficiently detect significant events and identify
the Autonomous Systems (ASes) or inter-AS links that caused
the events.

We begin by considering the view from an arbifrary vantage
point in the Internet, a BGP router in an ISP or enterprise
network. One can hope to diagnose events by observing the
stream of BGP updates received by the router. The paths to
some prefixes change, some other prefixes become unreach-
able, and perhaps some new prefixes also appear. Given the
sheer scale and dense connectivity of the global Internet,

1-4244-1588-8/07/$25.00 ©2007 IEEE

a typical BGP router receives a constant stream of update
messages. FHor example, one BGP router monitored by the
Oregon RouteViews received over 15 million routing updates
during January 2007. Furthermore, the dense connectivity
and routing policies lead to the fact that routers in different
locations have different views regarding the routes and route
changes to individual prefixes. These two factors suggest that
previous approaches to the origin inference by tracking route
changes to specific prefixes (e.g. the work in [4]) would require
routing data collected from a large number of vantage points
and thus incur a heavy load of data processing. To develop a
simple and effective inference solution, we must start from a
different point.

We design a new inference scheme using the abstract
measures of {ink weight and weighr changes developed in our
previous work, the Link-Rank tool [9]. Link-Rank extracts the
total number of routes carried over each inter-AS link in the In-
ternet topology, called link weight, and measures the changes
in the rumber of routes on each link to capture aggregate
routing changes. This provides a concise representation of the
view from a particular BGP router. We further leverage our
previous observations that, among multiple alternative paths
to a given destination, the most preferred path is used most of
the time [12]. As a direct corollary from this observation, each
AS link is expected to have a stable weight, and deviations
from this expected value can serve as indications of significant
routing changes.

Once a significant deviation is detected, our objective is
to identify the origin of this deviation. Given the view from
a single router, we can use a min-cut heuristic to identify
the most likely faulty AS node or AS-AS link, enabling an
isolated BGP router with only its own update stream to identify
significant events and infer the origin of these events. By
correlating changes observed from different monitors, we can
achieve a very high degree of accuracy identifying the AS node
or AS-AS link responsible for triggering the event. This can all
be done in near real-time and provides useful tool for network
operations and for understanding BGP protocol behavior in the
aggregate. We validated our heuristic by accurately identifying
session problems reported by Abilene with its peers. Our
evaluation on events where problem area is adjacent to the
origin AS shows that we could achieve an accuracy of close
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to %53%. On applving our heuristic over one month of BGP
data, we found various interesting routing instabilities, some
tecurting again and again, cleatly highlighting the need to be
able to idertify otigin of changes on a regilar basis.

The remainder of the paper is organized as follows, Sec-
tion II provides background on Intermnet routing, BGP data
collection, and our LinkRank approach of assigning weights.
Section [II presents our scheme for identifying events and
Section IV describes the min-cut heuristic, Section V validates
ot schemne and presents the results of using our approach on
BGP data from the Internet. Section VI discusses some open
igsues. Section WII presents related wotk and Section VIII
concludes the paper.

II. BACKCROUND
A. Infernei Rowting and BGEP

The Internet consists of a largs mumber of networks called
autonomonus gsysterns (AS). Each AS iz assdpned an AS num-
bet and contains one or moltiple destination netwetks. Each
destination network is represented by an [P address prefix.
Faor example, the prefix 121.173.940.0/24 represents a network
at UCLA and is part of AS 52 (UCLA s AS munber). As of
Iuly 2007, the Internet consists of ower 25,000 autonemons
systems and over 220000 prefixes.

Border Gateway Protocol (BGEY [13] 15 the de-facto routing
protocol used between autonomous systems in the Internet
today. BGF 1z a path wector protocol and routing information
in BGP is propagated by the sending BGF update messapes. A
BGP update message contains information about the destina-
tion prefix and the AS path used to reach that prefix. Figure 1
shows heow B GP updates propagate roufing information in the
Intemet. In this figure, AS 22 owns a prefix P1 and sends a
BOF update message {P1: 22] to its neighbor AS 33, AS
22 iz szaid to be the origin AS for prefix P1. On receiving
this update, AS 33 now prepends its own AS munber to the
received path and sends the BOP update {P1: 33,221 to its
neighbors, AS 44 and AS 55, Mote, AS 44 receives two paths
to reach P1 and it chooses one of them as the primary path
based on its rouling policies.

In Figure 1, a router in AS 44 15 attached to a collection
bex that receives and logs BGF updates. The collection box
could be some private log systemn setup by AS 44 or could
be a public log of BGP updates such as those provided by
RouteViews [11] and RIPE [15]. In the figure, router 5 in AS
44 serves as our observation point and the update data provides
a view from operadional rowfer B in AS 44, An observation
point is always a specific router and different routers in the
same AS may provide different views, But if there is anly one
touter K being monitored in an AS A, we refer to view from
touter B in AS A as simply the view from AS A

B, Inferring origin of rowdlng chianges

The arigin of a routing change is the AS that first sends out
an 1pdate messapge indicating a change in BGP route. This
change then propagates through the Internet and is observed
at different BGP routers. The cotigin can also be defined as
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Fig. 1. Intermet ronuting ared BOP monitofing

an AS-AS link if the reason the update was sent was due to
an issue with that particular link. For example, suppose the
link between AS 44 and AS 33 failed in Hgure 1. Depending
on hew quickly and efficiently BGP converges, our collection
poirt may receive a few updates. BEwentually our collection
poirt will receive a BOGP update reporting the new path to
P1as {F1:44,58 33 22}, The origin of this change is the
link between AS 44 and AS 33, The problem of inferring
otigin of change imvelves exarmining the observed BGP route
changes and inferring the AS that sent originated the BGP
toute change.

Howewver our objective is not to investigate every sngle AS
path change. Internet routing is very dynarmic and routes are
constantly changing with a typical observation peint logging
over 15 millien updates in a menth. In this work, we focus
on aggresate routing changss that stand out fom day to day
activity. To aggregate changss together and identifyy events, we
begin with some of our previous work from the Link-Rank
tepresentation and visualization toolset.

L. Link-Rank grapfus

Link-Eank graphs are used to visualize routing events in-
volving multiple prefixes. Link-Rank takes as input the updates
tecetved fom an observation point (BGP reuter) and uses the
AS path information in updates to construct that observation
point’s view of the logical AS connectivity. In particular, Link-
Rank assigns a weight to each logical AS-AS link that reflects
the number of BGP routes carried over that link, Due to
differences in BGP polices, the same link can have a different
weight when viewed from different ohservation points. Unless
otherwise specified, in the rest of the paper, link weight is
tied to a specific observation point. Each update from the
observation point may report some change in path for some
prefizes and thus may change the link weight for one or
motre logical links, Overall, an observation point can provide a
logical topology where each link in the tepelogy has a weight
that reflects the number of prefixes cartied on the link and
each update potentially changes the weights.

These changes can be captured using a rank changs graph
such as the one chewn in Figire 2. The figre shows an
event obsetved fom a router in AS 11686, Red edges (with
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