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Abstract-Route redistribution (RR) has become an integral
part of IP network design as the result of a growing need
for disseminating certain routes across routing protocol bound-
aries. While RR is widely used and resembles BGP in several
nontrivial aspects, surprisingly, the safety of RR has not been
systematically studied by the networking community. This paper
presents the first analytical model for understanding the effect
of RR on network wide routing dynamics and evaluating the
safety of a specific RR configuration. We first illustrate how
easily inaccurate configurations of RR may cause severe routing
instabilities, including route oscillations and persistent routing
loops. At the same time, general observations regarding the root
causes of these instabilities are provided. We then introduce a
formal model based on the general observations to represent
and study the safety of route redistribution. Using the model, we
prove that given a RR configuration, determining whether the
redistributions result in a cycle is NP-hard. Given this complexity,
we present a sufficient condition, which can be checked in
polynomial time with the proposed analytical model, for ensuring
the s~afety of a RR configuration. Finally, the paper proposes
potential changes to the current RR protocol to guarantee safety.

I. INTRODUCTION
Recent studies show that some enterprise networks rival

carrier networks in terms of scale and complexity of routing
design [1I]. One may even argue that because of a more
dynamic business environment fueled by acquisitions and
mergers, large enterprise networks may be more difficult to
control and manage than carrier networks. One source of this
difficulty stems from the fact that the routing structure of a
large enterprise network typically consists of multiple domains
or routing instances [1]. Routing instances form for many
reasons. Company acquisitions, departments administered by
different teams, and multi-vendor equipments may lead to
such situations [2]. Alternatively, network administrators may
intentionally create separate routing instances to filter routes,
limit reachability and enforce policies [3].

Routers within one routing instance typically run the same
routing protocol to fully share reachability information and
they by default do not exchange routing information with
routers in other routing instances. Considering the network
in Figure 1, two routing instances are depicted. Routers in
the RIP instance do not have visibility of the addresses and
subnet prefixes in the OSPF instance and vice versa. To allow
the exchange of routing information between different routing
instances, router vendors have introduced a feature called route
redistribution. Route redistribution (RR) is a configuration
option local to a router. It designates the dissemination of
routing information from one protocol process to another
within the same router. For routers in the RIP instance to learn

the prefixes in the OSPF instance, a router (e.g., D or F) needs
to run both a process of RIP and a process of OSPF and inject
the OSPF routes into the RIP instance.
As such, router vendors introduced RR to address a need

from network operations. We recently looked at more than a
thousand operational networks and found that RR is indeed
widely used. More than ninety percent of networks with at
least ten routers rely on RR for routing. However, contrary
to traditional routing protocols, there is no standard or RFC
formally defining the functionality of RR. Significant efforts
are usually associated with the design and analysis of a
routing protocol to ensure its correctness and stability but
the specification of RR did not receive as much attention.
Consequently, RR is often misconfigured leading to sub-
optimal routing and even severe instabilities such as route
oscillations and persistent routing loops.
The risks of route redistribution have been acknowledged

by router vendors and network operators, but there is currently
no general guideline to configure RR correctly. Solutions are
developed on an ad-hoc basis for specific situations [3] but
most existing solutions do not satisfy network design goals.
RR has two main objectives. The first one is to propagate
routing information between different routing instances for
connectivity purposes as described earlier. The second objec-
tive is route back up: in the event of a network failure (e.g.,
link B-C of Figure 1 being down), routing instances should
provide alternate forwarding paths to each other (e.g.. router
C should still be able to reach router A through the C-F-F-
D-A path.) However, to avoid route oscillations and routing
loops, according to current vendor recommendation [2], a
route received from a routing instance must not be re-injected
back into that same instance. Such a strong restriction pre-
vents domain back-up. In addition, most of existing solutions
apply to scenarios with only two routing instances, but large
operational networks often include more than two routing
instances [1I].

In short, RR has become an integral part of IP network
design but its stability seems sensitive to network failures and
configuration errors. To the best of the authors' knowledge this
paper is the first to analyze route redistribution and attempt to
identify the origins of the observed instabilities. Our work is
based on two key insights. First, we observe that the way
RR effects the flow of routes is very similar to that of a
distance vector routing protocol, albeit with a larger scope
since the routes are passed between routing instances. Second,
the policy-based functionality of RR makes it resemble BGP
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Fig. 1. An example enterprise network that consists of two routing instances.

Without route redistribution, the routers in the RIP instance do not have

knowledge of the destinations in the OSPF instance, and vice-versa.

in several nontrivial ways.

The rest of the paper is organized as follows. Section

provides a tutorial of the concepts related to the RR procedure.
Section III illustrates some of the instabilities that route

redistribution can cause. Section IV introduces a model to

abstract the dynamics of the RR procedure. The model helps
to identify the formation of route oscillations and persistent
routing loops as will be demonstrated in Section V. In Section

VI, we show that determining whether a configuration of

route redistribution can converge to a state containing a cycle
is NP-hard. This complexity has motivated us to develop a

sufficient condition for RR safety. The result is presented in

Section VI. Finally in Section VII, we propose a set of changes
to the RR procedure itself aimed at creating a protocol that is

inherently safe, i.e., free of instabilities even if misconfigured.

BACKGROUND

Although a router may run multiple routing protocols at the

same time, it forwards packets according to routes stored in

a protocol-agnostic table called Forwarding Information Base

(FIB). Routing instabilities such as oscillations and loops are

always the consequence of some routers installing some wrong

routes in their FIBs. As background information for the rest of

the paper, this section briefly explains how a router populates
its FIB and describes the role of route redistribution in that

procedure. Without loss of generality, all discussions are with

respect to a single destination prefix, denoted by P, unless

noted otherwise.

A. Route Selection

A router that runs multiple routing protocols actually in-

stantiates a separate routing process for each protocol. Each

instantiated routing process has its own Routing Information

Base (RIB) to store protocol-specific routing information.

These processes may offer routes to P at the same time and

the router then must select one of the routes to include in

the FIB. To add flexibility to the selection procedure, router

vendors have introduced a configurable integer parameter per-

routing process, called administrative distance [4], to facilitate

a logic for ranking a set of routing processes that supply
routes to a same destination prefix. Upon creation, each routing

process is assigned a protocol-specific default administrative

Fig. 2. Router's route selection procedure. Router D may need to perform
route selection among three routing processes while G may need to select

between two. D and G belong to the same OSPF routing instance.

distance. For example, the default administrative distance (AD)
is 10 for OSPF and 120 for RIP. The administrator may

override the default AD of a protocol, according to local policy
and on a per-router per-prefix basis, as part of the protocol
configuration. The administrative distance values are local to

a router and are not propagated in any signaling message.

Among the routing processes announcing a route to P, the

one with the lowest administrative distance will be selected.

We will refer to it as the selected routing process for P and the

route subsequently installed in the FIB the active route for P.

If multiple processes present the same lowest administrative

distance, the router picks one of them using a nondeterministic

and vendor-specific algorithm. Fig. 2 illustrates the adminis-

trative distance based route selection procedure on two routers

(D and G in the enterprise network shown in Fig. 1). Router

D has three concurrent routing processes: OSPF, RIP, and

the built-in process for handling local static routes or direct

connected subnets. When the OSPF and RIP processes present

independent routes to P at the same time, the router will select

the route from the OSPF processs because of its lower AD

value (11 0 vs. 120).

B. Route Redistribution

A router running multiple routing processes does not by
default redistribute routes among these processes. Route redis-

tribution (RR) must be explicitly configured. The RR configu-
ration and operation can be complex. Contrary to most routing
protocols which optimize a metric, RR is driven by policies,
making it very similar to BGP. As in BGP, access control

lists can be applied and tags can be assigned to the different

prefixes. In Cisco, route-map allows network administrators

to filter the routes, prioritize the received announcements

(by assigning different AD values) and modify the attributes

of the redistributed routes. Figure 3(a) provides an example
of a Cisco configuration redistributing routes from a RIP

process into an OSPF one. The route-map statements filter the

route and modify the attributes of the redistributed routes. In

Juniper routers. RR is specified through routing policies (i.e..

import and export statements). Figure 3(b), extracted from [5],

provides an example of a JUNOS configuration redistributing
the routes from a RIP process into an OSPF one.

When configuring a route redistribution, a number of per-
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