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Abstract—Route redistribution (RR) has become an integral
part of IP network design as the result of a growing need
for disseminating certain routes across routing protocel bound-
aries. While RR is widely used and resembles BGP in several
nontrivial aspects, surprisingly, the safety of RR has not been
systematically studied by the networking community, This paper
presents the first analytical moedel for understanding the effect
of RR on network wide routing dynamics and evaluating the
safety of a specific RR configuration. We first illustrate how
easily inaccurate cenfigurations of RR may cause severe routing
instabilities, including route oscillations and persistent routing
loops. At the same time, general observations regarding the root
causes of these instabilities are provided. We then intreduce a
formal model hased on the general observations to represent
and study the safety of route redistribution. Using the medel, we
prove that given a RR configuration, determining whether the
redistributions result in a cycle is NP-hard. Given this complexity,
we present a sufficient condition, which can be checked in
polynomial time with the preposed analytical model, for ensuring
the safety of a RR configuration. Finally, the paper proposes
potential changes to the current RR protocel to guarantee safety.

[. INTRODUCTION

Recent studies show that some enterprise networks rival
carrier networks in terms of scale and complexity of routing
design [1]. One may even argue thal because of a more
dynamic business environment fueled by acquisitions and
mergers, large enterprise networks may be more difficult to
control and manage than carrier networks. One source of this
difficulty stems from the fact that the routing structure of a
large enterprise network typically consists of mulfiple domains
or routing instances [1]. Routing instances form for many
reasons. Company acquisitions, departments administered by
different teams, and mulii-vender equipments may lead fo
such situaticns [2]. Alternatively, network administrators may
intentionally create separate routing instances to filter routes,
limit reachability and enforce pelicies [3].

Routers within cne routing instance typically run the same
routing pretocol to fully share reachability information and
they by default do not exchange routing information with
routers in other routing instances. Considering the network
in Figure 1, two rcuting instances are depicted. Routers in
the RIP instance do not have visibility of the addresses and
subnet prefixes in the OSPF instance and vice versa. To allow
the exchange of routing information between different routing
instances, router vendors have introduced a feature called route
redistribution. Route redistribufion (RR) is a configuration
option local to a router. It designates the dissemination of
routing information from one protecel process te ancther
within the same router. For routers in the RIP instance to learn
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the prefixes in the OSPF instance, a router (e.g., D) or F} needs
to run both a process of RIP and a process of OSPF and inject
the OSPF routes into the RIP instance.

As such, router vendors infroduced RR to address a need
from network operations. We recently looked at moere than a
thousand operational networks and found that RR is indeed
widely used. More than ninefy percent of networks with at
least ten routers rely on RR for routing. However, contrary
to fraditicnal routing protocols, there is ne standard or RFC
formally defining the functionality of RR. Significant efforts
are usually associated with the design and analysis of a
reuting protecol fo ensure its correctness and stability but
the specification of RR did not receive as much attention.
Consequently, RR is often misconfigured leading to sub-
optimal routing and even severe instabilities such as route
oscillations and persistent routing loops.

The risks of route redistribution have been acknowledged
by router vendors and network operators, but there is currently
no general guideline to configure RR correctly. Sclutions are
developed on an ad-hec basis for specific situations [3] but
most existing solufions do not satisfy network design goals.
RR has two main objectives. The first one is to propagate
routing information between different routing instances for
connectivity purposes as described earlier. The second objec-
tive is roufe back up: in the event of a network failure {(e.g.,
link B-C of Figure 1 being down}, routing instances should
provide alternate forwarding paths (o each other {e.g., router
C should still be able to reach router A through the C'-F-F-
D-A path.y However, to avoid route oscillations and routing
loops, accoerding fo current vendor recommendation [2], a
route received from a routing instance must not be re-injected
back into that same instance. Such a strong restriction pre-
vents domain back-up. In addition, most of existing solutions
apply to scenarios with only two routing instances, but large
operational networks often include more than (wo routing
instances [1].

In short, RR has become an integral part of [P network
design but its stability seems sensitive to nefwork failures and
configuration errors. To the best of the authors® knowledge this
paper is the first to analyze route redistribution and attempt (o
identify the origins of the observed instabilities. Our work is
based on twe key insights. First, we observe that the way
RR effects the flow of routes is very similar (o that of a
distance vector routing protecol, albeit with a larger scope
since the routes are passed between routing instances. Secend,
the policy-based functionality of RR makes it resemble BGP
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