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Abstract

The heterogeneityand opennature of networksystems
make analysisof compositionsof componentsquite chal-
lenging, makingthe designand implementationof robust
networkserviceslargely inaccessibleto the average pro-
grammer. We proposethe developmentof a novel type
systemand practical type spaceswhich re�ect simpli�ed
representationsof the resultsand conclusionswhich can
be derived from complex compositionaltheoriesin more
accessibleways,essentiallyallowing the systemarchitect
or programmerto be exposedonly to the inputsand out-
put of compositionalanalysiswithouthavingto befamiliar
with the ins and outsof its internals. Toward this endwe
presentthe TRAFFIC(TypedRepresentationand Analysis
of FlowsFor Interoperability Checks) framework, a simple
�ow-compositionand typing language with corresponding
typesystem.We thendiscussand demonstrate the expres-
sivepowerof a typespacefor TRAFFICderivedfrom the
networkcalculus, allowing us to reasonabout and infer
such propertiesas data arrival, transit, and loss ratesin
largecompositenetworkapplications.

1. Intr oduction

In a recentpaper[2], we arguedthatspecifying,design-
ing, anddevelopingcorrect,ef�cient, andresilientsystems
is a notoriouslyhard problem, particularly when placing
thesesystemsin opencontexts in which they will interact
with dynamicandunpredictableenvironments,peers,and
adversaries.By “correct” we meanthatwe know with cer-
tainty somedesirableinvariantsof a system. Many tech-
niquesarealreadyavailableto describe,discuss,anddeduce
the invariantsof a single software component: type sys-
tems,model checking,mathematicalanalysesand count-
less derivative tools allow us to speakcon�dently about
many local invariants(e.g., well-formedoutput,minimum
throughput,maximumresponsetime,etc).

While therearemany interesting,useful,andplausibly
veri�able propertiesof single software agentsfor which
plausibleveri�cation systemsdo not yet exist, we do pos-
sessa fairly goodhandleon what invariantpropertiesfor
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singlesoftwarecomponentslook like andhow to go about
expressingandtestingthem. Whatwe do not yet have is a
solid graspuponhow to describe,discuss,anddeducethe
global invariantsof open,extensiblesoftwaresystems,or
how to (hopefully ef�ciently) bridge the gap betweenlo-
cal andglobal invariants, whereglobal invariantsdescribe
the acceptablerangeof behaviors andemergentproperties
whenthecomponentsor agentsmakingupasysteminteract
(e.g., deadlock-free,stable,fair, etc).

This paperpresentsTRAFFIC, our prototypeof a spec-
i�cation languageandtype inferencemodelthat is ableto
take resultsandcontributionsfrom valuablebut lessacces-
sible approachesto compositionalveri�cation andmechan-
ically integratetheir resultsto checkfor potentialproblems
in a givensystemor design.TRAFFIC builds upona large
bodyof work on softwaredevelopmentparadigmsfor net-
worked systems(e.g., [12, 8, 7]) and formalismsfor the
analysisof their behaviors (e.g., [4, 10, 9, 11, 6])1 by offer-
ing a level of abstractionbetweenthe expressive power of
those(andother)tools andthe programmer's employment
of them.

2. Networks of TypedGadgets

Formal systemslike control or schedulingtheoryallow
us to abstractaway somepropertiesof a systemto make
it possibleto reasonaboutthe systemat a level which is
impracticalwhile retainingfull detail. Sometimes,how-
ever, eventheseabstractrepresentationsafford usmorede-
tail thanweactuallyrequire;in suchcases,it maybeadvan-
tageousto utilize “loose” descriptionsof systemsandcom-
ponentswherethoselessprecisedescriptionsaresuf�cient
to demonstratesomedesirableinvariants. For example,it
may suf�ce simply to know whetheror not a controller is
over-damped,whetherthe aggregate signalingpath delay
exceedssomethreshold,whetherthe total steady-stateer-
ror decreasesexponentially, polynomially, or simplymono-
tonically in time, or somecombinationof suchproperties.
Thesesimplerabstractions,in turn, may be moresuitable
for export into otherdomainswhich are interestedin rea-
soningabouthigh-level qualitative propertiesof the com-

1Spacelimitationsprecludea morethoroughtreatmentof this bodyof
literature. Interestedreadersare referredto the extendedversionof this
paper[3].
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ponentsandtheir interactionswithoutgettingboggeddown
in theminutiaeof theparticularanalysistechniquesusedto
derive thoseunderlying(moreprecise)invariantsandcon-
clusions.

Suchan approachre�ects the very essenceof a typein
the programminglanguagesand formal modelssense:an
abstractdescriptionof someaspectof a systemwhich cap-
turesinterestinginvariants(convergence,TCP-friendliness,
rate and time bounds)while discardingdetail which may
hamperanalysis(i.e., which is eitherunnecessaryfor prov-
ing desirableinvariantsat higher layersof abstraction,or
which may make a decisionalgorithmintractableor even
uncomputable).

Simplyput,webelieve thatamorescalableandaccessi-
bleapproachto thecheckingof systemsfor correctnessis to
move away from internal models,in which theinnerwork-
ings of a componentare reducedto a technique-speci�c
abstractcaricature,toward external models,in which the
workings of componentsare caricaturedqualitatively and
quantitatively at their interfaces.This allows usto separate
representationfrom computation,i.e., to reasonaboutand
from conclusionswithout regardfor theirsupportinganaly-
sis. It is with theseobservationsin mindthatweproposethe
TRAFFIC framework (TypedRepresentationandAnalysis
of FlowsFor InteroperabilityChecks),in whicheachof the
componentsof acompositesystemis representedsimplyas
ablackbox,with all correctnessconstraintspresentedat its
pointsof composition(edges)in theform of types.

3. SafelyComposingTypedGadgets

In orderto mechanicallyinferpropertiesandresultsfrom
typeslikethosesuggestedabove,wemustformally de�ne a
domainof applicationsandrigorouslyspecifyrulesfor the
constructionandinferenceof typesbasedupontheelements
of thoseapplications.This sectionsurveys the TRAFFIC
�o w-compositionlanguage(presentedmorefully in [2, 1])
andtypecheckingalgorithms(presentedmorefully in [1])
designedaroundthisgoal.2

3.1.Flows

The TRAFFIC framework representsall systemsas
typed�ows which canbecomposedto producemoresuch
typed �o ws. A �ow is an abstractionfor a distinct com-
ponentor subsystemof a networkedapplicationor system.
A �o w may representsomethingphysical (e.g., an Ether-
netswitchor amulticastrouter)or logical (e.g., amulti-hop
network backboneor a contentdelivery service),may be

2A live demoof the TRAFFIC type engine,including illustrative ex-
amplesof TRAFFIC “programs”and type spaces,canbe found on-line
at http://www.cs.bu.edu/groups/ibench/ . Developmentand
expansionof this demois ongoing,leadby Likai Liu < liulk@cs.bu.edu>
andYaromGabay< yarom@cs.bu.edu> .
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Figure 1. Sequential Composition (top) and
Parallel (bottom) Composition.

comprisedof several component�o ws, and may itself be
composedwith other�o ws.

We represent�o ws asboxeswith four sockets through
which they areattachedwith other�o wsandby which they
areassignedtheir types.Thesesocketsaredirectional;two
correspondwith the“forward” direction(oneincoming,one
outgoing), two the “backward” direction (one incoming,
one outgoing). Intuitively, the �o w is a function which
operatesupon two incoming streams(eachguaranteedto
adhereto theconstraintsrepresentedby thetypesof thein-
comingsockets)andproducestwo outgoingstreams(which
areguaranteedto adhereto the constraintsrepresentedby
the typesof theoutgoingsockets). We attachno particular
meaningat this point to “forward” and “backward” apart
from their distinctnessassuch;it may be given additional
meaningby the particulartype spaceswhich we will im-
poseupon the sockets below in Section3.3. In addition,
thereis little that is particularto having only two channels;
this restrictiongreatlysimpli�es our syntaxandtheformal
descriptionof our systemusingfamiliar language-theoretic
tools,but it doesnototherwisere�ect a fundamentallimita-
tionsupontheunderlyingarchitectureor algorithms.

Wenow turn to a formalspeci�cationof theinnerwork-
ingsof theTRAFFIC framework.

3.2.Speci�cation of Global Flows

We representa speci�cationof a network applicationas
a global �ow . A global �o w (or simply a �ow) is a com-
positeobject,built up from local �ows and�ow variables.
Local �o ws are single componentsfor which we possess
completetype information(e.g., A andB in Figure1(a));
theserepresentphysical or logical intermediariesor end-
pointsin aspeci�edsystem.Flow variablesare“placehold-
ers” in a speci�cation representingcomponentswhich are
not yet known or fully speci�ed; they could representun-
known clientsor serversat theendpointsof a speci�cation,
unknown intermediaryservicesor transportnetworksin the
middle, or any combinationsthereof. In general,global
�o ws canbe composedwith eachother, with local �o ws,
or with �o w variablesto createlargerglobal�o ws.

Werepresentglobal�o wssyntacticallyusingtheBNF in
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x; y; z 2 FlowVar �o w variable
A; B ; C 2 LocalFlow local �o w
A ; B; C 2 GlobalFlow ::= A j x

j A ; B sequential�o w
j AkB parallel�o w
j let x = A in B let-binding

Figure 2. BNF for Flow Speci�cations

Figure2. Intuitively, a sequential�ow A; B is a composi-
tion like thatin Figure1(top)in which two �o wsareplaced
(logically) adjacentlyandjoined,while aparallel �ow AkB
is onein which two �o wsareplaced(logically) parallel,of-
fering simultaneousratherthanserialserviceanddata�o w
(seeFigure1(bottom)).Thesequentialoperator“;” andthe
paralleloperator“k” have the sameprecedence,andboth
associateto theleft.

3.3.Syntaxof Types

We representconstraintsplacedupon the behaviors of
any componentof the systemusing types. Typescan be
socket types(forward or backward), plain types(forward
or backward), or �o w types,wheretypesand �o w types
comprisestructuredsetsof socket types.

A socket typeis a descriptionof a singlelogical “entry”
or “exit” pointfor a�o w. Thetypeitself maybedrawn from
any systemwehaveembeddedinto apartially-orderedtype
space;examplesinclude the Network Calculustypespre-
sentedin Section4 andthesystemssuggestedin Section5.
For example,in a control-orientedapplicationthe forward
socketsmay be typedto describethe steady-stateerror of
traf�c use,whetherthecontroller'sadaptationis monotonic
(over-damped)or not, or theconvergencerateor time, and
the backward socketsmay describesuchpropertiesascu-
mulative feedbackdelayor feedbackorigins.

A plain typeis anorderedlist of socket types,describing
a (perhapscomposite)socket, i.e., a socket which actually
correspondswith entryandexit pointsto oneor morepar-
allel �o ws (asin Figure1(b)).

A �ow type is a 4-tuple representingboth the forward
andbackward entry andexit pointsto a (perhapscompos-
ite) �o w. This representsthecompletetypespeci�cationof
acomponentin the�o w speci�cation.Wewill presentthese

tuplesgraphicallyastwo-by-two matrices,e.g.,
·
½1 ½2

¾1 ¾2

¸
,

suchthateachelement's positionin thematrix corresponds
with thegraphicalplacementof its respectivesocketsin Fig-
ure 1. Intuitively, this meansthat ½1 representsan incom-
ing socket in theforwarddirection,½2 theforwardoutgoing
socket, ¾1 the outgoingsocket in the backward direction
and¾2 theincomingbackwardsocket.

Thesyntaxof types,andthemetavariablesrangingover
theirdifferentcategories,aregivenby theBNF in Figure3.

r 2 FwSocketType
s 2 BwSocketType
t 2 SocketType ::= r j s
½ 2 FwType ::= r j r ½
¾ 2 BwType ::= s j s ¾
¿ 2 Type ::= ½j ¾

T 2 FlowType ::=
h
½1 ½2
¾1 ¾2

i

Figure 3. Syntax of TRAFFIC Types
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Figure 4. Splitting and Combining Flows

f t1 < : t2g µ ¢
¢ ` t1 < : t2

¿ 2 Type
¢ ` ¿ < : ¿

T 2 FlowType
¢ ` T < : T

¢ ` ¿1 < : ¿2 ¢ ` ¿2 < : ¿3

¢ ` ¿1 < : ¿3

¢ ` r < : r 0 ¢ ` ½< : ½0

¢ ` r ½< : r 0½0

¢ ` ½0
1 < : ½1 ; ¢ ` ½2 < : ½0

2 ; ¢ ` ¾1 < : ¾0
1 ; ¢ ` ¾0

2 < : ¾2

¢ `
·

½1 ½2

¾1 ¾2

¸
< :

·
½0

1 ½0
2

¾0
1 ¾0

2

¸

Figure 5. Some TRAFFIC Subtyping rules

3.4.Subtyping

Each potential value for SocketType representssome
sortof constraintor invariantuponthequalitative or quan-
titative behavior of a socket. For mostinterestingkindsof
systemsthereexist largenumbersof suchtypeswith strict
subsetrelationships(i.e., we canmake many statementsof
the form “if a socket satis�esa type t1, thenit necessarily
alsosatis�esa less-restrictive type t2”). We call thesere-
lationshipssubtypes, denotingthemt1 < : t2 (read“ t1 is a
subtypeof t2” andhaving the meaningjust given). More
broadly, where the subtyperelationshipswithin a set of
SocketType valuescan be encodedas a partial order, we
referto thissetasatypespace, andreferto thecollectionof
subtyperelationshipswithin a typespaceas¢ . Wearethen
ableto extendthesubtypingrelationto relate�o w typesus-
ing axiomsandrulessuchasthosein theillustrative subset
presentedin Figure5. Intuitively, theserulesaresimplyes-
tablishthere�exivity of subtypesandoffer mechanismsfor
extendingsubtyperelationshipsfrom constituenttypesto
compositetypes,i.e., socket subtyperelationscanbecom-
posedto form plain subtyperelationsandplain subtypere-
lationscanbecomposedto form �o w subtyperelations.

A usefuloperationon plain and �o w typesis concate-
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nation,denoted“² ”, de�ned in the obvious way: if ¿1 =
t1 ¢¢¢tm and¿2 = tm +1 ¢¢¢tn with m; n > 1, then¿1² ¿2 =
t1 ¢¢¢tn , andextendedto �o w types:

·
½1 ½2

¾1 ¾2

¸
²

·
½3 ½4

¾3 ¾4

¸
=

·
½1 ² ½3 ½2 ² ½4

¾1 ² ¾3 ¾2 ² ¾4

¸

This allows usto easilyconstructtypesfor parallel(Figure
1 bottom)andasymmetric(Figure4) �o ws.

For example,consideratypesystemcapturingupperand
lower boundsuponthevalueof someproperty, e.g., 0:3 6
® 6 0:7. Becausetheranges[0:3; 0:7] µ [0:2; 0:8], we say
that(0:3 6 ® 6 0:7) < : (0:2 6 ® 6 0:8) (i.e., if a socket
hasthe former type, it will never be incorrectto treatit as
having the latter), or similarly that (0:2 6 ® 6 0:9) < :
(0:1 6 ® 6 1:0), etc. This single-socket relationshipcan
thenbelifted to compareparallelsockets,e.g.,

((0:3 6 ® 6 0:7) ² (0:2 6 ® 6 0:9)) < :

((0:2 6 ® 6 0:8) ² (0:1 6 ® 6 1:0))

Thosefamiliar with formal typesystemswill recognize
thatsubtypingon �o w types(thelastrule) is contravariant
in thetwo typesalongthe�rst diagonalandcovariant in the
two typesalongtheseconddiagonal;if we think of a �o w
asa function,this correspondsintuitively with thesockets'
input andoutputroles,respectively. Thus,again usingour
boundingtypes,

·
(0:1 6 ® 6 1:0) (® = 0:9)
(0:4 6 ® 6 0:6) (0:2 6 ® 6 0:7)

¸
< :

·
(0:1 6 ® 6 0:5) (0:8 6 ® 6 0:9)
(0:4 6 ® 6 0:6) (0:4 6 ® 6 0:5)

¸

(meaningany �o w with the �rst typecanbesafelyusedin
any context requiringa �o w of thesecondtype).

3.5.Typing rules

The point of assigningtypes to �o ws and their con-
stituentelementsis to enableus to abstractaway the inter-
nalsof eachcomponentandperformcompositionalanaly-
sis to assesswhetherthe piecesof a global �o w speci�ca-
tion will beableto interactaccordingto thedeclaredcom-
position structures,i.e., whetherthe pieces“�t” together,
andwhat “shape”any gaps(�o w variables)in the speci�-
cation might have. This takes two forms: �rst, we must
describeabstractruleswhich preciselyde�ne thenotionof
a “�t” whencomposingtyped�o ws; second,we mustde-
�ne tractablealgorithmswhich areable to evaluate(or at
leastcloselyapproximate)a determinationwhethera given
applicationindeedplaysby theserules.

A few of themoreinterestingrulesfor assigningtypesto
composite�o ws aredescribed,inductively, in Figure6. We
havede�nedasetof type-checkingalgorithmswhichcanbe
runuponTRAFFIC�o ws to determinewhether, for agiven
�o w anda giventypesystem,any of that�o w's constituent
compositionscouldpotentiallycausesomesafetyproperty
to beviolated[1].

(par)
¡ ; ¢ ` A : T ¡ ; ¢ ` B : T 0

¡ ; ¢ ` AkB : T ² T 0

(seq)

¡ ; ¢ ` A :
·
½1 ½2

¾1 ¾2

¸
; ¡ ; ¢ ` B :

·
½3 ½4

¾3 ¾4

¸
;

¢ ` ½2 < : ½3; ¢ ` ¾3 < : ¾2

¡ ; ¢ ` A ; B :
·
½1 ½4

¾1 ¾4

¸

Figure 6. Some TRAFFIC Typing Rules

4. Network CalculusTypes

Many conceptualtools exist for the analysisof the cor-
rectnessof compositesystems,or for understandingemer-
gentpropertiesthereof. While it is expectedthat network
programmerswould be well versedin the “art” of speci-
fying andimplementingspeci�c functionalities,experience
seemsto indicateit is unrealisticto assumethat they can
(or should)mastertheanalyticalmachinery(andunderlying
theories)that enablethe analysisof the compositesystem
in whichsuchfunctionalitiesareembedded(e.g., cascading
sequencesor parallelsetsof controller-driven�o ws).

We do not believe, however, that this precludesthe av-
erageprogrammerfrom bene�ting from thepower of such
analyticaltools. Speci�cally, we envision developmentand
programmingenvironmentswhichincorporatetypesystems
whichre�ect simpli�ed formsof suchtools,to providesys-
tem architectsanddeveloperswith at leasta �rst-passap-
proximateanswerto whethertheir systemwill be stable
or unstable,convergent or transient,under-provisionedor
over-provisioned,etc.

In this section,we presenta type spacewhich is mod-
eled after the Network Calculus [4], a formalism rooted
in the min-plus algebrawhich offers us tools for reason-
ing aboutthe capacityof anddemanduponnetworks and
network components.

Bear in mind that this type spaceis not itself TRAF-
FIC per se; rather, it is a demonstrationof how a power-
ful analytical tool (the network calculus)can be distilled
andcodi�ed asa formal type model to enableits embed-
ding and mechanicalapplicationwithin a genericframe-
work, which may thenmake thoseresultseligible for ex-
port into or compositionwith othersystemresultsandcon-
straintswhich mayderive from completelydifferentveri�-
cationdisciplines.Neitherdoesthissystemseekto increase
theexpressive or deductive power of thenetwork calculus;
on thecontrary, to achieve its goalsof abstractionandalgo-
rithmic tractability, it will in many casesproducelesspre-
ciseresultsthana “by hand”analysismight.

We alsorecognizethatthetypevaluesthemselvesaswe
will presentthemrequireaworkingfamiliarity with thenet-
work calculusto beintelligible. As such,we do not expect
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R(t)
R1(t)

R0(t)

data

time
Figure 7. Cumulative �o w function R, lower­
bounding function R0 and upper ­bounding
composite function R1

for a productionprototypingor programmingenvironment
to (by default) exposetypesin this form, but ratherexpect
that systemuserswill interact with a library of parame-
terizedtypeswhich describe,in proseandgraphicalform,
the meaningof the invariantsto the userin termsfamiliar
to their network engineering(asopposedto mathematical
modelingandmin-plusalgebraic)expertise.

Mathematical Conventions The network calculususes
min-plusalgebraicformulasto representtraf�c andtraf�c
constraints.All functionsin the time domainarede�ned
only over t > 0 with non-decreasingvaluesclampedfrom
below at0 andareleft-continuousor right-continuous.

4.1.Data Flow

In the network calculus,data �ow is representedby a
non-decreasingfunction R de�ned over t (time), where
R(t) is thenumberof bits seenat a givenpoint in thesys-
temin timeinterval [0; t). Many othernetwork performance
theoriesfocusupontherateat which datais �o wing in the
system,i.e., dR

dt in this formulation; becausethe network
calculusfocusesentirelyuponthecumulative functionand
notuponits derivative (rate),it is notnecessarythatR even
have a derivative (althoughit is desirable,for purposesof
analyticalsimplicity, that R be at the leasteither left- or
right-continuous).

A particular�o w function R is not terribly usefulasa
class(type). However, we canbreakthe spaceof all such
functionsup into regionsboundedabove or below by other
functions. Any non-decreasing,non-negative function R0

over t canbethoughtof asde�ning two “types” of R func-
tions: thetypeof all functionsfor which R(t) > R0(t) for
all t andthe typeof all functionsfor which R(t) 6 R0(t)
for all t. This is illustratedin Figure7.

For example,considerthe function f (t) = 0:25t +
p

t.
All ratefunctionsaretrivially boundedfrom below by the
constantfunction 0, so we say this function is a member
of the type T0UR (wherethe R subscriptidenti�es this as
a type for data�o w functions). More interesting,it is also
boundedfrom below by 0:25t, soit is alsoa memberof the
type T0:25tUR . It is alsoboundedfrom above by (among
many others)the af�ne function 0:75t + 0:5, andthusbe-
longsto thetypeV0:75t + 0:5WR .

Many of thesefunction shapeshave useful analogsin

therealmof network monitoringandtraf�c shaping;for ex-
ample,af�ne functions(of the form At + B ) correspond
with the“leaky bucket” traf�c shaper, enforcingalong-term
steady-stateratelimit while allowing for alimited aggregate
burstquantityabove thatrate.

It is particularlyinterestingto considertherelationships
of theseboundingfunctionswith eachother. Again,think of
eachfunctionascircumscribingtwo setsof functions.The
setof functionsT0UR is the setof all �o w functions; the
setT0:25tUR is a subset,so we cansaythat T0:25tUR < :
T0UR . Similarly, V0:75tWR < : VtWR , andVt2WR < : V2t +
2WR . In general,for any functionsf 0 andf 1, we saythat
Tf 0(t)UR < : Tf 1(t)UR if f f 1(t) 6 f 0(t) for all t andthat
Vf 0(t)WR < : Vf 1(t)WR if f f 0(t) 6 f 1(t) for all t. Of
course,any function will belongto an in�nite numberof
suchsets;this suggestsa particularly interestinglattice of
typesrelatingthemany differentkindsof functions(expo-
nential,polynomial,af�ne) dependingupontheir parame-
ters(exponents,coef�cients, constants).

In practice,it will oftenbeusefulto describefunctionsas
subtypesof severalotherfunctionsat once;consideragain
Figure7, particularlyR1, which is composedof two af�ne
functions. We could statethe �rst and secondregions as
separatefunctions,

R0
1(t) = r 0

1t and R00
1 (t) = r 00

1 t + b00

and say that both R 2 VR0
1(t)WR and R 2 VR00

1 (t)WR .
Thus,wecandecomposemany region-wisecompositecon-
vex functionsfrom (usually)discontinuousfunctionswhich
maybedif�cult to manipulatedirectly in themin-plusalge-
bra into collectionsof simplefunction typeswhich canbe
reasonedaboutindividually, having only their resultscom-
posed.A similar techniqueis to consideronly the convex
hull of ananalyticallyunmanageableboundingexpression,
sacri�cing someprecisionfor signi�cantly greatereaseof
representation,manipulation,andanalysis.

In eithercase,what is producedis recognizableto type
theoristsasan intersectiontype: a given socket's type (in
this case,amountsof data arriving at or leaving from a
socket) is the intersectionof multiple distinct sets(types)
which might not themselveshave subset/subtyperelation-
ships. Intuitively, an expression(socket) must satisfy the
conditionsof all membersof the intersectiontype in or-
der to type-check.We denotethis usingthe \ operatoron
types,e.g., R(t) in Figure7 belongsto theintersectiontype
VR0

1(t)WR \ VR00
1 (t)WR \ TR0(t)UR .

We will alsomake useof thecomplimentarynotionof a
uniontype, denoted[ , whichmeans(intuitively) thatanex-
pression(socket)maysatisfytheconditionsof anymember
of theunionin orderto bedeemedcorrect.Wewill usethis
constructto simplify theexpressionof discontinuousfunc-
tionswhichboundaconcavespace.Unionandintersection
typescan(in principle) be mixed, but we do not do so in
thispaper.

5



4.2.Arri val Curves

An arrival curve setsan upperboundupon how many
bits may be sentwithin a window of time. Arrival curves
aredifferentfrom the upper-bounddata�o w functionswe
discussedabove in that thedata�o w boundswereallowed
to beafunctionof absolutetime,while anarrival curvelim-
its how muchdatacanbesentover a given-lengthwindow
at anyabsolutetime; in this sense,it is sliding windowre-
striction. Therefore,it is not adequateto show for some
arrival curve ® andsomeR that R(t) 6 ®(t) for all t; an
arrival curveimposesthemuchstrongerresultthatfor every
t andfor all s 6 t, R(t) ¡ R(s) 6 ®(t ¡ s).

For example,if R hasanarrival curveof ®(t) = r t, then
that �o w is rate-limitedto r , i.e., over any window of time
of any positive length¿, R maysendno morethan¿r bits.
Similarly, anaf�ne arrival curve®(t) = r t + bis analogous
to the continuousform of the leaky bucket, restrictingthe
�o w's cumulative deviation from the steadystaterater to
themaximumcumulative burstsizeb.

Taking a hint from our boundingfunctionsabove, we
canalsoestablishclasses(types)of arrival curves,realizing
all of the samebene�ts; speci�cally, if somefunction f is
an upper-boundof function f 0, i.e., f (t) > f 0(t) for all t,
thenwe saythatVf 0W® < : Vf W®, andthatTf U® < : Tf 0U®

(wherethe ® subscriptsindicatethat thesearetypesof ar-
rival curves). Note that becausearrival curves are them-
selvesupper-bounds,lower-boundtypeshave very limited
use (“the arrival processis no more than somefunction
which is no lessthan...”); in practice,we will usuallysee
anduseupper-boundarrival curve types.

More interestingly, we can draw relationsbetweenar-
rival curvesanddata�o w functions,namely, whethersome
data�o w function R is agreeableto somearrival curve ®.
Ideally, we would like to encodethis assubtyperelation-
ships; for example,we can say for any f that Vf W® < :
Vf WR sinceany R processwith an arrival curve ® is cer-
tainly constrainedby thewindow beginningatabsolutetime
0. (It is actually more tightly constrainedthan that, but
suchis thepointof asubtype-supertyperelationship:weare
willing to shedsomedetailabouttheconstraintin orderto
producea still-valid but less-preciserestraintin a different
form, which maybemoreuseful.) A slightly less-obvious
family of suchrelationshipshasthe form Vf WR < : TgU®,
meaningthat thedata�o w of at mostf “�ts” within anar-
rival curve of at leastg, which holds(asstatedabove) iff
f (t) ¡ f (s) 6 g(t ¡ s). Therearemany obviousexamples
of suchfunctions,e.g., V

p
tWR < : Tt + 1U® (square-root

grows sub-linearlyafter an initial burst), or (perhapsmore
interestingly),for any positive-slopedaf�ne functionr t + b,
Vr t + bWR < : Tr t + bU® (if thetotal transmissionvolumein
absolutetime is leaky-bucket-limited, thenmarginal trans-
missionvolumecannotbelimited by anything stricterthan
thesameleaky bucket).

While not de�ned explicitly in [4], we de�ne a compli-

¡
¡

¡
¡

¡
¡

time

data ¯ (t)

Figure 8. Example service cur ve ¯ (t)

mentarylower-boundingservicecurve ¹® which expresses
theleastamountof datathatcanbesentoveragiven-length
window at any absolutetime. For muchthe samereasons
asgiven above, thesewill generallyonly be manifestedas
lower-boundingtypes,i.e., having theform Tf U¹®.

4.3.ServiceCurvesand Shapers

Considera �o w with a known incomingdata�o w curve
of R andan unknown outgoingdata�o w curve R¤. The
network calculusde�nestheservicecurve, denotedas¯ , as
awayof relatingthesetwo: givenaparticularR, theservice
curve givesus a way of de�ning a worst-caseboundupon
whatR¤ canbe.Speci�cally, for all t,

R¤(t) > min
s6 t

(R(s) + ¯ (t ¡ s))

Intuitively, ¯ is aguaranteethat,overany window of sizet,
aminimumof ¯ (t) bitscanbeconductedacrosstheservice.
Thus,theinput-outputconstraintlooks(for any t) at thear-
rival history(R over 0 6 t) and�nds theworst (min) pos-
siblewindow (t ¡ s wheres 6 t) thatcouldlimit thenum-
berof bits transitingthecomponent(R(t0) + ¯ (t ¡ t0) for
somepastt0). Often, servicecurveswill have shapeslike
thatshown in Figure8; intuitively, this particularshapein-
dicatesthattheuser/programmermustallow for someinitial
latency (the�at region beginningat t = 0), afterwhich the
sendingrateis governedby asteady-statelimit (theslopeof
thelaterregion).

In themin-plusalgebra,uponwhich thenetwork calcu-
lus is based,this is more simply statedas a convolution:
R¤ > R ­ ¯ . Statedusingour modelof boundingfunction
constrainttypes,a servicecurve ¯ on an outgoingsocket
impliesthat,if thecorrespondingincomingsocket hastype
TF UR , thentheoutputsockethasthetypeTF ­ ¯ UR .

Analogousto the servicecurve is a shaper, denoted¾,
which de�nes a best-casecharacterizationof how traf�c
may transit a node. Intuitively, the shaperfunction is a
sliding-window constraintwhich will causethe transmis-
sionof any dataexceedingits shapeto bedelayedthrough
theuseof a(potentiallyunlimited)buffer. (Wepresentaba-
sic primitive for dealingwith �nite-sized buffersbelow.) If
we have anupper-boundupona shaperVf W¾ andanupper
bounduponan input functionVgWR , we thenalsohave an
upperboundupontheoutput,Vf ­ gWR .

4.4.Losses

The network calculuscan also representlossesin the
network driven by capacitylimits (i.e., buffer over�ows).
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Speci�cally, for somenodewith an arrival curve ®(t), we
saythereis acorrespondingadmissioncurvex(t) whichre-
�ects cumulativedatanotrejectedfrom thenodebecauseof
acapacityconstraintoverany internalt. WesayL(t) repre-
sentsthe total cumulative rejecteddataover interval t, i.e.,
®(t) ¡ x(t), andthatl(t) is thecumulative lossrateperunit
of data(i.e., L (t)=®(t)). As above, we canexpressupper
andlowerboundsuponcumulative lossandlossratesusing
our boundingfunctionnotationandtheL andl subscripts,
respectively; for example,a �o w experiencinga lossrateof
nomorethan5 unitsdataperunit timewouldhave thetype
V5tWL while oneexperiencingat least1% losswould have
thetypeT0:01Ul .

Lossratesprovideuswith amechanismfor limiting best-
caseservice;for example,giveninput �o w R(t) andlosses
L(t), we trivially infer that theoutputR¤(t) is constrained
to VR(t) ¡ L (t)WR , or (moregenerally)thatif lossesareof
typeTQ(t)UL (best-caseminimumlossregimeof Q), then

R¤(t) 2 VR(t) ¡ Q(t)WR ,

andthatif lossesareof thetypeVQ(t)WL (worst-casemax-
imal lossregimeof Q), then

R¤(t) 2 T(R(t) ¡ Q(t)) ­ ¯ UR .

4.5.Bringing it Together

The fact that servicecurves de�ne lower boundsupon
data �o w functions �ts very nicely with our notion of
bounding functions as types. Considera gadget which
queues,schedules,andforwardspacketsin its forwardpath
andpassescontroldataon its backwardpath.Supposethis
gadgethasa limiting arrival curve (A), a minimal arrival
rate(TR0UR ), andits traf�c-shaping behavior is character-
izedby a servicecurve (call it B ). With only this informa-
tion andasimpletypesystem,wecanspecifyagenerictype
signaturefor thisgadget:·

VAW® \ TR0UR VAW® \ TR0 ­ B UR

control control

¸

where\ denotesanintersectiontype, i.e., for anexpression
to conformto typeA \ B it mustconformbothto A andto
B .

However, if we expectto employ this gadgetin a wide
varietyof settings,theboundsof VAW® andTR0UR maybe
so permissive asto discardmostof the expressivenessthe
network calculusaffordsus.However, if we introducemin-
plusconvolution asanoperatorupontypes,we canre-state
theabove gadget's typepolymorphicallyas

8x:
·
VAW® \ TxUR VAW® \ Tx ­ B UR

control control

¸

This allows thelower-boundtypefor theforwardoutputto
bedependentuponthelower-boundconstraintsuponthein-
put; thus,if we have a preciselower-boundat theinput,we
areableto deriveanequallypreciselower-boundat theout-

put, andif we arepresentedonly with anapproximate(but
correct)lower boundat the input, we areable to derive a
similarly approximate(but still correct)lower-boundupon
theoutput.

More generallyspeaking,there exist many such rela-
tional dependenciesbetweenthevarietiesof typeswe have
de�ned, and eachsuchrelationshipcan be thoughtof as
de�ning animplicit polymorphictypewhichcanbeapplied
to any �o w. Consideragain the above example: a �o w's
outgoingrateis boundedfrom below by theconvolution of
theincomingrate'slower-boundwith theservicecurve. No-
tice that,givenany two of thesetypes,wecanalgebraically
derive the third. More generally, we have de�ned the fol-
lowing implicit “type templates”which allow us to do this
with variouscombinationsof upperandlower boundingR,
¾, andL types:

Incoming Outgoing
TF UR TF ­ ¯ UR

VF WR VGW¾ \ VF ­ GWR

VF WR TQUL \ VF ¡ QWR

TF UR VQWL \ T(F ¡ Q) ­ ¯ UR

VF WR TQUL \ VGW¾ \ V(F ¡ Q) ­ GWR

We have alsode�ned several classesof subtypingrela-
tionships,suchasthosebetweencertaindata�o w functions
andcertainarrival curves(e.g., Vr t + bWR < : Tr t + bU®);
thisrelationallowsusto transformanexistingoutgoingdata
�o w boundinto anoutgoing“arrival curve” bound(i.e., the
arrival curve which will hold for the recipientof the out-
boundstream),andsimilarly, to convert arrival curveson
aninboundsocket into data�o w curves.

Derivative Typesand their Practical Uses In like man-
ner, weareableto (with relativeease)derive(usingthemin-
plusalgebra)upperandlowerboundsuponarangeof inter-
estingandimportantpropertieswhichareinternalto system
componentsandderivativeof the propertieswe have thus
fardiscussed.

For example,queuelength (i.e., backlog) in a lossless
systemfor any concreteR(t) andR¤(t) is simply R(t) ¡
R¤(t). Given a �o w with input type Tw(t)UR \ Vx(t)WR

andoutputtypeTy(t)UR \ Vz(t)WR , buffer utilization (B )
is boundedby Tw(t) ¡ z(t)UB \ Vx(t) ¡ y(t)WB . In alossy
componentwherelossis boundedby Vv(t)WL , buffering is
moretightly boundedabove by Vx(t) ¡ (v(t) + y(t))WB .

Thus, we are able to provision our buffer to tolerate
burstsup to durationt by simply �nding themaximalvalue
of this functionover theinterval (0; t].

Upperboundsupondelay(D) canbe similarly derived
as:Vmax8s(min ¿> 0(¿j®(s) 6 ¯ (s + ¿))) WD .

Computation Within Types While many conventional
type systemrequireonly trivial computationuponthe val-
uesof thetypesthemselves(speci�cally, equalityandcom-
parisonwith respectto a partial-order),thetypespacepro-
posedin this sectioncalls for signi�cant computationto be
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performeduponthevaluesof thetypesthemselvesastypes
are inferred/derived for composite�o ws. Speci�cally, we
have introduced� ve min-plus algebraicoperations:addi-
tion (denotedby + ), subtraction(denotedby ¡ ), convolu-
tion (denotedby ­ ), supremum(denotedas max for in-
tuitive accessibility),andin�mum (denotesasmin for the
samereason),all of which maybepresentin a �o w's type
signature.The presenceof theseoperatorsandour desire
to uncover and capitalizeupon subtyperelationshipsbe-
tweentermscomprisedof themdemandsthatour typesys-
tem includenotionsof algebraicnormalization, reduction,
andcomparisonwhich canbeperformeduponsuchterms.
We have speci�ed a simple rule set which is capableof
performinglimited normalization,reduction,andcompar-
ison betweenpolynomial terms(omittedherefor want of
space),andarecon�dent thatwe canextendthis reasoning
systemto cover a usablesubsetof the min-plusalgebra's
representationalpower (includingdistributive cases,which
occurin the examplebelow) andtherebysupportour goal
of automatingnetwork calculus-relatedcomputationwithin
thetypesystemratherthanexposingit to theuser.

4.6.Practica

As we have alreadynoted,this raw presentationof net-
work calculustype forms may not be the appropriatein-
terfaceto presentto architectsandprogrammers.It would
insteadbe reasonableto offer to thema library of param-
eterizedtemplatesfor thesekindsof constraints,described
in termsthey could readilyunderstand(e.g., “constantrate
r ”, “leaky bucket with rate r and burst limit b”, “service
at maximumrater with maximumlag d”, etc), which are
translated“underthehood” to andfrom theformalnetwork
calculustypesdescribedhere.

4.7.ExampleApplication

A wirelessserviceprovider wishesto provide a video
aggregation,distillation,anddeliveryserviceto two clients,
describedin theTRAFFICsyntaxas

video1kvideo2; shaper; delivery; (clientAkclientB)
and illustrated(with type annotations)in Figure9. In the
interestof space,wewill only examinetypesin theforward
direction.Thea priori designconstraintsarethosedenoted
by typesin thediagram,i.e.:

videonodes Eachoutgoingsocket is Tt ¡ 5UR \ Vt + 5W®.
Eachvideo sourceis variable-bit-ratewith a steady-
staterateof 1 andburstmagnitudeof nomorethan5.

shapernode Incomingsocket is T2t ¡ 10UR \ V2t + 10W®.
Servicecurve is T2t ¡ 10Ū (the nodewill introduce
nomorethan5 secondsof totaldelay),shaperis V2tW¾

(smoothingall transmissionswhichexceedthesteady-
staterateof 2t).

wir elessdelivery network Loss rate is V0:15t + 1W\
T0:05tU, i.e., thenetwork dropsatleastaconstant,uni-
form 2:5% of the steady-statestreamrate(2t) andat
most7:5%plusasinglelossburstof 1 unit.

client nodes Each incoming socket is T1:2t ¡ 16U¹® [
T0:7t ¡ 4:5U¹®, i.e., the client is willing to toleratea
worst-case30%steady-statelossrate(0:7t), adelayof
lessthan7 secondsin steadystate(0:7t ¡ 4:5), andde-
lay burstsof up to 27secondsprovidedthey arerecov-
eredfrom at no lessthan1:2 timestheoriginal trans-
missionrate(1:2t ¡ 16).

Thosesocketsaboutwhichno typeinformationis estab-
lisheda priori (includingall backwardchannelsockets)are
denotedby the type variables¿x;i for x 2 f a;b;c;d;e;f g
andi 2 f 1; 2; 3; 4g. Ourgoal,in part,is to �nd correcttypes
to assignto thesevariablesin order to determinewhether
thisapplicationwill “�t” togetherasspeci�ed.

We will type-checkthis systemusing a greedyleft-to-
right approach,inferring absent®, ¹®, andR typesfor each
¿x; 1 and¿x; 2 aswe go. Bearin mind, theTRAFFIC com-
piler would beperformingall of thesestepsautomatically,
includingmany inferencesnot presentedhere(in the inter-
estof brevity andclarity). Sincethenumberof varietiesof
typesis �nite and thereareno mechanismsby which the
numberof membersof an intersectiontypecangrow more
than linearly, the processis algorithmicallyno more than
low-orderpolynomialin thenumberof inferencesteps(i.e.,
min-plusalgebranormalizations).

First , we checkthe compositeoutputof the two video
nodesagainst the requiredinput type to the shapernode.
The composedoutputtype, precisely, is Tt ¡ 5UR \ Vt +
5W® ² Tt ¡ 5UR \ Vt + 5W®; oursystemmustincludeaprim-
itive for the summationof traf�c over a link, which takes
theform of simplemin-plusadditionfor bothT¢¢¢UR types
(lower boundsin absolutetime) and V¢¢¢W® types(upper
boundson upperboundsover sliding windows); thus, the
actualincomingtypeis T2t ¡ 10UR \ V2t + 10W®, which is
a subtypeof theshaper's input socket becausesubtypingis
re�exive; thus,the�rst setof socketstype-check.

Second, we determinethe output type of the shaper,
which is also the input type to the delivery network. Be-
causeof the V2tW¾ shapertype, the summedoutputof the
shaperis limited by V2tW®. However, sincewe needto
maintain the integrity of our type systemwith respectto
eachindividualchannelin orderto checkthe�nal composi-
tion (thetwo clientnodes),wemustdeterminethebest-case
for eachchannel,which is Vt + 5W® \ V2tW® for each(in-
tuitively, the5-unit burstcanonly build upata rateof 2t).

The lower boundis more subtle than it may seem,as
the servicecurve is only given for the aggregate�o w and
not for the constituent�o ws; as such,we are not able to
“divide up” the worst-caseservicedelaybetweenthe two
�o ws, sinceeitheronecould (in theworstcase)besubject
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shaper
delivery
network

video1

video2

·
nil Tt ¡ 5UR \ Vt + 5W®

nil ¿a; 4

¸

·
nil Tt ¡ 5UR \ Vt + 5W®
nil ¿b;4

¸

·
T2t ¡ 10UR \ V2t + 10W® V2tW® \ T2t ¡ 10Ū

¿c;3 ¿c;4

¸

clientA

clientB

·
¿d;1 V0:15t + 1WQ \ T0:05tUQ
¿d;3 ¿d;4

¸
·
T1:2t ¡ 16U¹® [ T0:8t ¡ 8U¹® nil

¿e;3 nil

¸

·
T1:2t ¡ 16U¹® [ T0:8t ¡ 8U¹® nil

¿f 3 nil

¸

Figure 9. Example TRAFFIC/Network Calculus Application

to themaximaldelaywhile theotheris passedthroughin-
stantaneously. Thus, the outputon eachchannelis T(t ¡
5)­ (2t¡ 10)UR , which(perhapssurprisingly)normalizesto
Tt¡ 5UR , andsothecompleteoutgoingtypefromtheshaper
(andunrestrainedincomingtypeto thedeliverynetwork) is
Vt + 5W® \ V2tW® \ Tt ¡ 5UR ² Vt + 5W® \ V2tW® \ Tt ¡ 5UR .

Noticethat if we sumthechannels,we getT2t ¡ 10UR ,
whereashadwe useda summedinput type,we would have
derived a looserlower boundof T2t ¡ 20UR . This is an
exampleof theexpression/simplicitytradeoff discussedear-
lier; by retainingamoredetailed(two-channel)type,weare
ableto moretightly boundthebehavior of thesystem,but
by sheddingdetail(summingthechannels)wedonotsacri-
�ce thecorrectnessof ourresultsbut merelytheirprecision.

Third , weneedto determinetheoutputtypeof thedeliv-
erynetwork baseduponits inputtype,losstype,andservice
curve type,usingtheequationwe derivedabove. Sinceno
serviceor shapingcurve is provided,we cansubstituteany
functionnot lessthantheinput'supperR boundfor ¯ , e.g.,
T2t + 10Ū ; min-plusconvolutionof all suchR boundswith
¯ thenbecomeidentityoperations.

Sincewe have both upperand lower input boundsand
upper and lower loss bounds,we can computeboth up-
per andlower outputbounds.We cannotdirectly relate®
input and output boundsusing losses,so we convert our
incoming ® upper-bounds(which are af�ne) directly into
(weaker) R upper-bounds. We then useour templatere-
lating incoming R upper-boundswith outgoingL lower-
boundsto determinetheoutgoingR upper-bound,namely,
V(t + 5) ¡ 0:05tWR \ V(2t) ¡ 0:05tWR on eachchannel,
whichnormalizesto V0:95t + 5WR \ V1:95tWR .

Similarly, using the templatefor output lower bound
baseduponinput lower bound,lossrateupperbound,and
servicecurve,we �nd theoutputlower boundtypeon each
channelto be T(( t ¡ 5) ¡ (0:15t + 1)) ­ 2tUR which is
normalizedeasilyto T0:85t ¡ 6UR . Thus,the outputtype
of the delivery network is V0:95t + 5WR \ V1:95tWR \
T0:85t ¡ 6UR ² V0:95t + 5WR \ V1:95tWR \ T0:85t ¡ 6UR .

Finally , we make sure the delivery network's output
type is compatiblewith the input typesof the clients, i.e.,
whether V0:95t + 5WR \ V1:95tWR \ T0:85t ¡ 6UR < :
T1:2t ¡ 16U¹® [ T0:7t ¡ 4:5U¹®.

Noticethat thereis no upperboundon incomingrateor
arrival curve; therefore,we disregard the R upper-bound
typesand must simply assessT0:85t ¡ 6UR < : T1:2t ¡
16U¹® [ T0:7t ¡ 4:5U¹®. The type T0:7t ¡ 4:5U¹® is it-
self a supertypeof T0:7t ¡ 4:5UR ; however, 0:85t ¡ 6 ¤
0:8t ¡ 8 for all t > 0 (they have a positive crossingat
t = 10); using conventionalback-of-the-envelopeanaly-
sis without the bene�t of the re�ned modelsof the net-
work calculus,this could �ag the applicationasunstable,
whenin factwe canprove its correctnessby ensuringthat
T0:85t ¡ 6UR < : T1:2t ¡ 16U¹® for t 6 10, which doesin
facthold (by similaranalysis).SincethenT0:85t ¡ 6UR < :
T1:2t ¡ 16U¹® [ T0:8t ¡ 8U¹®, the compositiondoestype-
checkbeginning to end,andtheentireveri�cation process
is driven by a mechanicalalgorithm invisible to the pro-
grammerspecifyingtheapplication.

5. Conclusionand Futur eWork

TheTRAFFIC languageandtype inferencemodelis in
no way particularto theNetwork Calculustypesystemwe
havepresented.In additionto ourongoingwork developing
thecoreTRAFFICcompilerandtype-checkingenginesand
re�ning andexpandingtheautomatedpowerof ournetwork
calculus-basedtype space,we are exploring several other
novel typesystemswhichre�ect resultsin otherapproaches
to compositionalanalysis.

SchedulingTheory Therecentworkof ShinandLee[13]
is an exampleof a systemwhich yields abstractdescrip-
tions of the propertiesof complex components. Rather
than working directly with the internal details of real-
timeschedulingsystems(workloads,algorithms,andactual
schedules),theirperiodicresourcemodelaffordsastraight-
forward expressionof the needsand capabilitiesof real-
time schedulersin termsof a small setof linearequations.
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Schedulabilityis thenexpressedin termsof necessaryand
suf�cient conditionsupon theseequations,allowing us to
completelysetasideall internaldetailsof thesystemwhile
retaining the ability to preciselydeterminewhethera set
of schedulerscanbecomposedundera super-schedulerin
a sucha way that they will still guaranteetheir deadlines
will bemet. Noticealsothatmany expressionsof periodic
scheduleslend themselves very naturally to subtyperela-
tionships,e.g., a processable to produceno fewer thana
unitsof outputevery b unitsof time is alsoableto produce
na outputpernb time for any integern > 1.

Queuing Theory The analysis of composite systems
is common in queuing theory; sequencesof queuesin
open and closed loops are commonly used to describe
a whole range of environments and systems. Queu-
ing systemdescriptionsare themselves a kind of type;
“M =M =3=20=100=FI F O” is a queue taking a memo-
ryless (Poisson)input, memoryless(exponential)service
times, threeparallel servers, a maximumqueuelength of
20, a maximum populationin the systemof 100, and a
�rst-in �rst-out schedulingdiscipline. This nomenclature
lendsitself naturallyto de�ning subtyperelationships(e.g.,
“M =M =1” < : “M =G=1” < : “G=G=k”).

Control Theory Wehavediscussedthefoundationsfor a
control-theoretictypespacein our recentpaper[2]. This is
anotherexampleof a type spacewhich will requireexten-
sive supportfor algebraicreductionandnormalization,and
mayrequiresupportfor calculus-level operationsaswell to
renderit suf�ciently powerful to beuseful.

Language Theory Issues In addition to our useof in-
volved(albeitstill Turing-incomplete)computationsystems
within thevaluesof typesthemselves,this researchagenda
suggestsseveralinterestingandpromisinglinesof program-
ming languageresearch. Recognizingfrom a program's
syntaxits characterizationin termsof compositionaltheo-
ries, e.g., a congestioncontrol function asa PI controller
or an imperative routine as operationallyidempotent[5],
is a subtlebut not not unsolvable problem, in practiceif
not in general. Sucha capability, even if limited, bridges
thegapbetweentheTRAFFICmodelof “programming”as
thecompositionof pre-existing,pre-typed“widgets” of net-
work functionality and the actualreliable implementation
andtypingof thewidgetsthemselvesfor usein aTRAFFIC-
likecompositionenvironment.

Another researchdirection is to extend our speci�ca-
tion languageto allow simultaneousspeci�cation of large
collections of desirablenetwork �o ws. One approach,
currentlyunderinvestigation, involvesmultiple-choicelet-
bindingsof thefollowing form (cf. Figure2):

let x 2 fA 1; : : : ; A n g in B
Theinterpretation(or semantics) of suchanexpressioncan
vary, again dependingon the application,while an appro-
priate typing dependsupon the choice of the semantics.

The simplestinterpretationrequiresthat, for every A i , the
expression“ let x = A i in B” will type-check. Nested
multiple-choicelet-bindingswould make a bruteforce ap-
proachto testingthis claim grow exponentiallyin cost;this
motivatesthe developmentof more computationallyef�-
cient type-checkingalgorithmswhich arecommensurately
moreconservative, i.e., they exchangecomputationalease
for expressive precision(andin so doing,may becomein-
capableof approving somesubsetof correctglobal�o ws).
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