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Abstract

We propose a new intra-domain IP routing algorithm
called TRAIL BLAZER (TB) that alleviates network con-
gestion by local decisions based on latency measurements
collected by scout packets. TB is a member of a class of
traffic-aware routing algorithms based on the behavior of
ants. TB maintains in every router a probability table that
controls the selection of outgoing links for a given destina-
tion. This table is modified by passing scout packets. Some
scout packets follow existing high probability paths, and
other scout packets explore new paths by making random
“mistakes” in order to find detours around congested ar-
eas of the network. Scout packets do not have global knowl-
edge of the network topology. Rather, they are influenced by
probability trails left by previous scout packets, and leave a
trail of updated probability information. TB is meant to be
an extension of existing link-state protocols such as OSPF
or IS-IS, which provide shortest-path information to initial-
ize the probability table. Simulations of UDP traffic in con-
gested networks show a reduction of packet drops by fac-
tors of 3.4–38.4 and 1.8–8.2, for single-path and multi-path
shortest-path routing, respectively, with a bounded reorder-
ing window. Even though TB may cause packet reorder-
ing which may affect the congesting control mechanisms of
TCP, TCP traffic sent over TB has a similar bandwidth to
shortest-path routing. Simulation of a hybrid routing algo-
rithm that routes TCP traffic over shortest paths and UDP
traffic over TB show reduced interference between TCP and
UDP traffic.

1. Introduction

Many autonomous systems (AS) suffer from transient
or permanent link congestion due to increasing or shifting
workloads, bursty traffic or link failures. An example of a
transient congestion is a flash crowd [12], which is charac-
terized by a sudden increase in the number of people trying
to access the same site.

The dominant AS routing algorithm today, OSPF [17]
(Open Shortest Path First), is a link-state protocol. It sends
traffic along the shortest path to the destination, where path
length is determined by either hop count or link weights.
Link weights are often set to be inversely proportional
to the link bandwidth, or the weights are set by the net-
work administration based on observed traffic patterns [11].
The problem is that traffic patterns are often dynamic, and
may not match the precomputed link weights, which causes
OSPF to send more traffic blindly on congested shortest
paths.

Network congestion was traditionally solved by adjust-
ing the transmission rate by a congestion control protocol,
such as TCP. However, congestion could be avoided by dy-
namic traffic-aware protocols, which adjust routing to avoid
congested links. Potential-based routing [2] and the “new”
ARPANET routing protocol [15] are examples of such rout-
ing algorithms.

We suggest a new traffic-aware routing algorithm called
TRAIL BLAZER (TB)1 that adapts its routing tables accord-
ing to measured packet latency to avoid congestion and to
reduce latency. TB belongs to a large class of distributed al-
gorithms that mimic the behavior of social insects, like ants
or bees. These algorithms are often called swarm intelli-
gence [4] or Ant Colony Optimization (ACO) [7]. These al-
gorithms emulate the principle of stigmergy [10], which is
the indirect communication between agents by changes to
their environment. For example, ants find the shortest path
from their nest to a food source without any knowledge of
geometry but with a keen sense of smell. A large number of
ants try random paths and deposit pheromones along their
paths. Any ant that finds the food retraces its path to the
nest. The shortest path to the food has the strongest smell,
which future ants follow.

TB employs link probability tables that determine the
probability of selecting an outgoing link for a particular des-

1 TRAIL BLAZER is simply named after its most distinguishing activity,
which is to discover new paths, or blaze new trails.
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tination. TB assumes that an underlying link-state proto-
col, such as OSPF, is always active. The link-state protocol
initializes the link probability table with shortest-path in-
formation and adjusts the probability table after topology
changes, such as link failures or additions. The initial value
of the link probability table ensures that shortest paths have
the highest probability. TB sends scout packets, which are
allowed to deviate from the highest probability paths in or-
der to discover detours with smaller latency. Scout pack-
ets measure the latency to the destination and update the
link probability tables accordingly. A scout packet that dis-
covers a path with a lower latency increases the probabil-
ity along its path, whereas a scout packet that discovers a
path with a higher latency decreases the probability along
its path.

This paper has several contributions. First, it shows that
TB reduces the packet drop rate significantly relative to
single-path and multiple-path shortest-path routing. Sec-
ond, it shows that a reordering buffer of 75 slots is sufficient
to alleviate out-of-order delivery of UDP packets routed by
TB in the networks we simulated. Third, it shows that TCP
traffic routed with TB has similar bandwidth to single-path
and multiple-path shortest-path routing in congested net-
works. Fourth, it shows that a hybrid routing algorithm that
routes TCP traffic over the shortest paths and UDP traffic
with TB offers improved TCP bandwidth and reduced UDP
packet drop rate relative to shortest-path routing of all traf-
fic. The hybrid routing algorithm could be the most effec-
tive way of introducing a new routing algorithm in existing
networks.

The rest of the paper is organized as follows. Section 2
compares TB with existing routing algorithms. Section 3
explains the concepts of the TB routing, and Section 4 ex-
plains the operation of TB in detail. Section 5 discusses the
properties of TB, and Section 6 presents preliminary simu-
lation results of UDP and TCP traffic over TB and shortest-
path routing on several network topologies and several traf-
fic patterns. Section 7 concludes and discusses future work.

2. Related work

Dynamic routing algorithms that try to alleviate conges-
tion or guarantee quality of service based on network traffic
measurements are not new. The “new” ARPANET routing
protocol [15] computed link weights from link delay mea-
surements, and recomputed routing tables when link delays
changed significantly. However, this protocol caused wide
oscillations in link utilization under heavy load. Khanna and
Zinky [13] revised the delay metric to improve the stability
of this protocol. Since then, many other adaptive algorithms
have been proposed in the literature.

Several routing algorithms based on the behavior of ants
have been published in the artificial intelligence community.

AntNet [5] is a routing algorithm that employs two-way mo-
bile agents to update link probability tables, which is sim-
ilar to TB. The two-way agents are sent from the source
to the destination, and they update the link probability ta-
bles on their return trip. The main difference between TB
and AntNet is that TB does not require a lengthy learn-
ing period to discover the network topology, since TB as-
sumes that the underlying link-state protocol provides this
information. Moreover, the AntNet paper did not investi-
gate the interaction between ant-based routing and conges-
tion control protocols, such as TCP. TB is also simpler than
the AntNet algorithm.

Another ant-like algorithm was developed by Subrama-
nian et al. in [20]. This algorithm sends one-way messages
from the destination to the source. Like AntNet, this paper
did not investigate the interaction with congestion control
protocols. This algorithm also requires a lengthy learning
period to discover the network topology. Schoonderwoerd
et al. [18] developed an ant-based algorithm for call setup
in a circuit-switched network.

In addition to ant-based algorithms, several other types
of adaptive algorithms have been developed. Basu et al. [2]
propose a class of routing algorithms based on potentials.
They also develop a specific traffic-aware routing protocol
using potentials. Traffic awareness is achieved by defining
the potential of a link for a given source-destination pair as
a function of the queue length of the link and the distance to
the destination. Another approach to adaptive routing is pre-
sented by Wang and Crowcroft [22]. In this paper, a protocol
that uses emergency exits to alleviate congestion on shortest
paths is proposed. These emergency exits are precomputed
and are only used when queue lengths are detected to be
above a certain threshold. In a somewhat different approach,
Shaikh et al. [19] present a protocol that distinguishes be-
tween long-lived and short-lived IP flows. Adaptive routing
is performed only on long-lived flows, which are detected
at the routers by keeping track of the number of bytes for
the flow. Once a flow is determined to be long-lived, an-
other mechanism such as MPLS is is used to create a dy-
namic route. Chen et al. [6] also present a dynamic rout-
ing protocol that only applies adaptive techniques to some
flows in the network. Their approach is to focus on destina-
tion networks that receive a lot of traffic. These “hot” desti-
nations initiate paths to themselves using dynamic link met-
rics. Packets for all other destinations use the normal link
state protocol. The protocol of [6] is called Scout, and it
uses scout packets sent by the popular destinations to peri-
odically update the routing tables in other nodes. The Scout
protocol and the behavior of their scout packets are very
different from ours. This protocol is based on the periodic
flooding of scout packets to discover link metrics and to per-
form the path updates. Our protocol does not use flooding,
instead our scout packets are sent only along the paths of ac-
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tive flows, and they occasionally (based on our probability
tables) deviate from the best paths to try to discover bet-
ter paths.

If the traffic inputs are known a priori or the statistics
of the inputs change slowly with time, then optimal perfor-
mance in terms of minimum average delay can be achieved.
The seminal work here is the minimum delay routing algo-
rithm by Gallager [9]. This work developed an iterative al-
gorithm that converges to the optimal solution for stationary
input traffic statistics. The algorithm of [9] is extended by
Bertsekas et al. [3]. Vutukury and Garcia-Luna-Aceves [21]
present an approximation to minimum delay routing is pre-
sented. If the traffic matrix that gives the point to point vol-
ume is available, Fortz and Thorup [8] propose an algo-
rithm that precomputes OSPF weights to alleviate conges-
tion and to achieve good utilization. TB differs from these
algorithms in that it does not depend on any prior knowl-
edge of traffic patterns.

3. The TRAIL BLAZER algorithm

In this section we present an informal description of the
TB protocol. In the next section we provide a detailed de-
scription. The TB routing protocol is an extension of a link-
state protocol, such as OSPF or IS-IS. TB enhances the
link-state protocol by adapting the routing decisions to pre-
fer links with smallest latency to the destination. In this way,
the traffic is directed toward less congested paths, which do
not suffer from long queuing delays.

In each router TB maintains a link probability table,
which contains � rows, one for each destination subnet.2

TB routes data packets according to the probabilities of the
corresponding entries in the link probability table. However,
TB does not consider links with low probability for the rout-
ing decision, because very low probability indicates a path
with significantly higher latency.

TB operates in either one-way or two-way mode. One-
way TB sends scout packets from the destination of active
flows towards their respective sources. One-way scout pack-
ets accumulate the latency to the destination as they travel
towards the source, and use this accumulated latency to up-
date the link probability tables at the intermediate routers.
See Section 4.6 for details. One-way scout packets do not
require clock synchronization in order to compute the ac-
cumulated latency. One-way scout packets that arrive at
the source are destroyed. Two-way TB sends scout packets
from the source of active flows towards their respective des-
tinations. Two-way scout packets keep the local time stamp
of all intermediate routers on the way to the destination.
Two-way scout packets that arrive at the destination change

2 In the following discussion we will use the term “destination” to refer
to a destination subnet.

direction and then retrace their exact path toward the source.
Two-way scout packets compute the latency from the cur-
rent router to the destination on the return trip by subtract-
ing the previous time stamp kept in the packet from arrival
time to the destination. In Section 7 we present a different
method for computing the latency of two-way scout packet
that does not require clock synchronization. Two-way scout
packets update the links probability table on their way back
from the destination to the source.

The advantage of one-way scouts is that every scout
packet can update the link probability tables of interme-
diate nodes, even if the packet is eventually lost (e.g. due
to a dead end or a loop). Although one-way scouts com-
pute the correct latency to the destination by considering
the queuing delay, transmission time and link delay, one-
way scout packets are routed using the link probability ta-
bles for the reverse direction, that is, from the destination
to the source. These tables may be different from the tables
from the source to the destination due to asymmetric traffic.
The advantage of two-way scouts is that every scout packet
is routed using the link probability table and link utiliza-
tion on the direction to the destination. However, two-way
scouts may be lost due to a dead-end or a loop without per-
forming any useful work. Section 6.1 compares the perfor-
mance of one-way and two-way TB.

TB sends scout packets only for active flows. The
amount of scout packets is a fixed portion of the the data
traffic in the flow. Note that both end points of a TCP con-
nection send scout packets to each other, even when the
TCP connection carries data only in one direction, be-
cause TCP sends acknowledgment packets, which trigger
the creation of scout packets.

Scout packets contain the list of nodes they visited on
their travel, which facilitates detecting loops and backtrack-
ing of two-way scout packets from the destination to the
source. See Table 1 for details.

There are two kinds of scout packets: best-path scout
packets, which travel along existing high probability paths,
and exploratory scout packets, which are allowed to make
“wrong turns” occasionally and deviate from the high prob-
ability paths. A scout packet never selects an outgoing link
that leads to a node that appeared earlier in its path (a loop).
If there are only such links available, the scout packet self-
destructs. Exploratory packets prefers outgoing links with
low congestion over links with high congestion.

Scout packets update the links probability table using the
algorithm described in Section 4.7. Scout packets eventu-
ally increase the probability of links that have low latency
to the destination, and decrease the probability of links that
have high latency.

Fig. 1 illustrates the operation of TB. Fig. 1(a) shows
the initial state of the link probability tables for destination
node E. Since the shortest path from A to E is�� � � �,
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Figure 1. TRAIL BLAZER routing.

and there is only one shortest path from A to E, the proba-
bilities of the links � � � and � � � are all one. The
probabilities of the links � � � and � � � are initially
zero. Thus, every data packet from A to E is initially sent
over � � � and � � �. Eventually, some best-path and
exploratory scout packets will be sent from A to E. These
scout packets measure the latency shown in Fig. 1(b), and
update the link probability tables accordingly. Eventually,
the probability of the link � � � will be highest, since the
latency of� � � � � is lowest, and the probability of the
link � � � will be lowest, since its latency is the highest.
Fig. 1(b) shows the final probabilities of the links from B to
E. TB routes data packets only on the links with the high-
est probability, as explained in Section 4.4. Thus, it will use
only the links � � � and � � �.

TB handles link failures by updating the link probabil-
ity table with new shortest-path information. In this way,
the underlying link-state protocol quickly notifies TB in all
nodes about topology changes, and TB resets the link prob-
ability tables to reflect the new topology. Later scout pack-
ets will modify the link probability tables to reflect the new
network latencies.

4. TRAIL BLAZER details

4.1. Data structures

TB maintains two data structures in each router: a prob-
ability table pt and an average transmission delay table avg.
Pt has� rows, one for each destination or a destination sub-

net. Each row has � entries, one for each outgoing link of
the router. The entry �� ��� 	� is the probability of sending a
packet to destination � on the outgoing link 	. The follow-
ing relation holds for every row � in 
�:

�� � � � �

��
���

�� ��� 	� � � (1)

The table avg holds the average transmission delay to
destinations from the current node. Avg has � entries, one
for each destination or destination subnet. The entry ������
is the average transmission delay from the current node to
the destination �, which is computed from the last � scout
packets that arrived from �. We selected � � ��, which is
a compromise between memory consumption and sensitiv-
ity to recent measurements.

Table 1 shows the structure of a scout packet.

4.2. Parameters

Table 4.2 shows a summary of the parameters of the TB
algorithm; we shall provide more details when we first men-
tion the use of each parameter. The number of tunable pa-
rameters reflect the experimental nature of our work. We be-
lieve that with more experimental testing many of these pa-
rameters can be made into constants.

4.3. Initializing the links probability table

The initial value of pt is computed from the shortest path
information collected by the underlying link-state protocol.
Let SP(d) denote the set of outgoing links that belong to one
or more shortest paths from the current node to destination
�. The initial value of pt is:

�� ��� 	� �

� �
������� 	 � �����

� otherwise
(2)

src source address of the packet
dest destination address of packet
is two way TRUE: a two-way scout

FALSE: a one-way scout
is exploratory TRUE: an exploratory scout;

FALSE: a best-path scout
td one-way scout packets: latency

from current node to source
arrival time two-way scout packets only:

arrival time to the destination
nhops hops count from the source
hop an array of nhops+1 entries,

one for each hop from the source
hop[i].address address of current node
hop[i].timestamp two-way scout only:

local time on forward direction

Table 1. Structure of a Scout packet
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name range value description
�� ��� �� 0.5 low threshold of the probabil-

ity of outgoing links in 1st pass
�� ��� �� 0.8 low threshold of the probabil-

ity of outgoing links in 2nd
pass

� ��� �� 0.5 combining factor of historical
probability and new shortest-
path information

� ��� �� 0.25 probability of sending best-
path scout packets

Æ ��� �� 0.2 learning rate
� ��� �� 0.5 the probability of an ex-

ploratory scout selecting a ran-
dom outgoing link

� ��� �� 0.5 the weight of congestion cor-
rection term in exploratory
scout packets

� 10 keep the average of the last �
latency measurements for ev-
ery destination

� 50 send a scout packet every so
many regular packets

MAX HOPS 32 maximal path length of a scout
packet in hops

Table 2. TB parameters. The “value” column
is the values in the simulations.

Whenever the underlying link-state protocol discovers a
topology change, such as after a link failure or addition of
new links, TB combines the new shortest path information
with the historical values accumulated in pt. The new value
of pt is:

�� ��� �� �

�
� � �� ��� �� � ���

������� � � �����

� � �� ��� �� otherwise
(3)

The parameter � controls the amount of accumulated in-
formation that is kept after a topology change. � � � � �.
� � � ignores all historical information, whereas � � � ig-
nores the new shortest path information (not a wise idea).

4.4. Routing data packets

In order to avoid sending packets on links with low (but
not zero) probability, TB selects a set ���� of outgoing
links for every destination �, and sends the data packet on
one of the links in ����. The set ���� is chosen so that mi-
nor changes in pt do not change ����.

To compute ����, we first compute �������, which is
the highest probability of any link that leads to �.

������� � �	

������

�� ��� �� (4)

Next we compute ��	 ���, which is the lowest probability
of any link that is larger than �� times �������.

��	 ��� � ��� �� ��� ��
 �� ��� �� � �� � ������� (5)

The set ���� is

���� � ����� ��� �� � ������ � �������� �� � ��	�����
(6)

The constants �� and �� implement a “soft cutoff” that
includes links with probabilities close to ��	 ���. For exam-
ple, if link probabilities are ����� ���� ����, �� � ���, and
�� � ���, then ��	 ��� is 0.3, and ���� is ����� ����. How-
ever, if the link probabilities are ����� ����� �����, ����
will include all links.

The probability of sending a data packet on an outgoing
link �, � � ����, is

�
����� �� �
�� ��� ���

������ �� ��� ��
(7)

4.5. Scout packet types

TB generates two types of scout packets: best-path pack-
ets and exploratory packets. Best-path scout packets and
exploratory scout packets differ only by the way they are
routed. Best-path scout packets are routed similarly to data
packets according to the probabilities in pt. These packets
never try new paths, and they are used to measure the la-
tency of the current best path. Exploratory scout packets try
to discover better alternate paths (detours), and their path
is influenced by current congestion measurements. When
a scout packet of any type discovers a loop, or if its path
is longer then MAX HOPS, it self-destructs. TB generates
best-path scout packets with a probability of �, and gener-
ates exploratory scout packets with a probability of � � �.
It is important to keep � reasonably high in order to mea-
sure the current paths used by data packets frequently, so
that we discover congested data paths quickly and shift the
traffic to less congested paths.

All scout packets are initialized at the source by setting
the src and dest fields to the corresponding addresses of the
source and destination nodes, and setting td = 0, nhops = 0,
and hop[0].address = src.

4.6. Handling scout packets in intermediate nodes

One-way scout packets carry with them the latency td
from the current node back to the source of the scout packet.
One-way scout packets update their accumulated latency td
in every intermediate node by �� � �� � 	���, where 	���
is the current latency of outgoing link �, which is the sum
of the queuing delay and link delay. It does not include the
transfer time, which is a function of the packet size and link
bandwidth. Link � is the link on which the packet arrived
from the previous node. 	��� is computed by:
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���� �
����� � ������
��������	


� ������ (8)

where ����� is current output queue size of link � in bytes,
������ is the remaining size of the currently transmitted
packet on link �, ��������	
 is link � bandwidth in bytes/s,
and ������ is link � transmission delay.

Every intermediate node increases the hops count nhops,
and adds an entry to the hops array. The entry contains the
node address (one-way scouts) or both the node address and
the local time stamp (two-way scouts).

In every intermediate node (not the destination), TB
computes the set � of outgoing links that are not connected
to nodes that appeared in the packet’s path. If � is empty,
the scout packet is destroyed.

TB routes a best-path packet to destination � on link �,
only if � � � �����, using the probability ���� ������� ��.

���� ������� �� �
�� ��� ��

�
��
 �� ��� ��

(9)

The packet is destroyed if � ����� is empty.
Unlike best-path scout packets, which use only the infor-

mation in pt and � for routing decisions, exploratory pack-
ets also consider the current congestion of outgoing links.
The reason is that exploratory packet should notice conges-
tion conditions as soon as possible in order to explore alter-
nate paths. We assume that the traffic on the links is sym-
metrical for one-way scout packets (same amount of traffic
flows through the link in both directions), which is often in-
correct. If the traffic is symmetric, a high value of ���� on
one direction of the link is a likely indication of a conges-
tion on the other direction as well. Because two-way scout
packets measure link latency in the same direction as data
packets, they handle asymmetric traffic correctly.

TB computes a congestion correction term ���� for ev-
ery outgoing link � of the current node. The congestion cor-
rection term is a value in the range ��� �� that indicates the
congestion of link � relative to other links.

���� �
����

��

��� ��	�
(10)

where ���� is the latency of outgoing link �, and the node
has 
 outgoing links. Note that

��
��� ���� � �.

TB selects to send the exploratory packet on a random
outgoing link with probability �. The probability of select-
ing a random outgoing link �, � � �, is

���� ��� �	
���� �� �

�

�
� � � � ��� �����

� � � � �
 � ��
(11)

� is the weight of the congestion correction term. A large
value of � gives preference to the outgoing link with the
smallest current congestion factor. � � � forces a uniform
selection (probability �
���) of outgoing links without any

regard to their congestion. � � ��� is a compromise be-
tween uniform selection and current congestion.

TB selects to send the exploratory packet using best path
information with probability � � �. The probability of se-
lecting outgoing link �, � � �, is

���� ��� ������� �� �
���� ������� �� � � � ��� �����

� � � � �
 � ��
(12)

Again, � is the weight of the congestion correction term.
�� ��������� �� is the probability of sending the best-path
scout packet on the outgoing link �. TB selects only the
links with a high prob best(d,i) values that are also included
in � using the link selection algorithm of Section 4.4. If
none of links with high prob best(d,i) values are included
in �, then TB selects a random link using prob exp rand
above. We set � � ��� to have an equal chance of select-
ing a random outgoing links and a best-path link.

4.7. Updating the links probability table

One-way scout packets uses the accumulated latency td
to update the pt table on their way from the source to the
destination. Two-way scout packets compute the td on the
return path from the destination to the source by �� �
	��
�	� �
�� � ���� �� ���
����	�� , where 
 is the index
of the entry of the current node, and ������� ���� is the ar-
rival time to the destination. We assume global clock syn-
chronization here. However, Section 7 outlines a different
method for computing the latency of two-way scout packets
that does not require clock synchronization. For both one-
way and two-way scout packets, the node updates the aver-
age latency table 	�����.

When a scout packet updates pt, it refer to the link �,
which is the link through which the packet arrived to the
node. This link points to the destination of corresponding
data packets. Note that one-way scout packets are sent from
the destination of the flow, and two-way scout packets are
sent from the source of the flow, but they update pt when
they return from the destination.

All scout packets update pt using their td and current
	����� values as follows.

����� � 	
��	�
�
	�����

��
� ���� ���� (13)

�� � Æ � ����� (14)

�� ��� �� �
�� ��� �� � ��

� ���
(15)

�� ��� 	�� ��� �
�� ��� 	�

� � ��
(16)

The average latency 	����� is used to scale the positive
reinforcement value of the scout packet. A larger value of
����� indicates a better (shorter) path. ����� is limited to
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the range ����� ��� to prevent wide fluctuations in ��, which
is the the reinforcement value of �� ��� ��.

Æ is the learning rate of the algorithm. It should be set
high enough so that a scout that discovered a short path to
the destination will have some influence on pt. However, it
should not be set too high to avoid oscillations. We used the
Æ value from [5]. All entries in pt of the same destination �

are scaled by � ��� to ensure that their sum remains 1.

5. TB properties

5.1. Low overhead

TB has low communication overhead, since scout pack-
ets constitute a small fixed percentage of data packets.
We simulated scout packet frequency of 2% (one scout
packet every 50 data packets), which was sufficient to re-
duce packet drops significantly. Moreover, scout packets are
short, since they comprise a fixed header and a 4 or 8 byte
entry for every node on the scout’s path, for one-way and
two-way scout packets, respectively. See Table 1 for de-
tails on scout packet structure. Another advantage is that
TB never broadcasts state information to every node.

5.2. Constructive interference

TB benefits from constructive interference between the
scouts sent to the same destination from different sources.
A congested link along the way to a popular destination will
be probed by multiple scouts from every source. Once the
first exploratory scout packet finds a path around the con-
gestion, other data packets from all sources to the same des-
tination will follow it.

5.3. Reduced path oscillations

TB reduces path oscillations by a combination of several
mechanisms. First, TB does not broadcast new link costs or
any other global state. It rather measures new path latencies
gradually by sending scout packets on active flows. The pro-
cess of measuring path latencies is inherently asynchronous.
Second, TB updates the link probability table with a com-
bination of old and new information. The new information
is further scaled by a learning rate, as explained in Sec-
tion 4.7. This mechanism prevents wide swings based only
on the most recent measurement. Third, TB routes pack-
ets on links with high probability using a “soft cutoff”, so
that small changes in the probability of any link will nor-
mally not change the set of links that are used to route pack-
ets. See Section 4.4 for details.

5.4. Asymmetric routing

Packets sent on the forward direction of a bidirectional
flow may travel on a different path than the backward di-
rection of the same flow. The reason is that the link proba-
bility tables from a given source to a given destination may
be different from the probability tables from the destina-
tion back to the source. This may occur when one of the
directions is congested. A practical implication of this phe-
nomenon is that TCP acknowledgments may travel on a dif-
ferent path than the data.

5.5. Some packets may enter a loop

TB may route data packets in a loop with a very small
probability, since the link probability tables are updated
asynchronously by different scout packets. However, TB
sends packets only on links with relatively high probabil-
ity. A link with non-zero probability implies that either this
link is (or was) on a shortest path, or that a scout packet ar-
rived from the destination to the current node through the
corresponding link. In other words, a non-zero probability
implies that there is (or was) a path from the current node
to the destination through that link.

The links with the highest probability are either the links
that are currently on the shortest path to the destination or
the links through which many scout packets that measured
low latency to the destination have passed. Both cases indi-
cate that sending a packet on a link with a high probability
will bring the data packet closer to the destination. How-
ever, a few data packets will have a very long path, as de-
scribed in Section 6.1. A negligible amount of data pack-
ets were lost due to an excessive hop count (more than 32
hops in our simulations). The average, median, and maxi-
mal data packet loss due to an excessive hop count across
all simulations are 0.0003%, 0, and 0.011%, respectively.

6. Simulations

We compared the performance of TRAIL BLAZER and
OSPF using the ns-2 network simulator [14]. We used the
“LS” (link-state) protocol that is provided with ns-2 to sim-
ulate link-state shortest-path routing, which is essentially
OSPF. In the case of hybrid routing (TB for UDP traffic and
link-state shortest-path routing for TCP traffic), we used a
single routing protocol that selected TB for UDP packets,
and performed shortest-path routing for TCP packets. We
did not simulate link failures.

We simulated three topologies: ISP, BRITE-25, and
BRITE-50. The ISP topology is meant to be represen-
tative of the network topology of a typical US Internet
service provider. This topology has been used by Apos-
tolopoulos et al. [1]. The ISP topology has two kinds of
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Figure 2. The ISP topology. Squares repre-
sent source and destination routers, and cir-
cles represent transit networks.

nodes: “router” nodes, and “transit network” nodes. Only
“router” nodes serve as sources and destinations of traf-
fic. This topology has a total of 48 nodes, out of which
19 (about 40%) are “router” nodes. Fig. 2 shows the
ISP topology. The BRITE-25 and BRITE-50 topolo-
gies were generated by the BRITE topology genera-
tor [16] using the Waxman [23] model and the default set-
tings. BRITE-25 has 25 nodes, and BRITE-50 has 50
nodes. Fig. 3 shows the BRITE-25 topology. The band-
width and delay of all links in all topologies are 1Mbps and
5ms, respectively. We simulated drop-tail queues contain-
ing up to 50 packets on all links.

We simulated an active network with a shifting traffic
pattern. All simulations generated a traffic pattern compris-
ing four consecutive phases of 15 seconds each. In each
phase we randomly divided the network nodes into clients
and servers. The clients group contains ��

�
� nodes, and the

servers group contains ��
�
� nodes, where � is the total num-

ber of nodes. Then we selected ��
�
� pairs of nodes, each

comprising one client and one server. The traffic was sent
from the client to the corresponding server in each pair.
Each client sends traffic to one server, and each server re-
ceives traffic from at most one client. The first phase starts
one second after the start of the simulation to enable the
“LS” protocol to discover the network topology. We used a
packet size of 500 bytes for all traffic (UDP and TCP).

Note that the clients and servers changed in each phase,
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Figure 3. The BRITE-25 topology.

as well as the association between clients and servers. In
particular, we did not enforce any spatial locality on the
communication in each phase. The phase changes are de-
signed to stress TB, because link latencies change in each
phase. TB has to learn the new latencies and forget old la-
tencies without causing traffic oscillations.

6.1. UDP traffic over TRAIL BLAZER

We measured the packet drop rate of CBR and bursty
UDP traffic in the three topologies and four routing pro-
tocols. The routing protocols are: link-state shortest-path
with single-path routing (SP-S), link-state shortest-path
with multi-path routing (SP-M), TB with one-way scouts
(TB-1), and TB with two-way scouts (TB-2).

Fig 4 shows the packet drop rate due to network conges-
tion for CBR and bursty traffic of varying bandwidth. CBR
traffic sends one stream of UDP packets with the specified
bandwidth from every client to the corresponding server.
Bursty traffic sends one stream of UDP packets from ev-
ery client to the corresponding server using the ns-2 Pareto
on/off traffic generator with “shape” value of 1.4. Data is
sent with the specified bandwidth during the ”on” period,
and no data is sent during the “off” period. The average du-
ration of the “on” and “off” periods are 800ms. and 200ms.,
respectively.

There are several interesting observations in Fig 4. First,
the BRITE-25 and BRITE-50 topologies can withstand
higher bandwidth without congestion (as indicated by lower
packet drops for the same traffic bandwidth) than the ISP
topology. This is expected, since the typical node in the
BRITE-25 and BRITE-50 topologies has a larger degree of
connectivity than the ISP topology. In other words, there
are more alternate paths between nodes in the BRITE-25
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(a) ISP topology with CBR traffic
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(b) ISP topology with bursty traffic
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(c) BRITE-25 topology with CBR traffic
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(d) BRITE-25 topology with bursty traffic
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(e) BRITE-50 topology with CBR traffic
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(f) BRITE-50 topology with bursty traffic

Figure 4. UDP packet drop rate for CBR and bursty traffic.

and BRITE-50 topologies than in the ISP topology. Sec-
ond, the multi-path shortest-path routing (SP-M) has lower
packet drops rate than the single-path shortest-path routing
(SP-S). This is also expected, since the traffic can use alter-
nate paths, which reduces the congestion. Third, all topolo-
gies can withstand a higher bandwidth of bursty traffic. This
too is expected, since the average load of the bursty traf-

fic is lower than the CBR traffic of the same bandwidth.
Fourth, TB with two-way scout packets (TB-2) achieves a
lower packet drop rate than TB with one-way scout pack-
ets (TB-1) in almost all topologies, traffic patterns and net-
work loads, This is the reason why we will consider only
TB with two-way scouts for the rest of this section.

Fig. 4 also shows that TB-2 reduces the UDP packet
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topology bandwidth protocol avg. path length max % window drop rate
(Mbps) latency avg. 99 out of reorder buffer size

(ms.) pct. order 25 50 75
ISP 0.6 SP-M 72.2 5.015 8 30 3.066 0 0

TB-2 70.2 5.243 10 51 1.183 0 0
0.7 SP-M 83.3 5.137 8 35 4.506 0 0

TB-2 81.3 5.495 12 106 3.927 0.378 0.007
BRITE-25 0.7 SP-M 54.3 2.361 4 35 4.316 0 0

TB-2 45.9 2.777 7 195 2.324 0.254 0.031
0.8 SP-M 57.9 2.389 4 78 4.250 0.285 0.239

TB-2 60.9 2.876 7 166 4.892 0.637 0.070
BRITE-50 0.7 SP-M 77.4 2.875 4 68 5.355 0.591 0

TB-2 76.8 3.443 9 292 4.439 0.756 0.106
0.8 SP-M 89.0 2.933 4 78 5.942 0.716 0.427

TB-2 112.4 3.619 9 210 10.101 2.703 0.544

Table 3. UDP CBR traffic characteristics of representative configurations.
99 pct. is the 99 percentile path length. % window drop rate is the
percentage of packets dropped due to insufficient reordering window size.

drop rate by a factor of 3.4–58.3 compared with single-
path shortest-path routing (SP-S), and by a factor of 1.4–
8.2 compared with multi-path shortest-path routing (SP-M).
There was even one case where TB-2 was able to eliminate
all packet drops (ISP with 0.5Mbps bursty traffic). There are
only four cases where TB-2 has more packet drops than SP-
M. It is difficult to see these cases due to the scale of Fig. 4.
In all cases the contention is low (0.4 and 0.5Mbps traffic)
and the overall packet drop is also low (less than 0.077%).

Table 3 shows the characteristics of UDP CBR traffic for
the highest bandwidth combinations of Fig 4. The results for
bursty traffic are similar. Table 3 compares the multi-path
shortest-path routing (SP-M) with two-way TB, since one-
way shortest-path routing does not suffer from out-of-order
delivery. Table 3 shows the average packet latency, average
packet path length, and the 99th percentile of packet path
length. The last four columns show the effect of a limited re-
ordering buffer on packet delivery. We simulated a reorder-
ing buffer that contains the last � slots up to the packet with
the highest received sequence number. We drop all packets
with a sequence number that is lower than the lowest slot
of the reordering buffer. The column “% window drop rate”
shows the resulting packet drop rate for several sizes of the
reordering buffer. The table also shows the maximal out-of-
order delivery range, which is the maximal range of packet
reordering in the network. It is also the minimal size of a re-
ordering buffer that can prevent all packet drops due to in-
sufficient history in the reordering buffer.

There are several interesting observations in Table 3.
First, the average packet latency of SP-M and TB-2 is simi-
lar. It shows that TB-2 both reduces packet drops and main-
tains a similar average packet latency. Second, it shows that
TB path length is typically longer than SP-M. This is ex-
pected, since TB sends packets on detours in order to avoid
congestion. However, TB sends some packets on an exces-
sively long path, as indicated by the 99th percentile of the
path length. This is the result of using probability tables,
which may send some packets in a loop. In all cases there

is a negligible amount of packets that were dropped due to
an excessive hop count (more than 32 hops in our simula-
tions). See Section 5.5. This result indicates that most pack-
ets do not travel in endless loops, even if the TB is not
loop-free. Third, both SP-M and TB-2 suffer from exces-
sive packet reordering. SP-M suffers from load imbalance
on the shortest paths, whereas TB-2 suffers from occasional
packets that travel through an especially long path. A re-
ordering buffer of 50 slots is sufficient in most cases to en-
sure in-order delivery of most UDP packets with SP-M, and
a reordering buffer of 75 slots is sufficient for TB-2. How-
ever, this reordering buffer is not enough for both routing
algorithms on the BRITE-50 topology with 0.8Mbps CBR
traffic. Based on our simulations, we believe that the re-
ordering buffer needed to ensure in-order packet delivery
in much larger networks may be larger only by a constant
than the size we used.

6.2. TCP traffic over TRAIL BLAZER

Since the two-way TB (TB-2) has better performance
than the one-way TB (TB-1), we use TB-2 for the rest of
the experiments and refer to it as simply TB. The previous
section showed that TB causes packet reordering in many
cases, which may interfere with the operation of TCP. The
reason is that TCP receivers generate duplicate acknowl-
edgment packets when they receive out-of-order data pack-
ets, which in turn causes TCP servers to initiate congestion
avoidance. The result is a reduction in the data transfer rate.

We evaluated the effects of packet reordering caused by
TB on TCP bandwidth by sending TCP traffic using the
same traffic pattern described in the previous section. The
only change is that clients send FTP traffic greedily to the
corresponding servers instead of UDP traffic. Again, we
simulate four phases of 15 seconds each, and we selected
a random group of clients and servers in each phase. We
compare the average FTP bandwidth of three routing pro-
tocols: single-path shortest-path routing (SP-S), multi-path
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topology TB SP-S SP-M % improv.
SP-S SP-M

ISP 93.32 97.22 90.48 -4.0 3.1
BRITE-25 101.03 102.21 104.25 -1.2 -3.1
BRITE-50 93.51 93.08 94.87 0.5 -1.4

Table 4. Average TCP bandwidths in KB/s.
The last columns show the percentage im-
provement of TB relative to SP-S and SP-M.

shortest-path routing (SP-M), and two-way TB (TB). We
report the overall bandwidth, which is the total amount of
data received by all servers divided by the time it takes to
receive all the data.

Table 4 shows the average TCP bandwidth achieved for
the three topologies and the three routing algorithms. Note
that the bandwidth is presented in KB per second. This ex-
periment indicates that the reordering caused by TB has a
small effect on TCP performance. The average bandwidth
of TB ranged from an increase of 3.13% to a decrease of
4.01% relative to SP-S and SP-M.

6.3. Combined TCP and UDP traffic

In this section we evaluate the performance of hybrid
protocols that uses link-state shortest-path routing for TCP
and TB for UDP traffic. We evaluated two hybrid proto-
cols: TB+SP-S, which is the combination of a two-way
TB and a single-path shortest-path routing, and TB+SP-M,
which is the combination of a two-way TB and a multi-
path shortest-path routing. We compared TCP bandwidth
and UDP packet drop rate of the hybrid protocols to SP-S
and SP-M that route all traffic. The experimental setup is
the similar to the previous sections. The difference is that
in each phase a client sends both UDP and TCP data to the
corresponding server. UDP traffic is sent at a constant bit
rate ranging from 0.3Mbps to 0.5Mbps, and TCP traffic is a
greedy FTP transfer.

The results of the experiments for single- and multi-path
shortest path are shown in Table 5 and Table 6, respectively.
In almost all cases the hybrid protocols improved the aver-
age TCP bandwidth and the UDP packet drop rate. In both
the single-path and multi-path cases, the best improvement
in TCP bandwidth is for the BRITE-25 topology with UDP
traffic at a rate of 0.5Mbps. For single-path the improve-
ment is 35.3% and for multi-path it is 53.9%. The best im-
provement in packet drop rate (52%) in the single-path case
is for the BRITE-50 topology with UDP traffic of 0.4Mbps,
and for the multi-path case the best improvement in packet
drop rate is 69.6% for the ISP topology with UDP traffic
of 0.5Mbps. The average improvement in TCP bandwidth
over all topologies and UDP traffic rates for single-path and

topology UDP avg. TCP bandwidth / % improv.
bw UDP drop % TCP bw/

TB+SP-S SP-S UDP drop
ISP 0.3 64.47 / 0.49% 65.88 / 0.74% -2.1 / 33.8
ISP 0.4 54.92 / 1.02% 54.93 / 2.08% 0 / 51
ISP 0.5 45.45 / 2.60% 44.45 / 3.61% 2.2 / 28
BRITE-25 0.3 76.18 / 0.24% 66.11 / 0.47% 16.1 / 48.9
BRITE-25 0.4 67.95 / 0.74% 54.25 / 1.0% 25.3 / 26
BRITE-25 0.5 66.04 / 0.92% 42.74 / 1.18% 35.3 / 22
BRITE-50 0.3 62.44 / 0.49% 59.2 / 0.80% 5.5 / 38.8
BRITE-50 0.4 53.73 / 0.86% 47.81 / 1.79% 12.4 / 52
BRITE-50 0.5 49.44 / 1.88% 37.48 / 2.84% 31.9 / 33.8

Table 5. Comparison of TCP and UDP perfor-
mance with single-path routing.

topology UDP avg. TCP bandwidth / % improv.
bw UDP drop % TCP bw/

TB+SP-M SP-M UDP drop
ISP 0.3 59.68 / 0.24% 59.52 / 0.32% 0.3 / 25
ISP 0.4 52.87 / 0.83% 49.20 / 0.91% 7.5 / 8.8
ISP 0.5 44.81 / 0.86% 39.79 / 2.83% 12.6 / 69.6
BRITE-25 0.3 79.25 / 0.07% 68.55 / 0.15% 15.6 / 53.3
BRITE-25 0.4 73.39 / 0.19% 57.41 / 0.32% 27.8 / 40.6
BRITE-25 0.5 71.44 / 0.45% 46.41 / 0.63% 53.9 / 28.6
BRITE-50 0.3 66.27 / 0.25% 61.66 / 0.27% 7.5 / 7.4
BRITE-50 0.4 56.35 / 0.46% 50.88 / 0.62% 10.8 / 25.8
BRITE-50 0.5 52.21 / 1.37% 40.58 / 1.25% 28.7 / -9.6

Table 6. Comparison of TCP and UDP perfor-
mance with multi-path routing.

multi-path routing is 14% and 18.3%, respectively. The av-
erage improvement in UDP packet drop rate over all topolo-
gies and UDP traffic rates for single-path and multi-path
routing is 37.1% and 27.7%, respectively. However, there
are two instances where the hybrid protocols performed
worse than the shortest-path protocols. The ISP topology
with UDP rate of 0.3Mbps and single-path shortest-path
shows that SP-S had a TCP bandwidth which was 2.1% bet-
ter than TB+SP-S, but in this instance the UDP drop rate
for TB+SP-S was 33.8% better. The other instance is the
BRITE-50 topology with UDP traffic at 0.5Mbps and multi-
path shortest-path, in which TB+SP-M had a 9.6% higher
UDP packet drop rate. However, in this case the TCP band-
width of TB+SP-M was 28.7% higher than SP-M.

7. Summary and future work

This paper presents the TRAIL BLAZER (TB) routing
protocol, which augments shortest-path routing by sending
occasional scout packets without a global sense of network
topology. TB is inspired by the way ants forage for food. To
evaluate the performance TB, we performed extensive sim-
ulations with the ns-2 network simulator. The experiments
indicate that TB significantly improves packet drop rate for
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UDP with both constant bit rate and bursty traffic. Because
TB uses alternate routes to avoid congestion, some packet
reordering occurs. However, our simulations indicate that a
reordering buffer of size 75 is enough to ensure in-order de-
livery in most cases. We also showed that the reordering
has a minor effect on TCP performance. We propose a hy-
brid algorithm that uses TB for routing UDP packets and
shortest path routing for TCP packets. Our simulations in-
dicate that the hybrid protocol reduces the interference be-
tween UDP and TCP traffic and results in improved perfor-
mance for both. The hybrid protocol could be the best way
to introduce a new routing protocol to existing networks.

Although TB requires more processing to route data
packets than current shortest-path routing, we believe that
hardware acceleration could make TB processing time sim-
ilar to current protocols.

We plan to investigate three issues in the near future.
First, we plan to implement a different method for comput-
ing the latency of two-way scout packets, which does not re-
quire clock synchronization. This method will keep the la-
tency of the current outgoing link in the packet instead of
the current time stamp. This latency is the same as the ����
of one-way scout packet (see Section 4.6). Two-way scout
packets will compute the latency to the destination in the re-
turn path by �� � ������� �� ����	� �
��	�
 , where � is the
index of the entry of the current node. Second, we plan to in-
vestigate the parameter space of TB thoroughly to find op-
timal combinations of parameters. Third, we plan to inves-
tigate the performance of TB with link failures.
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