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Abstract

The TCP transportlayer protocol is designedfor con-
nectionghattraversea singlepathbetweerthesenderand
receiver Howerver, there are several ervironmentsn which
multiple pathscanbe usedby a connectiorsimultaneously
In this paperwe considerthe problemof supportingstriped
connectionghat operate over multiple paths. We propose
anend-to-endransportlayer protocolcalledpTCPthatal-
lowsconnectiongo enjoythe aggregatebandwidthoffered
by the multiple paths,irr espectiveof theindividual charac-
teristicsof thepaths.We showthat pTCPcanhavea varied
range of applicationsthrough instantiationsin three dif-
ferent ervironments:(a) bandwidthaggregation on multi-
homedmobilehosts,(b) servicedifferentiationusingpurely
end-to-endnedanismsand(c) end-systemisasedhetwork
striping. In ead of the applicationswe demonstate the
applicability of pTCP and how its efcacy compaes with
existingappmoadesthroughsimulationresults.

1. Intr oduction

The TCP transportlayer protocolis designedfor con-
nectionsthattraversea single pathbetweernthe sourceand
thedestinationlf a TCPconnectiornis stripedover multiple
network pathstheperformancef theaggrgateconnection
canpotentiallybe evenworsethanthe bandwidthavailable
alongary of the paths.Thisis becausd CP expectsa pre-
dominantly rst-in- rst-out delivery of pacletsthroughthe
network, andusesout-of-orderarrival of pacletsasindica-
tion of pacletlossesdueto congestionA seeminghybetter
solution of using application layer striping over multiple
TCPsoclets[2, 6, 12] (oneeachfor every pathavailable),
doesnot fare well eitherdueto a variety of reasonsthe
primary one beingthe inability to accuratelypro le band-
widths available along individual pathsat the application
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layer While we discussthe performanceof the applica-
tion layer striping approacHhaterin the paper we contend
that TCP as-isis not an appropriatetransportprotocol for

stripedconnections.

Ontheotherhand,stripingof connectionganhave con-
siderablebene tsin a variety of Internetsettings. For ex-
ample,a multi-homedmobile host can stripe connections
on its multiple wirelessinterfaces,andthusachiese aggre-
gate bandwidthsin a typically bandwidthscarceerviron-
ment. Striping of connection®n the backbondnternethas
potentialadvantagesncluding betterutilization of network
resourcesindincreasedairnesso the connectionsWhile
thereareseveral suchgainsto be attainedthroughstriping,
the focusof this paperis not to motivate connectionstrip-
ing. Insteadwe considethequestion:If connectiongreto
be striped,howcana transportprotocol supportsud con-
nectionseffectively? We measureeffectivenessasthe abil-
ity of the transportprotocolto deliver the aggreate band-
widthsavailablealongthe multiple pathsto theapplication.
A subsetof the challengessuch a transportprotocol has
to addressnclude: (a) the different pathsavailable to the
stripedconnectiorcanhave diversecharacteristicén terms
of bandwidth,delay andloss; (b) path characteristicgan
be proneto both short-termandlong-term uctuations; (c)
in the worst case,a path can experiencea completeshut-
down; and(d) the buffer atthereceveris nite irrespectve
of whetheiit is partitionedevenly amongthedifferentpaths
or is sharednoredynamically

In this contet, we proposeanend-to-endransporiayer
protocol called pTCP (parallel TCP) that effectively sup-
portsstripedconnections Althoughthe pTCPdesigndoes
notrequireary speci ¢ behaior from thecomponento ws
of the stripedconnection,in this paperwe focusonly on
the casewherea componento w exhibits the samebeha-
ior asthatof aregular TCP connectionpTCPachieesef-
fective aggreyation of bandwidthfor a stripedconnection
througha combinatiorof uniquemechanismicluding: (a)
decouplingfunctionalitiespertainingto the aggrejate con-
nectionfrom thosethat pertainto an individual path; (b)
effective stripingacrosshe multiple pathsbasedon thein-



stantaneoubandwidthsand(c) appropriatee-stripingand
redundanstriping of pacletsduring periodsof uctuation
in pathcharacteristics.

As pointedout earlier aprotocolsuchaspTCPcanhave
applicationsin several differentsettings. We identify and
focusonthefollowing threeapplicationdomainsfor pTCP:
(a) bandwidthaggreyation at mobile hostswith multiple
wirelessnterfaces(b) end-to-endveightedrateservicedif-
ferentiation,and (c) striping on an overlay network based
on applicationlayer switching. For eachof the settings,
we discusgheapplicabilityof pTCR why pTCPis superior
to existing approache# eachof the domains,andpresent
simulationresultsthat substantiateur amuments.

The contributionsof this work arethustwofold:

We proposean end-to-endtransport protocol called
pTCP for striped connections. pTCP usesa combi-
nation of medanismsto provide a stripedconnection
with theaggregatebandwidthavailablealongthe mul-
tiple paths.

We also showthe useof pTCPin threedifferentInter-
net settings,and demonstate its efcacy whencom-
paredto existingapproacesin thosesettings.

The restof the paperis organizedasfollows: Section2
liststhekey designprinciplesthatunderliepTCR Section3
presentsghe softwarearchitectureandprotocoloverview of
pTCR Sectiord discussethethreeapplicationdomaingor
pTCR Finally, Section5 discussesomerelatedwork and
concludeghe paper In the restof the section,we de ne
someof the key terminologythatwe usein the paper

1.1.Terminology

StripedConnection:We referto a connectiorthathas
multiple delivery pathsbetweerthesourceandthedes-
tinationasa stripedconnection.

Micro-Flow: We referto the portion of a stripedcon-
nectionthattraversessingleindividual pathasacom-
ponent ow or a micro- ow. Hence,several micro-
0 wstogethercomprisethe stripedconnectionln this
paper we assumethat a micro- ow will exhibit the
samebehaior asanormal TCP connection.

Aggregate Bandwidth: We refer to the sum of the
bandwidthsavailable for eachof the micro- ows as
the aggreate bandwidth. Note that the challengeof
providing the aggreate bandwidthto the stripedcon-
nectionis non-trivial.

2.pTCP Design

The key obstacleto achiering the aggreyate bandwidth
for stripedconnectionss that eachof the individual paths

can have vastly differing characteristicsn termsof band-
width anddelay (round-triptime). If data-stripingis done
without taking into accountthesedifferences,the band-
width achieved by the striped connectioncan be signi -

cantlylowerthanthemaximumpossible For example,con-
sidera connectiorstripedacrosstwo pathspl andp2 with

bandwidth=of bl andb2 respectiely (wherebl < h2), and
the samedelayd. If datais stripedacrossthe two paths
equally the bandwidthachieved is theoretically(2 bl)

whichis smallerthantheidealbandwidthof (b1 + b2).

However, in TCP the achiezed bandwidthcan be even
smaller Considera fastmicro- ow f 2 co-existing with a
slowermicro- ow f 1. If datais stripedequally f 2 is likely
to experienceanover ow of its receve buffer (sincepaclets
will be buffered waiting for in-sequenceacletsto arrive
throughf 1). In TCRE whenawindow adwertisemenbf zero
is made,the senderentersthe persist stateand cantake a
considerablemountof time to recover (eitherthroughan
explicit window updatesentby the recever, or throughthe
expiry of TCP's persisttimer that hasa startingvalue of
5 secondsand a maximumof 60 secondq17]). In fact,
this caninducea dominoeffect of micro- ows alternately
enteringpersiststatedf any of theexplicit updatesarelost.
Not surprisingly a simpleschemehat stripesdatadown a
pathtill the sendbuffer of the micro- ow blocksdoesnot
performwell eithet aslong asthe size of the sendbuffer
is differentfrom the bandwidth-delayroductof the micro-
ow (whichis typically truein TCP).

Theproblemghatarisedueto bandwidthdifferencexan
be solved by makingsurethatthe data-stripingatio is the
sameasthe ratio of the bandwidthsof the differentpaths.
Fromthestandpoinbf TCR thistranslatesnto stripingdata
basedon the ratio of the S"desion j;”i'p”f’fi’n";’e-s'z € valuesfor
the differentmicro- ows. The problemsthat arisedueto
delaydifferencespn the otherhand,canbe solved by sim-
ply over-allocatingthereceve buffer of the stripedconnec-
tion. Speci cally, for k pathswherepathp; hasbandwidth
b anddelayd;, atotal buffer allocationof ( ) max(d;)
(asopposedo ( by d;)) will absorbthe problemscaused
by delay differences.Similar obsenationshave alsobeen
madein [9]. In therestof the paper we assumehe useof
suchbuffer provisioning at the recever to overcomedelay
differences.

The problemsidenti ed this far are further exacerbated
when uctuations of pathcharacteristiceccut For exam-
ple, whenthe bandwidthof a pathp; decreasedpr atran-
sientperiodthe numberof packetsoutstandingon the path
is disproportionalto its bandwidth. If bandwidth uctua-
tions area norm (like in wirelesservironments),this can
resultin afailureto keepthe striping ratio the sameasthe
ratio of the bandwidths. In the restof the section,we list
the fundamentallesignelementsn pTCPthataretargeted
towardaddressinghe problemsdiscussedbove.




Figure 1. Use pTCP for Striped Connections

Decouplingof Functionalities:pTCPdecoupledunc-
tionalities associatedwith perpath characteristics
from thosethat pertainto the aggreate connection.
Wereferto thecomponenin pTCPthathandlesaggre-
gateconnectiorfunctionalitiesasSM (Stripedconnec-
tion Manager),andthe componenin pTCPthathan-
dles perpath functionalitiesas TCP-v (TCP-virtual).
TCP-vis a modi ed versionof TCP that dealsonly
with virtual pacletsandvirtual buffers! Eachmicro-
o w of a stripedconnectionis controlledby aninde-
pendenfTCP-v

Congestioncontmwol, the mechanisnthat estimateghe
available bandwidthalonga path, is obviously a per
path functionality and is handledby TCP-v Since
SMiis responsibldor stripingdataacrosshedifferent
TCP-vs,it handlesbuffer managgement(including se-
guencingat the recever), andconsequentlyow con-
trol. Reliabilityin pTCPis primarily handledoy TCP-
v justasin TCR However, undercertaincircumstances
thatwe describdater, SM caninterveneandcausdoss
recovery to occuralonga pathdifferentfrom the one
on which thelossoccurred.Finally, connectionman-
agemenis handledoy SM, althoughit recursvely uses
the connectionmanagemenperformedby individual
TCP-vs.Figurel illustratestherolesof the two com-
ponentsn pTCP

DelayedBinding: Althoughstripingbasenthe 21
ratiosis mostly sufcient to achieve aggrejate band-
widths, sucha schemewill remainvulnerableto in-
stantaneousuctuations in the bandwidthand delay
of a path. pTCP usesa delayedbinding stratey that
satis es the requirementof striping basedon ratios
of C‘?’t’t‘d , and at the sametime dynamically adapts
to instantaneouductuations in bandwidthand delay
Speci cally, sincethebuffer managemeris performed
by SM, TCP-voperatesnly on virtual buffers. Thus,

1We refer to a paclet with the dataportion strippedoff asa virtual

paclet, anda buffer of virtual pacletsasa virtual buffer.

when a paclet is transmittedby TCP-y; the virtual
paclet shouldbe boundto the real datain the buffer
at SM. pTCP performsthis binding only just before
the virtual paclet is transmitted. This coupledwith
TCP's self-clocled property resultsin pTCP adapt-
ing the data-stripingo instantaneoushangesn band-
width anddelay Looking atit from anotherperspec-
tive, ary pacletboundto ary TCP-vwill have already
beentransmittedor will be in the processof being
transmitted precludingary chancesf pacletsbeing
heldup in buffersatthe sourcedueto bandwidth uc-
tuations. An exceptionto this rule is whenthereis
a paclet lossandthe lost paclet falls outsidethe re-
ducedcongestiorwindow of the concernedCP-v In
thiscasethelostpacletis boundto aparticularTCP-y,
but is notin transitthroughthe network. We describe
how pTCPhandlessucha situationin the next design
element.

Packet Re-striping: In steadystate,p TCPwill ensure
thatthenumberof outstandingpacletsin amicro- ow
is proportionalto the bandwidthalongthe correspond-
ing path. Moreover, the delayedbinding stratey fur-
therensureghatall boundpacletsarealreadyin tran-
sit in the network. However, during congestionvhen
paclets are lost in the network, the reductionof the
congestionwindow by a TCP-v canresultin bound
pacletsfalling outsidethe congestiorwindow. If such
pacletsarelost during the congestionthenthey will
remain un-transmittedill the congestionwindow of
that TCP-v expandsbeyond their sequencenumbers.
This canpotentiallyresultin anover ow of thereceve
buffer if the othermicro- ows areactive in the mean-
time, nally resultingin aconnectiorstall. pTCPhan-
dlestheproblemby unbindingpacletsthatfall outside
of thecongestiorwindow of TCP-vthey wereassigned
to. Suchunbindingresultsin thosepacletsbeingavail-
ableto bere-assignedio the next TCP-vthatcansend
moredata.

We thus de ne re-stripingas the processof sending
a paclet thatwasearliertransmittedthrougha micro-
ow i, throughanothermicro- ow j, wherej 6 i.
Note that suchre-stripingcan presumablyre-transmit
datathathasalreadybeensuccessfullyeliveredby the
old TCP-v Thiscanverywell beconstruedisanunde-
sirableoverhead However, recallthatsuchre-striping
will be performedonly duringbandwidth uctuations.
If such uctuations are rare (say the only lossesare
dueto probelosses)thenthe re-stripingoverheadis
insigni cant. On the otherhand,if such uctuations
are frequent, the bene ts of the re-striping far out-
weighthe overheadsncurreddueto ary unnecessary
re-transmissionsTheresultsthat we presentin Sec-



tion 4 show consideable performanceimprovement
for pTCP even after accountingfor the re-striping
overheads.

RedundantStriping: The re-striping mechanismde-
scribedearlieris equivalentto a move operationthat
shifts a paclet from one TCP-vto another However,
note that a paclet that still remainsinside the con-
gestionwindow of a TCP-vwill not by re-stripedby
SM. Consider scenaridan whichapathhasshutdavn
completely(e.g. blaclout of a wirelesschannel). In
this casethe rst pacletin the congestiorwindow of
the concernedl CP-v will never be re-assignedthus
potentiallyresultingin a connectionstall. pTCPhan-
dlessuchcasedy redundantlystriping theonly padet
insidethe congestionwindowthroughanothermicro-
ow every time atimeoutis experienced.A copyop-
erationis performed(the paclet is boundto the new
micro- ow) asopposedo a move operationbecause
the old TCP-v needsat leastone paclet to probefor
recovery from the shutdavn.

SelectiveAdknowledgments: Although pTCP does
not stipulatethe useof ary speci c congestiorcontrol
or reliability mechanismat TCP-y, the useof SACK
information by TCP-v can signi cantly improve the
striped connections performance. While re-striping
helpsin recovering fasterfrom loss of paclets that
have fallen outsidethe reducedcongestiorwindow of
a TCP-v; SM doesnot intervenein the caseof a lost
pacletthatlies insidethe congestiorwindow. If there
are multiple losseswithin the congestionwindow, it
cantake TCP-v multiple round-trip timesto recover
from thelosseq TCP-Rencor TCP-NevRenowill re-
cover from onelossevery round-triptime). This can
resultin thereceve buffer over ow problemidenti ed
earlier Using SACK informationwill enablerecover-
ing from thelossedn amuchshortertime span.More-
over, theavailability of SACK informationcanalsobe
usedfor moreintelligentre-stripingdecisionsandre-
ducingtheassociatedverheads\We do notdelve into
a SACK basedptimizationdueto lack of space.

3. pTCP Architecture
3.1.Software Ar chitecture

Figure2illustratesanoverview of thepTCParchitecture.
Conceptually SM functionsas a wrapperaround TCP-v
SM maintainsthe soclet buffers and handlescommunica-
tion with boththe higherandthe lower layers. Any paclet
from the higherlayer (say application)is queuedonto the
send buffer awaiting furthertreatment.Similarly, ary
paclet from the lower layer (say IP) is queuedonto the
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Figure 2. pTCP Architecture Overview

recv buffer basedon its sequencewumber Sincethe
pacletsare handledwholly within SM, TCP-v merelyop-
erateson virtual pacletsandhencevirtual buffers.

The interactionsbetweenSM and TCP-v that are initi-
atedby theformerare: (a) open, (b) close (c) receive, and
(d) resume. The interactionsinitiated by TCP-v are: (a)
established, (b) closed (c) send, and(d) shrunk. When
SM receves a paclet, it processeshe paclet, stripsthe
data,enqueueshe dataonto the receve buffer, and sends
the skeletal paclet (sansthe data)to the appropriateT CP-
v throughther eceive interface. When TCP-vreceiesthe
paclet, it enqueueshe paclet onto its virtual buffer, up-
datesits local state,and sendsary requiredacknavledge-
mentpaclets. If a TCP-vhasspacen its congestionwin-
dow to sendnew data, it invokes the send function with
the appropriatevirtual paclet. SM on receving the call
bindsthevirtual pacletto the next in-sequenceinsentdata
paclet, maintainsthe binding in bindings , andsendsit
out. If SM doesnothave new datato send,jt respondsvith
aFREEZEmessagéo theconcerned CP-v. TCP-vcontin-
uesto invoke the send functiontill eitherthereis no more
spacdeft in its congestiorwindow, or it recevesa FREEZE
from SM. In eithercasetheconcerned CP-vgoesto sleep.
SM maintainsa list of active micro- ows consistingof
thoseto which it hasissueda FREEZE Whennew datais
recevved from the application,SM usesthe resume mes-
sageto notify all active micro- ows. Themicro- owsthen
initiate the sendrequestasbefore.If a TCP-vhadgoneto
sleepdueto runningout of freecongestiorwindow spaceit
would beawokenthroughar eceive call thatcanpotentially
openup morespace.

The openandclosefunctionsareusedby SM to recur
sively invoke the open andclose functionsof TCP-v dur-



ing connectionsetupandteardavn. The established and
closedcalls areusedby TCP-vto inform SM of success-
fully accomplisheadbpenandclose requests.The shrunk
call is usedby TCP-vto inform SM aboutary reductionin
the congestiorwindow sizeandthe consequendropoutof
pacletsfrom within thewindow.

3.2.Protocol Overview

ConnectiorManagement:We assumehatthe number
of TCP-v micro- ows to openis corveyed to pTCP
whentheapplicationopenghepTCPsoclet. Thecon-
nectionsetupinvolvesrecursvely invoking the setup
of the TCP-vmicro- ows. pTCPallows datatransfer
to bggin assoonasoneof the micro- ows reacheshe
establishedtatein the TCP statediagram. Similarly,

for connectiorteardavn, the closecommands issued
to all TCP-vs.Unlike for open,pTCPwaitsfor all the
micro- ows to be closedbeforereturningthe closed
statugto the application.

CongestionControl: Congestiorcontrolis thesolere-
sponsibility of TCP-v Although pTCP doesnot re-
quireaspeci ¢ congestiorcontrol protocolto be used
for a micro- ow, the discussionsn this paperassume
the use of TCP's congestioncontrol scheme. One
of the salientfeaturesof pTCP is the decouplingof
the SM functionality from that of TCP-v  This in
turn allows independenandtailored congestioncon-
trol schemeso be usedalongthe differentpaths.

Reliability: pTCP primarily relies on the individual
TCP-vsto supportreliability. A paclet onceboundto
a TCP-vis expectedto be deliveredreliably. Theone
exceptionto thisruleis whenSM unbindsapacletand
re-stripedt on a differentpath. In this scenariowhen
(andif) the old micro- ow attemptsa re-transmission
of the paclet, a new paclet might be boundto the
transmission. Therefore,a re-transmissiorat TCP-v
doesnot needto be a re-transmissioror the striped
connectionThisis possiblebecaus®f thedecoupling
of functionalitiesbetweenSM andTCP-v

Flow Contol: Since TCP-v operatesonly with vir-
tual buffers, it doesnot needto perform ow con-
trol. Hence,our currentimplementatiorof pTCPuses
the window adwertisementeld alreadyavailable in
the TCP headerfor performing o w control at SM.?
Becausethe overall available buffer sizeis an upper
boundon the numberof transmissions single TCP-
v canperform,the TCP o w control mechanismslo
not interferewith the TCP-v operationseven if such

2Note that window scalingmay be necessargincethe buffer sizeis
multiple timesthatof a singleregular TCP connectiors buffer size.

overloadingof thewindow eld is done.Notethatall
TCP-vsseethe sameadwertisemenandmightindivid-
ually attemptto transmit(subjectto congestionwin-
dow availability) enoughdatato Il in the adwertised
buffer space. SM, being a single point of departure
for all transmissionstacklesthis problemby sending
a FREEZEmessagéo the concernedl CP-vsonceit
knows thatthe total numberof outstandingpacletsis
equalto theadwertisedwindow space.

Dueto lack of spacave donotpresenthepTCPstatedi-
agram,handsha&s during connectiorsetupandteardavn,
andpacletheadeformats,butinsteadeferinterestedead-
ersto [7] for moreinformationon thesesubjects.

4. pTCP Instantiations

In this section,we investicatethe applicability of pTCP
in thefollowing threesettings:(a) bandwidthaggreationat
amobile hostwith multiple wirelessinterfaces,(b) end-to-
endapproactio weightedratedifferentiation,and(c) strip-
ing on an overlay network constructedhroughapplication
layer switching. For eachof the applicationdomains,we
discussthe key characteristic®f the problem,the applica-
bility of pTCR andsimulationresultsthatcompargpTCPto
existing solutions.

4.1.Multi-homed Striping

A mobile usertodayhasa variety of optionsin termsof
the wirelessaccesgechnologieghatcanbe usedfor Inter-
netconnectvity. It is very likely thata mobile device has
multiple interfacesconnectingto two or more of suchop-
tions. For example,a scenariain which the mobile device
hasawirelessLAN interfacealongwith awirelessWAN in-
terfaceis very concevable. Whensuchmulti-homedhosts
exist, aninterestingquestionis: how arethe differentinter-
facesusedin tandem?

Vertical handofs schemesave beenproposedvherein
the mobile device is handedoff from one accesmetwork
to anotherdependinguponits location[14]. For instance,
the wirelessLAN interfacecanbe usedaslong asthe de-
vice is inside the building. When the device moves out-
side the building, a vertical handof to the wirelessWAN
network can be performed. Note that in the above sce-
nario, it is possiblefor the mobile device to be connected
to bothinterfacesvhenthedevice remainsnsidethe build-
ing. However, animportantissueis whethera connection
thatis stripedacrosshe two interfacescanindeedprovide
the aggrejate bandwidth. If effective bandwidthaggrea-
tion canbeachieved,connectiongo or from themobilede-
vice canenjoy signi cantly betterbandwidthperformance,



especiallywhenthe bandwidthsacrossthe differentinter
facesareof the sameorder

Link layer striping approachesuchas[13] do not per
form well in this context becausethe multiple interfaces
usually belongto differentaccessetworks, and an ideal
striping algorithmwill needto addressuctuations in ca-
pacity causedby the end-to-endmulti-hop nature of the
paths. On the otherhand,bandwidth-basetransportayer
stripingapproachef®] thatrely onexplicit bandwidthprob-
ing of individual pathsto obtain accurateestimationand
thusto stripeaccordinglymay alsosuffer whenaggressie
probing cannotbe performed(e.g. dueto bandwidthcon-
straints)or when uctuations of link bandwidthsoccurata
ner time-scalehantheprobingperiod.

4.1.1.Applicability

Several propertiesof pTCP make it applicableto the
above problemsetting. pTCPusesa delayedbinding strat-
egy that handlesshort-termbandwidthvariationscommon
in wirelesservironments.The re-stripingmechanisnused
by pTCP overcomesfrequentbut more permanentand-
width variationsdue to reasonssuchas congestion. The
decouplingof congestiorcontrol performedby the TCP-v
from the other mechanismat SM througha well-de ned
interface enablesuse of tailored congestioncontrol proto-
cols for eachwirelesslink [7]. Finally, pTCP explicitly
addressepotentiallyblackoutsfor micro- ows throughits
redundanstripingtechnique.

4.1.2 .Performance

Figure 3. Network Topology for Multi-homed
Striping

In this section,we presenthe simulationresultsshow-
ing the performanceof pTCPwhenusedin a multi-homed
mobile host for bandwidthaggrejation. We usethe ns-2
network simulator[15] for the network topologyshown in
Figure3. For simplicity thebackboneoutersalsodoubleup
aswirelessaccesgoints(or basestations)thatthe mobile
host(MH) canuseto communicatevith aremote x edhost
(FH). Themobile hostprimarily usestwo differenttypesof

wirelessconnections(a) link MH-RO with bandwidthrang-
ing from 500Kbpsto 2Mbps(dependingiponthe scenario)
anda 70msaccesdelay and (b) link MH-R3 with band-
width rangingfrom 500Kbpsto 5Mbps(dependingiponthe
scenarioanda 10msaccesslelay Togethemwith the prop-
agation delay experiencedn the backbonenetwork, these
valuessimulatea WWAN connectionwith 400msround-
trip time anda WLAN connectionwith 100msround-trip
time respectrely. MH utilizes both links using either ap-
plication layer striping over multiple TCP soclets (datais
stripedthrougheachsoclet till the soclket buffer lls up)
or pTCP Besidesthe stripedconnectiorbetweenMH and
FH, we use9 other o wsto simulatethe backgroundraf c:
5 long TCP o ws with a round-triptime of 280ms,and4
shortUDP o ws with 10Mbpsdatarateand100msround-
trip time asshawvn in the gure. We useTCP-SACK for all
TCP owsincludingpTCPmicro- ows. Thesimulationis
run for 600 secondsand the resultsare obtainedby aver
aging10 runs. We measurehe throughputdeliveredto the
applicationat the destination(FH) asthe metricto evaluate
pTCP's performanceWe alsopresentan“ideal” aggreate
throughputhatis obtainedby summingthe throughputof
two independenTCP o ws (usedby two differentapplica-
tions)for the samescenario.

Figure4(a) shaws the simulationresultswhenthe band-
width of the WWAN link is 500Kbpsand the bandwidth
of the WLAN link variesfrom 500Kbpsto 5Mbps. pTCP
is ableto achiere the aggreate throughputeven whenthe
bandwidthratio betweentwo links goesto 10. However,
by usingmultiple socletsthe MH cannotenjoy the aggre-
gatethroughputwhentheratiois greatetthan2. Thisresult
reinforces our argumentthat using multiple sodets can-
not achieve effective bandwidthaggregation as discussed
in Section?.

Figure4(b) compareshe performancef pTCPandmul-
tiple socletswhenthe numberof wirelesslinks increases
from 2 to 5. Besideghe 2Mbpslink with 400msround-trip
time (MH-RO)and5Mbpslink with 100msround-triptime
(MH-R3), in sequencave adda 500Kbpslink with 300ms
round-triptime (MH-R1), a 1Mbpslink with 200msround-
trip time (MH-R2) anda 10Mbpslink with 50msround-trip
time (MH-R4). The bandwidthof the accesdink to FH
is increasedo 20Mbpsto absorbthe trafc from MH. As
shavn in the gure, pTCPis ableto achieve effective band-
width aggreationfor multiple links. Ontheotherhand,the
aggrgatedbandwidthby usingmultiple socletsis throttled
by the slowest 500Kbpslink (the aggrejate throughputis
approximatelyequalto 500Kbps (2 4+ 1) = 450Kbps
using5 links).

Figure4(c) shaws the simulationresultswhenall wire-
lesslinks usedin Figure 4(b) experiencebandwidth uc-
tuations(say dueto channeldynamics). We simulatethe
scenariowhenthe bandwidthof individual link randomly
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Figure 4. pTCP Performance for Multi-homed Striping

uctuatesbetweer20%to 100%of the normalvalues.The
uctuating periodof eachwirelesslink is setto 10, 3, 6, 20,
and5 secondgespectiely. Undersuch uctuating condi-
tions, the performancef pTCPstill closelyfollows that of
the“ideal” bandwidthaggregation.

4.2.Weighted Rate Differ entiation

Relatve end-to-endservice (rate) differentiation in-
volves providing connectionswith ratesrelative to pre-
assignedwveights. For example,if two connectiongwith
potentially differentsource-destinatiopairs) with weights
w1l and w2 sharethe samebottleneck, their respectie
achieved ratesr1 and r2 should be in the ratio wl:w2.
Although several QoS architecturesand serviceprovision-
ing schemesave beenproposedo addresghis problem,
the challengdiesin achiearing theratedifferentiationusing
purely end-to-endecniqueswithoutrelying on underlying
network infrastructure.

There are two key lines of approachedor achieving
end-to-endservicedifferentiation. First, a connectiorwith
weightw is actuallycomposedaf w micro- ows of thede-
fault weight of one (notethatthe w micro- ows sharethe
samepath). We refer to this approachas the striped ap-
proach. The connection,in this case,would theoretically
receve w times the bandwidthenjoyed by a default con-
nectionprovidedthe aggregatebandwidthcanbeachieved
The secondapproachinvolves using just one micro- ow,
but adaptingthe congestioncontrol to achieve a behaior
that is equivalent to the aggreate behaior of w default
micro- ows. The former approachhasthusfar beencon-
sideredto be a non-viablesolution becauseof the prob-
lemsin effectively aggreating the bandwidthsoffered by
the micro- ows [10]. Onthe otherhand,relatedwork that
adoptghelatterapproacteitherdoesnotscalebeyondnom-
inal weights(e.g. 10 in the caseof mulTCP[4]), or relies
on unrealisticassumptionge.g. TCP-LASD [10] assumes
accuratdosspro ling), thuslimiting theapplicability.

4.2.1.Applicability

A clear application of pTCP is the striped approach
wherew micro- ows areused. Becausef pTCP's unique
ability to aggrejate bandwidthsacrossmicro- ows that
have widely differing and uctuating bandwidths,the ef-
fective bandwidthperceved by the connectiorwill indeed
bew timesthatof a default connection.Two key issuesof
thestripedapproacho achieving ratedifferentiationare: (a)
Wdelyvaryinginstantaneousandwidthsacrossthe micro-
ows. Although the averagethroughputenjoyed by each
individual micro- ow will approximatelybe the same the
instantaneouthroughputcanbevery different. (b) Highly
uctuating bandwidths Thebandwidthenjoyedby amicro-
o w canby itself be uctuating, especiallywhenthe num-
ber of micro- ows increaseqfor larger weights). pTCP
handlesthe rst issuethroughits delayedbinding mech-
anism, and addresseshe secondissueby its paclet re-
striping stratayy.

4.2.2 .Performance

\ FEE FI FIY
v ‘ v LI % ‘ v

Figure 5. Network Topology for Weighted Rate
Diff erentiation

Figure 5 shaws the network topology usedfor evaluat-
ing the weightedrate differentiationinstantiationof pTCR
It consistsof 10 TCP o ws with eachhaving a 240ms
round-triptime in a multi-link bottleneckenvironment.All
backboneaoutersuseRED queueswith buffer sizeapprox-
imately equalto the bandwidth-delayroductof the bottle-
necklink. The con guration roughly emulateshe multi-
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Figure 6. pTCP Performance for Weighted Rate Diff erentiation

plexing of alarge numberof o ws atthe backboneouters
where eachpaclet experiencesapproximatelyequal drop
probability We use two scenariosto comparethe per

formanceof pTCPand WAIMD (WeightedAIMD) [4] in

providing servicedifferentiationto end-to-endo ws: (a)
1 pTCPMAIMD o w with weightw andthe other9 reg-
ular TCP ows with weight 1, and (b) all 10 ows are
pTCP/MAIMD o ws with the sameweightw. The rst

scenarids targetedtoward evaluatingthethroughputscala-
bility of pTCPwith increasingveights,andthesecondsce-
nario evaluatespTCP's fairnesspropertiesin this context.

We alsointroduce4 shortTCP o ws with 90msround-trip
time asthe backgroundrafc. We useTCP-SACK for all

TCP o ws andmeasureghethroughputdeliveredto the ap-
plication.

Figure6(a)shavs the simulationresultsfor the rst sce-
nariowheretheweightof thepTCP/VWAIMD o w increases
from 1 to 100,while theother9 o wsareregularTCP o ws
with a weightof 1. It is clearthat when using WAIMD
the throughputof the weighted o w doesnot scalebeyond
10. On the otherhand,the performanceof pTCP closely
follows the ideal curve even whenthe weightis 100. The
simulationresultthus shaws the effectivenessof pTCPin
achieving scalableweightedservicedifferentiationwithout
relying on accuratdossmeasuremerdsin [10].

In Figure6(b) andFigure6(c) we shav the performance
of pTCPin thesecondscenariovhereall of thel0 o wsare
weighted o wswith thesameweight. Thebackground CP
o wsstill have aweightof 1. As theweightof the10 o ws
increaseghebackgroundrCP o wsyield morebandwidth
causinghethroughpubf theweighted o w to increase As
shown in the gure, however when WAIMD is usedthe
throughputof the weighted o ws saturateatw = 8 and
startsdecreasin@fterward. Thisis a fundamentaproblem
with the WAIMD schemewhereeachweightedTCP ow
becomesensitve to paclet lossesandits performancede-
terioratesasw increasesMoreover, althoughideally all 10
o ws shouldenjoy the samethroughputwe shav in Figure
6(c) the throughputunfairnesg(standarcdeviation normal-

ized to the mean)obserned amongthe 10 o ws. Because
pTCPis ableto effectively aggregatethe throughputof the
componenmicro- ows, asweightincreasesry unfairness
introducedin the router (e.g. dueto unequalpaclet drop
probability) on individual micro- ows is reduced. On the
otherhand,sinceWAIMD o wsbecomesensitve to paclet
lossesat large weights, the unfairnessin factincreasess
theweightincreasesThereforewe shav thatusingpTCP
for end-to-endservicedifferentiationresultsin betterscal-
ability andfairnessthanthatdemonstrateéh relatedwork
[4,10].

4.3. Application Layer Switching

Severallnternetperformancestudieshave identi ed two
characteristicef the Internet: (a) Predominantlythereex-
ists a path differentfrom the default one provided by the
underlyingroutinginfrastructurehatcanprovide betterser
vice (in termsof bandwidthor delay)[11]. (b) TheInternet
infrastructureremainsunderutilized in poclets,while it is
overloadedn otherareaq3]. A combinationof the above
two obsenationshasled to researchin exploiting suchun-
balancediseof the Internetandproviding betterquality of
service(QoS)to connections.Sinceit is desirablefor ary
Internetsolutionto be easily deployable,an approachthat
is basedon anoverlay network constructedhroughpurely
applicationlayerswitchingholdsgreatpromise.

The idea is to constructan overlay network without
changingthe existing Internetinfrastructure. The overlay
network will compriseof only Internetend-hostghat will
act as applicationlayer switches® The participatingend-
hostsalsodoubleup asQoSmonitors,measuringhe QoS
obseredthroughthe“links” onthe overlay network. Traf-
¢ on the overlay network canbe routedthroughmultiple
“hops” basednthe QoSobseredonthedifferentpossible
routes. Thus, althoughthe default pathfrom saya hostin

3Note that althoughconceptuallywe refer to sucha techniqueas ap-
plicationlayerswitching,a practicalimplementatiorcanbe moreef cient
(sayusinglPv4 sourcerouting).



Chicagao ahostin Washingtormightexist, traf c between
the two hostsmight be routedthroughanotherhostin San
Franciscdf thealternatepathprovidesbetterQoS.

A critical obstaclein realizingsuchan approacHies in
the QoSmonitoringat the participatingend-hostsMost of
the studiesthathave identi ed the existenceof betteralter
natepathshave doneso usinginvasie probingtechniques,
physically injecting datainto the network paths. Suchan
approachas a long-termsolution would however be quite

undesirablesinceit consumewsaluablenetwork resources.

Inferring available QoSfrom existing connectiondetween
the participatingend-hostsnight be a tall orderasthetraf-
¢ ona‘link” betweentwo end-hostsnight be composed
of traf ¢ from non-participatingend-hostaswell. Invasive
probingin intervals canrendertherouting decisiongpoten-
tially stale,andthe overhead®f probingstill remain.

In this contet, we considera solutionwhereink differ-
ent pathson the overlay network (betweenthe sourceand
the destination}that are coarselyfound to exhibit the best
QoS are chosen,and the end-to-endconnectionis striped
acrosghek paths.As long asthe aggreatebandwidthcan
bedeliveredto the connectionsuchanapproachwould en-
tail only nding thek bestpathsasopposedo thebestpath,
andhenceis morefeasible.Eveninfrequentinvasie prob-
ing canestablishthe k bestpathson the overlay network.
Suchanapproachwould allow the stripedconnectiorto al-
waysenjoy theservicesalongthebestpathaslong asit lies
within thek choserpaths.

Notethatin orderto alleviate unfairnessssuesall con-
nectionsontheoverlaynetwork canbestripedoverk paths.
As k increasesnot only shouldthethroughputandfairness
propertiesxperiencedy connectionsncreasebut the uti-
lization of network resourceshouldalsoimprove consider
ably. Evenwhenthenetwork is saturatedalargerk should
resultin betterglobal fairnessbetweenthe connectionsn
the network.

4.3.1.Applicability

The applicability of pTCPin this domainis quite evi-
dent. Stripingof connectionss advantageousslong asthe
aggrgatebandwidthscanbe achieved. The differentpaths
availablefor astripedconnectiorcanexhibit bothlong-term
andshort-termbandwidthanddelay uctuations. pTCPis
designedo exactly operatein suchscenariosand provide
thestripedconnectiorwith the aggregatebandwidth.

4.3.2.Performance

Figure 7 shavs the network topology usedto simulate
stripingusingapplicationlayerswitchingin anoverlaynet-
work. We assumexistenceof 10 differentpathsbetween
adjacentbackbonerouters. All of the 40 backbonelinks

Figure 7. Network Topology for Application
Layer Switc hing

are10Mbpslinks with propagtiondelayrandomlychosen
from 5msto 30ms.We usea UDP o w oneachof theback-
bonelink (total 40 UDP o ws) to emulatethe background
traf c. Thedataratesof the UDP o ws arerandomlycho-
senfrom 3Mbpsto 7Mbpsandis changedafter every 10-
secondperiod. This con guration thusrepresentan aver-
ageof 50% utilization on the backbondinks. Notethatin
thens-2simulation becauseifferentlinks originatingfrom
thesamenodearein factindependentf eachother(they do
not sharethe samequeue),usingsuchnetwork topologyis
not limited to the scenariowhenall routershave 10 fan-in
andfan-outlinks. Insteadjt emulatesa moregenerictopol-
ogywherethereare10000differentpaths(eachmaybewith
a differentround-triptime andtrafc loadsbut not neces-
sarily disjoint) betweerR0 andR4. We use1l0 TCP o ws
andmeasureheirthroughputattherespectie receving ap-
plications. We usetwo scenariogo showv the performance
of pTCPin suchan environment: (a) 1 pTCP ow with
p micro- ows and9 regular TCP ows, and(b) 10 pTCP
o ws eachwith p micro- ows. Eachmicro- ow takeson
a pathrandomlychosenfrom the 10000end-to-endpaths
existing in thebackbonenetwork.

Figure 8(a) shavs the throughputenjoyed by the single
pTCP o w whenall theother9 o wsareregularTCP o ws.
As thethenumberof micro- owscomposinghepTCP o w
increasesthe throughputfor the pTCP o w increasedy
utilizing theunusedesourcesn the network.

In Figure 8(b) and Figure 8(c) we shawv the simulation
resultswhenall the 10 o wsarepTCP o wswith thesame
numberof micro- ows (eachof them randomlytakes on
an end-to-endpathin the backbonenetwork). Figure 8(b)
shavs the network utilization thatis measuredby summing
the throughputof backgroundJDP trafc andthe end-to-
endthroughpubf all pTCP o ws multiplied by thenumber
of links (whichis 4), andFigure8(c) shavs throughputun-
fairnessamongthe 10 o ws usingthe normalizedstandard
deviation. It is clear that not only doesthe networkutiliza-
tion increase(the upperboundis 400Mbps)aseat pTCP
usesmore micro- ows, but the unfairness(due to micro-

ows travesingdifferentbottlenek links) alsoreduces.
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5. RelatedWork and Conclusions

Striping is a techniqueusedfor the transparentggre-
gation of multiple resourcego obtain higher performance
[16]. It hasbeentypically usedat the link layer to ag-
gregate bandwidthsof differentlinks with similar charac-
teristics[1, 5]. Recently several applicationlayer strip-
ing approacheshat open multiple TCP soclets in paral-
lel to achieve higherthroughputhave also beenproposed
[2, 6, 8, 12]. However, theseapproachedealwith increas-
ing applicationthroughputby usingmultiple TCP connec-
tions throughthe samephysicalpath If suchapproaches
are usedfor striped connectionsover different paths,the
problemsidenti ed in Section2 would renderthem inef-
fective.

In this paper we proposea transportprotocol called
pTCP that is suited for supportingstriped connections.
pTCP achieres aggreate bandwidthsfor striped connec-
tions evenin the presencef disparitiesamongthe differ-
entpaths,and uctuationsin pathcharacteristicswWe shav
the applicability of pTCPin threedifferentapplicationdo-
mains: (a) bandwidthaggreyation on multi-homedmobile
hosts(b) end-to-endervicedifferentiation and(c) striping
on overlay networks basedon applicationlayer switching.
pTCPdemonstratesonsiderablymproved performancen
eachof the three settingswhen comparedto existing ap-
proaches.
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