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Abstract

TheTCP transportlayer protocol is designedfor con-
nectionsthat traversea singlepathbetweenthesenderand
receiver. However, there are several environmentsin which
multiplepathscanbeusedbya connectionsimultaneously.
In thispaperweconsidertheproblemof supportingstriped
connectionsthat operate over multiple paths. We propose
anend-to-endtransportlayerprotocolcalledpTCPthatal-
lowsconnectionsto enjoytheaggregatebandwidthsoffered
by themultiplepaths,irrespectiveof theindividual charac-
teristicsof thepaths.WeshowthatpTCPcanhavea varied
range of applicationsthrough instantiationsin three dif-
ferent environments:(a) bandwidthaggregation on multi-
homedmobilehosts,(b) servicedifferentiationusingpurely
end-to-endmechanisms,and(c) end-systemsbasednetwork
striping. In each of the applicationswe demonstrate the
applicability of pTCPand how its ef�cacy compareswith
existingapproachesthroughsimulationresults.

1. Intr oduction

The TCP transportlayer protocol is designedfor con-
nectionsthat traversea singlepathbetweenthesourceand
thedestination.If aTCPconnectionis stripedovermultiple
network paths,theperformanceof theaggregateconnection
canpotentiallybeevenworsethanthebandwidthavailable
alongany of thepaths.This is becauseTCPexpectsa pre-
dominantly�rst-in-�rst-out delivery of packetsthroughthe
network, andusesout-of-orderarrival of packetsasindica-
tion of packet lossesdueto congestion.A seeminglybetter
solution of using application layer striping over multiple
TCPsockets[2, 6, 12] (oneeachfor every pathavailable),
doesnot fare well either due to a variety of reasons,the
primary onebeingthe inability to accuratelypro�le band-
widths available along individual pathsat the application
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layer. While we discussthe performanceof the applica-
tion layer striping approachlater in the paper, we contend
that TCP as-isis not an appropriatetransportprotocol for
stripedconnections.

Ontheotherhand,stripingof connectionscanhavecon-
siderablebene�ts in a variety of Internetsettings.For ex-
ample,a multi-homedmobile host canstripe connections
on its multiple wirelessinterfaces,andthusachieve aggre-
gate bandwidthsin a typically bandwidthscarceenviron-
ment.Stripingof connectionson thebackboneInternethas
potentialadvantagesincludingbetterutilization of network
resourcesandincreasedfairnessto theconnections.While
thereareseveralsuchgainsto beattainedthroughstriping,
the focusof this paperis not to motivateconnectionstrip-
ing. Instead,weconsiderthequestion:If connectionsareto
bestriped,howcana transportprotocolsupportsuch con-
nectionseffectively?We measureeffectivenessastheabil-
ity of the transportprotocolto deliver the aggregateband-
widthsavailablealongthemultiplepathsto theapplication.
A subsetof the challengessucha transportprotocol has
to addressinclude: (a) the differentpathsavailable to the
stripedconnectioncanhave diversecharacteristicsin terms
of bandwidth,delay, andloss; (b) pathcharacteristicscan
beproneto bothshort-termandlong-term�uctuations; (c)
in the worst case,a pathcanexperiencea completeshut-
down; and(d) thebuffer at thereceiver is �nite irrespective
of whetherit is partitionedevenlyamongthedifferentpaths
or is sharedmoredynamically.

In thiscontext, weproposeanend-to-endtransportlayer
protocol called pTCP (parallel TCP) that effectively sup-
portsstripedconnections.AlthoughthepTCPdesigndoes
not requireany speci�c behavior from thecomponent�o ws
of the stripedconnection,in this paperwe focus only on
thecasewherea component�o w exhibits thesamebehav-
ior asthatof a regularTCPconnection.pTCPachievesef-
fective aggregation of bandwidthfor a stripedconnection
throughacombinationof uniquemechanismsincluding: (a)
decouplingfunctionalitiespertainingto theaggregatecon-
nectionfrom thosethat pertainto an individual path; (b)
effective stripingacrossthemultiple pathsbasedon thein-



stantaneousbandwidths;and(c) appropriatere-stripingand
redundantstriping of packetsduring periodsof �uctuation
in pathcharacteristics.

As pointedoutearlier, aprotocolsuchaspTCPcanhave
applicationsin several differentsettings. We identify and
focusonthefollowing threeapplicationdomainsfor pTCP:
(a) bandwidthaggregation at mobile hostswith multiple
wirelessinterfaces,(b)end-to-endweightedrateservicedif-
ferentiation,and(c) striping on an overlay network based
on applicationlayer switching. For eachof the settings,
wediscusstheapplicabilityof pTCP, why pTCPis superior
to existing approachesin eachof thedomains,andpresent
simulationresultsthatsubstantiateourarguments.

Thecontributionsof thiswork arethustwofold:

� We proposean end-to-endtransport protocol called
pTCP for striped connections. pTCP usesa combi-
nationof mechanismsto providea stripedconnection
with theaggregatebandwidthavailablealongthemul-
tiple paths.

� We alsoshowtheuseof pTCPin threedifferent Inter-
net settings,and demonstrate its ef�cacy whencom-
paredto existingapproachesin thosesettings.

Therestof thepaperis organizedasfollows: Section2
lists thekey designprinciplesthatunderliepTCP. Section3
presentsthesoftwarearchitectureandprotocoloverview of
pTCP. Section4 discussesthethreeapplicationdomainsfor
pTCP. Finally, Section5 discussessomerelatedwork and
concludesthe paper. In the restof the section,we de�ne
someof thekey terminologythatweusein thepaper.

1.1.Terminology

� StripedConnection:We referto a connectionthathas
multipledeliverypathsbetweenthesourceandthedes-
tinationasastripedconnection.

� Micro-Flow: We refer to theportionof a stripedcon-
nectionthattraversesasingleindividualpathasacom-
ponent�o w or a micro-�ow. Hence,several micro-
�o ws togethercomprisethestripedconnection.In this
paper, we assumethat a micro-�ow will exhibit the
samebehavior asanormalTCPconnection.

� Aggregate Bandwidth: We refer to the sum of the
bandwidthsavailable for eachof the micro-�ows as
the aggregate bandwidth. Note that the challengeof
providing theaggregatebandwidthto thestripedcon-
nectionis non-trivial.

2. pTCP Design

The key obstacleto achieving the aggregatebandwidth
for stripedconnectionsis that eachof the individual paths

canhave vastly differing characteristicsin termsof band-
width anddelay(round-triptime). If data-stripingis done
without taking into accountthesedifferences,the band-
width achieved by the striped connectioncan be signi�-
cantlylowerthanthemaximumpossible.For example,con-
sidera connectionstripedacrosstwo pathsp1 andp2 with
bandwidthsof b1 andb2 respectively (whereb1 < b2), and
the samedelay d. If datais stripedacrossthe two paths
equally, the bandwidthachieved is theoretically(2 � b1)
which is smallerthantheidealbandwidthof (b1 + b2).

However, in TCP the achieved bandwidthcan be even
smaller. Considera fastmicro-�ow f 2 co-existing with a
slowermicro-�ow f 1. If datais stripedequally, f 2 is likely
to experienceanover�ow of its receivebuffer (sincepackets
will be bufferedwaiting for in-sequencepackets to arrive
throughf 1). In TCP, whenawindow advertisementof zero
is made,the senderentersthe persist stateandcantake a
considerableamountof time to recover (eitherthroughan
explicit window updatesentby thereceiver, or throughthe
expiry of TCP's persisttimer that hasa startingvalue of
5 seconds,and a maximumof 60 seconds[17]). In fact,
this caninducea dominoeffect of micro-�ows alternately
enteringpersiststatesif any of theexplicit updatesarelost.
Not surprisingly, a simpleschemethatstripesdatadown a
pathtill the sendbuffer of the micro-�ow blocksdoesnot
performwell either, as long asthe sizeof the sendbuffer
is differentfrom thebandwidth-delayproductof themicro-
�o w (which is typically truein TCP).

Theproblemsthatarisedueto bandwidthdifferencescan
besolvedby makingsurethat thedata-stripingratio is the
sameasthe ratio of the bandwidthsof the differentpaths.
Fromthestandpointof TCP, thistranslatesinto stripingdata
basedon the ratio of the cong estion w indow siz e

r ound tr ip time valuesfor
the differentmicro-�ows. The problemsthat arisedue to
delaydifferences,on theotherhand,canbesolvedby sim-
ply over-allocatingthereceive buffer of thestripedconnec-
tion. Speci�cally, for k pathswherepathpi hasbandwidth
bi anddelaydi , a totalbuffer allocationof (� bi ) � max(di )
(asopposedto �( bi � di )) will absorbtheproblemscaused
by delaydifferences.Similar observationshave alsobeen
madein [9]. In therestof thepaper, we assumetheuseof
suchbuffer provisioningat the receiver to overcomedelay
differences.

The problemsidenti�ed this far arefurther exacerbated
when�uctuations of pathcharacteristicsoccur. For exam-
ple, whenthebandwidthof a pathpi decreases,for a tran-
sientperiodthenumberof packetsoutstandingon thepath
is disproportionalto its bandwidth. If bandwidth�uctua-
tions area norm (like in wirelessenvironments),this can
resultin a failure to keepthestriping ratio thesameasthe
ratio of the bandwidths.In the restof the section,we list
the fundamentaldesignelementsin pTCPthataretargeted
towardaddressingtheproblemsdiscussedabove.
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Figure 1. Use pTCP for Striped Connections

� Decouplingof Functionalities:pTCPdecouplesfunc-
tionalities associatedwith per-path characteristics
from thosethat pertain to the aggregate connection.
Wereferto thecomponentin pTCPthathandlesaggre-
gateconnectionfunctionalitiesasSM(Stripedconnec-
tion Manager),andthe componentin pTCPthat han-
dles per-path functionalitiesas TCP-v (TCP-virtual).
TCP-v is a modi�ed versionof TCP that dealsonly
with virtual packetsandvirtual buffers.1 Eachmicro-
�o w of a stripedconnectionis controlledby an inde-
pendentTCP-v.

Congestioncontrol, themechanismthatestimatesthe
availablebandwidthalonga path, is obviously a per-
path functionality and is handledby TCP-v. Since
SM is responsiblefor stripingdataacrossthedifferent
TCP-vs,it handlesbuffer management(including se-
quencingat the receiver), andconsequently�ow con-
trol. Reliability in pTCPis primarily handledby TCP-
v justasin TCP. However, undercertaincircumstances
thatwedescribelater, SM caninterveneandcauseloss
recovery to occuralonga pathdifferentfrom the one
on which the lossoccurred.Finally, connectionman-
agementis handledby SM,althoughit recursively uses
the connectionmanagementperformedby individual
TCP-vs.Figure1 illustratestherolesof thetwo com-
ponentsin pTCP.

� DelayedBinding: Althoughstripingbasedonthe cw nd
r tt

ratios is mostly suf�cient to achieve aggregateband-
widths, sucha schemewill remainvulnerableto in-
stantaneous�uctuations in the bandwidthand delay
of a path. pTCPusesa delayedbinding strategy that
satis�es the requirementof striping basedon ratios
of cw nd

r tt , and at the sametime dynamically adapts
to instantaneous�uctuations in bandwidthanddelay.
Speci�cally, sincethebuffermanagementis performed
by SM, TCP-voperatesonly on virtual buffers. Thus,

1We refer to a packet with the dataportion strippedoff as a virtual
packet,andabuffer of virtual packetsasavirtual buffer.

when a packet is transmittedby TCP-v, the virtual
packet shouldbe boundto the real datain the buffer
at SM. pTCP performsthis binding only just before
the virtual packet is transmitted. This coupledwith
TCP's self-clocked property results in pTCP adapt-
ing thedata-stripingto instantaneouschangesin band-
width anddelay. Looking at it from anotherperspec-
tive,any packetboundto any TCP-vwill have already
beentransmittedor will be in the processof being
transmitted,precludingany chancesof packetsbeing
heldup in buffersat thesourcedueto bandwidth�uc-
tuations. An exceptionto this rule is when there is
a packet lossandthe lost packet falls outsidethe re-
ducedcongestionwindow of theconcernedTCP-v. In
thiscase,thelostpacketis boundtoaparticularTCP-v,
but is not in transitthroughthenetwork. We describe
how pTCPhandlessucha situationin thenext design
element.

� Packet Re-striping: In steadystate,pTCPwill ensure
thatthenumberof outstandingpacketsin amicro-�ow
is proportionalto thebandwidthalongthecorrespond-
ing path. Moreover, thedelayedbindingstrategy fur-
therensuresthatall boundpacketsarealreadyin tran-
sit in thenetwork. However, duringcongestionwhen
packets are lost in the network, the reductionof the
congestionwindow by a TCP-v can result in bound
packetsfalling outsidethecongestionwindow. If such
packetsarelost during the congestion,thenthey will
remainun-transmittedtill the congestionwindow of
that TCP-v expandsbeyond their sequencenumbers.
Thiscanpotentiallyresultin anover�ow of thereceive
buffer if theothermicro-�ows areactive in themean-
time, �nally resultingin aconnectionstall. pTCPhan-
dlestheproblemby unbindingpacketsthatfall outside
of thecongestionwindow of TCP-vthey wereassigned
to. Suchunbindingresultsin thosepacketsbeingavail-
ableto bere-assignedto thenext TCP-vthatcansend
moredata.

We thus de�ne re-stripingas the processof sending
a packet thatwasearliertransmittedthrougha micro-
�o w i , throughanothermicro-�ow j , wherej 6= i .
Note that suchre-stripingcanpresumablyre-transmit
datathathasalreadybeensuccessfullydeliveredby the
oldTCP-v. Thiscanverywell beconstruedasanunde-
sirableoverhead.However, recall thatsuchre-striping
will beperformedonly duringbandwidth�uctuations.
If such�uctuations are rare (say the only lossesare
due to probelosses),then the re-stripingoverheadis
insigni�cant. On the otherhand,if such�uctuations
are frequent, the bene�ts of the re-striping far out-
weigh theoverheadsincurreddueto any unnecessary
re-transmissions.Theresultsthat we presentin Sec-



tion 4 show considerable performanceimprovement
for pTCP even after accountingfor the re-striping
overheads.

� RedundantStriping: The re-stripingmechanismde-
scribedearlier is equivalent to a move operationthat
shifts a packet from oneTCP-v to another. However,
note that a packet that still remainsinside the con-
gestionwindow of a TCP-v will not by re-stripedby
SM. Considerascenarioin whichapathhasshutdown
completely(e.g. blackout of a wirelesschannel). In
this case,the �rst packet in thecongestionwindow of
the concernedTCP-v will never be re-assigned,thus
potentiallyresultingin a connectionstall. pTCPhan-
dlessuchcasesby redundantlystripingtheonlypacket
insidethecongestionwindowthroughanothermicro-
�ow every time a timeoutis experienced.A copyop-
erationis performed(the packet is boundto the new
micro-�ow) asopposedto a move operationbecause
the old TCP-v needsat leastonepacket to probefor
recovery from theshutdown.

� SelectiveAcknowledgements: Although pTCP does
not stipulatetheuseof any speci�c congestioncontrol
or reliability mechanismat TCP-v, the useof SACK
information by TCP-v can signi�cantly improve the
stripedconnection's performance. While re-striping
helps in recovering faster from loss of packets that
have fallenoutsidethereducedcongestionwindow of
a TCP-v, SM doesnot intervenein the caseof a lost
packet that lies insidethecongestionwindow. If there
are multiple losseswithin the congestionwindow, it
can take TCP-v multiple round-trip times to recover
from thelosses(TCP-Renoor TCP-NewRenowill re-
cover from onelossevery round-triptime). This can
resultin thereceivebuffer over�ow problemidenti�ed
earlier. UsingSACK informationwill enablerecover-
ing from thelossesin amuchshortertimespan.More-
over, theavailability of SACK informationcanalsobe
usedfor moreintelligent re-stripingdecisionsandre-
ducingtheassociatedoverheads.We do not delve into
aSACK basedoptimizationdueto lackof space.

3. pTCP Ar chitecture

3.1.SoftwareAr chitecture

Figure2 illustratesanoverview of thepTCParchitecture.
Conceptually, SM functionsas a wrapperaroundTCP-v.
SM maintainsthe socket buffers andhandlescommunica-
tion with boththehigherandthe lower layers.Any packet
from the higher layer (sayapplication)is queuedonto the
send buffer awaiting further treatment.Similarly, any
packet from the lower layer (say IP) is queuedonto the
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Figure 2. pTCP Architecture Overview

recv buffer basedon its sequencenumber. Sincethe
packetsarehandledwholly within SM, TCP-v merelyop-
eratesonvirtual packetsandhencevirtual buffers.

The interactionsbetweenSM andTCP-v that are initi-
atedby theformerare:(a)open, (b) close, (c) r eceive, and
(d) r esume. The interactionsinitiated by TCP-v are: (a)
established, (b) closed, (c) send, and(d) shrunk. When
SM receives a packet, it processesthe packet, strips the
data,enqueuesthe dataonto the receive buffer, andsends
the skeletalpacket (sansthe data)to the appropriateTCP-
v throughther eceive interface.WhenTCP-vreceivesthe
packet, it enqueuesthe packet onto its virtual buffer, up-
datesits local state,andsendsany requiredacknowledge-
mentpackets. If a TCP-vhasspacein its congestionwin-
dow to sendnew data, it invokes the send function with
the appropriatevirtual packet. SM on receiving the call
bindsthevirtual packet to thenext in-sequenceunsentdata
packet, maintainsthe binding in bindings , andsendsit
out. If SM doesnothave new datato send,it respondswith
aFREEZEmessageto theconcernedTCP-v. TCP-vcontin-
uesto invoke thesend function till eitherthereis no more
spaceleft in its congestionwindow, or it receivesaFREEZE
from SM. In eithercase,theconcernedTCP-vgoesto sleep.
SM maintainsa list of active micro-�ows consistingof
thoseto which it hasissueda FREEZE. Whennew datais
received from the application,SM usesthe r esume mes-
sageto notify all active micro-�ows. Themicro-�ows then
initiate thesendrequestsasbefore.If a TCP-vhadgoneto
sleepdueto runningoutof freecongestionwindow space,it
wouldbeawokenthroughar eceivecall thatcanpotentially
openupmorespace.

Theopenandclosefunctionsareusedby SM to recur-
sively invoke the open andclose functionsof TCP-v dur-



ing connectionsetupandteardown. The established and
closedcalls areusedby TCP-v to inform SM of success-
fully accomplishedopenandcloserequests.Theshrunk
call is usedby TCP-vto inform SM aboutany reductionin
thecongestionwindow sizeandtheconsequentdropoutof
packetsfrom within thewindow.

3.2.ProtocolOverview

� ConnectionManagement:Weassumethatthenumber
of TCP-v micro-�ows to openis conveyed to pTCP
whentheapplicationopensthepTCPsocket. Thecon-
nectionsetupinvolves recursively invoking the setup
of theTCP-vmicro-�ows. pTCPallows datatransfer
to begin assoonasoneof themicro-�ows reachesthe
establishedstatein theTCP statediagram.Similarly,
for connectionteardown, theclosecommandis issued
to all TCP-vs.Unlike for open,pTCPwaitsfor all the
micro-�ows to be closedbeforereturningthe closed
statusto theapplication.

� CongestionControl: Congestioncontrolis thesolere-
sponsibility of TCP-v. Although pTCP doesnot re-
quirea speci�c congestioncontrolprotocolto beused
for a micro-�ow, thediscussionsin this paperassume
the use of TCP's congestioncontrol scheme. One
of the salient featuresof pTCP is the decouplingof
the SM functionality from that of TCP-v. This in
turn allows independentandtailoredcongestioncon-
trol schemesto beusedalongthedifferentpaths.

� Reliability: pTCP primarily relies on the individual
TCP-vsto supportreliability. A packet onceboundto
a TCP-v is expectedto bedeliveredreliably. Theone
exceptionto thisruleis whenSM unbindsapacketand
re-stripesit on a differentpath. In this scenario,when
(andif) theold micro-�ow attemptsa re-transmission
of the packet, a new packet might be bound to the
transmission.Therefore,a re-transmissionat TCP-v
doesnot needto be a re-transmissionfor the striped
connection.This is possiblebecauseof thedecoupling
of functionalitiesbetweenSM andTCP-v.

� Flow Control: SinceTCP-v operatesonly with vir-
tual buffers, it doesnot needto perform �o w con-
trol. Hence,our currentimplementationof pTCPuses
the window advertisement�eld alreadyavailable in
the TCP headerfor performing�o w control at SM.2

Becausethe overall available buffer size is an upper
boundon the numberof transmissionsa singleTCP-
v canperform, the TCP �o w control mechanismsdo
not interferewith the TCP-v operationseven if such

2Note that window scalingmay be necessarysincethe buffer size is
multiple timesthatof asingleregularTCPconnection'sbuffer size.

overloadingof thewindow �eld is done.Notethatall
TCP-vsseethesameadvertisementandmight individ-
ually attemptto transmit(subjectto congestionwin-
dow availability) enoughdatato �ll in the advertised
buffer space. SM, being a single point of departure
for all transmissions,tacklesthis problemby sending
a FREEZEmessageto the concernedTCP-vsonceit
knows that the total numberof outstandingpacketsis
equalto theadvertisedwindow space.

Dueto lackof spacewedonotpresentthepTCPstatedi-
agram,handshakesduringconnectionsetupandteardown,
andpacketheaderformats,but insteadreferinterestedread-
ersto [7] for moreinformationon thesesubjects.

4. pTCP Instantiations

In this section,we investigatetheapplicabilityof pTCP
in thefollowing threesettings:(a)bandwidthaggregationat
a mobilehostwith multiple wirelessinterfaces,(b) end-to-
endapproachto weightedratedifferentiation,and(c) strip-
ing on anoverlaynetwork constructedthroughapplication
layer switching. For eachof the applicationdomains,we
discussthekey characteristicsof theproblem,theapplica-
bility of pTCP, andsimulationresultsthatcomparepTCPto
existingsolutions.

4.1.Multi­homed Striping

A mobileusertodayhasa varietyof optionsin termsof
thewirelessaccesstechnologiesthatcanbeusedfor Inter-
net connectivity. It is very likely that a mobile device has
multiple interfacesconnectingto two or moreof suchop-
tions. For example,a scenarioin which themobiledevice
hasawirelessLAN interfacealongwith awirelessWAN in-
terfaceis very conceivable. Whensuchmulti-homedhosts
exist, aninterestingquestionis: how arethedifferentinter-
facesusedin tandem?

Vertical handoffs schemeshave beenproposedwherein
the mobile device is handedoff from oneaccessnetwork
to anotherdependinguponits location[14]. For instance,
the wirelessLAN interfacecanbe usedaslong asthe de-
vice is inside the building. When the device moves out-
side the building, a vertical handoff to the wirelessWAN
network can be performed. Note that in the above sce-
nario, it is possiblefor the mobile device to be connected
to bothinterfaceswhenthedeviceremainsinsidethebuild-
ing. However, an importantissueis whethera connection
that is stripedacrossthe two interfacescanindeedprovide
the aggregatebandwidth. If effective bandwidthaggrega-
tion canbeachieved,connectionsto or from themobilede-
vice canenjoy signi�cantly betterbandwidthperformance,



especiallywhenthe bandwidthsacrossthe different inter-
facesareof thesameorder.

Link layer striping approachessuchas[13] do not per-
form well in this context becausethe multiple interfaces
usually belongto different accessnetworks, and an ideal
striping algorithmwill needto address�uctuations in ca-
pacity causedby the end-to-endmulti-hop natureof the
paths.On theotherhand,bandwidth-basedtransportlayer
stripingapproaches[9] thatrelyonexplicit bandwidthprob-
ing of individual pathsto obtain accurateestimationand
thusto stripeaccordinglymayalsosuffer whenaggressive
probingcannotbe performed(e.g. dueto bandwidthcon-
straints)or when�uctuationsof link bandwidthsoccurat a
�ner time-scalethantheprobingperiod.

4.1.1.Applicability

Several propertiesof pTCP make it applicableto the
above problemsetting.pTCPusesa delayedbindingstrat-
egy that handlesshort-termbandwidthvariationscommon
in wirelessenvironments.There-stripingmechanismused
by pTCP overcomesfrequentbut more permanentband-
width variationsdue to reasonssuchas congestion. The
decouplingof congestioncontrol performedby the TCP-v
from the othermechanismsat SM througha well-de�ned
interfaceenablesuseof tailoredcongestioncontrol proto-
cols for eachwirelesslink [7]. Finally, pTCP explicitly
addressespotentiallyblackoutsfor micro-�ows throughits
redundantstripingtechnique.

4.1.2.Performance
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Figure 3. Network Topology for Multi­homed
Striping

In this section,we presentthe simulationresultsshow-
ing theperformanceof pTCPwhenusedin a multi-homed
mobile host for bandwidthaggregation. We usethe ns-2
network simulator[15] for thenetwork topologyshown in
Figure3. Forsimplicity thebackboneroutersalsodoubleup
aswirelessaccesspoints(or basestations)that themobile
host(MH) canuseto communicatewith aremote�x edhost
(FH). Themobilehostprimarily usestwo differenttypesof

wirelessconnections:(a)link MH-R0 with bandwidthrang-
ing from 500Kbpsto 2Mbps(dependinguponthescenario)
anda 70msaccessdelay, and(b) link MH-R3 with band-
width rangingfrom500Kbpsto5Mbps(dependinguponthe
scenario)anda 10msaccessdelay. Togetherwith theprop-
agation delayexperiencedin the backbonenetwork, these
valuessimulatea WWAN connectionwith 400msround-
trip time anda WLAN connectionwith 100msround-trip
time respectively. MH utilizes both links usingeitherap-
plication layer striping over multiple TCP sockets(datais
stripedthrougheachsocket till the socket buffer �lls up)
or pTCP. Besidesthe stripedconnectionbetweenMH and
FH, weuse9 other�o wsto simulatethebackgroundtraf�c:
5 long TCP �o ws with a round-trip time of 280ms,and4
shortUDP �o ws with 10Mbpsdatarateand100msround-
trip time asshown in the�gure. We useTCP-SACK for all
TCP�o ws includingpTCPmicro-�ows. Thesimulationis
run for 600 secondsand the resultsareobtainedby aver-
aging10 runs.We measurethethroughputdeliveredto the
applicationat thedestination(FH) asthemetricto evaluate
pTCP's performance.We alsopresentan“ideal” aggregate
throughputthat is obtainedby summingthethroughputsof
two independentTCP�o ws (usedby two differentapplica-
tions)for thesamescenario.

Figure4(a)shows thesimulationresultswhentheband-
width of the WWAN link is 500Kbpsand the bandwidth
of the WLAN link variesfrom 500Kbpsto 5Mbps. pTCP
is ableto achieve the aggregatethroughputeven whenthe
bandwidthratio betweentwo links goesto 10. However,
by usingmultiple socketsthe MH cannotenjoy the aggre-
gatethroughputwhentheratio is greaterthan2. Thisresult
reinforcesour argumentthat using multiple sockets can-
not achieve effectivebandwidthaggregation as discussed
in Section2.

Figure4(b)comparestheperformanceof pTCPandmul-
tiple socketswhen the numberof wirelesslinks increases
from 2 to 5. Besidesthe2Mbpslink with 400msround-trip
time (MH-R0)and5Mbpslink with 100msround-triptime
(MH-R3), in sequencewe adda 500Kbpslink with 300ms
round-triptime(MH-R1), a1Mbpslink with 200msround-
trip time(MH-R2) anda10Mbpslink with 50msround-trip
time (MH-R4). The bandwidthof the accesslink to FH
is increasedto 20Mbpsto absorbthe traf�c from MH. As
shown in the�gure, pTCPis ableto achieveeffectiveband-
width aggregationfor multiple links. Ontheotherhand,the
aggregatedbandwidthby usingmultiplesocketsis throttled
by the slowest500Kbpslink (the aggregate throughputis
approximatelyequalto 500Kbps� (2 � 4 + 1) = 4500Kbps
using5 links).

Figure4(c) shows the simulationresultswhenall wire-
lesslinks usedin Figure 4(b) experiencebandwidth�uc-
tuations(say, dueto channeldynamics). We simulatethe
scenariowhen the bandwidthof individual link randomly
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Figure 4. pTCP Performance for Multi­homed Striping

�uctuatesbetween20%to 100%of thenormalvalues.The
�uctuating periodof eachwirelesslink is setto 10,3, 6, 20,
and5 secondsrespectively. Undersuch�uctuating condi-
tions,theperformanceof pTCPstill closelyfollows thatof
the“ideal” bandwidthaggregation.

4.2.WeightedRateDiffer entiation

Relative end-to-endservice (rate) differentiation in-
volves providing connectionswith rates relative to pre-
assignedweights. For example, if two connections(with
potentiallydifferentsource-destinationpairs)with weights
w1 and w2 sharethe samebottleneck, their respective
achieved ratesr 1 and r 2 should be in the ratio w1:w2.
Although several QoSarchitecturesandserviceprovision-
ing schemeshave beenproposedto addressthis problem,
thechallengelies in achieving theratedifferentiationusing
purelyend-to-endtechniqueswithout relyingonunderlying
network infrastructure.

There are two key lines of approachesfor achieving
end-to-endservicedifferentiation.First, a connectionwith
weightw is actuallycomposedof w micro-�ows of thede-
fault weight of one(notethat the w micro-�ows sharethe
samepath). We refer to this approachas the striped ap-
proach. The connection,in this case,would theoretically
receive w times the bandwidthenjoyed by a default con-
nectionprovidedtheaggregatebandwidthcanbeachieved.
The secondapproachinvolves using just one micro-�ow,
but adaptingthe congestioncontrol to achieve a behavior
that is equivalent to the aggregate behavior of w default
micro-�ows. The former approachhasthusfar beencon-
sideredto be a non-viablesolution becauseof the prob-
lems in effectively aggregating the bandwidthsofferedby
themicro-�ows [10]. On theotherhand,relatedwork that
adoptsthelatterapproacheitherdoesnotscalebeyondnom-
inal weights(e.g. 10 in the caseof mulTCP[4]), or relies
on unrealisticassumptions(e.g. TCP-LASD[10] assumes
accuratelosspro�ling), thuslimiting theapplicability.

4.2.1.Applicability

A clear application of pTCP is the striped approach
wherew micro-�ows areused.Becauseof pTCP's unique
ability to aggregate bandwidthsacrossmicro-�ows that
have widely differing and �uctuating bandwidths,the ef-
fective bandwidthperceivedby theconnectionwill indeed
bew timesthatof a default connection.Two key issuesof
thestripedapproachto achieving ratedifferentiationare:(a)
Widelyvaryinginstantaneousbandwidthsacrossthemicro-
�ows. Although the averagethroughputenjoyed by each
individual micro-�ow will approximatelybe the same,the
instantaneousthroughputscanbevery different.(b) Highly
�uctuating bandwidths.Thebandwidthenjoyedby amicro-
�o w canby itself be �uctuating, especiallywhenthenum-
ber of micro-�ows increases(for larger weights). pTCP
handlesthe �rst issuethroughits delayedbinding mech-
anism, and addressesthe secondissueby its packet re-
stripingstrategy.

4.2.2.Performance
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Figure 5. Network Topology for Weighted Rate
Diff erentiation

Figure5 shows the network topologyusedfor evaluat-
ing theweightedratedifferentiationinstantiationof pTCP.
It consistsof 10 TCP �o ws with eachhaving a 240ms
round-triptime in a multi-link bottleneckenvironment.All
backboneroutersuseRED queueswith buffer sizeapprox-
imatelyequalto thebandwidth-delayproductof thebottle-
neck link. The con�guration roughly emulatesthe multi-
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Figure 6. pTCP Performance for Weighted Rate Diff erentiation

plexing of a largenumberof �o ws at thebackbonerouters
whereeachpacket experiencesapproximatelyequaldrop
probability. We use two scenariosto comparethe per-
formanceof pTCPandWAIMD (WeightedAIMD) [4] in
providing servicedifferentiationto end-to-end�o ws: (a)
1 pTCP/WAIMD �o w with weight w andthe other9 reg-
ular TCP �o ws with weight 1, and (b) all 10 �o ws are
pTCP/WAIMD �o ws with the sameweight w. The �rst
scenariois targetedtowardevaluatingthethroughputscala-
bility of pTCPwith increasingweights,andthesecondsce-
nario evaluatespTCP's fairnesspropertiesin this context.
We alsointroduce4 shortTCP�o ws with 90msround-trip
time asthebackgroundtraf�c. We useTCP-SACK for all
TCP�o ws andmeasurethethroughputdeliveredto theap-
plication.

Figure6(a)shows thesimulationresultsfor the�rst sce-
nariowheretheweightof thepTCP/WAIMD �o w increases
from 1 to 100,while theother9 �o wsareregularTCP�o ws
with a weight of 1. It is clear that when using WAIMD
thethroughputof theweighted�o w doesnot scalebeyond
10. On the otherhand,the performanceof pTCPclosely
follows the ideal curve even whenthe weight is 100. The
simulationresult thusshows the effectivenessof pTCPin
achieving scalableweightedservicedifferentiationwithout
relyingonaccuratelossmeasurementasin [10].

In Figure6(b)andFigure6(c)weshow theperformance
of pTCPin thesecondscenariowhereall of the10�o wsare
weighted�o wswith thesameweight.ThebackgroundTCP
�o wsstill haveaweightof 1. As theweightof the10 �o ws
increases,thebackgroundTCP�o wsyield morebandwidth
causingthethroughputof theweighted�o w to increase.As
shown in the �gure, however when WAIMD is usedthe
throughputof the weighted�o ws saturatesat w = 8 and
startsdecreasingafterward. This is a fundamentalproblem
with the WAIMD schemewhereeachweightedTCP �o w
becomessensitive to packet lossesandits performancede-
terioratesasw increases.Moreover, althoughideally all 10
�o ws shouldenjoy thesamethroughputwe show in Figure
6(c) the throughputunfairness(standarddeviation normal-

ized to the mean)observed amongthe 10 �o ws. Because
pTCPis ableto effectively aggregatethethroughputof the
componentmicro-�ows,asweightincreasesany unfairness
introducedin the router (e.g. due to unequalpacket drop
probability) on individual micro-�ows is reduced.On the
otherhand,sinceWAIMD �o wsbecomesensitive to packet
lossesat large weights,the unfairnessin fact increasesas
theweight increases.Therefore,we show thatusingpTCP
for end-to-endservicedifferentiationresultsin betterscal-
ability andfairnessthanthatdemonstratedin relatedwork
[4, 10].

4.3.Application Layer Switching

SeveralInternetperformancestudieshave identi�ed two
characteristicsof theInternet:(a) Predominantly, thereex-
ists a path different from the default one provided by the
underlyingroutinginfrastructurethatcanprovidebetterser-
vice (in termsof bandwidthor delay)[11]. (b) TheInternet
infrastructureremainsunder-utilized in pockets,while it is
overloadedin otherareas[3]. A combinationof theabove
two observationshasled to researchin exploiting suchun-
balanceduseof theInternetandproviding betterquality of
service(QoS)to connections.Sinceit is desirablefor any
Internetsolutionto be easilydeployable,an approachthat
is basedon anoverlaynetwork constructedthroughpurely
applicationlayerswitchingholdsgreatpromise.

The idea is to constructan overlay network without
changingthe existing Internetinfrastructure. The overlay
network will compriseof only Internetend-hoststhat will
act asapplicationlayer switches.3 The participatingend-
hostsalsodoubleup asQoSmonitors,measuringtheQoS
observedthroughthe“links” on theoverlaynetwork. Traf-
�c on the overlay network canbe routedthroughmultiple
“hops” basedon theQoSobservedon thedifferentpossible
routes. Thus,althoughthe default pathfrom saya hostin

3Note that althoughconceptuallywe refer to sucha techniqueasap-
plicationlayerswitching,apracticalimplementationcanbemoreef�cient
(sayusingIPv4sourcerouting).



Chicagoto ahostin Washingtonmightexist, traf�c between
the two hostsmight be routedthroughanotherhostin San
Franciscoif thealternatepathprovidesbetterQoS.

A critical obstaclein realizingsuchan approachlies in
theQoSmonitoringat theparticipatingend-hosts.Most of
thestudiesthathave identi�ed theexistenceof betteralter-
natepathshave donesousinginvasive probingtechniques,
physically injecting datainto the network paths. Suchan
approachasa long-termsolutionwould however be quite
undesirablesinceit consumesvaluablenetwork resources.
Inferring availableQoSfrom existing connectionsbetween
theparticipatingend-hostsmight bea tall orderasthetraf-
�c on a “link” betweentwo end-hostsmight be composed
of traf�c from non-participatingend-hostsaswell. Invasive
probingin intervalscanrendertheroutingdecisionspoten-
tially stale,andtheoverheadsof probingstill remain.

In this context, we considera solutionwhereink differ-
ent pathson the overlay network (betweenthe sourceand
the destination)that arecoarselyfound to exhibit the best
QoSarechosen,and the end-to-endconnectionis striped
acrossthek paths.As long astheaggregatebandwidthcan
bedeliveredto theconnection,suchanapproachwoulden-
tail only �nding thek bestpathsasopposedto thebestpath,
andhenceis morefeasible.Eveninfrequentinvasive prob-
ing canestablishthe k bestpathson the overlay network.
Suchanapproachwouldallow thestripedconnectionto al-
waysenjoy theservicesalongthebestpathaslongasit lies
within thek chosenpaths.

Notethat in orderto alleviateunfairnessissues,all con-
nectionsontheoverlaynetwork canbestripedoverk paths.
As k increases,notonly shouldthethroughputandfairness
propertiesexperiencedby connectionsincrease,but theuti-
lizationof network resourcesshouldalsoimproveconsider-
ably. Evenwhenthenetwork is saturated,a largerk should
result in betterglobal fairnessbetweenthe connectionsin
thenetwork.

4.3.1.Applicability

The applicability of pTCP in this domainis quite evi-
dent.Stripingof connectionsis advantageousaslongasthe
aggregatebandwidthscanbeachieved. Thedifferentpaths
availablefor astripedconnectioncanexhibit bothlong-term
andshort-termbandwidthanddelay�uctuations. pTCPis
designedto exactly operatein suchscenariosandprovide
thestripedconnectionwith theaggregatebandwidth.

4.3.2.Performance

Figure7 shows the network topologyusedto simulate
stripingusingapplicationlayerswitchingin anoverlaynet-
work. We assumeexistenceof 10 differentpathsbetween
adjacentbackbonerouters. All of the 40 backbonelinks
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Figure 7. Network Topology for Application
Layer Switc hing

are10Mbpslinks with propagationdelayrandomlychosen
from 5msto 30ms.WeuseaUDP�o w oneachof theback-
bonelink (total 40 UDP �o ws) to emulatethebackground
traf�c. Thedataratesof theUDP �o ws arerandomlycho-
senfrom 3Mbpsto 7Mbpsandis changedafter every 10-
secondperiod. This con�guration thusrepresentsan aver-
ageof 50%utilization on thebackbonelinks. Note that in
thens-2simulation,becausedifferentlinks originatingfrom
thesamenodearein factindependentof eachother(they do
not sharethesamequeue),usingsuchnetwork topologyis
not limited to the scenariowhenall routershave 10 fan-in
andfan-outlinks. Instead,it emulatesamoregenerictopol-
ogywherethereare10000differentpaths(eachmaybewith
a differentround-trip time andtraf�c loadsbut not neces-
sarily disjoint) betweenR0 andR4. We use10 TCP�o ws
andmeasuretheir throughputat therespectivereceiving ap-
plications. We usetwo scenariosto show theperformance
of pTCP in suchan environment: (a) 1 pTCP �o w with
p micro-�ows and9 regular TCP �o ws, and(b) 10 pTCP
�o ws eachwith p micro-�ows. Eachmicro-�ow takeson
a path randomlychosenfrom the 10000end-to-endpaths
existing in thebackbonenetwork.

Figure8(a)shows the throughputenjoyedby thesingle
pTCP�o w whenall theother9 �o wsareregularTCP�o ws.
As thethenumberof micro-�owscomposingthepTCP�o w
increases,the throughputfor the pTCP �o w increasesby
utilizing theunusedresourcesin thenetwork.

In Figure8(b) andFigure8(c) we show the simulation
resultswhenall the10 �o ws arepTCP�o ws with thesame
numberof micro-�ows (eachof them randomlytakes on
an end-to-endpathin the backbonenetwork). Figure8(b)
shows thenetwork utilization thatis measuredby summing
the throughputof backgroundUDP traf�c andthe end-to-
endthroughputof all pTCP�o wsmultipliedby thenumber
of links (which is 4), andFigure8(c) shows throughputun-
fairnessamongthe10 �o ws usingthenormalizedstandard
deviation. It is clear that not only doesthenetworkutiliza-
tion increase(theupperboundis 400Mbps)aseach pTCP
usesmore micro-�ows, but the unfairness(due to micro-
�ows traversingdifferentbottleneck links)alsoreduces.
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Figure 8. pTCP Performance for Application Layer Switc hing

5. RelatedWork and Conclusions

Striping is a techniqueusedfor the transparentaggre-
gation of multiple resourcesto obtainhigherperformance
[16]. It has beentypically usedat the link layer to ag-
gregatebandwidthsof different links with similar charac-
teristics [1, 5]. Recently, several applicationlayer strip-
ing approachesthat openmultiple TCP sockets in paral-
lel to achieve higher throughputhave also beenproposed
[2, 6, 8, 12]. However, theseapproachesdealwith increas-
ing applicationthroughputby usingmultiple TCPconnec-
tions throughthe samephysicalpath. If suchapproaches
are usedfor stripedconnectionsover different paths,the
problemsidenti�ed in Section2 would renderthem inef-
fective.

In this paper, we proposea transportprotocol called
pTCP that is suited for supportingstriped connections.
pTCP achieves aggregate bandwidthsfor stripedconnec-
tions even in the presenceof disparitiesamongthe differ-
entpaths,and�uctuations in pathcharacteristics.We show
theapplicabilityof pTCPin threedifferentapplicationdo-
mains: (a) bandwidthaggregation on multi-homedmobile
hosts,(b) end-to-endservicedifferentiation,and(c) striping
on overlay networks basedon applicationlayer switching.
pTCPdemonstratesconsiderablyimprovedperformancein
eachof the threesettingswhen comparedto existing ap-
proaches.
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