TCP over Load-Reactive Links*

Rajesh Krishnan and James P.G. Sterbenz'
BBN Technologies
10 Moulton Street, Cambridge, MA 02138, USA
{krash,jpgs } @bbn.com

Abstract

Emerging network technologies offer new design choices
for performing traffic engineering and management, while
introducing challenges for existing protocol control mecha-
nisms. There is a tension between new hop-by-hop capabil-
ities and existing end-to-end mechanisms. In this paper we
examine one such capability, the Load-Reactive Link (LRL),
which has capacity that can be automatically varied in re-
sponse to the offered load. Before such adaptive links can be
considered for deployment, it is essential to understand the
behavior of widely deployed end-to-end protocols, in partic-
ular TCP. We study the behavior of TCP flows over a partic-
ular type of LRL that uses a hysteresis control mechanism
for capacity allocation that reacts to current traffic loads.
Our results indicate that reasonable performance for a sin-
gle TCP flow can be achieved with careful choice of control
parameters. We also show that poor choice of control pa-
rameters make it difficult or impossible for TCP to function.
Preliminary simulations have been done with multiple TCP
flows, but further investigation is needed to understand the
behavior of the aggregation of a large number of flows.

1. Introduction and motivation

Emerging network technologies offer new design
choices for performing traffic engineering and manage-
ment, while introducing challenges for existing protocol
control mechanisms. There is a particular tension between
new hop-by-hop capabilities and existing end-to-end mech-
anisms. In general, traffic engineering and management
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methods can be classified into static or dynamic approaches
based on the time granularity of control, into control-driven
and data-driven approaches based on the locus of control,
and into per-flow and aggregate approaches based on the
flow granularity of control.

There is an increasing demand for a more sophisticated
traffic engineering capability in the Internet, and mecha-
nisms such as Multiprotocol Label Switching (MPLS) [17]
are being considered. Furthermore, data-driven approaches
can permit higher rates of change by avoiding signaling
overheads. Data-driven approaches can optionally provide
explicit feedback to the end terminals (e.g., as in the ATM
ABR service class), or they can implicitly perform such op-
erations and expect the end-to-end transport mechanisms to
discover and react appropriately. The latter is compatible
with the end-to-end flow and congestion control design phi-
losophy of TCP.

Conventional links have a fixed capacity allocation dur-
ing the lifetime of most traffic flows. The variation in link
characteristics observed or inferred by individual flows is
due to cross traffic and perhaps occasional routing topology
changes. In these classical scenarios, the capacity of the
link does not vary in response to the offered load. Emerg-
ing switched optical network infrastructure provides new
opportunities for dynamic data-driven traffic management.
In particular, optical sub-networks can support traffic man-
agement mechanisms that permit the capacity allocated to
best-effort traffic to be varied frequently in response to the
offered load [30]. This paper examines a traffic abstrac-
tion we call the load-reactive link (LRL) the characteristics
of which can be automatically varied in response to the of-
fered load, and examines whether TCP control mechanisms
are compatible with the dynamic behavior of an LRL.

With conventional links, an increase in load is reflected
to TCP control mechanisms as an increase in packet drops
or delays. TCP infers packet losses as congestion and reacts
by scaling down the flow rate. Techniques that allow TCP to
discern between losses due to error and those due to conges-
tion have also been proposed [10, 27]. With LRLs, however,
there is an additional control mechanism at play. When the



offered load increases, the link will respond by increasing
the allocated capacity, whenever possible. This results in
a complex interaction between three control mechanisms:
(i) the LRL can change capacity allocation in response to
congestion, (ii) link queuing and discard disciplines can
drop packets in response to increasing queue lengths, and
(ii1) TCP will scale back its flow in response to congestion
inferred from packet delays/drops. These complex inter-
actions can potentially result in control instability or sub-
optimal link utilization.

In this paper, we examine the behavior of TCP over links
in which the capacity can be changed dynamically in reac-
tion to the offered load. The main focus is to study the be-
havior of a single TCP connection over a specific instance of
an LRL based on hysteresis control. This is the first step to
determine whether TCP can be used over such links, under-
stand the performance implications, and determine reason-
able LRL hysteresis parameters. Based on positive results
for the single TCP connection case, we have begun look-
ing at multiple TCP flows over a single LRL, and present
preliminary results.

While we focus on conventional TCP flows in this pa-
per, our work may be applicable to other situations as well.
For example, in TCP Trunking [16] proposed by Kung and
Wang, a single control TCP connection is used for fiow and
congestion control of aggregate traffic. This provides fur-
ther motivation to explore the behavior of a single TCP flow
over LRLs.

Dynamic, data-driven link capacity allocation can play a
larger role in future internetworks and simplify traffic en-
gineering for network operators, provided it can be shown
that TCP/IP can work well over networks containing LRLs.

The rest of this paper is organized as follows. Section 2
describes relevant related work. In Section 3 we introduce
a model for load-reactive links. We describe the simulation
environment for studying TCP over LRLs in Section 4 and
the results of the simulations in Section 5. We present a con-
cluding summary and directions for future work in Section
6, followed by bibliographic references at the end.

2. Related work

The proposed LRL mechanism is motivated by a novel
high-speed hybrid optical-electronic architecture called the
PetaWeb [30] for which a similar hysteresis control has
been proposed. Similar mechanisms have been proposed in
the literature in the context of interworking LANs/MANs
with B-ISDN [18] [5] [12]. Queues with hysteretically con-
trolled service rates have been modeled in general [8] [7]
[4] and applied to ATM networks [29].

Use-It-or-Lose-It policies were proposed in the context
of the ATM UBR+ service to dynamically vary the capac-
ity allocated for connectionless traffic. There exists con-
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siderable work -on architectures and performance analysis
related to interworking ATM networks with connectionless
networks in general, and TCP/IP networks in particular (for
example, see [26] [18] [5] [12]).

The Transmission Control Protocol (TCP) [24] is the re-
liable transport protocol widely used in the Internet and runs
over an unreliable best-effort service provided by the Inter-
net Protocol (IP). Since its introduction, TCP has been a
subject of significant research and numerous modifications
and variations have been proposed to optimize TCP. For
an explanation of TCP congestion avoidance and control
mechanisms, see [13] [28]. For TCP performance issues in
general, and satellite links in particular, see [23]. For an an-
alytical model of bulk TCP performance see [21] [20}, and
for an analysis of short TCP transfers, see [3]. The perfor-
mance of increase and decrease algorithms similar to that
of TCP has been modeled in general [6]; general control-
theoretic flow control mechanisms applicable to TCP flow
and congestion control have also been proposed [14]. The
performance of TCP variants over fixed capacity links and
wireless links has been studied extensively [9] [2] [25].

However, we do not know of any other work that at-
tempts to model TCP over load-reactive links.

3. Load-reactive links

In this section, we describe an abstract model for a load-
reactive link. We present a hysteresis control mechanism as
a specific instance of a load-reactive link.

Load-Reactive
Control Algorithm
(LRCA)

Link Queueing and
Discard Discipline
(LQDD)

Buffer Size M(1)
Queue Occupancy L(t)

Capacity C(1)
Delay D(1), Jitter J(1)

Link Queue Provisional Connection

Packet Discards

End-to-End Mechanisms
(E2E)
Flow, Error, and Congestion Control
Traffic Geteration/Shaping

Traffic Source Traffic Sink

Figure 1. Load-reactive link



3.1. LRL abstract model

We propose a link abstraction called the load-reactive
link (LRL) for the purpose of studying TCP behavior over
links whose capacity varies dynamically in response to the
offered load. Our proposed LRL model consists of a link
and a buffer as illustrated in Figure 1. The characteristics
of the link such as delay, capacity and error rate are time-
varying functions that are controlled by an internal, load-
reactive control algorithm (LRCA). The link buffer has an
associated queuing and discard discipline (LQDD).

The LRCA has access to the state of the LQDD, which
includes information such as the instantaneous and long-
term statistics of the queue lengths. Optionally, the buffer
length available can also be controlled by the LRCA. In par-
ticular, the LRCA can adjust the capacity allocated to con-
nectionless traffic.

The LRCA can be realized using a variety of algorithms
ranging from simple hysteresis control of allocated capacity
based on instantaneous queue lengths (see Section 3.2) to
more sophisticated strategies such as reinforcement learn-
ing based on long-term trends and dynamic policy itera-
tion. The LRCA requires a number of algorithm-specific
parameters. Even with a simple hysteresis control there are
a large number of parameters to consider. These include
the minimum capacity, maximum capacity, low threshold,
high threshold, whether the thresholds are static or adaptive,
capacity increments and decrements, whether the incre-
ments/decrements are static or adaptive, the recomputation
interval, whether buffer occupancies are computed based on
packets, bytes, or a combination thereof, and whether in-
stantaneous values of queue occupancies are considered or
a moving average is used.

The LQDD can range from simple tail drop strategies to
more sophisticated strategies such as Weighted Fair Queu-
ing (WFQ) [22] and Random Early Discard (RED) [11].
Closely related to, but not part of the LRL model are end-to-
end (E2E) models for traffic generation, congestion control,
and flow-control. In this paper, the specific E2E mecha-
nisms of interest include TCP variants and optimizations.

The E2E sources can come from a number of application
sources including HTTP, FTP, TELNET, transaction traffic,
and streaming audio and video. They can also use different
variations of TCP, or they can use RTP and UDP. Different
congestion control mechanisms can be used with multicast
traffic. Furthermore, the arrival and departure of flows can
be modeled in a number of different ways.

Due to the large number of possible parameters in each
of LRCA, LQDD, and E2E, as well as potential network
topologies and traffic patterns, we restrict this presentation
to a subset.
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3.2. Hysteresis control for connectionless traffic

Consider a generic subnetwork architecture that can sup-
port both connection-oriented and connectionless traffic. In
such a hybrid architecture, capacity can be allocated to con-
nectionless traffic by setting up connections with reserved
bandwidth (analogous to CBR, ABR with specified mini-
mum rate, or VBR connections in ATM networks). Connec-
tionless traffic can also be supported on a best-effort basis
(analogous to UBR in ATM networks).

total link capacity

T S R T SRR

Capacity Allocation|

Region ¢ Region 1

B,

Buffer Occupancy

B
—

Region 2

Figure 2. Hysteresis control of connection-
less traffic

We can also set up LRL connections to carry best-effort,
connectionless traffic. In such connections, capacity will be
allocated based on the offered load. When the residual ca-
pacity of the link becomes zero, such connections can be op-
tionally pre-empted to support new connections that request
a higher grade of service. Limits can be set on the minimum
and maximum link capacity available for LRL connections,
depending on the specific allocation policy in use.

The capacity allocated to this LRL connection can be
varied dynamically using a hysteresis control mechanism in
accordance with the offered load. The buffer occupancy (in
bytes, for example) can be used as a measure of the offered
load. Such a mechanism is illustrated in Figure 2. The space
of possible buffer occupancies is divided into three regions:
0,1, and 2. The low threshold mark, 3; separates regions 0
and 1; the high threshold mark, 3, separates regions 1 and
2.

The initial capacity allocated is denoted by ¢y, which can
be zero. Initially, when there is no traffic, the buffer occu-
pancy will be zero and this falls in region 0. As the load
offered to the link increases, the buffer occupancy will also
increase and cross the low threshold into region 1. If the
offered load continues to increase further, the buffer occu-
pancy will cross the high threshold into region 2.



The hysteresis control mechanism samples the buffer oc-
cupancy periodically. When the buffer occupancy crosses
B the hysteresis control mechanism will increment the ca-
pacity by a positive delta amount, A. In every sampling
interval that the occupancy is found to be in region 2, the
capacity will be incremented by A .. Eventually the capac-
ity will be increased sufficiently for the buffer occupancy
to drop back into region 1. The capacity thus allocated is
bounded by the residual capacity, ¢,,, available on the link.

On the other hand, when the offered load decreases, the
buffer occupancy will decrease and eventually enter region
0. In every sampling interval that the occupancy is found to
be in region 0, the capacity will be adjusted by a negative
delta amount, A _, until the buffer occupancy rises back and
enters region 1 again or until the capacity allocated falls all
the way down to the minimum value c¢g.

As long as there is a sustained load being offered, the
hysteresis control mechanism tries to keep the buffer occu-
pancy in region 1. In order to do so, it dynamically adjusts
the capacity allocated to match the current offered load.

We note that the proposed LRL based on hysteresis con-
trol of connectionless traffic does not map directly to any of
the ATM traffic classes defined in [1]. However, it is possi-
ble to implement such a service over ATM or other packet
switched architectures. Also, while other load-reactive link
mechanisms are possible, we chose to study this specific
hysteresis control mechanism since this work was done in
the context of the PetaWeb [30].

4. Simulation environment

We implemented our simulations using ns-2 [19]. The
initial focus was limited to a single TCP connection over
a hysteresis link. The link MTU was set to 1000 bytes (the
simulator default) and the one-way propagation delay of the
link was set to 20 ms, representative of a high speed LAN
link. The link queueing discipline was set to RED. TCP
delayed acknowledgments were used. We assume that the
host interface and memory bandwidth are not bottlenecks to
TCP performance. The TCP connection duration was set to
58 s, a sufficiently large value relative to the round trip time,
that allows the TCP flow to get past the slow start region.

We varied initial (and minimum) link capacity (cg) val-
ues in the range 0-100 kbits/s. The buffer occupancy was
counted in either packets or bytes. The byte thresholds were
chosen to be multiples of the MTU. The low threshold (3;)
was chosen from the range 0-16000 bytes or 0—16 pack-
ets. The high threshold was chosen from the range 0-32000
bytes or 0-32 packets.

For the hysteresis computations, instantaneous samples
of the queue length were directly compared against the
thresholds. The queue sampling interval and the hysteresis
recomputation interval were both set to 100 ms, based on

175

values considered reasonable in [18]. We set both A and
A_ to 50 kbits/s. We set the residual capacity ¢, to 100
Mbits/s in order to prevent it from becoming a bottleneck.

5. Results

With traditional fixed capacity links, there are two key
aspects of TCP performance: First, can a single TCP con-
nection utilize the available capacity efficiently? Second,
does TCP share the link equitably in the presence of other
flows? In the case of LRLs based on hysteresis control,
there is an additional issue: Over a range of hysteresis con-
trol parameters, can TCP open the pipe — both in terms of
its own congestion window as well as in terms of the capac-
ity allocated by the link? Furthermore, if hysteresis control
is used on a per-flow basis, how can equitable link sharing
be achieved? In this section, we present performance results
for a single TCP connection over a LRL using hysteresis
control.

5.1. Overall behavior

First, we present graphs that illustrate the overall behav-
ior of TCP over hysteresis control with appropriate param-
eter settings. Figure 3 illustrates the behavior with the low
and high hysteresis thresholds set to 2000 and 6000 bytes
respectively, and the initial (and minimum) link capacity is
set to 20 kbits/s. The instantaneous link capacity, the aver-
age buffer occupancy, and throughput over 1 s intervals are
plotted in the graph.

After an initial overshoot, we see that the buffer occu-
pancy (lower curve) mostly stays between the thresholds,
which is the goal of hysteresis control. We can also see that
the link capacity allocated (dotted upper curve) increases
from the initial 20 kbit/s to around |1 Mbit/s. This limit
is due to the parameter values for this experiment; by in-
creasing the minimum capacity and/or by lowering the high
threshold we can increase the resulting throughput. Further-
more, the throughput (upper solid curve) closely tracks the
instantaneous capacity indicating a high utilization.

The return link behavior for this case is shown in the
graph in Figure 4. While the throughput in this direction
still tracks the allocated capacity, more capacity is not allo-
cated. The return link traffic consists only of TCP acknowl-
edgments and the buffer occupancy in this direction stays
well below the 6000 bytes. Therefore, the allocated capac-
ity stays at the initial (and minimum) capacity of 20 kbits/s
in this case. This suggests that the return link can poten-
tially limit how much the forward link can be opened by
a single flow, thereby granting an effective policy control
mechanism if hysteresis control is used on a per-flow basis
and byte-based buffers are used.
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Figure 3. Overall forward link behavior of TCP
over LRL

5.2. Return path bottlenecks

Next, we address the issue of whether a single TCP con-
nection over a load reactive-link can open the pipe when
starting from a zero initial capacity. In Figure 5, we plot
TCP throughputs (aggregated over an entire TCP flow)
against initial (and minimum) link capacity. The curves are
for various low hysteresis thresholds; the high thresholds
are set to 4000 bytes above the respective low thresholds.
The curves are similar for other high threshold settings that
are larger than the low threshold by one MSS (1000 bytes
in our case) or more, and these curves are omitted from this
paper.

We can observe that over a range of hysteresis thresh-
olds, the overall TCP throughput increases with the initial
link capacity allocation. We also observe that allocating
zero or low capacities initially can be highly detrimental to
TCP performance. For the parameters used in the experi-
ments, an initial capacity of 50 kbits/s or higher is required
for good performance. Note that TCP will open its window
only to the rate of the link, therefore with low initial capac-
ities, the buffer fills up to a lesser extent. We discuss the
effects of the threshold settings later.

With the next set graphs, we will answer why TCP is
unable to open the pipe when the initial link capacity allo-
cation is low. So far, the thresholds have been measured
as the number of bytes in the buffer. We will now con-
sider whether the performance will improve if thresholds
are measured as the number of packets in the buffer.

In Figure 6, we plot TCP throughputs (aggregated over
an entire TCP flow) against initial (and minimum) link ca-
pacity, when using packet thresholds. The curves are for
various low hysteresis thresholds with the high threshold
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at 4 packets above the corresponding low threshold. With
high initial link capacity, the curves are similar to those with
byte-based thresholds. However, packet based thresholds
yield better throughputs with relatively low initial capaci-
ties (2 — 50 kbit/s). The throughput curves for the return
link (which carries TCP ACKSs) are similar to, but of lower
magnitude than the respective forward link counterparts.

The reasons for low throughputs at low initial capacities,
and why counting packets is better can be explained by ex-
amining how link capacity allocation varies with time for
a given TCP flow. Figure 7 contains plots of the instan-
taneous capacity allocation on the forward link for a sin-
gle TCP flow, with the initial link capacity allocation being
ZETO.

The curves correspond to various high thresholds, and
with the low threshold of 1000 bytes for all cases. When
the high threshold is small (solid line), the forward link ca-
pacity increases due to queue build up due to packet repeats
on time-outs. The corresponding capacity allocations on
the return link always stays at zero. This is because TCP
slow start will not open the window beyond the initial value
unless ACKs are received, and the return link will not open
unless enough ACKs are queued. This results in a deadlock-
like situation. With the high threshold set to 3000 bytes,
the link capacity stays at zero for the length of the simu-
lation. Eventually, enough timeouts will occur, and the re-
verse queue will build up and the reverse link will open.
The forward link behavior with packet-based thresholds is
similar. With byte-based thresholds, the return link capac-
ity stays at the initial value. However, with packet-based
thresholds, the return link capacity varies, occasionally ex-
ceeding 56 kbits/s. These plots are omitted for brevity.

ACKs are typically shorter than the link MTU (40 vs.
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1000 in our experiments). TCP uses MTU sized segments
to avoid the silly window syndrome. With byte-based buffer
occupancy thresholds, the queue length on the return link
does not exceed the threshold. So the return link never
opens up and becomes a bottleneck!. When counting in
packets the return link has a chance to open up. With a high
threshold of 2000 bytes or 2 packets, 2 MSS sized packets
can meet the high threshold in either case. However on the
return link, it will take 50 ACKs to match the high thresh-
old with byte thresholds, whereas it will take only 2 ACKs
to do the same with the packet threshold.

However, at very high initial capacities, the return link is
not a bottleneck with either byte or packet thresholds. TCP
parameters such as the MTU, slow start threshold, and the
receiving window, can limit TCP throughput in this case,
and high speed TCP options become necessary.

5.3. Instability at very high thresholds

Next, we study the effect of high threshold settings. In
Figure 8, we plot the instantaneous link capacity for the
length of the run, for different high threshold values. The
low threshold value was set to 1000 bytes.

We observe that in general, larger the high threshold, the
longer it takes for the queue to build up and for hystere-
sis control to allocate more capacity. More importantly, we
note that setting the high threshold to a very large value
(e.g., 16000 bytes) can cause unstable interactions between
TCP and hysteresis control. Occasionally, when the queue

'One reviewer observed that it may be possible to exclude control traf-
fic such as ACKs from the scope of the hysteresis control. In this paper,
we assume that all packets corresponding to the TCP flow use the same
load-reactive link.
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drops below the low threshold momentarily, the link capac-
ity can rapidly drop to the minimum value. If this happens,
it will take a long time once again before the queue can
build up sufficiently to allocate more capacity. Thus the
link oscillates between periods when it is open and when it
is at the minimum capacity, as shown by the curve for the
17000-byte high threshold in Figure 8.

As illustrated in Figure 9, large packet-based high
thresholds result in behavior similar to large byte-based
high thresholds. However, packet based thresholds can lead
to higher throughputs by allowing the return link to open

up.

5.4. Multiple TCP flows

To understand how multiple TCP flows share an LRL
based on hysteresis control, we performed simulations with
1-16 sessions on the same LRL. Figure 10 is a plot of
throughput for different values of ¢, with low threshold j;
= 4000 bytes and high threshold 35, = 8000 bytes for dif-
ferent numbers of TCP flows. The plots are similar over a
wide range of thresholds.

When we increase the number of TCP flows (for example
from 1 to 4), more load is offered and hence more capacity
gets allocated by the LRL. This is reflected in an increase in
the aggregate throughput. However, when too many flows
are added to the link (for example 8 or 16), the aggregate
throughput (and the LRL capacity allocation) does not con-
tinue to increase in proportion to the number of flows.

We believe that the aggregate load offered causes tempo-
rary queue build-ups causing more packets to get dropped,
before the LRL can allocate sufficient capacity. Meanwhile,
the TCP connections react by reducing the send rate, and
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the queus drop below the high threshold; therefore, the LRL
perceives a lower offered load and does not allocate aggres-
sively enough. Further investigation is needed to isolate the
effects of router buffer sizes (which was set to 50 packets in
our experiments) and RED thresholds to clearly understand
the aggregation of a large number of TCP flows.

6. Conclusion

In this paper we introduced an abstract traffic manage-
ment mechanism called the LRL, motivated by the capabil-
ities of emerging networks. We described hysteresis control
of capacity allocation of connectionless traffic as a specific
instance of an LRL. Given such a mechanism, we studied
the performance implications to TCP.

Using simulations, we studied the behavior of a single
TCP flow over an LRL based on hysteresis control. Sim-
ulations suggest that with appropriate parameter settings,
a TCP connection can perform reasonably well over such
links. However, we also observed that TCP cannot open
the LRL pipe from a zero initial capacity and that the link
can become unstable if the high hysteresis threshold settings
are too large. We have begun to look at multiple TCP flows
over the same LRL, and observe reasonable behavior for a
small number of flows, but further investigation is needed
to understand the aggregation of a large number of flows,
including both TCP and non-TCP flows.

This work is the first step in understanding whether TCP
can operate over such a dynamic traffic class. A number of
related research areas remain open to exploration. It will be
useful to combine analytical models for TCP with those for
hysteretic queues. Future work may consider the behavior
of multiple flows within an LRL, performance of a network
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of LRLs, alternative LRL mechanisms, and implementation
in a network testbed. For a more detailed discussion of these
issues, see [15].

LRL mechanisms have the potential to simplify traffic
management in future internetworks. However, additional
work is necessary to characterize their performance and to
determine their applicability to TCP/IP networks.
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