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Abstract

Images accountfor a signi�cant and growing fraction of
Web downloads.Thetraditional approach to transporting
imagesusesTCP, whichprovidesagenericreliable, in-order
byte-streamabstraction, but which is overly restrictivefor
image data. We analyzetheprogressionof image quality at
the receiverwith time and showthat the in-order delivery
abstractionprovidedbya TCP-basedapproach preventsthe
receiverapplicationfromprocessingandrenderingportions
of an imagewhenthey actuallyarrive. Theendresultis that
an image is rendered in bursts interspersedwith long idle
timesratherthansmoothly.

This paper describesthe design,implementation,and
evaluation of the Image TransportProtocol (ITP) for im-
age transmissionover loss-pronecongestedor wirelessnet-
works.ITP improvesuser-perceivedlatencyusingapplication-
level framing(ALF) andout-of-orderApplicationDataUnit
(ADU)delivery, achievingsigni�cantlybetterinteractiveper-
formanceas measured by the evolution of peaksignal-to-
noiseratio (PSNR)with timeat thereceiver. ITP runsover
UDP, incorporatesreceiver-drivenselectivereliability, uses
theCongestionManager (CM) to adaptto networkconges-
tion, and is customizablefor speci�c image formats(e.g.,
JPEG and JPEG2000). ITP enablesa variety of new re-
ceiverpost-processingalgorithmssuchaserror concealment
that further improve the interactivity andresponsivenessof
reconstructedimages. Performanceexperimentsusingour
implementationacrossa variety of lossconditionsdemon-
strate the bene�ts of ITP in improving the interactivity of
image downloadsat the receiver. Eventhoughwe explore
imagetransport,ITP is a genericselectivelyreliableunicast
transportprotocolwith congestioncontrol that canbecus-
tomizedfor speci�c applicationsandformats.

1 Intr oduction

Imagesconstitutea signi�cant fraction of traf�c on the
World Wide Web, e.g.,accordingto a recentstudy, JPEGs
accountfor 31%of bytestransferredand16%of documents
downloadedin a client trace[15]. The ability to transfer
andrenderimageson screenin a timely fashionis an im-
portantconsiderationfor contentprovidersandserver oper-
atorsbecauseuserssur�ng the Web careaboutinteractive
latency. At thesametime, downloadlatency mustbemini-
mizedwithoutcompromisingend-to-endcongestioncontrol,
sincecongestioncontrolis vital tomaintainingthelong-term
stabilityof theInternetinfrastructure.In addition,appropri-

atereactionto network congestionalsoallows imageappli-
cationsto adaptwell to availablenetwork conditions.

TheHyperText TransportProtocol(HTTP)[11] usesthe
TransmissionControl Protocol(TCP) [31] to transmitim-
ageson theWeb. While theuseof TCPachievesbothreli-
abledatadelivery andgoodcongestioncontrol,thesecome
ata cost—interactive latency is oftensigni�cantly largeand
leadsto imagesbeingrenderedin “�ts andstarts”ratherthan
in asmoothway. Thereasonfor this is thatTCPis ill-suited
to transportinglatency-sensitiveimagesoverloss-pronenet-
works wherelossesoccurbecauseof congestionor packet
corruption. When one or more segmentsin a window of
transmitteddataarelost in TCP, latersegmentsoftenarrive
out-of-orderat thereceiver. In general,thesesegmentscor-
respondtoportionsof animagethatmaybehandleduponar-
rival by theapplication,but thein-orderdeliveryabstraction
imposedby TCPholdsup thedeliveryof theseout-of-order
segmentsto the applicationuntil the earlier lost segments
arerecovered.As a result,theimagedecoderat thereceiver
cannotprocessinformationeventhoughit is availableat the
lower transportlayer. The imageis thereforerenderedin
burstsinterspersedwith longdelaysratherthansmoothly.

TheTCP-likein-orderdeliveryabstractionis appropriate
for imageencodingsin which incomingdataat thereceiver
canonly be handledin the order it wastransmittedby the
sender. Somecompressionformatsareindeedconstrained
in this manner, e.g., the Graphical InterchangeFormat,
GIF [14] which useslosslessLZW compression[21, 43] on
the entire image. However, while somecompressionfor-
matsareconstrainedin this manner, severalothersarenot.
Notableexamplesof formatsthatencourageout-of-orderre-
ceiver processingincludeJPEG[42, 29] andthe emerging
JPEG2000standard[20]. In thesecases,a transportproto-
col that facilitatesout-of-orderdatadelivery allows the ap-
plicationto processandrenderportionsof animageasthey
arrive,improving theinteractivity andperceivedresponsive-
nessof imagedownloads.Sucha protocolalsoenablesthe
imagedecoderat the receiver to implementeffective error
concealmentalgorithmson partially receivedportionsof an
image,furtherimproving perceivedquality.

One commonly suggestedapproachto tackling this
problemof in-orderdelivery is to extendexisting TCP im-
plementationsandits applicationprogramminginterfaceso
that received data can be consumedout-of-orderby the
application. However, merely tweakingan in-order byte-
streamprotocollike TCPwithout any additionalmachinery
to achieve thedesiredeffect is not adequatebecauseout of
orderTCPsegmentsreceivedby theapplicationin thisman-
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nerdonotcorrespondin any meaningfulway to processible
dataunitsat theapplicationlevel.

We proposetheImageTransportProtocol(ITP),a trans-
port protocolin which applicationdataunit (ADU) bound-
ariesareexposedto thetransportmodule,makingit possible
to performout-of-orderdelivery. Becausethe transportis
awareof applicationframing boundaries,our approachex-
pandson the application-level framing (ALF) philosophy,
which proposesa one-to-onemappingfrom an ADU to a
network packet or protocoldataunit (PDU) [9]. However,
ITP deviatesfrom the TCP-like notion of reliabledelivery
andinsteadincorporatesselective reliability, wherethe re-
ceiver is in controlof decidingwhatis transmittedfrom the
senderatany instant.

This form of reliability is appropriatefor heterogeneous
network environmentsthat will include a wide variety of
clientswith a large diversity in processingpower, and al-
lows the client, dependingon its computationalpower and
availablesuiteof imagedecodingalgorithms,to requestap-
plication datathat would bene�t it the most. Furthermore,
otherimagestandardssuchasJPEG2000supportregion-of-
interest(ROI) codingthatallowsreceiversto selectportions
of an imageto be codedandrenderedwith higher�delity .
Receiver-drivenselective reliability is importantif applica-
tionsareto bene�t from this feature.

Despitethe disadvantagesof in-orderdelivery asfar as
interactivity is concerned,usingTCPhassigni�cant advan-
tagesfrom the viewpoint of congestioncontrol. Any de-
ployable transportprotocol must perform congestioncon-
trol for the Internetto remainstable,which suggeststhat a
signi�cant amountof additionalcomplexity would have to
be designedand implementedin ITP. Fortunately, we are
ableto leveragetherecentlyproposedCongestionManager
(CM) [2, 3] to performstable,end-to-endcongestioncon-
trol.

In this paper, we describethe motivation, design,im-
plementation,andevaluationof ITP, an ALF-basedimage
transportprotocol.Ourkey contributionsareasfollows.

� We presentthe designof ITP, a transportprotocol
that runs over UDP, incorporatingout-of-orderdata
delivery and receiver-controlled selective reliability.
We have designedITP so that it can be usedwith
no modi�cations to higher layer protocols such as
HTTP[4, 11] or FTP[32].

� We show how to tailor ITP for JPEGimagetransport,
by introducingaframingstrategy andtailoringthereli-
ability protocolby schedulingrequestretransmissions.

� ITP's out-of-orderdelivery enablesmany receiver op-
timizations. We describeone such optimization in
which missingportionsof an imageare interpolated
usinga simpleerrorconcealmentalgorithm.

� We presentthe measuredperformanceof a user-level
implementationof ITP acrossa rangeof network con-
ditions that demonstratethat the rate of increasein
PSNRwith time is signi�cantly higher for ITP com-
paredto TCP-like in-orderdeliveryof JPEGimages.
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Figure 1. Portionof packet sequencetraceof a TCPtransferof
animage.

Theremainderof this paperis organizedasfollows. In
Section2, we presentempiricalevidencein favor of ourap-
proachanddiscussour designgoalsfor ITP. Section3 de-
scribesvariousaspectsof the ITP protocol— out-of-order
delivery, receiver-reliability, and congestionmanagement.
This is followed by a discussionon applyingITP to JPEG
transportin Section4. In Section5, we presentthe mea-
suredperformanceof ITP thatdemonstratestheadvantages
over the traditionalTCP approachundera variety of con-
ditions. Finally, we discussrelatedwork in Section6 and
concludein Section7.

2 Designconsiderations

Westartby motivatingourapproachby highlightingthedis-
advantagesof usingTCP. Themaindrawbackof usingTCP
for imagedownloadsis thatits in-orderdeliverymodelinter-
fereswith interactivity. To demonstratethis, we conducted
an experimentacrossa twenty-hopInternetpath to down-
loada140KByte imageusingHTTP1.1runningoverTCP.
The loss rateexperiencedby this connectionwas 2.3%, 3
segmentswerelostduringtheentiretransfer, andtherewere
nosenderretransmissiontimeouts.

Figure1 shows a portion of the packet sequencetrace
obtainedusing �������	��
�� runningat the receiver. We seea
transmissionwindow in whichexactlyonesegmentwaslost,
andall subsequentsegmentswerereceived,causingthe re-
ceivertogenerateasequenceof duplicateACKs.Therewere
tenout-of-sequencesegmentsreceivedin all waiting in the
TCPsocketbuffer, noneof whichwasdeliveredto theimage
decoderapplicationuntil thelostsegmentwasreceivedvia a
(fast)retransmissionalmost2.2secondsaftertheloss.Dur-
ing this time, theusersaw no progress,but a discontinuous
spurtoccurredoncethis lost segmentwasretransmittedto
thereceiver, andseveralkilobytesworthof imagedatawere
passedup to theapplication.

To understandhow orderingsemanticsin�uencetheper-
ceptualquality of the image,we conducta secondexperi-
mentwheretheimageisdownloadedoverTCPandstudythe
evolutionof image“quality”, asmeasuredby peaksignal-to-
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noiseratio(PSNR)[36] with respectto theoriginaltransmit-
tedimage.Figure2showsthisfor atransferthatexperiences
a15%lossrate.We �nd thatthequality remainsunchanged
for mostof the transfer, due to an early segmentloss,but
rapidlyrisesuponrecoveryof thatlostsegment.A smoother
evolutionin PSNR,asin the“ideal” transferwhichdoesout-
of-orderdelivery is desirablefor betterinteractivity.
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Figure 2. PSNRevolution of the renderedimageat the receiver
for aTCPtransferwith 15%lossrate.

We observe thata designin which theunderlyingtrans-
portprotocoldeliversout-of-sequencedatato theapplication
might avoid the perceived latency buildup. In order to do
this, the transport“layer” (or module)mustbemadeaware
of the applicationframing boundaries,suchthat eachdata
unit is independentlyprocessibleby thereceiver.

In this section,we discussthe key considerationsthat
directedthedesignof ITP.

1. Supportout-of-order delivery of ADUs to the appli-
cation, while ef�ciently accommodatingADUs larger
thana PDU.
Our �rst requirementis that the protocol accommo-
dateout-of-orderdelivery, but doesso in a way that
allows the receiver applicationto make senseof the
mis-ordereddataunits it receives. In the pure ALF
model[9], eachADU is matchedto thesizeof a pro-
tocol dataunit (PDU) usedby the transportprotocol.
This implies that thereis no “coupling” betweentwo
packetsand that they canbe processedin any order.
Unfortunately, it is dif�cult to ensurethat an ADU is
alwayswell matchedto a PDUbecausetheformerde-
pendson the convenienceof the applicationdesigner
and what is meaningfulto the application,while the
lattershouldnot betoo muchlarger(if at all) thanthe
largestdatagramthatcanbesentunfragmented,in or-
der to minimize retransmissionoverheadin the event
of a packet loss.This meansthattherearetimeswhen
anADU is largerthanaPDU,requiringanADU to be
fragmentedby thetransportprotocolfor ef�ciency.

2. Supportreceiver-controlledselectivereliability.
Our next design considerationaddressesreliability.
Whenpacketsarelost, therearetwo possiblewaysof
handlingretransmissions.Theconventionalapproach

is for the senderto detectlossesandretransmitthem
in the order in which they weredetected.While this
workswell for protocolslike TCPthatsimply deliver
all the datasequentiallyto a receiver, interactive im-
agetransfersarebetterservedby aprotocolthatallows
thereceiving application(andperhapsuser)to exercise
controlover how retransmissionsfrom thesenderoc-
cur. For example,a usershouldbeableto expressin-
terestin a particularregion of an image,causingthe
transportprotocolto prioritize the transmissionof the
correspondingdataoverothers.In general,thereceiver
knowsbestwhatdatait needs,if any, andthereforeal-
lowing it to controlrequestsfor retransmissionis best-
suitedto improving user-perceivedquality.

3. Supporteasycustomizationfor different image for-
mats.
This designconsiderationis motivatedby the obser-
vation that there are many different image formats
thatcanbene�t from out-of-orderprocessing,eachof
which may embedformat-speci�c informationin the
protocol. For example,the JPEGformat usesan op-
tional specialdelimitercalleda restartmarker, which
signi�es thestartof anindependentlyprocessibleunit
to the decoderby resynchronizingthe decoder. Such
format- or application-speci�cinformationshouldbe
madeavailableto thereceiver in a suitableway, with-
outsacri�cing generalityin thebasicprotocol.

The designof ITP borrows from from the designof
otherapplication-level transportprotocolssuchasthe
Real-timeTransportProtocol(RTP) [37]. In ITP, asin
RTP, a baseheaderis customizedby individual appli-
cationprotocols,with pro�le-speci�c extensionhead-
ersincorporatingadditionalinformation.

4. Applicationandhigher-layerprotocolindependence.
While this work is motivated by interactive image
downloadson theWeb,we do not want to restrictour
solutionto just HTTP. In particular, we do not require
any changesto the HTTP speci�cationbut ratherre-
placeTCP with ITP at the transportlayer. SinceITP
provideslossrecovery, we usea duplex ITP connec-
tion to carryHTTPrequestmessagessuchasGETand
PUTaswell asHTTPresponses.

5. Soundcongestioncontrol.
Finally, congestion-controlledtransmissionsare im-
portantfor deploying any transportprotocolon theIn-
ternet.But ratherthanreinventcomplex machineryfor
congestionmanagement(a look at many of thesubtle
bugsin TCP congestioncontrol implementationsthat
researchershave discoveredover theyearsshows that
this is not straightforward [27]), we leveragethe re-
centlydevelopedCongestionManager(CM) architec-
ture[2]. TheCM abstractsawayall congestioncontrol
into a trustedkernelmoduleindependentof transport
protocol,andprovidesa generalAPI for applications
to learnaboutandadaptto changingnetwork condi-
tions[3]. Our designusestheCM to performconges-
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Figure3. Thesystemarchitectureshowing ITP, its customization
for JPEG,andhow HTTP usesit insteadof TCP for MIME type
“image/jpeg” while usinga conventionalTCP transportfor other
datatypes.All HTTPprotocolmessagesaresentover ITP, not just
the actualimagedata,which meansthat ITP replacesTCPasthe
transportprotocolfor thisdatatype.

tion control,with packettransmissionsorchestratedby
theCM via its API.

3 ITP Design

In this section,we describethe internalarchitectureof ITP
andthe techniquesusedto meettheaforementioneddesign
goals. ITP is designedasa modularuser-level library that
is linkedby thesenderandreceiverapplication.Theoverall
systemarchitectureis shown in Figure3, which includesan
exampleof anapplicationprotocolsuchasHTTPor FTPus-
ing ITP for datawith MIME type“image/jpeg” andTCPfor
otherdata.It is importantto notethat ITP “slidesin” to re-
placeTCPin a way thatrequiresnochangeto thespeci�ca-
tion of ahigher-layerprotocollikeHTTPor FTP. A browser
initiatesanITP connectionin placeof aTCPconnectionif a
JPEGimageis to betransferred.TheHTTP server initiates
anactiveopenon UDPport 80andaaitsclient requeststhat
aremadeusingtheHTTP/ITP/UDPprotocol.

3.1 Out-of-order Delivery

ITP providesan out-of-orderdelivery abstraction.Provid-
ing suchanabstractionat thegranularityof abyte,however,
makes it hard for the applicationto infer what application
dataunitsarandomincomingsequenceof bytescorresponds
to. Theapplicationhandlesdatain granularitiesof anADU,
soITP providesanAPI by whichanapplicationcansendor
receiveacompleteADU. Wenow describethemechanicsof
datatransferat thesendingandreceiving ITP hosts.

Thesendingapplicationinvokes
�

� � ����� ���	� to sendan
ADU to the receiver. Before shippingthe ADU, ITP in-
corporatesa header, shown in Figure4 that includesan in-
crementingADU sequencenumberandADU length. The
sequencenumberand length of an ADU are usedby the
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Figure 4. The 28-byte genericITP transportheadercontains
meta-datapertainingto eachfragment,as well as the ADU that
the fragmentbelongsto, suchasthe ADU sequencenumberand
length, the fragmentoffset within the ADU, a sendertimestamp,
andthesender's estimateof theretransmissiontimeout.

receiver to detectthe lossof an ADU or the lossof a se-
quenceof byteswithin theADU, performreassemblywithin
anADU, andverify thatthecompleteADU hasarrived.

WhenacompleteADU arrivesatthereceiver, theITPre-
ceiver invokesawell-known callbackfunctionimplemented
by theapplication,called

�

� � 
�� � �����

��
��

��� . In response,
theapplicationcallsanITP library function

�

� � ����
 ����� to
readthe incoming ADU into its own buffers, and returns
control to ITP. This interactionis shown in Figure5. The
importantpoint to noteis that this sequenceof stepsoccurs
whena completeADU arrivesat the receiver, independent
of theorderin which it wastransmittedfrom thesender.

Unfortunately, not all ADUs aresmall enoughto �t in
one PDU which is the maximumunfragmenteddatagram
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on the path to the receiver. This requiresthat any ADU
larger thana PDU be fragmentedinto PDU-sizedunitsbe-
foretransmission.Usingarbitrarily-sizedADUs asthegran-
ularity of lossrecovery is inef�cient. Considerfor example
anADU transmittedby thetransportprotocolthatwasfrag-
mentedby a lower layer for transmission,andexactly one
of the fragmentswaslost in transit. The receiver mustask
for theentireADU to beretransmittedif theunit of naming
andtransmissionby the transportlayer is anADU, thereby
degradingprotocol goodput. Ratherthan suffer poor per-
formancecausedby redundantretransmissions,ITP bridges
the mismatchbetweennetwork-supportedpacket sizesand
application-de�neddataunitsby breakingup anADU into
fragmentsnobiggerthanthemaximumtransmissionunit of
thepathandidentifyingeachfragmentby its byte-offsetand
lengthwithin an ADU aswell asthe ADU sequencenum-
ber.1 We emphasizethat this is doneto avoid inef�ciencies
in retransmission,but is not exposedto thereceiving appli-
cation.As a result,applicationsarenot forcedto limit their
framingto network packet sizes,andincompleteADU data
arenotvisible to them.

3.2 Reliability

Oneof thedesigngoalsin ITP is toputthereceiverin control
of lossrecoverywhichsuggestsaprotocolbasedonretrans-
missionrequestmessagessentfrom thereceiver. In addition
to loss recovery, ITP mustalsoreliably handleconnection
establishmentandtermination,aswell ashostfailuresand
subsequentrecovery without compromisingthe integrity of
delivereddata. We incorporateTCP-like connectionestab-
lishmentandterminationmechanismsfor this.

3.2.1 Connectionmanagement

Although an importantapplicationof ITP is downloading
imageson theWeb usingHTTP, we do not wish to restrict
all higher-layerstoHTTP-likeprotocolswheretheclientini-
tiatestheconnection.For example,whenusedby FTP, the
server performsthe active openratherthanthe client. We
emulateTCP-styleconnectionmanagementin orderto sup-
port all stylesof applications. ITP incorporatesthe three-
way connectionestablishmentprocedureof TCP[38]. The
initial sequencenumberchosenby bothsidesdeterminesthe
ADU sequencespacefor eachtransferdirection2.

The ITP sendersignals the last ADU in a transmis-
sion sequenceby setting the FIN bit in the �ags of the
ITP header. The receiver uses this to detect when all

�

PathMTU discovery [22] canbeusedto determinethis value
betweenapairof hostson theInternet.

�

We do not view the three-way handshake as a performance
problem,despitetheextra round-tripthat it entails;indeed,should
thisbeaconcern,it canbemodi�ed toallow datatobepiggybacked
alongwith theestablishmentmessage.We do not recommendthis
modeasit tendsto make defenseagainstdenial-of-serviceattacks
like SYN-�oods hard to handle(e.g.,usingSYN-cookies,which
ITP canincorporatewith little dif�culty).

transmitteddataitems(of interestto the receiver) have ar-
rived and to terminatethe connection. We use the FIN-
ACK mechanismof TCP, transitioninginto exactlythesame
statesas a terminatingTCP (CLOSEWAIT for a passive
CLOSE;FIN WAIT 1,optionallyfollowedbyCLOSINGor
FIN WAIT 2,andthenaTIME WAIT for anactiveone).As
in TCP, the active closertransitionsfrom the TIME WAIT
stateto CLOSEDafterthe2MSL timeout.

Thischoiceof connectionestablishmentandtermination
proceduresallows ITP to handleseveral differentapplica-
tions(all combinationsof serversandclientsperformingac-
tive/passive opensandcloses).This decisionalsoallows us
to befairly certainof thecorrectnessof theresultingdesign.

We do,however, addressthesigni�cant problemof con-
nectionsin the TIME WAIT stateat a busy server. The
problemis that in mostHTTP implementations,the server
doestheactivecloseratherthantheclient,whichcausesthe
server to expendresourcesand maintainthe TIME WAIT
connections.This designis largely forcedby many socket
API implementations,which do not allow applicationsto
easilyexpressa half-close.3 We solve this problemby pro-
viding a “half-close” call to the ITP API that allows the
clientuseit. Whenoneside(e.g.,anHTTPclient,soonafter
sendinga GETmessage)decidesthatit hasno moredatato
send,but wantsto receive data,it calls

�

� � ��
��




��������� �	�

whichsendsaFIN to thepeer. Of course,retransmissionre-
questsanddataACKs continueto be sent. In the context
of HTTP, the TIME WAIT statemaintenanceis therefore
shiftedto theclient, freeingupserver resources.

3.2.2 Lossrecovery

All retransmissionsin ITP occuronly uponreceiptof a re-
transmissionrequestfrom the receiver, which namesa re-
questedfragmentusing its ADU sequencenumber, frag-
mentoffset, and fragmentlength. While many lossescan
be detectedat the receiver usinga data-driven mechanism
that observesgapsin the received sequenceof ADUs and
fragments,not all lossescanbedetectedin this manner. In
particular, whenthelastfragmentor “tail” of aburstof frag-
mentstransmittedby a senderis lost,a retransmissiontimer
is required.Lossesof previousretransmissionssimilarly re-
quiretimer-basedrecovery.

One possibledesignis for the receiver to perform all
data-driven loss recovery, and for the senderto perform
all timer-basedretransmissions.However, this contradicts
ourgoalof receiver-controlledreliability becausethesender
hasno knowledgeof the fragmentsmost useful to the re-
ceiver. Unlessweincorporateadditionalcomplex machinery
by whichareceivercanexplicitly convey this informationto
thesender, thesendermayretransmitold anduninteresting
dataupona timeout.

�

The �	��

���������������
������� ��� �!���	��" call, with ����� set to 1 is
supposedto causea half-close,telling the peerthat no moredata
will beoriginatedon theconnection,but not all TCPimplementa-
tions handlethis correctly. Furthermore,the HostsRequirements
RFC1122lists thehalf-closeasa “MAY implement”option.
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Our solution to this problemis to move all timer han-
dling to thereceiver. If thereceiverdetectsno activity for a
timeoutduration,a retransmissionrequestis sent.If nogaps
aredetectedin the received ADU stream,a retransmission
requestis sentfor thenext expectedADU, i.e.,1 + lastADU
sequencenumberreceived,therebyinitiating recovery from
atail loss,if onedid occur. Sincetheretransmissiontimer is
alwaysactive until a FIN, this messageis repeatedperiodi-
cally until thereceiveris readyto terminate.However, ahalf
closeby a peercausesthis timer to be disabled.Note that
with thisapproach,anHTTPserverdoesnotendupperiod-
ically probingthe client requestingmoredataafter a GET
requestfor a URL. Oncea half-closeis received from the
client, theserverdisablesthetimer.

It is ratherdif�cult for accurateround-triptime estima-
tion to be performedat the receiver whendata�o ws from
senderto receiver. Hence,we allow thesendercalculatethe
retransmissiontimeout(RTO) asin TCPwith thetimestamp
option [19], and passthis RTO to the receiver in the ITP
header(Figure4).

ITP also incorporatesdata-driven retransmissionre-
quests.To do this, the receiver maintainsa maintainsa list
of incompleteandmissingADUs. Whena fragmentis re-
ceived,missingfragmentsor ADUs aredetectedby looking
up thedatastructure.The receiver now hasthreetasks:(i)
decidewhetherit is time to askfor thefragment,(ii) decide
how many fragmentsto askfor, and(iii) if at leastonefrag-
mentcanberequestedat this time, decidewhich fragments
to request.

Two considerationsdictatewhetherit is time to askfor
a fragment.First, if a requesthasalreadybeenmadefor the
fragment,it shouldnot be madeagainunlessan RTO has
elapsedsincethe�rst requestto allow a retransmittedADU
or fragmentto reachthe receiver. To do this, the receiver
logs the time of last requestandensuresthat a subsequent
requestis sentonly if the elapsedtime is longer than the
estimatedRTO. Second,packetsmay get reorderedon the
Internet[26], andthereceivermustguardagainstaskingfor
a reordered(but not lost) fragment. The approachin TCP
is to wait for a thresholdnumber(three)of duplicateACKs
andretransmitthe �rst unacknowledgedsegment.Unfortu-
nately, this doesnot work well whenwindows aresmallor
whenADUs aresmall in size(as is often the casefor ITP
applications).Our solutionto this problemis motivatedby
theobservationby Paxsonthata smalldelaybeforesending
anACK in TCPoftenaccountsfor reorderedsegments[28].
ITP modi�es this approachby adaptingit to the transmis-
sionrate � (in fragments/sec)from thesender, whichit mon-
itorsusinganexponentially-weightedmoving average�lter .
Thereceiverwaitsfor adurationequalto

���

� secondsbefore
sendingarequest,allowingfor atypicalnumberof reordered
fragmentsto arrive andcancela pendingretransmissionre-
quest.

A subtle effect, which is not normally seenin TCP,
occurswhen receiver-driven selective reliability is imple-
mentedin this manner. Considerthe casewhena timeout
occursandthecongestionwindow at thesenderis setto 1,
as shown in Figure 6. A retransmissionrequestfrom the

ACK #2

Sender

Last activity

Receiver

Timeout

cwnd = 1
Data #1

Data #2

Data #3

Req {#1, #2, #3}

Req {#4, #5, #6}
ACK #1

Figure 6. Retransmissions#1, #2, and#3 aretransmittedbefore
thenext requestis received by the sender. Sendingthreerequests
in eachrequestmessagekeepsthe“pipe” full.

receiver causesthe senderto sendonerequestedfragment.
Whenthisfragmentis ACKed,congestioncontrolcausesthe
sender's window to grow to 2. Thesendermayhave other
olddatathatthereceiverhasnotyetreceived,but becauseall
reliability is receiver-controlled,thesendercannotunilater-
ally retransmitolddata.Thesenderthereforedecidestosend
new fragmentsanduseup its newly openedcongestionwin-
dow (slow start),makingtimely lossrecovery of otherlost
fragmentsdif�cult. Thereceiverthereforelosestheability to
orderandprioritizeaparticularsetof retransmissionsbefore
any othernew datais received.

To handlethis inversionin transmissionpriority, there-
ceiver musttransmitmultiple retransmissionrequestsfor if
not, thesendereitherremainsidle or continuesto sendnew
dataontheconnection.Thisproblemis solvedif thereceiver
sendsat leastthreeretransmissionrequestseachtime a loss
is detected,assumingthat many losseshave occurredand
thereceiveris interestedin recoveringthem.Thisallowsthe
senderto build upanorderedlist of pendingretransmissions
anduseup a newly openedcongestionwindow for retrans-
missionsrequestedby thereceiverratherthannew data.Ev-
ery time a lossis detected,up to threefragmentsarepoten-
tially capableof beingtransmittedfromthesenderbeforethe
next retransmissionrequestreachesit. Thenumberthreeis
thereforerequiredfor ef�ciency andtimely recoveryof lost
fragmentsandresultsfrom the�rst two window increments
of TCP-styleslow start implementedin the CM. Figure6
illustratesthiseffect.

Themostdif�cult partin lossrecoveryis todecidewhich
fragmentto requestat any time amongthe missingones.
This is dif�cult becauseof thetensionbetweenapplication-
speci�city andgenerality. We would like to put the appli-
cationin controlof what to request,but save eachapplica-
tion the troubleof writing thecomplex lossdetectioncode.
Furthermore,we would like to provide a reasonabledefault
behavior to handleapplicationsthatdonotcareto customize
their reliability schedules.

ITP providesa simpledefault schedulingalgorithmfor
retransmissionrequestsin whichrequestsaremadefor frag-
mentsfrom all the missingADUs startingfrom the most
recentoneandprogressingin sequenceto the leastrecent,
subjectto the above conditionsof not requestingthemtoo
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PROCESSRXMITREQ(fragment)
Sendrequestedfragmentvia cm send();
InformCM();

INFORMCM()
now � currenttime;
if (now � last activity � timeoutduration)

cm update(����� , CM PERSISTENT, ����� );
else

cm update(����� , CM TRANSIENT, ����� );

Figure7. How theITP senderhandlesaretransmissionrequest.

soon.Moreimportantly, ITPalsoallowsapplication-speci�c
customizationof reliability, asdescribedin Section4.2 for
JPEG.ThisallowsaJPEGreceiverto requestonly fragments
from ADUs thatit is currentlyinterestedin, basedonthede-
codingalgorithmit implements.

We brie�y contrastITP's receiver-drivenrecoveryalgo-
rithmwith otherrelatedapproacchessuchasWebTP. A more
detailedcomparisonof relatedwork is presentedin Sec-
tion 6. ITP's receiver-controlledselective reliability differs
in signi�cant waysfrom WebTP, which doessharesimilar
reliability goals.For example,WebTPusesa fully-quali�ed
URL to identifyanADU similarto thework reportedin [33],
while ITP usesa simpler�x ed-lengthADU sequencenum-
berbut disseminatesamappingatthebeginningof aconnec-
tion thatenablescustomization.ITP usesthesimplerstrat-
egy of sendingtheRTO in thepacket headerto thereceiver
comparedto WebTP, which usesestimatesthe meaninter-
arrival packet time4 andsendinga retransmissionrequestif
no packetarrivedin somedeviation from this. ITP incorpo-
ratesideasthatcanbeusedby a generalselectively reliable
protocol, but our primary contributionsare its customiza-
tion andevaluationin the context of imagetransport.The
schedulingalgorithmpresentedin Section4 for JPEG-ITP
retransmissionrequestsshowshow areceivercancustomize
theretransmissionschedule.

3.3 Using the CongestionManager

ITP relieson theCM for congestioncontrol,usingtheCM
API to adaptto network conditionsandto inform the CM
aboutthe statusof transmissionsandlosses[3]. SinceITP
reliability is receiver-based,there is no needfor positive
ACKs from the receiver to thesenderfor reliability. ACKs
from thereceiver aresolelyfor congestioncontrolandesti-
matinground-triptimes. TheCM requiresthe cooperation
of theapplicationin determiningthestateof thenetwork. By
informing the ITP senderaboutthestatusof transmissions,
anITP ACK allowsthesenderto updateCM state.Whenthe
ITP senderreceivesanACK, it calculateshow many bytes
have clearedthe “pipe” and calls � 
 � � � 
���� �	� to inform
theCM of this.

�

Webelieve this is lesswell-understoodthanourapproach,and
notethat the congestive collapseepisodesof the mid-1980swere
largelybecauseof badretransmissionstrategies.

Whena retransmissionrequestarrivesat thesender, the
senderinfers that packet losseshave occurred,attributes
themto congestion(asin TCP),andinvokes � 
 � � � 
	� � �	�

with the ������� 
 � � � parametersetto CM TRANSIENT, sig-
nifying transientcongestion.In a CM-basedtransportpro-
tocol wheretimeoutsoccurat the sender, the expectedbe-
havior is to usecm update()with the ������� 
 � � � parameter
set to CM PERSISTENT, signifying persistentcongestion.
In ITP, the sendernever timesout, only the receiver does.
However, senderseesa requestfor retransmissiontransmit-
ted after a timeoutat the receiver. Hence,whena retrans-
missionrequestarrives, the senderdeterminesif the mes-
sagewas transmittedafter a timeoutor becauseof out-of-
sequencedata. We solve this problemby calculatingthe
elapsedtime sincethe last instanttherewasany activity on
theconnectionfrom thepeer, andif this time is greaterthan
theretransmissiontimeoutvalue,theCM is informedabout
persistentcongestion.Figure7 shows thestepstakenby an
ITP senderwhenit receivesa requestfor retransmission.

3.4 DesignSummary

In summary, ITP provides out-of-orderdelivery with se-
lective reliability. It handles all combinationsof ac-
tive/passive opensand closesby server and client appli-
cationsby borrowing TCP's connectionmanagementtech-
niques.Application-level protocolslike HTTP do not have
to changetheirspeci�cationsto useITP, andITP is designed
to supportmany differenttypesof applications.

ITP differs from TCP in the following key aspects.It
doesnot force a reliable in-orderbyte streamdelivery and
putsthereceiverin controlof decidingwhenandwhatto re-
questfromthesender. It usesacallback-basedAPI todeliver
out-of-orderADUs to theapplication.ITP includesa “half-
close”methodthatmovestheTIME WAIT maintenanceto
the client in the caseof HTTP. In TCP the senderdetects
re-orderedsegmentsonly afterthreeduplicateACKsarere-
ceived, while in ITP, receiversdetectre-orderingbasedon
a measurementof thesendingrate. We emphasizethat ITP
hasa modulararchitectureandrelieson CM for congestion
control. ACKs in ITP areusedsolelyasfeedbackmessages
for congestioncontrol andround-triptime calculation,and
not for reliability. Rather, receiverscontrol retransmissions
by carefullyschedulingrequests.

4 JPEG Transport using ITP

In thissection,wediscusshow to tailor ITP for transmitting
JPEGimages. JPEGwasdevelopedin the early 1990sby
a committeewithin the InternationalTelecommunications
Union,andhasfoundwidespreadacceptancefor useon the
Web. The compressionalgorithmusesblock-wisediscrete
cosinetransform(DCT) operations,quantization,and en-
tropy coding [30]. JPEG-ITPis the customizationof ITP
by introducinga JPEG-speci�cframing strategy basedon
restartmarkersandtailoring theretransmissionprotocolby
schedulingrequestretransmissions.
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4.1 Framing

Thecurrentmodelfor JPEGimagetransmissionon the In-
ternetis to segmentit into multiplepackets.However, JPEG
usesentropy coding,andtheresultingcompressedbitstream
consistsof asequenceof variable-lengthcodewords.Packet
lossesoften result in catastrophicloss if piecesof the bit-
streamaremissingat the decoder. Arbitrarily breakingan
imagebitstreaminto �x ed-sizeADUs doesnot work be-
causeof dependenciesbetweenthem. However, JPEGuses
restart markers to allow decodersto resynchronizewhen
confrontedwith anambiguousor corruptedJPEGbitstream,
which canresultfrom partial lossof anentropy codedseg-
mentof the bitstream.The introductionof restartmarkers
helpslocalizetheeffectsof thepacket lossor errorto a spe-
ci�c sub-portionof therenderedimage. This segmentation
of thebitstreaminto independentrestartintervalsalsofacil-
itatesout-of-orderprocessingby theapplicationlayer. The
approachusedby JPEGto achievelossresilienceprovidesa
naturalsolutionto our framingproblem.

Whenanimageis segmentedinto restartintervals,each
restartinterval is independentlyprocessibleby the appli-
cationandnaturallymapsto an ADU. The imagedecoder
is able to decodeand renderthosepartsof the imagefor
which it receives information without waiting for packets
to be deliveredin order. The baseITP headeris extended
with a JPEG-speci�cheaderthat carriesframing informa-
tion, which includesthe spatialpositionof a 2-byterestart
interval identi�er.

Our implementationof JPEG-ITPuses8-bit gray-scale
imagesin the baselinesequentialmodeof JPEG.We re-
quire that the imageserver storeJPEGimageswith peri-
odicrestartmarkers.This requirementis easyto meet,since
a server can easily transcodeof�ine any JPEGimage(us-
ing the

�

����� ��� 
�� utility) to obtain a versionwith mark-
ers. Whenthesemarkersoccurat the endof every row of
blocks,eachrestartinterval correspondsto a “stripe” of the
image. Thesemarker-equippedbistreamsproduceexactly
thesamerenderedimagesastheoriginaloneswhenthereare
no losses.SinceJPEGusesa blocksizeof 8x8 pixels,each
restartinterval represents8 pixel rows of animage.We use
the sequenceof bits betweentwo restartmarkersto de�ne
an ADU, sinceany two of theseintervals canbe indepen-
dentlydecoded.Our placementof restartmarkersachieves
theeffectof renderinganimagein horizontalrows.

4.2 Scheduling

As discussedin Section3, ITP allows the applicationto
specifytheprioritiesof differentADUs duringrecovery. We
describehow this is achievedin JPEG-ITP. Figure8 shows
thekey interfacesbetweenITP andJPEG-ITP, andbetween
JPEG-ITPandthe decoder. ITP handlesall fragmentsand
makes only completeADUs visible to JPEG-ITP. To pre-
serve its generality, we do not exposeapplication-speci�c
ADU namesto ITP. Thus,whena missingADU needsto
be recoveredby the decoder, JPEG-ITPneedsto map the
restartinterval numberto an ITP ADU sequencenumber.

itp_get_adu(a)

ITP

JPEG decoder

JPEG-ITP
JPEG restart :: ADU seqno.

map

get_restart(r)

Figure 8. JPEG-ITPmaintainsa mappingof restartintervals to
ADU sequencenumbers.TheJPEGdecoderspeci�esrecoverypri-
oritiesbasedon application-level considerations,which is usedto
guideITP'srequestscheduling.

To dothis,theJPEG-ITPsenderreliablytransmitsthismap-
pingasthe�rst ADU of theconnection,beforetransmitting
the imageADUs. This namemapis usedto scheduleITP
retransmissionrequests.

ITP maintains a priority list of the retransmission
schedule by exporting an asynchronousAPI function

�

� � ���	� 
 ��� �	� that customizedprotocolslike JPEG-ITP
andapplicationscanuseto inform ITP of thedesiredADU.
ITP usesthis priority informationto schedulerequestsfor
missingfragmentsfrom theseADUs aheadof others. In
addition,JPEG-ITPexportsanAPI functionto thedecoder
thatallows thelatterto specifyrestartintervalsthatmustbe
prioritized during recovery, e.g., if the decoderuseserror
concealmentasin Section4.3, this is usedto preferentially
requestADUs thathave not beeninterpolatedfrom theex-
istingpartialimage.

4.3 Err or Concealment

Out-of-orderdelivery allows the JPEGdecoderto re�ne a
partial imageusingerror concealmentbasedon interpola-
tion techniques.Portionsof theimagecorrespondingto the
received ADUs aredecodedandrendered.Beforerender-
ing,apost-processingstepis appliedto theimageto conceal
lost stripes.Error concealmentexploits spatialredundancy
in imagesandaimsto increasetheperceptualquality of the
renderedimage.

Eachmissingpixel valueis theresultof a linearinterpo-
lation,or average,of its neighbors.Thisstepis appliedto all
missingrestartintervalsat the receiver. Therefore,in 2-D,
themissingpixel ����� � is givenby:

�	�
� ���

�
������� �����	������� �����	�
� ���������
��� �����

� (1)

The boundary conditions are determined by
the pixel values of neighboring blocks. Using
the lexicographic ordering of pixels in a block,
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theestimateof themissingblockmaybecomputedas

�
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����� (2)

where� is a block tri-diagonalmatrixgivenby
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Othersophisticatederror concealmenttechniqueshave
beenproposedin the literature,especiallyfor video. For
example,in [35], the authorsproposethe useof a Markov
RandomField imagemodel and optimally interpolatethe
missingpixels. The emphasisof our scheme,however, is
on simplicity and on maximizing interactivity, ratherthan
precision,for which we �nd empiricallythatour simpleav-
eragingstrategy seemsto work well.

4.4 Other Formats

We have describeda simple framing strategy and further
re�nementusingerror concealmentschemefor JPEGover
ITP. The sametechniquesalsoextendto progressive JPEG
images. In progressive JPEG,the quantizedDCT coef�-
cientscorrespondingto eachblock aredividedinto a series
of scans. Thesescansmay either representdifferent fre-
quencies(low to high), or differentbit-planesof the quan-
tizedcoef�cients (mostsigni�cant to leastsigni�cant bits).
A coarserepresentationof theimageis renderedwith there-
ceiptof the�rst scan,whichis successively re�ned assubse-
quentscansarrive. Eachscancanbesegmentedinto restart
intervals,which resultsin the ability to processandrender
out-of-orderwithin ascan,leadingto quickerresponsetimes
andinteractivity. Error-concealmentcanbecarriedout in a
multi-resolutionmannerby performingconcealmentwithin
onescanata time.

Similar techniquesarealsopossiblefor transmissionof
JPEG2000,whichis arecentproposalfor wavelet-basedim-
agecodingschemethatresultsin highercompressionratios
and better�delity . The standardsupportsseveral features

suchaslayeredcodingand“region of interest”(ROI) cod-
ing. Designingtransportsupportfor ROI coding requires
customizedschedulingof retransmissionrequestsat the re-
ceiver, which is providedby ITP.

5 PerformanceEvaluation

In this section,we evaluateour implementationof ITP un-
dera varietyof network lossrates.Our implementationof
ITP performsout-of-orderdatadelivery at the receiver and
usestheaveragingmethodto interpolatemissingpacketsat
the receiver. We have customizedITP for JPEGtransport
wheretheimagescontainrestartintervals. We have not im-
plementednor evaluatedotherformatsWe �rst discussthe
performancemetricswe useandpresentthe resultsof our
evaluation.

5.1 PeakSignal-to-NoiseRatio (PSNR)

Imagequalityis oftenmeasuredusingametricknown asthe
PSNR,de�ned asfollows. Consideran imagewhosepixel
valuesaredenotedby �J,

:

�9K'/ anda compressedversionof
the sameimagewhosepixel valuesare

�

�J,

:

�LK�/ . ThePSNR
qualityof thecompressedimage(in dB) is:

PSNR �

#

?NMPORQ$S

�T� U$V
V

�

WYXRX

�J,

:

�9K'/ �

�

�J,

:

�LK�/

XRX

�

(4)

In our experiments,we usePSNRwith respectto thetrans-
mittedimageasthemetricto measurethequalityof theim-
ageatthereceiver. NotethatPSNRis inverselyproportional
to themean-squaredistortionbetweentheimages,which is
given by the expressionin the denominatorof Equation4.
Whenthetwo imagesbeingcomparedareidentical,e.g.,at
theendof thetransferwhenall blocksfrom thetransmitted
imagehave beenreceived, the mean-squaredistortionis ?

andthe PSNRbecomesZ . We recognizethat PSNRdoes
notalwaysaccuratelymodelperceptualquality, butuseit be-
causeit is a commonlyusedmetric in thesignalprocessing
literature.

5.2 Experimental Results

We measurethe evolution of instantaneousPSNR as the
JPEGimage download progresses. When JPEG-ITPre-
ceivesacompleterestartinterval from ITP, it is passedto the
decoder. Thedecoderoutputis processedto �ll in missing
intervalsusingtheerrorconcealmentstepexplainedearlier
andtheimageis updated.WemeasurePSNRwith respectto
theoriginal JPEGimagetransmittedunderthreescenarios:
(i) whenTCP-like in-orderdelivery is enforced,(ii) when
out-of-orderdelivery is allowed, and(iii) whenerror con-
cealmentis performedon themis-ordereddataunits.

Figure9 showstheresultsof thisexperimentunderava-
riety of loss rates. We usea simpleBernoulli lossmodel
whereeachpacket is droppedat the receiver with an inde-
pendentprobabilitygivenby theaveragelossrate.
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Figure9. PSNRvs. Timefor ITP andaTCP-liketransportthatenforcesin-orderdelivery. Thequalityof theimage(asmeasuredby PSNR)
is identicalin all threescenariosat thestartandat theendof thetransfer. However, thesamplepathsdiffer — thebestperformanceis seen
with ITP optimizedwith errorconcealment,while TCPshows thepoorestperformance.ITP shows a steadyimprovementin quality, andis
thereforeperceptuallysuperiorfor interactiveapplicationssuchastheWeb.
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Figure 11. PSNRcorrespondingto thesnapshotsshown in Fig-
ure10. Startingat almostidenticalimagesnapshotsat

���

, theITP
image(with andwithout error concealment)progresssteadilyin
quality, while the TCP-deliveredimageonly catchesup closeto
completiontime.

We�nd thatacrossarangeof lossratesbetween5%and
30%, TCP-like delivery causesthe quality of the rendered
imageto remainlow for extendedintervalsof time. In com-
parison,ITP with out-of-orderdelivery shows a smoother
evolution of PSNR during the transfer. In addition, the
PSNRof the ITP-deliveredimageis superiorto that deliv-
eredby TCP while the transferis in progress,becoming
identicalonly at the endof the transfer, asexpected.This
smoothevolution of quality makesITP bettersuitedfor in-
teractive imagedownloads.Whenerrorconcealmentis ap-
pliedasanaddedoptimizationon thepartialimage,we �nd
that the bene�ts are between2–8 dB. In combination,the
two techniquesoutperformTCPby 10–15dB.

Figure 10 shows the progressionof displayedimages
for the threedifferent scenariosand Figure 11 shows the
correspondingPSNRvalues. Startingwith almost identi-
cal imagesnapshotsat

U

� , the ITP-deliveredimages(with
andwithout error concealment)show steadyimprovement
in quality relative to the TCP-deliveredsnapshot.At

#

?

� ,
the ITP imageis 3.3 dB anda further improvementof 1.3
dB is achieved throughinterpolationon the partial image.
As we canseefrom the image,thebene�tsof interpolation
aregreaterwhenmoreof theimageis available,which fur-
ther strengthensthe casefor out-of-orderdelivery in ITP.
The ITP imagescontinueto improve and at

#

U

� , they are
12 dB (without error concealment)and 20 dB (with error
concealment)betterthan the correspondingTCP-delivered
images.We alsoconducta transferacrossa 1.5 Mbps link
to studytheeffectof receiverscheduling.Here,thereceiver
prioritizesrequestsfor dataitemsthat cannotbe concealed
usinginterpolation.

In summary, we �nd that the rateof increasein PSNR
with time is signi�cantly higherfor ITP comparedto TCP-
likedelivery.

6 Relatedwork

Theso-calledCATOCSdebateon orderingsemanticsin the
context of multicastprotocolsdrew much attentiona few
yearsago[6, 5, 7]. CheritonandSkeenarguedthat order-
ing semanticsarebetterhandledby theapplicationandthat
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Figure12. Whenreceiver requestschedulingtakesinto consider-
ationthose“stripes” thatcannotbeinterpolated,thequality of the
renderedimagecanbeimprovedby 5–15dB.

enforcinganarbitrarily chosenorderingrule resultsin per-
formanceproblems[6]. In our work, we reinforcethis ap-
proachto protocoldesignandrefrain from imposinga par-
ticularorderingsemanticsacrossall applications.

RDP [41, 25] is a reliable datagramprotocol intended
for ef�cient bulk transferof data for remotedebugging-
style applications.RDP doesnot enforceordereddelivery
unlessspeci�ed by the application. It implementssender-
drivenreliability anddoesnot supportreceiver-tailorednor
application-controlledreliability. NETBLT [8] is a receiver-
basedreliabletransportprotocolthatusesin-orderdatade-
liveryandperformsrate-basedcongestioncontrol.

Therehasbeenmuchrecentwork onWebdatatransport
for in-orderdelivery, most of which addressthe problems
posedto congestioncontrol by short transactionsizesand
concurrentstreams.Persistent-connectionHTTP [24], part
of HTTP/1.1[11], attemptsto solve this usinga singleTCP
connection,but thiscausesanundesirablecouplingbetween
logically different streamsbecauseit serializesconcurrent
datadelivery. The MEMUX protocol (derived from Web
MUX [13] proposesto deliver multiplexedbidirectionalre-
liable orderedmessagestreamsover a bidirectionalreliable
orderedbytestreamprotocolsuchasTCP[44]. Wenotethat
the problemof sharedcongestioncontrol disappearswhen
congestionstateis sharedacrossTCPconnections[1, 23, 39]
or moregenerally, acrossall protocolsusingtheCM.

The WebTPprotocol arguesthat TCP is inappropriate
for Web dataand aims to replaceHTTP and TCP with a
singlecustomizablereceiver-driventransportprotocol[16].
WebTPhandlesonly client-servertransactionsandnotother
formsof interactive Webtransactionssuchas“push” appli-
cations. It is not a true transportlayer (like TCP) that can
be usedby differentsession(or application)protocolslike
HTTP or FTP, sinceit integratesthe sessionand transport
functionalitytogether. In addition,WebTPadvocatesmain-
tainingthecongestionwindow atthereceivertransportlayer,
which makesit hardto sharewith othertransportprotocols
andapplications.

In contrast,our work on imagetransportis motivated
by the philosophythat one transport/sessionprotocoldoes
not �t all applications,and that the only function that all
transportprotocolsmustperformis congestionmanagement.
The CongestionManager(CM) extractsthis commonality
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into a trustedkernel module[2], permitting greathetero-
geneityin transportandapplicationprotocolscustomizedto
differentdatatypes(e.g.,it is appropriateto continueusing
TCPfor applicationsthatneedreliablein-orderdeliveryand
RTP/RTCPover UDP for real-timestreams,etc.). TheCM
API allows theseprotocolsto sharebandwidth,learnfrom
eachotheraboutnetwork conditions,anddynamicallyparti-
tion availablebandwidthamongstconcurrent�o ws accord-
ing to userpreferences.

We now brie�y presentan overview of transportproto-
colstunedfor spatiallystructureddatatypessuchasimages.
While muchwork hasbeendoneonvideotransmission,im-
agetransporthasreceivedlittle attentiondespiteconstituting
a large fractionof Internettraf�c. TurnerandPetersonde-
scribeanend-to-endschemefor imageencoding,compres-
sion,andtransmission,tunedespeciallyfor links with large
delay[40]. As a result,they developa retransmission-free
strategy basedonforwarderrorcorrection.HanandMesser-
schmittproposea progressively reliable transportprotocol
(PRTP) for joint source-channelcodingover a noisy, band-
width constrainedchannel.This protocoldeliversmultiple
versionsof a packet with statisticallyincreasingreliability
andprovidesreliable,ordereddeliveryof imagesoverbursty
wirelesschannels[17]. TheFlexible ImageTransportSys-
tem (FITS) is a standardformat endorsedby the Interna-
tional AstronomicalUnion for the storageandtransportof
astronomicaldata[12]. It speci�esvarious�le headerfor-
mats,but not a protocolfor transmissionover a loss-prone
network.

TheFastandLossyInternetImageTransmissionproto-
col (FLIIT) [10] improvestheperceiveddelayof adownload
by eliminatingretransmissions.Instead,the FLIIT sender
strategically shields“important” portionsof theimagedata,
for example,by applyingFEC to the high orderbits of the
DC channelsof the image. FLIIT assumesa bit budget
andallocatesthis betweenthe original imagedataandthe
amountof redundancy basedontheobservedlossratein the
channel.Our work in this dissertationalsoaimsto improve
interactivity. However, ratherthandesignnew compression
schemesfor imagetransmission,we focuson the transport
protocolandapplicationinterfaceissuessuchthatmany dif-
ferentimageformatscanbesupported.

Heybey [18] considerstheproblemof videocodingand
develops an application-level framing architecturefor it.
However, muchemphasisis placedon developingframing
strategies that translateinto an optimizedhardware imple-
mentation. In our work, we focuson the protocolaspects
andshow how a genericprotocolmay be usedeffectively
whencustomizedfor speci�c imageformats.

Richardsand others [34] have also consideredusing
ALF to build high performancetransportprotocols. How-
ever, they attemptto extendexisting TCP implementations
to achieve this andpresenttheir evaluationof theoverheads
involvedin thisapproach.

Finally, we observe thatseveralhighly sophisticateder-
ror concealmenttechniqueshave beenproposedin theliter-
ature,especiallyfor video.For example,in [35], theauthors
proposetheuseof aMarkov RandomFieldimagemodeland

optimally interpolatethemissingpixels.Theessenceof our
scheme,however, is on simplicity andmaximizinginterac-
tivity (ratherthanprecision),for which we �nd empirically
thatoursimpleaveragingstrategy seemsto work well.

7 Conclusion

In this paper, we observe that the reliable, in-order byte
streamabstractionprovidedby TCPis overly restrictive for
richer data typessuchas imagedata. Several imageen-
codingssuchassequentialandprogressiveJPEGandJPEG
2000 are designedto handlesub-imagelevel granularities
anddecodepartially received imagedata. In order to im-
proveperceptualqualityof theimageduringadownload,we
proposea novel ImageTransportProtocol(ITP). ITP uses
anapplicationdataunit (ADU) astheunit of processingand
delivery to theapplicationby exposingapplicationframing
boundariesto the transportprotocol. This enablesthe re-
ceiver to processADUs out of order. ITP canbe usedas
a transportprotocol for HTTP andis designedto be inde-
pendentof thehigher-layerapplicationor sessionprotocol.
ITP relieson theCongestionManager(CM) to performsafe
andstablecongestioncontrol, makingit a viable transport
protocolfor useon theInternettoday.

We have shown how ITP is customizedfor speci�c im-
ageformats,suchasJPEG.Out of orderprocessingfacili-
tateseffective errorconcealmentat thereceiver that further
improve the downloadquality of an image. We have im-
plementedITP asa user-level library that invokesthe CM
API for congestioncontrol.Wehavealsopresentedaperfor-
manceevaluationdemonstratingthebene�tsof ITP ander-
ror concealmentover thetraditionalTCPapproach,asmea-
suredby the peaksignal-to-noiseratio (PSNR)of the re-
ceivedimage.

In summary, ITP is ageneralpurposeselectively reliable
transportprotocolthatcanbeappliedto diversedatatypes.
Our designandimplementationprovide a genericsubstrate
for congestion-controlledtransportsthatcanbetailoredfor
speci�c datatypes.
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