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Abstract

Images accountfor a signi cant and growing fraction of
Web downloads. The traditional approach to transporting
imagesusesl CR which providesa genericreliable in-order
byte-steamabstiaction, but which is overly restrictivefor
image data. We analyzethe progressionof image quality at
the receiverwith time and showthat the in-order delivery
abstactionprovidedby a TCP-basedpproac preventsthe
receiverapplicationfromprocessin@ndrenderingportions
of animage whenthey actuallyarrive. Theendresultis that
an image is rendeed in burstsinterspesedwith long idle
timesratherthansmoothly

This paper describesthe design,implementationand
evaluation of the Image Transport Protocol (ITP) for im-
age transmissiorover loss-ppnecongestedor wirelessnet-
works.|ITP improvesuserperceivedatencyusingapplication-
levelframing(ALF) andout-of-oder ApplicationData Unit
(ADU)delivery achievingsigni cantly betterinteractiveper-
formanceas measued by the evolution of peaksignal-to-
noiseratio (PSNR)with time at thereceiver ITP runsover
UDP, incorporatesreceiverdrivenselectivereliability, uses
the CongestionManager (CM) to adaptto networkconges-
tion, and is customizabldor speci c image formats(e.g.,
JPEG and JPEG2000). ITP enablesa variety of new re-
ceiverpost-pocessinglgorithmssud aserror concealment
that further improve the interactivity and responsiveness
reconstructedmages. Performanceexperimentsusingour
implementatioracrossa variety of loss conditionsdemon-
strate the bene ts of ITP in improving the interactivity of
image downloadsat the receiver Eventhoughwe explore
imagetransport,| TP is a genericselectivelyeliableunicast
transportprotocol with congestioncontmwol that can be cus-
tomizedfor speci c applicationsandformats.

1 Intr oduction

Imagesconstitutea signi cant fraction of trafc on the
World Wide Web, e.g.,accordingto a recentstudy JPEGs
accounfor 31%of bytestransferrecand16%of documents
downloadedin a client trace[15]. The ability to transfer
andrenderimageson screenin a timely fashionis anim-
portantconsideratiorior contentprovidersandsener oper
atorsbecausauserssur ng the Web careaboutinteractve
lateng. At the sametime, downloadlatengy mustbe mini-
mizedwithoutcompromisingnd-to-enadongestiorcontrol,
sincecongestiortontrolis vital to maintaininghelong-term
stability of the Internetinfrastructure In addition,appropri-
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atereactionto network congestioralsoallows imageappli-
cationsto adaptwell to availablenetwork conditions.

TheHyperText TransportProtocol(HTTP) [11] useghe
TransmissiorControl Protocol (TCP) [31] to transmitim-
ageson the Weh While the useof TCP achievesbothreli-
abledatadelivery andgood congestiorcontrol, thesecome
atacost—interactie lateng is oftensigni cantly largeand
leadstoimagesdeingrenderedn “ ts andstarts’ratherthan
in asmoothway. Thereasorfor thisis that TCPis ill-suited
to transportindateng-sensitve imagesoverloss-pronenet-
works wherelossesoccur becausef congestioror paclet
corruption. When one or more sggmentsin a window of
transmitteddataarelostin TCR later sgmentsoftenarrive
out-of-orderattherecever. In generalthesesggmentscor
respondo portionsof animagethatmaybehandleduponar-
rival by theapplication but thein-orderdelivery abstraction
imposedby TCP holdsup thedelivery of theseout-of-order
segmentsto the application until the earlierlost segments
arerecovered.As aresult,theimagedecodeiattherecever
cannotprocessnformationeventhoughit is availableatthe
lower transportlayer The imageis thereforerenderedn
burstsintersperseavith long delaysratherthansmoothly

TheTCP-likein-orderdeliveryabstractions appropriate
for imageencodingsn which incomingdataat the recever
canonly be handledin the orderit wastransmittedby the
sender Somecompressiorfiormatsareindeedconstrained
in this manner e.g., the Graphical InterchangeFormat,
GIF [14] which usedosslesd.ZW compressiofi21, 43] on
the entireimage. However, while somecompressiorfor-
matsare constrainedn this manner several othersare not.
Notableexamplesof formatsthatencourageut-of-orderre-
ceiver processingnclude JPEG[42, 29] andthe emeging
JPEG200Gtandard20]. In thesecasesa transportproto-
col thatfacilitatesout-of-orderdatadelivery allows the ap-
plicationto processandrenderportionsof animageasthey
arrive,improving theinteractvity andpercevedresponsie-
nessof imagedownloads. Sucha protocolalsoenableghe
imagedecoderat the recever to implementeffective error
concealmenalgorithmson partially receved portionsof an
image furtherimproving percevedquality.

One commonly suggestedapproachto tackling this
problemof in-orderdelivery is to extendexisting TCP im-
plementationgndits applicationprogrammingnterfaceso
that receved data can be consumedout-of-orderby the
application. However, merely tweakingan in-order byte-
streamprotocollike TCPwithoutary additionalmachinery
to achieve the desiredeffect is not adequatdecauseut of
orderTCPsgmentgecevedby theapplicationin thisman-
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nerdo notcorrespondn ary meaningfulway to processible
dataunitsattheapplicationlevel.

We proposdahelmageTransporProtocol(ITP), atrans-
port protocolin which applicationdataunit (ADU) bound-
ariesareexposedo thetransporimodule makingit possible
to perform out-of-orderdelivery. Becausehe transportis
aware of applicationframing boundariespur approachex-
pandson the application-leel framing (ALF) philosophy
which proposesa one-to-onemappingfrom an ADU to a
network paclet or protocoldataunit (PDU) [9]. However,
ITP deviatesfrom the TCP-like notion of reliable delivery
andinsteadincorporatesselectve reliability, wherethe re-
ceiveris in controlof decidingwhatis transmittedrom the
sendetary instant.

This form of reliability is appropriatdfor heterogeneous
network ervironmentsthat will include a wide variety of
clientswith a large diversity in processingpower, and al-
lows the client, dependingon its computationapower and
availablesuiteof imagedecodingalgorithms to requestp-
plication datathat would bene t it the most. Furthermore,
otherimagestandardsuchasJPEG200Gupportregion-of-
interest(ROI) codingthatallows receversto selectportions
of animageto be codedandrenderedwith higher delity .
Recever-drivenselectve reliability is importantif applica-
tionsareto bene t from thisfeature.

Despitethe disadwantage®f in-orderdelivery asfar as
interactvity is concernedusingTCP hassigni cant advan-
tagesfrom the viewpoint of congestioncontrol. Any de-
ployable transportprotocol must perform congestioncon-
trol for the Internetto remainstable,which suggestshata
signi cant amountof additionalcompleity would have to
be designedand implementedn ITP. Fortunately we are
ableto leveragetherecentlyproposedCongestiorManager
(CM) [2, 3] to performstable,end-to-endcongestioncon-
trol.

In this paper we describethe motivation, design,im-
plementationand evaluationof ITP, an ALF-basedimage
transporiprotocol.Our key contributionsareasfollows.

We presentthe designof ITP, a transportprotocol
that runs over UDP, incorporatingout-of-orderdata
delivery and recever-controlled selectve reliability.
We have designedITP so that it can be usedwith
no modi cations to higher layer protocols such as
HTTP[4, 11 or FTP[32].

We shawv how to tailor ITP for JPEGimagetransport,
by introducingaframingstratgy andtailoringthereli-
ability protocolby schedulingequestetransmissions.

ITP's out-of-orderdelivery enablesnary recever op-

timizations. We describeone such optimizationin

which missingportionsof animageare interpolated
usinga simpleerrorconcealmenalgorithm.

We presentthe measuregerformancenf a userlevel
implementatiorof ITP acrossa rangeof network con-
ditions that demonstratehat the rate of increasein
PSNRwith time is signi cantly higherfor ITP com-
paredto TCP-like in-orderdelivery of JPEGimages.

Data and ACK trace of TCP for an image download
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Figure 1. Portionof paclet sequencéraceof a TCP transferof
animage.

The remainderof this paperis organizedasfollows. In
Section2, we presenempiricalevidencein favor of our ap-
proachanddiscussour designgoalsfor ITP. Section3 de-
scribesvariousaspectof the ITP protocol— out-of-order
delivery, recever-reliability, and congestionmanagement.
This is followed by a discussioron applying ITP to JPEG
transportin Section4. In Section5, we presentthe mea-
suredperformancef ITP thatdemonstratethe advantages
over the traditional TCP approachundera variety of con-
ditions. Finally, we discussrelatedwork in Section6 and
concluden Section?.

2 Designconsiderations

We startby motivatingour approactby highlightingthedis-
advantage®f usingTCR. The maindravbackof usingTCP
for imagedownloadss thatits in-orderdeliverymodelinter-
fereswith interactvity. To demonstratehis, we conducted
an experimentacrossa twenty-hoplnternetpathto down-
loada 140KByte imageusingHTTP 1.1 runningover TCP,
The loss rate experiencedby this connectionwas 2.3%, 3
segmentsverelostduringthe entiretransferandtherewere
no senderetransmissiotimeouts.

Figure 1 shaws a portion of the paclet sequencerace
obtainedusing runningat the recever. We seea
transmissionmvindow in whichexactly onesegmentwaslost,
andall subsequendggmentswerereceved, causingthe re-
ceiverto generatasequencef duplicateACKs. Therewere
ten out-of-sequenceegmentsreceivedin all waiting in the
TCPsocletbuffer, noneof whichwasdeliveredto theimage
decodeapplicationuntil thelostsegmentwasrecevedvia a
(fast)retransmissioalmost2.2 secondsftertheloss. Dur-
ing thistime, the usersav no progressput a discontinuous
spurtoccurredoncethis lost sggmentwas retransmittedo
therecever, andseveralkilobytesworth of imagedatawere
passedip to theapplication.

To understanthow orderingsemanticén uencetheper
ceptualquality of the image,we conducta secondexperi-
mentwheretheimageis downloadedver TCPandstudythe
evolutionof image“quality”, asmeasuretby peaksignal-to-
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noiseratio (PSNR)[36] with respecto theoriginaltransmit-
tedimage.Figure2 shavsthisfor atransferthatexperiences
al5%lossrate.We nd thatthequality remainsunchanged
for mostof the transfer due to an early segmentloss, but
rapidly risesuponrecovery of thatlostsegment.A smoother
evolutionin PSNR asin the“ideal” transfeiwhich doesout-
of-orderdeliveryis desirabldor betterinteractvity.

PSNR vs. Time
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Figure 2. PSNRevolution of the renderedmageat the recever
for aTCPtransfemwith 15%lossrate.

We obsene thata designin which the underlyingtrans-
portprotocoldeliversout-of-sequencdatato theapplication
might avoid the perceved lateng buildup. In orderto do
this, thetransport'layer” (or module)mustbe madeaware
of the applicationframing boundariessuchthat eachdata
unitis independentlyprocessibldoy therecever.

In this section,we discussthe key considerationghat
directedthe designof ITP.

1. Supportout-of-oder delivery of ADUs to the appli-
cation, while efciently accommodating\DUs larger
thana PDU.

Our rst requirements that the protocolaccommo-
date out-of-orderdelivery, but doesso in a way that
allows the recever applicationto make senseof the
mis-ordereddataunits it receves. In the pure ALF

model[9], eachADU is matchedo the size of a pro-

tocol dataunit (PDU) usedby the transportprotocol.
This impliesthatthereis no “coupling” betweentwo

pacletsandthat they canbe processedn arny order

Unfortunately it is dif cult to ensurethatan ADU is

alwayswell matchedo a PDU because¢heformerde-

pendson the corvenienceof the applicationdesigner
andwhat is meaningfulto the application,while the

latter shouldnot betoo muchlarger (if atall) thanthe

largestdatagranthatcanbe sentunfragmentedin or-

derto minimize retransmissiomverheadn the event
of apacletloss. This meanghattherearetimeswhen
anADU is largerthana PDU, requiringan ADU to be

fragmentedy thetransporiprotocolfor ef ciency.

2. Supportreceivercontolled selectivereliability.
Our next design considerationaddresseseliability.
Whenpacletsarelost, therearetwo possiblewaysof
handlingretransmissionsThe corventionalapproach

is for the senderto detectlossesandretransmitthem
in the orderin which they were detected.While this
workswell for protocolslike TCP thatsimply deliver
all the datasequentiallyto a recever, interactve im-

agetransfersarebettersenedby aprotocolthatallows
thereceving application(andperhapsiser)to exercise
control over how retransmissionfrom the senderoc-
cur. For example,a usershouldbe ableto expressin-

terestin a particularregion of animage,causingthe
transportprotocolto prioritize the transmissiorof the
correspondingataoverothers.In generaltherecever
knows bestwhatdatait needsijf ary, andthereforeal-

lowing it to controlrequestgor retransmissiors best-
suitedto improving userpercevedquality.

. Supporteasy customizationfor different image for-

mats.

This designconsideratioris motivatedby the obser
vation that there are mary different image formats
thatcanbene t from out-of-orderprocessingeachof
which may embedformat-speci cinformationin the
protocol. For example,the JPEGformat usesan op-
tional specialdelimiter calleda restartmarker, which
signi es the startof anindependentlyprocessiblainit
to the decodelby resynchronizinghe decoder Such
format- or application-speci cinformation shouldbe
madeavailableto thereceverin a suitableway, with-
outsacri cing generalityin the basicprotocol.

The designof ITP borrowns from from the designof
otherapplication-leel transporiprotocolssuchasthe
Real-timeTransportProtocol(RTP) [37]. In ITP, asin
RTP, a baseheadeiis customizedy individual appli-
cationprotocols,with pro le-speci ¢ extensionhead-
ersincorporatingadditionalinformation.

. Applicationandhigherlayer protocolindependence

While this work is motivated by interactve image
downloadson the Web, we do not wantto restrictour
solutionto justHTTR In particular we do not require
ary changedo the HTTP speci cation but ratherre-

placeTCP with ITP at the transportlayer. SincelTP

provideslossrecovery, we usea duplex ITP connec-
tionto carryHTTP requestmessagesuchasGET and
PUT aswell asHTTP responses.

. Soundcongestioncontol.

Finally, congestion-controlledransmissionsare im-
portantfor deplgying ary transporiprotocolontheln-
ternet.But ratherthanreinventcomplex machinenyfor
congestiommanagemen(a look at mary of the subtle
bugsin TCP congestiorcontrolimplementationghat
researcherbave discoseredover the yearsshows that
this is not straightforvard [27]), we leveragethe re-
centlydevelopedCongestiorManager(CM) architec-
ture[2]. TheCM abstractsway all congestiorcontrol
into a trustedkernelmoduleindependenbf transport
protocol,and providesa generalAPI for applications
to learnaboutand adaptto changingnetwork condi-
tions[3]. Ourdesignusesthe CM to performconges-
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Figure 3. Thesystemarchitectureshaving ITP, its customization
for JPEG,andhow HTTP usesit insteadof TCP for MIME type

“image/jpg” while usinga conventional TCP transportfor other
datatypes.All HTTP protocolmessagearesentover ITP, notjust

the actualimagedata,which meansthat ITP replacesTCP asthe

transporfprotocolfor this datatype.

tion control,with paclettransmissionsrchestratethy
the CM viaits API.

3 ITP Design

In this section,we describethe internalarchitectureof ITP
andthe techniquesisedto meetthe aforementionedesign
goals. ITP is designedas a modularuserlevel library that
is linkedby the senderandrecever application.The overall
systemarchitecturas shavn in Figure3, whichincludesan
exampleof anapplicationprotocolsuchasHTTPor FTPus-
ing ITP for datawith MIME type“image/jpay” andTCPfor
otherdata. It is importantto notethatI TP “slidesin” to re-
placeTCPin away thatrequiresno changeto thespeci ca-
tion of ahigherlayerprotocollike HTTP or FTR. A browser
initiatesanITP connectiorin placeof a TCPconnectionf a
JPEGimageis to betransferred. The HTTP sener initiates
anactive openon UDP port 80 andaaitsclientrequestghat
aremadeusingthe HTTP/ITP/UDPprotocol.

3.1 Out-of-order Delivery

ITP providesan out-of-orderdelivery abstraction. Provid-
ing suchanabstractioratthegranularityof abyte,however,
makesit hardfor the applicationto infer what application
dataunitsarandomincomingsequencef bytescorresponds
to. Theapplicationhandlesdatain granularitiesof anADU,
solTP providesan API by which anapplicationcansendor
receveacompleteADU. We now describehemechanic®f
datatransferatthe sendingandreceving ITP hosts.
Thesendingapplicationinvokes tosendan
ADU to the recever. Before shippingthe ADU, ITP in-
corporates headershowvn in Figure4 thatincludesanin-
crementingADU sequencewumberand ADU length. The
sequencenumberand length of an ADU are usedby the
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Figure 4. The 28-byte genericITP transportheadercontains
meta-datgpertainingto eachfragment,aswell asthe ADU that
the fragmentbelongsto, suchasthe ADU sequence&umberand
length, the fragmentoffset within the ADU, a sendertimestamp,
andthe sendes estimateof theretransmissiotimeout.

recever to detectthe lossof an ADU or the loss of a se-
quenceof byteswithin theADU, performreassemblyvithin
anADU, andverify thatthecompleteADU hasarrived.
WhenacompleteADU arrivesattherecever, thel TP re-
ceiverinvokesawell-known callbackfunctionimplemented
by theapplicationcalled  _ . In response,
theapplicationcallsanITP library function  _ to
readthe incoming ADU into its own buffers, and returns
controlto ITP. This interactionis shavn in Figure5. The
importantpointto noteis thatthis sequencef stepsoccurs
whena completeADU arrivesat the recever, independent
of theorderin whichit wastransmittedrom the sender
Unfortunately not all ADUs aresmall enoughto t in
one PDU which is the maximum unfragmenteddatagram
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Figure 5. The sequencef operationswhen a completeADU
arrivesatthelTP recever.

4.
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on the path to the recever. This requiresthat any ADU
largerthana PDU be fragmentednto PDU-sizedunits be-
foretransmissionUsingarbitrarily-sizedADUs asthegran-
ularity of lossrecoveryis inef cient. Considerfor example
anADU transmittedby the transporiprotocolthatwasfrag-
mentedby a lower layer for transmissionand exactly one
of the fragmentswaslost in transit. The recever mustask
for theentireADU to beretransmittedf the unit of naming
andtransmissiorby the transportayeris an ADU, thereby
degradingprotocol goodput. Ratherthan suffer poor per
formancecausedy redundantetransmissiondTP bridges
the mismatchbetweennetwork-supportegaclet sizesand
application-de neddataunits by breakingup an ADU into
fragmentao biggerthanthe maximumtransmissiorunit of
thepathandidentifying eachfragmentby its byte-ofsetand
lengthwithin an ADU aswell asthe ADU sequence&um-
ber! We emphasizéhatthis is doneto avoid inef ciencies
in retransmissionbut is not exposedto the receving appli-
cation. As aresult,applicationsarenot forcedto limit their
framingto network paclet sizes,andincompleteADU data
arenotvisibleto them.

3.2 Reliability

Oneofthedesigngoalsin ITP isto putthereceverin control

of lossrecoverywhich suggests protocolbasednretrans-
missionrequesimessagesentfrom therecever. In addition
to lossrecovery, ITP mustalsoreliably handleconnection
establishmenandtermination,aswell ashostfailuresand
subsequentecovery without compromisingthe integrity of

delivereddata. We incorporatel CP-like connectionestab-
lishmentandterminationmechanism$or this.

3.2.1 Connectiommanagement

Although an importantapplicationof ITP is downloading
imageson the Web usingHTTP, we do not wish to restrict
all higherlayersto HTTP-like protocolswheretheclientini-
tiatesthe connection.For example,whenusedby FTR the
sener performsthe active openratherthanthe client. We
emulateT CP-styleconnectiormanagemerin orderto sup-
port all stylesof applications. ITP incorporateshe three-
way connectiorestablishmenprocedureof TCP[38]. The
initial sequencaumberchoserby bothsidesdetermineshe
ADU sequencspaceor eachtransferdirectior?.

The ITP sendersignalsthe last ADU in a transmis-
sion sequenceby settingthe FIN bit in the ags of the
ITP header The recever usesthis to detectwhen all

PathMTU discovery [22] canbe usedto determinethis value
betweera pair of hostson theInternet.

We do not view the three-vay handshak as a performance
problem,despitethe extra round-tripthatit entails;indeed,should
thisbeaconcernijt canbemodi ed to allow datato bepiggybacled
alongwith the establishmentessageWe do not recommendhis
modeasit tendsto make defenseagainstdenial-of-servicattacks
like SYN- oods hardto handle(e.g., using SYN-cookies,which
ITP canincorporatewith little dif culty).

transmitteddataitems (of interestto the recever) have ar
rived and to terminatethe connection. We usethe FIN-
ACK mechanisnof TCR, transitioningnto exactlythesame
statesas a terminatingTCP (CLOSEWAIT for a passie
CLOSE;FIN_WAIT _1, optionallyfollowedby CLOSINGor
FIN_WAIT _2, andthena TIME _WAIT for anactiveone).As
in TCR the active closertransitionsfrom the TIME _WAIT
stateto CLOSEDafterthe2MSL timeout.

This choiceof connectiorestablishmerandtermination
proceduresallows ITP to handleseveral differentapplica-
tions(all combination®f senersandclientsperformingac-
tive/passie opensandcloses).This decisionalsoallows us
to befairly certainof the correctnessf theresultingdesign.

We do, however, addresshe signi cant problemof con-
nectionsin the TIME _WAIT stateat a busy sener. The
problemis thatin mostHTTP implementationsthe sener
doestheactie closeratherthanthe client, which causeshe
sener to expendresourcesand maintainthe TIME _WAIT
connections.This designis largely forced by mary soclet
API implementationswhich do not allow applicationsto
easilyexpressa half-close? We solwe this problemby pro-
viding a “half-close” call to the ITP API that allows the
clientuseit. Whenoneside(e.g.,anHTTP client,soonafter
sendinga GET messagejlecideghatit hasno moredatato
send,but wantsto receve data,it calls  _
whichsendsa FIN to thepeer Of courseretransmissione-
questsand dataACKs continueto be sent. In the context
of HTTR the TIME _WAIT statemaintenances therefore
shiftedto theclient, freeingup senerresources.

3.2.2 Lossrecorery

All retransmissions ITP occuronly uponreceiptof are-
transmissiorrequestfrom the recever, which namesa re-
questedfragmentusing its ADU sequencenumber frag-
ment offset, and fragmentlength. While mary lossescan
be detectedat the recever using a data-drven mechanism
that obsenesgapsin the receved sequencef ADUs and
fragmentspot all lossescanbe detectedn this manner In
particular whenthelastfragmentor “tail” of aburstof frag-
mentstransmittecby a sendeis lost, aretransmissiotimer
is required.Lossef previousretransmissionsimilarly re-
quiretimerbasedecovery.

One possibledesignis for the recever to perform all
data-drven loss recovery, and for the senderto perform
all timer-basedretransmissionsHowever, this contradicts
ourgoalof recever-controlledreliability becaus¢he sender
hasno knowledgeof the fragmentsmostusefulto the re-
ceiver. Unlessweincorporateadditionalcomplex machinery
by whicharecevercanexplicitly convey thisinformationto
the senderthe sendemay retransmitold anduninteresting
datauponatimeout.

The _ call, with setto 1 is
supposedo causea half-close telling the peerthatno moredata
will be originatedon the connectionput notall TCPimplementa-
tions handlethis correctly Furthermorethe HostsRequirements
RFC1122liststhehalf-closeasa“MAY implement’option.
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Our solutionto this problemis to move all timer han-
dling to therecever. If therecever detectsno actvity for a
timeoutduration,aretransmissionequests sent.If nogaps
aredetectedn the receved ADU stream.a retransmission
requests sentfor thenext expectedADU, i.e.,1 + lastADU
sequencaumberreceved,therebyinitiating recovery from
atail loss,if onedid occur Sincetheretransmissiotimeris
alwaysactie until a FIN, this messagés repeategeriodi-
cally until thereceveris readyto terminate However, ahalf
closeby a peercauseghis timer to be disabled. Note that
with this approachanHTTP sener doesnotendup period-
ically probingthe client requestingmore dataaftera GET
requestfor a URL. Oncea half-closeis receved from the
client,thesenerdisableghetimer.

It is ratherdif cult for accurateound-triptime estima-
tion to be performedat the recever whendata o ws from
sendeto receier. Hence we allow the sendercalculatethe
retransmissiotimeout(RTO) asin TCPwith thetimestamp
option [19], and passthis RTO to the recever in the ITP
headel(Figure4).

ITP also incorporatesdata-driven retransmissionre-
quests.To do this, the recever maintainsa maintainsa list
of incompleteand missingADUs. Whena fragmentis re-
ceived, missingfragmentsor ADUs aredetectedy looking
up the datastructure. The recever now hasthreetasks: (i)
decidewhetherit is time to askfor the fragment (ii) decide
how mary fragmentdo askfor, and(iii) if atleastonefrag-
mentcanbe requestedt this time, decidewhich fragments
torequest.

Two considerationslictatewhetherit is time to askfor
afragment.First, if arequeshasalreadybeenmadefor the
fragment,it shouldnot be madeagainunlessan RTO has
elapsedincethe rst requesto allow aretransmittedADU
or fragmentto reachthe recever. To do this, the recever
logs the time of last requestand ensureghat a subsequent
requestis sentonly if the elapsedtiime is longerthanthe
estimatedRTO. Second paclets may get reorderedon the
Internet[26], andtherecever mustguardagainstaskingfor
areorderedbut not lost) fragment. The approachin TCP
is to wait for a thresholdnumber(three)of duplicateACKs
andretransmithe rst unacknevledgedsegment. Unfortu-
nately this doesnot work well whenwindows aresmall or
whenADUs aresmallin size (asis often the casefor ITP
applications).Our solutionto this problemis motivatedby
theobsenationby Paxsonthata smalldelaybeforesending
anACK in TCPoftenaccountdor reorderedsegmentd28].
ITP modi es this approachby adaptingit to the transmis-
sionrate (in fragments/sedyom thesenderwhichit mon-
itors usinganexponentially-weightednoving averagelter .
Thereceverwaitsfor adurationequatlto second®efore
sendingarequestallowing for atypicalnumberof reordered
fragmentgo arrive andcancela pendingretransmissiome-
quest.

A subtle effect, which is not normally seenin TCR,
occurswhen recever-driven selectve reliability is imple-
mentedin this manner Considerthe casewhena timeout
occursandthe congestiorwindow at the sendelis setto 1,
asshavn in Figure 6. A retransmissiomequestfrom the

Sender Receiver

Last activity
Req {#1, #2, #3}  Timeout
cwnd =1
Data #1
Data #2

ACK #1
Req {#4, #5, #6}
ACK #2

Data #3

Figure 6. Retransmission#l,#2, and#3 aretransmittecbefore
the next requests receved by the sender Sendingthreerequests
in eachrequesmessag&eepsthe “pipe” full.

recever causeshe senderto sendonerequestedragment.
Whenthisfragmenis ACKed,congestiortontrolcauseshe
senders window to grow to 2. The sendemay have other
old datathatthereceverhasnotyetreceved,but becausall

reliability is recever-controlled,the sendercannotunilater

ally retransmibld data.Thesendethereforedecidego send
new fragmentsanduseup its newly openecdcongestiorwin-

dow (slow start), makingtimely lossrecovery of otherlost
fragmentdlif cult. Therecevertherefordosegheability to

orderandprioritize a particularsetof retransmissionksefore
ary othernew datais receved.

To handlethis inversionin transmissiorpriority, the re-
ceiver musttransmitmultiple retransmissiomequestdor if
not, the senderitherremainsidle or continuego sendnew
dataontheconnectionThisproblemis solvedif therecever
sendsat leastthreeretransmissiomequesteachtime a loss
is detected assumingthat mary losseshave occurredand
thereceveris interestedn recoveringthem. Thisallowsthe
sendeto build upanorderedist of pendingretransmissions
anduseup a newly openedcongestiorwindow for retrans-
missiongequestedby thereceverratherthannew data.Ev-
erytime alossis detectedup to threefragmentsarepoten-
tially capableof beingtransmittedrom thesendebeforethe
next retransmissiomequestreachest. The numberthreeis
thereforerequiredfor ef ciency andtimely recovery of lost
fragmentsandresultsfrom the rst two window increments
of TCP-styleslow startimplementedn the CM. Figure 6
illustratesthis effect.

Themostdif cult partin lossrecoveryistodecidewhich
fragmentto requestat ary time amongthe missingones.
Thisis dif cult becausef thetensionbetweerapplication-
speci city andgenerality We would like to put the appli-
cationin control of whatto requestbut savze eachapplica-
tion the trouble of writing the complex lossdetectioncode.
Furthermoreye would like to provide a reasonableefault
behaior to handleapplicationghatdonotcareto customize
theirreliability schedules.

ITP providesa simpledefault schedulingalgorithmfor
retransmissionequestsn which requestaremadefor frag-
mentsfrom all the missing ADUs starting from the most
recentone and progressingn sequenceo the leastrecent,
subjectto the above conditionsof not requestinghemtoo
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PROCESSRxMITREQ(fragment)
Sendrequestedragmentvia cm_send();
InformCM();

INFORMCM ()
now currenttime;
if (now lastactvity timeoutduration)
cm_update( , CM_PERSISTENT );
else
cm.update( , CM_TRANSIENT, );

Figure 7. How theITP sendehandlesaretransmissiomequest.

soon.Moreimportantly ITP alsoallowsapplication-speci ¢
customizatiorof reliability, asdescribedn Section4.2 for

JPEGThisallowsaJPEGreceverto requesbnly fragments
from ADUs thatit is currentlyinterestedn, basednthede-
codingalgorithmit implements.

We brie y contrastiTP's recever-drivenrecovery algo-
rithmwith otherrelatedapproacchesuchasWebTP A more
detailedcomparisonof relatedwork is presentedn Sec-
tion 6. ITP's recever-controlledselectve reliability differs
in signi cant ways from WebTR which doessharesimilar
reliability goals.For example WebTPusesa fully-quali ed
URL toidentifyanADU similarto thework reportedn [33],
while ITP usesa simpler x ed-lengthADU sequenc&um-
berbut disseminatea mappingatthebeginningof aconnec-
tion thatenablescustomization. TP usesthe simplerstrat-
egy of sendinghe RTO in the paclet headeto therecever
comparedo WebTR which usesestimategshe meaninter-
arrival paclettime* andsendinga retransmissiomequesif
no pacletarrivedin somedeviation from this. ITP incorpo-
ratesideasthatcanbe usedby a generakelectvely reliable
protocol, but our primary contritutions are its customiza-
tion and evaluationin the contet of imagetransport. The
schedulingalgorithm presentedn Section4 for JPEG-ITP
retransmissionequestshavs how arecevercancustomize
theretransmissioschedule.

3.3 Usingthe CongestionManager

ITP relieson the CM for congestiorcontrol, usingthe CM
API to adaptto network conditionsandto inform the CM
aboutthe statusof transmissionsindlosseq3]. SincelTP
reliability is recever-based,thereis no needfor positve
ACKSs from therecever to the sendeffor reliability. ACKs
from the recever aresolelyfor congestiorcontrolandesti-
matinground-triptimes. The CM requiresthe cooperation
of theapplicationin determininghestateof thenetwork. By
informing the ITP senderaboutthe statusof transmissions,
anlTP ACK allowsthesendeto updateCM state.Whenthe
ITP senderecevesan ACK, it calculateshow mary bytes
have clearedthe “pipe” andcalls _ to inform
theCM of this.

We believe thisis lesswell-understoodhanour approachand
notethat the congestie collapseepisodef the mid-1980swere
largely becaus®f badretransmissiostrateies.

Whenaretransmissiomequestrrivesat the senderthe
senderinfers that paclet losseshave occurred, attributes
themto congestion(asin TCP),andinvokes _
with the parametesetto CM_TRANSIENT, sig-
nifying transientcongestion.In a CM-basedransportpro-
tocol wheretimeoutsoccur at the senderthe expectedbe-
havior is to usecm_update()with the parameter
setto CM_PERSISTENT signifying persistentongestion.
In ITP, the sendemever timesout, only the recever does.
However, sendeiseesa requesfor retransmissiotransmit-
ted after a timeoutat the recever. Hence,whena retrans-
missionrequestarrives, the senderdeterminesf the mes-
sagewas transmittedafter a timeoutor becausef out-of-
sequencalata. We solwe this problemby calculatingthe
elapsedime sincethe lastinstanttherewasary actvity on
theconnectiorfrom the peer andif thistimeis greaterthan
theretransmissiotimeoutvalue,the CM is informedabout
persistentongestion Figure7 shavs the stepstaken by an
ITP sendemwhenit recevesarequesfor retransmission.

3.4 DesignSummary

In summary ITP provides out-of-orderdelivery with se-
lective reliability. It handlesall combinationsof ac-
tive/passie opensand closesby sener and client appli-
cationsby borraving TCP's connectionrmanagementech-
niques. Application-level protocolslike HTTP do not have
to changeheirspeci cationsto usel TP, andITP is designed
to supportmary differenttypesof applications.

ITP differs from TCP in the following key aspects. It
doesnot force a reliablein-order byte streamdelivery and
putsthereceverin controlof decidingwhenandwhatto re-
quesfromthesenderlt usesacallback-basedPIto deliver
out-of-orderADUs to the application.ITP includesa “half-
close” methodthatmovesthe TIME _WAIT maintenanceo
the client in the caseof HTTP. In TCP the senderdetects
re-orderedsggmentsonly afterthreeduplicateACKs arere-
ceived, while in ITP, receversdetectre-orderingbasedon
a measuremertf the sendingrate. We emphasiz¢hat| TP
hasa modulararchitectureandrelieson CM for congestion
control. ACKsin ITP areusedsolelyasfeedbackmessages
for congestiorcontrol andround-triptime calculation,and
not for reliability. Rathey receverscontrolretransmissions
by carefullyschedulingequests.

4 JPEG Transport usingITP

In this sectionwe discusshow to tailor ITP for transmitting
JPEGimages. JPEGwas developedin the early 1990sby
a committeewithin the InternationalTelecommunications
Union, andhasfoundwidespreadcceptancéor useonthe
Weh The compressioralgorithmusesblock-wisediscrete
cosinetransform(DCT) operations,quantization,and en-
tropy coding[30]. JPEG-ITPis the customizatiorof ITP
by introducinga JPEG-speci cframing stratgy basedon
restartmarkersandtailoring the retransmissioprotocolby
schedulingequestetransmissions.
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4.1 Framing

The currentmodelfor JPEGimagetransmissioron the In-

ternetis to sgmentit into multiple paclets.However, JPEG
usesentrofy coding,andtheresultingcompressebitstream
consistof asequencef variable-lengtitodewords. Packet

lossesoften resultin catastrophidossif piecesof the bit-

streamare missingat the decoder Arbitrarily breakingan

image bitstreaminto x ed-sizeADUs doesnot work be-
causeof dependencieletweerthem. However, JPEGuses
restart markers to allow decodersto resynchronizevhen
confrontedwvith anambiguousr corruptedJPEGbitstream,
which canresultfrom partiallossof anentrofy codedsey-

mentof the bitstream. The introductionof restartmarkers
helpslocalizethe effectsof the pacletlossor errorto aspe-
ci ¢ sub-portionof the renderedmage. This sggmentation
of the bitstreaminto independentestartintervalsalsofacil-

itatesout-of-orderprocessindy the applicationlayer The

approachusedby JPEGto achievelossresilienceprovidesa

naturalsolutionto our framingproblem.

Whenanimageis segmentednto restartintenvals,each
restartintenal is independentlyprocessibleby the appli-
cationand naturallymapsto an ADU. The imagedecoder
is ableto decodeand renderthosepartsof the imagefor
which it receves information without waiting for paclets
to be deliveredin order The baselTP headeris extended
with a JPEG-speci cheaderthat carriesframing informa-
tion, which includesthe spatialpositionof a 2-byterestart
interval identi er.

Our implementatiorof JPEG-ITPuses8-bit gray-scale
imagesin the baselinesequentialmode of JPEG.We re-
quire that the image sener store JPEGimageswith peri-
odicrestartmarkers. This requirements easyto meet,since
a sener can easilytranscodeof ine ary JPEGimage (us-
ing the utility) to obtain a versionwith mark-
ers. Whenthesemarkersoccurat the end of every row of
blocks,eachrestartinterval correspondso a “stripe” of the
image. Thesemarkerequippedbistreamsproduceexactly
thesameaenderedmagesastheoriginalonesnvhenthereare
no losses.SinceJPEGusesa blocksizeof 8x8 pixels,each
restartinterval represents pixel rows of animage.We use
the sequencef bits betweentwo restartmarkersto de ne
an ADU, sinceary two of theseintervals can be indepen-
dentlydecoded.Our placemenbf restartmarkersachieves
theeffectof renderinganimagein horizontalrows.

4.2 Scheduling

As discussedn Section3, ITP allows the applicationto
specifytheprioritiesof differentADUs duringrecovery. We
describehow this is achievedin JPEG-ITPFigure8 shawvs
thekey interfaceshetween TP andJPEG-ITRandbetween
JPEG-ITPandthe decoder ITP handlesall fragmentsand
makes only completeADUs visible to JPEG-ITP To pre-
sene its generality we do not exposeapplication-speci ¢
ADU namesto ITP. Thus,whena missingADU needsto
be recoveredby the decoder JPEG-ITPneedsto mapthe
restartinterval numberto an ITP ADU sequencenumber

Y
JPEG decoder

e

get_restart(r)

e B
JPEG-ITP
JPEG restart :: ADU segno.
N map

v itp_get_adu(a)
Y= =

ITP
-

Figure 8. JPEG-ITPmaintainsa mappingof restartintenals to
ADU sequencaumbersTheJPEGdecodespeci esrecovery pri-
oritiesbasedon application-leel considerationsyhich is usedto
guidelTP'srequesscheduling.

To dothis, the JPEG-ITPsendereliably transmitsthis map-
ping asthe rst ADU of theconnectionpeforetransmitting
theimageADUs. This namemapis usedto scheduld TP
retransmissionequests.

ITP maintains a priority list of the retransmission
schedule by exporting an asynchronousAPI function
that customizedprotocolslike JPEG-ITP
andapplicationscanuseto inform ITP of thedesiredADU.
ITP usesthis priority informationto schedulerequestdor
missing fragmentsfrom theseADUs aheadof others. In
addition,JPEG-ITPexportsan API functionto the decoder
thatallows thelatterto specifyrestartintervalsthatmustbe
prioritized during recovery, e.g., if the decoderuseserror
concealmenasin Section4.3, this is usedto preferentially
requestADUs that have not beeninterpolatedrom the ex-
isting partialimage.

4.3 Error Concealment

Out-of-orderdelivery allows the JPEGdecoderto re ne a
partial image using error concealmenbasedon interpola-
tion techniquesPortionsof the imagecorrespondingo the
receved ADUs aredecodedand rendered.Beforerender
ing, apost-processingtepis appliedto theimageto conceal
lost stripes. Error concealmenexploits spatialredundang
in imagesandaimsto increasehe perceptuatjuality of the
renderedmage.

Eachmissingpixel valueis theresultof alinearinterpo-
lation, or averagepf its neighborsThis stepis appliedto all
missingrestartintervals at the recever. Therefore,in 2-D,
themissingpixel is givenby:

@)

The boundary conditions are determined by
the pixel values of neighboring blocks. Using
the lexicographic ordering of pixels in a block,
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the estimateof themissingblock maybe computecas

)

where is ablocktri-diagonalmatrix givenby

®3)

and is a 8x8 tri-diagonal matrix formed from

is avectorthatrepresenttheboundaryconditionsim-
posedby the pixels , , to the and
tothe of thecurrentblock.

Other sophisticatecerror concealmentechniqueshave
beenproposedn the literature, especiallyfor video. For
example,in [35], the authorsproposethe useof a Markov
RandomField image model and optimally interpolatethe
missingpixels. The emphasisof our schemehowever, is
on simplicity and on maximizinginteractvity, ratherthan
precisionfor whichwe nd empiricallythatour simpleav-
eragingstratgy seemso work well.

4.4 Other Formats

We have describeda simple framing stratgy and further
re nementusingerror concealmenschemefor JPEGover
ITP. The sametechniquesalsoextendto progressie JPEG
images. In progressie JPEG,the quantizedDCT coef-
cientscorrespondingo eachblock aredividedinto a series
of scans. Thesescansmay either represendifferent fre-
quencieglow to high), or differentbit-planesof the quan-
tized coefcients (mostsigni cant to leastsigni cant bits).
A coarsaepresentationf theimageis renderedvith there-
ceiptof the rst scanwhichis successiely re ned assubse-
gquentscansarrive. Eachscancanbe segmentednto restart
intenals, which resultsin the ability to processandrender
out-of-ordemwithin ascan)eadingto quickerresponséimes
andinteractvity. Error-concealmentanbe carriedoutin a
multi-resolutionmannerby performingconcealmentvithin
onescanatatime.

Similar techniquesrealsopossiblefor transmissiorof
JPEG2000whichis arecentproposafor wavelet-basedim-
agecodingschemehatresultsin highercompressiomatios
and better delity. The standardsupportsseveral features

suchaslayeredcodingand“region of interest”(ROI) cod-
ing. Designingtransportsupportfor ROl codingrequires
customizedschedulingof retransmissiomequestst the re-
ceiver, whichis providedby ITP.

5 PerformanceEvaluation

In this section,we evaluateour implementatiorof ITP un-
dera variety of network lossrates. Our implementatiorof
ITP performsout-of-orderdatadelivery at the recever and
usesthe averagingmethodto interpolatemissingpacletsat
the recever. We have customizedTP for JPEGtransport
wheretheimagescontainrestartintervals. We have notim-
plementechor evaluatedotherformatsWe rst discussthe
performanceametricswe useand presentthe resultsof our
evaluation.

5.1 PeakSignal-to-NoiseRatio (PSNR)

Imagequalityis oftenmeasuredisinga metricknown asthe
PSNR,de ned asfollows. Consideranimagewhosepixel
valuesare denotedby anda compressedersionof

the sameimagewhosepixel valuesare . ThePSNR
quality of thecompressednage(in dB) is:
PSNR 4)

In our experimentsywe usePSNRwith respecto thetrans-
mittedimageasthe metricto measurehe quality of theim-
ageattherecever. NotethatPSNRiIs inverselyproportional
to the mean-squardistortionbetweerntheimageswhichis
given by the expressionin the denominatoof Equation4.
Whenthe two imagesbeingcomparedareidentical,e.g.,at
theendof thetransferwhenall blocksfrom the transmitted
imagehave beenreceved, the mean-squardistortionis
andthe PSNRbecomes . We recognizethat PSNRdoes
notalwaysaccuratelynodelperceptuatjuality, but useit be-
causet is acommonlyusedmetricin the signalprocessing
literature.

5.2 Experimental Results

We measurethe evolution of instantaneou$SNR as the
JPEGimage download progresses. When JPEG-ITPre-
ceivesacompleterestarinterval from ITP, it is passedo the
decoder The decoderoutputis processedo Il in missing
intervals usingthe error concealmenstepexplainedearlier
andtheimageis updatedWe measurd® SNRwith respecto
the original JPEGimagetransmittedunderthreescenarios:
(i) when TCP-like in-orderdelivery is enforced,(ii) when
out-of-orderdelivery is allowed, and (iii) whenerror con-
cealments performedon the mis-orderedlataunits.
Figure9 showvstheresultsof this experimentunderava-
riety of lossrates. We usea simple Bernoulli loss model
whereeachpaclet is droppedat the recever with aninde-
pendenprobabilitygivenby the averagdossrate.
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Figure9. PSNRvs. Timefor ITP anda TCP-liketransporthatenforcesn-orderdelivery. Thequality of theimage(asmeasuredy PSNR)
is identicalin all threescenariosat the startandat the endof thetransfer However, the samplepathsdiffer — the bestperformanceés seen
with ITP optimizedwith errorconcealmentwhile TCP shaws the poorestperformancel TP shaws a steadyimprovementin quality, andis

thereforeperceptuallysuperiorfor interactve applicationssuchasthe Weh
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Figure 11. PSNRcorrespondingo the snapshotshavn in Fig-
ure 10. Startingat almostidenticalimagesnapshotat , thelTP
image (with and without error concealmentprogresssteadilyin
quality, while the TCP-delveredimageonly catchesup closeto
completiontime.

We nd thatacrossarangeof lossratesbetweerb%and
30%, TCP-like delivery causeghe quality of the rendered
imageto remainlow for extendedntervalsof time. In com-
parison,|ITP with out-of-orderdelivery shavs a smoother
evolution of PSNR during the transfer In addition, the
PSNRof the ITP-delveredimageis superiorto that deliv-
eredby TCP while the transferis in progress,becoming
identicalonly at the end of the transfer asexpected. This
smoothevolution of quality makesITP bettersuitedfor in-
teractve imagedownloads.Whenerror concealmenis ap-
plied asanaddedoptimizationon the partialimage,we nd
that the bene ts are between2—-8 dB. In combination,the
two techniqueutperformT CP by 10-15dB.

Figure 10 shaws the progressionof displayedimages
for the three different scenariosand Figure 11 shows the
correspondind®SNRvalues. Startingwith almostidenti-
cal imagesnapshotat , the ITP-deliveredimages(with
andwithout error concealmentshav steadyimprovement
in quality relative to the TCP-delveredsnapshot. At ,
the ITP imageis 3.3 dB anda furtherimprovementof 1.3
dB is achieved throughinterpolationon the partialimage.
As we canseefrom theimage,the bene ts of interpolation
aregreatewhenmoreof theimageis available,which fur-
ther strengthenghe casefor out-of-orderdelivery in ITP.
The ITP imagescontinueto improve andat  , they are
12 dB (without error concealmentand 20 dB (with error
concealmentpetterthanthe correspondingr CP-delivered
images.We alsoconducta transferacrossa 1.5 Mbps link
to studytheeffect of receverschedulingHere,therecever
prioritizesrequestdor dataitemsthat cannotbe concealed
usinginterpolation.

In summarywe nd thatthe rate of increasen PSNR
with time is signi cantly higherfor ITP comparedo TCP-
like delivery.

6 Relatedwork

Theso-calledCATOCSdebateon orderingsemanticsn the
context of multicastprotocolsdrev much attentiona few
yearsago[6, 5, 7]. Cheritonand Skeenarguedthatorder
ing semanticarebetterhandledby the applicationandthat
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Figure 12. Whenreceverrequesschedulingakesinto consider
ationthose"stripes” thatcannotbeinterpolatedthe quality of the
renderedmagecanbeimproved by 5-15dB.

enforcingan arbitrarily chosenorderingrule resultsin per
formanceproblems[6]. In our work, we reinforcethis ap-
proachto protocoldesignandrefrain from imposinga par
ticular orderingsemanticacrossall applications.

RDP [41, 25] is a reliable datagramprotocolintended
for efcient bulk transferof datafor remote delugging-
style applications. RDP doesnot enforceordereddelivery
unlessspeci ed by the application. It implementssender
drivenreliability anddoesnot supportrecever-tailorednor
application-controlledeliability. NETBLT [8] is arecever
basedreliabletransportprotocolthatusesin-orderdatade-
livery andperformsrate-basedongestiorcontrol.

Therehasbeenmuchrecentwork on Web datatransport
for in-orderdelivery, mostof which addresghe problems
posedto congestioncontrol by shorttransactiorsizesand
concurrentstreams.Persistent-connectiddTTP [24], part
of HTTP/1.1[11], attemptdo solve this usinga singleTCP
connectionput this causegnundesirableouplingbetween
logically different streamsbecauset serializesconcurrent
datadelivery. The MEMUX protocol (derived from Web
MUX [13] proposedo deliver multiplexed bidirectionalre-
liable orderedmessagstreamsover a bidirectionalreliable
orderedoytestreanprotocolsuchasTCP[44]. We notethat
the problemof sharedcongestioncontrol disappearsvhen
congestiorstates sharedacrossTCPconnection$l, 23, 39
or moregenerallyacrossall protocolsusingthe CM.

The WebTP protocol arguesthat TCP is inappropriate
for Web dataand aimsto replaceHTTP and TCP with a
singlecustomizableecever-driventransportprotocol[16].
WebTPhandlesonly client-serertransactionsindnotother
formsof interactve Webtransactionsuchas“push” appli-
cations. It is not a true transportlayer (like TCP) that can
be usedby differentsession(or application)protocolslike
HTTP or FTR sinceit integratesthe sessiorand transport
functionalitytogether In addition,WebTPadwcatesnain-
tainingthecongestiomwindow attherecevertransportayer,
which makesit hardto sharewith othertransportprotocols
andapplications.

In contrast,our work on imagetransportis motivated
by the philosophythat one transport/sessioprotocol does
not t all applications,and that the only function that all
transporprotocolsmustperformis congestioomanagement.
The CongestionManager(CM) extractsthis commonality
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Figure 10. Snapshotef the displayedimagewith a TCP-like transport( rst row), with ITP (secondrow), andwith ITP enhancedvith
errorconcealmenflastrow) at 10%lossrate. Theentiretransferof the 184KB imagetakes to complete.
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into a trustedkernel module[2], permitting greathetero-
geneityin transportandapplicationprotocolscustomizedo

differentdatatypes(e.g.,it is appropriatgo continueusing
TCPfor applicationghatneedreliablein-orderdeliveryand
RTP/RTCP over UDP for real-timestreamsetc.). The CM

API allows theseprotocolsto sharebandwidth,learnfrom

eachotheraboutnetwork conditions,anddynamicallyparti-
tion available bandwidthamongsttoncurrento ws accord-
ing to userpreferences.

We now brie y presentan overview of transportproto-
colstunedfor spatiallystructuredlatatypessuchasimages.
While muchwork hasbeendoneonvideotransmissionim-
agetransporhasrecevedlittle attentiondespiteconstituting
a large fraction of Internettrafc. TurnerandPetersorde-
scribean end-to-endscheméfor imageencoding,compres-
sion,andtransmissiontunedespeciallyfor links with large
delay[40]. As aresult,they develop a retransmission-free
stratgy basednforwarderrorcorrection.HanandMesser
schmitt proposea progressiely reliable transportprotocol
(PRTP) for joint source-channadodingover a noisy, band-
width constrainecchannel. This protocoldeliversmultiple
versionsof a paclet with statisticallyincreasingreliability
andprovidesreliable,ordereddelivery of imagesoverbursty
wirelesschanneld17]. The Flexible ImageTransportSys-
tem (FITS) is a standardformat endorsecdby the Interna-
tional AstronomicalUnion for the storageand transportof
astronomicablata[12]. It speciesvarious le headeffor-
mats,but not a protocolfor transmissiorover a loss-prone
network.

The FastandLossyInternetimageTransmissiorproto-
col (FLIIT) [10] improvestheperceveddelayof adownload
by eliminating retransmissionsinstead,the FLIIT sender
stratgically shields‘important” portionsof theimagedata,
for example,by applyingFEC to the high orderbits of the
DC channelsof the image. FLIIT assumesa bit budget
and allocatesthis betweenthe original imagedataandthe
amountof redundang basednthe obseredlossratein the
channel.Ourwork in this dissertatioralsoaimsto improve
interactvity. However, ratherthandesignnew compression
schemedor imagetransmissionye focuson the transport
protocolandapplicationinterfaceissuesuchthatmary dif-
ferentimageformatscanbesupported.

Heybey [18] considerghe problemof video codingand
develops an application-l&el framing architecturefor it.
However, muchemphasigs placedon developingframing
stratgiesthat translateinto an optimizedhardware imple-
mentation. In our work, we focuson the protocolaspects
and shav how a genericprotocol may be usedeffectively
whencustomizedor speci c imageformats.

Richardsand others[34] have also consideredusing
ALF to build high performancdransportprotocols. How-
ever, they attemptto extendexisting TCP implementations
to achieve this andpresentheir evaluationof the overheads
involvedin thisapproach.

Finally, we obsene thatseveral highly sophisticatear-
ror concealmentechnique$ave beenproposedn theliter-
ature,especiallyfor video. For example,in [35], theauthors
proposeheuseof aMarkov RandomFieldimagemodeland
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optimally interpolatehe missingpixels. The essencef our
schemehowever, is on simplicity and maximizinginterac-
tivity (ratherthanprecision),for whichwe nd empirically
thatour simpleaveragingstratgy seemso work well.

7 Conclusion

In this paper we obsene that the reliable, in-order byte
streamabstractiorprovidedby TCPis overly restrictive for
richer datatypessuchasimagedata. Several image en-
codingssuchassequentiahndprogressie JPEGandJPEG
2000 are designedo handlesub-imageevel granularities
and decodepartially receved imagedata. In orderto im-
proveperceptuatjuality of theimageduringadownload,we
proposea novel ImageTransportProtocol (ITP). ITP uses
anapplicationdataunit (ADU) astheunit of processingnd
delivery to the applicationby exposingapplicationframing
boundariedo the transportprotocol. This enablesthe re-
ceiver to processADUs out of order ITP canbe usedas
a transportprotocolfor HTTP andis designedo be inde-
pendenbf the higherlayerapplicationor sessiorprotocol.
ITP reliesonthe CongestiorManage(CM) to performsafe
and stablecongestiorcontrol, makingit a viable transport
protocolfor useontheInternettoday

We have shavn how ITP is customizedor speci ¢ im-
ageformats,suchas JPEG.Out of orderprocessindgacili-
tateseffective error concealmenét the recever thatfurther
improve the download quality of animage. We have im-
plementedTP asa userlevel library that invokesthe CM
API for congestiorcontrol. We have alsopresente@ perfor
manceevaluationdemonstratinghe bene tsof ITP ander-
ror concealmentver thetraditional TCPapproachasmea-
suredby the peaksignal-to-noiseratio (PSNR) of the re-
ceivedimage.

In summarylTP is agenerapurposeselectvely reliable
transportprotocolthatcanbe appliedto diversedatatypes.
Our designandimplementatiorprovide a genericsubstrate
for congestion-controllettansportghat canbe tailoredfor
speci c datatypes.
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