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Abstract

Routing protocol faults cause problems ranging
from an inability to communicate to excessive rout-
ing overhead. This paper proposes a system for
detecting a wide range of routing protocol faults.
Our system deploys virtual routers called Route-
Monitors to monitor a routing protocol. We de-
ployed RouteMonitors in the MBone’s DVMRP in-
frastructure and uncovered a number of faults. We
were also able to identify the cause of these instabil-
ities and deploy fixes. The result was a substantial
improvement in DVMRP route stability. This pa-
per reviews the RouteMonitor approach and details
the results achieved in the MBone.

1 Introduction

Detecting routing protocol faults remains an open
challenge for protocol designers as well as network
administrators. Some routing protocol faults result
in obvious problems. For example, end systems will
be unable to communicate with each other if a fault
created an invalid route between them. But other
faults may result in more subtle problems. Pack-
ets might be routed along suboptimal or frequently
changing routes. Even if packets arrive correctly,
faults may cause extra communication and compu-
tation in the routing protocol. As networks grow
in size and complexity, these subtle problems can
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develop into widespread breakdowns. An ideal net-
work would have a mechanism to automatically de-
tect problems occurring in routing protocol.

This paper presents the Routemonitor approach
for monitoring a routing protocol and describes the
results achieved by deploying this system in the
MBone’s DVMRP routing infrastructure. Begin-
ning in summer 1997, our RouteMonitor was used
to collect data from the MBone’s DVMRP infras-
tructure. Our observation showed that only 67% of
DVMRP routes remained stable during an average
hour and some routes changed an over 150 times
every hour. Using RouteMonitor, we were able to
identify faults which we believed were responsible
for this high level of instability. In the interven-
ing time, we worked to encourage the deployment
of patches which corrected these faults. By fall
1998, most of the instability had been eliminated
and we now observe an average of 95% of DVMRP
routes remain stable during each hour. This pa-
per presents the approach used to detect routing
protocol faults, a detailed picture of the instability
discovered in the MBone, and the specific faults
responsible for this instability.

In the remainder of this section we identify four
categories of faults that can impact a routing proto-
col and provide simple examples for each category.
The section concludes with a discussion of the ex-
isting methods of coping with faults and related
work. Section 2 presents a high level overview of
the RouteMonitor system for monitoring a routing
protocol. Section 3 details our DVMRP Route-
Monitor system and describes the results achieved
using RouteMonitor in the MBone’s DVMRP rout-
ing infrastructure. Section 4 summarizes our re-
sults and addresses areas of future work.



1.1 Types of Routing Protocol Faults
1.1.1 Hardware Faults

The most obvious type of problem faced by a rout-
ing protocol is the failure a link or router. Most
routing protocols were designed to cope with sim-
ple fail-stop behavior by links or routers. Unfortu-
nately, routers and links often fail but do not stop
operating. When a link or router fails but does
not stop operating, it can create a wide range of
routing problems.

One of the oldest and best known examples
comes from the original ARPANET routing al-
gorithm [MWT77]. An east coast router with
faulty memory prevented traffic from reaching
UCLA by reporting a corrupt zero cost route to
UCLA[MFR78]. The original ARPANET rout-
ing algorithm and the more recent protocols
RIP[Hed88] and DVMRP[WPDB88] require a router
to periodically report its distance to each destina-
tion. These protocols were designed to detect a
router which stopped reporting distances, but there
is no mechanism for verifying the distances a router
reports. Any distance reported is simply believed.

Similar issues apply to OSPF [Moy89], BGP
[RL94], and other routing protocols. The infor-
mation reported may include the state of link (as
in OSPF) or existence of an AS path (as in BGP),
but the information reported assumed to be cor-
rect. Some routing protocols have been specifically
designed to cope with routers which send corrupt
information [Per88, SMGLA97], but these proto-
cols have never been widely deployed in the Inter-
net.

1.1.2 TImplementation and Configuration
Faults

More complex routing protocol faults occur due to
implementation errors. Most routing protocols are
published as well known standards and numerous
vendors implement the standard. For example, ma-
jor router vendors such as Cisco produce implemen-
tations for their state of the art backbone routers
and organizations such as the Gated Consortium
produce free implementations available for work-
stations serving as routers. While theoretically all
implementations should be compatible, subtle in-
compatibilities often exist.

In addition to implementation incompatibilities,
configuration errors can also introduce faults. A
router must be correctly configured by an ad-
ministrator, otherwise it can advertise invalid in-
formation. Router configuration is often a non-
trivial task. An incorrect configuration may cause
a router to advertise routes belonging to another
organization or cause the router to fail to report
valid routes. As protocols become more complex
and more systems join the Internet, the potential
for implementation and configuration errors grows
steadily.

Section 3 describes three implementation and
configuration errors that were responsible for most
of the instability in the DVMRP infrastructure. To
illustrate the potential for these types of problems,
it should be noted that errors occurred even be-
tween implementation versions from the same ven-
dor. The incorrect configuration described in sec-
tion 3 was in fact the default configuration provided
by the vendor.

1.1.3 Protocol Design Faults

Routing faults can also occur because of flaws in
the routing protocol itself. With the rapid growth
in networking, protocols may encounter situations
that protocol designers overlooked or did not an-
ticipate. Routing protocols typically last for many
years and during that time great changes can oc-
cur in the scale of a network as well as the under-
lying network technology. The need to design pro-
tocols that can tolerate any situation or any fault
is counter balanced by the need to make protocols
efficient and practical to implement. The resulting
protocols often have a reasonable, but not absolute,
expectation of handling foreseeable situations.

For example, the multicast routing protocol
DVMRP had to make the well known distance vec-
tor trade-off between network diameter and con-
vergence time. The value 32 was chosen as infinity
(i.e. the maximum number of hops in the network
is 31). This is a reasonable choice for an intra-
domain protocol, but DVMRP has been used as an
inter-domain routing protocol. For inter-domain
routing, the choice of 32 hops is inadequate. The
situation is being corrected but the introduction of
inter-domain protocols such as MBGP [BCKR98].
But this example illustrates how protocols may be



used in ways the designers did not envision and this
may create unexpected problems.

A more extreme example is the well known
break down of the revised ARPANET routing algo-
rithm [MRR80]. The revised ARPANET algorithm
used sequence numbers to determine which route
updates contained more recent information. It was
assumed that a particular combination of sequence
numbers could never occur, but unexpected events
proved this assumption incorrect. Once the unex-
pected combination did occur[Ros81], the routing
protocol collapsed and a patched version of the pro-
tocol had to be down-loaded onto every IMP ! in
the ARPANET.

1.1.4 Byzantine Faults/Intentional Attacks

The strongest type of fault a routing protocol must
cope with is a Byzantine [LSP82] fault. Rather
than simply report faulty information, a router
could send messages intentionally designed to con-
fuse its neighbors. An attacker could attempt to
deny service to some organization by attacking the
routes to that organization. The goal is not nec-
essarily to direct the traffic to a particular desti-
nation. Instead, the attacker may simply try to
prevent the correct route from remaining stable.

For example, consider an attempt to make a site
unreachable by advertising false routes to that site.
An attacker need not gain access to any device at
the target site. From some distant location, the
attacker simply advertises a false route to the tar-
get site. Depending on the routing policy, the dis-
tributed routing protocols can spread this invalid
information over potentially large portions of the
Internet and packets for the target site can be di-
verted onto the false routes.

Designing routing protocols that tolerate Byzan-
tine faults has been the subject of much theoret-
ical research [SMGLA97, HPT97, Per88], but the
resulting protocols tend to be very resource inten-
sive and have not been deployed. An alternate ap-
proach is to design monitoring tools which can de-
tect an attack in the currently deployed protocols.
Our RouteMonitor system is designed to address
routing protocol faults ranging from faulty hard-
ware to intentional attacks.

'An Interface Message Processor (IMP) was the
ARPANET equivalent of a router.

1.2 Existing Methods and Related

Work

The problem of detecting routing protocol faults is
at the intersection of protocol design, network man-
agement, and performance measurement. Given
this intersection, it is important to clarify what
our system does and does not try to achieve. Qur
objective is not argue for the deployment of new
protocols. Our results do illustrate some limita-
tions of the DVMRP protocol in particular, but it
also shows the majority of the problems were over-
come once they were detected. We do not intend
to advocate or discourage the use of any particular
protocol, we only assert that any routing protocol
requires an effective system for analysis and fault
detection.

Another interesting area that has received much
attention is performance measurement. Projects
such as NIMI [AMMP98] and MINC [CDL*] con-
centrate on gathering performance statistics on the
network. These works tend to focus on higher
layer issues such as congestion, measuring flows,
and so forth. Our objective is simply to determine
whether the routing protocols are working as they
should be.

Our results do illustrate some interesting mea-
sures of the DVMRP infrastructure, such as the
number of total routes. Certainly routing proto-
cols faults have an impact on performance mea-
surement and performance measurement can lead
to the discovery of routing fault. But problems
such as congestion and throughput are affected by
many factors unrelated to whether the routing pro-
tocols work correctly. Our fundamental objective
is only to detect when the protocol acts in a way
contrary to their specification.

Finally, network management is a broad area
concerned with problems ranging from fault de-
tection to billing. We are not suggesting a new
network management paradigm. We are, however,
suggesting an important new tool in an area that is
often overlooked. Identifying and correcting rout-
ing protocols faults can substantially improve a
network. It is not a comprehensive solution to net-
work management, but is an important component.

In practice, routing protocol faults are often not
detected until someone reports a problem and then
ad hoc methods are used to solve the problem. For



example, a user notifies the network administrator
that some site is unreachable or has a high packet
loss. The network administrator then checks the
local network and corrects any local problems. If
the problem is not local, the administrator can no-
tify the destination’s administrator and ask her to
investigate. However if the problem is not local to
either the source or destination, neither side will
be able to correct the problem. At this point, the
best they can hope for is to narrow down where
the problem might be occurring, contact adminis-
trators in that area, and hope those administrators
will assist them.

The simplistic example above illustrates two
main drawbacks of ad hoc fault detection. First,
faults are often not detected until someone encoun-
ters a noticeable problem. Aside from the obvious
frustration for network users, this means that sub-
tle problems are often not detected and the overall
performance of the network suffers. Second, the
distributed nature of routing protocols allows any
device to cause a problem but an administrator of-
ten only has access to local devices. To investigate
a non-local fault, the administrator needs to inter-
est other sites in the problem. We would like to
have systems that detect faults and tools for track-
ing the source of a fault.

Most of the systems and tools for detecting rout-
ing protocol faults can be classified as either active
monitoring tools or passive monitoring tools. Ac-
tive monitoring tools add something to the system
and watch for an expected result. Passive tools ob-
serve the system and report on unusual events. We
briefly outline some the most widely used systems
and tools below.

1.2.1 Active Monitoring

An active monitoring tool introduces something
into the network and measures its effect. For ex-
ample, the ping tool is the simplest form of active
fault detection. Ping sends a packet to a desti-
nation and waits for a response. Ping measures
quantities such as the round trip time and loss rate.
The ping idea is easily generalized into a number
of automated fault detectors. Some points in the
network introduce traffic and other points react to
this traffic. The monitoring tool knows that some
specific event was generated and can then detect if

the expect results did or did not occur.

Some of the best known active fault detection
tools are route tracing tools. The traceroute tool
sends UDP[Pos80] packets of varying lifetimes to
learn the route to a destination. An advanced
version of traceroute, pathchar{Jac], sends more
packets and generates more statistics such as es-
timated throughput on each link. The mtrace[FC]
tool traces the multicast route from a destination
to a source using special IGMP protocol messages.

The Real-Time Transport Protocol
(RTP)[SCFJ96] specifies a mechanism with
which the participants in a multicast session
report their observed loss rates from each traffic
source in that session. These loss rates can then
be passively monitored by any site capable of
receiving the multicasted session. Systems such
as rtpmon[SCFJ96] and MHealth[MA]| combine
these statistics with knowledge of the network
topology to help track down faults. Since these
statistics can only be gathered with active senders
and receivers, MRM[Wei| specifies a protocol to
cause test stations (routers or hosts) in the middle
of the network to source or sink RTP streams.

Active monitoring tools have proven extremely
useful and will continue to play a critical role in
fault detection. However, wide scale information
can not be easily obtained by active monitoring
tools. For example, it would clearly be infeasible
to obtain a wide scale picture of routing by actively
monitoring every IP destination.

One could instead attempt to limit active mon-
itoring to some representative destinations, but
defining a representative destination is problem-
atic. One could use the network topology to se-
lect representative destinations, but routing proto-
col faults need not be based on topology. In sec-
tion 3, we detail routing protocol faults which did
not follow a topological pattern. These faults were
based on where a route was located in the rout-
ing table or whether the route was an aggregate or
specific route. This information can be completely
unrelated to the network topology and can vary
from implementation to implementation.

As networks grow in scale, wide scale active mon-
itoring requires more traffic generation or more re-
liance on generating representative forms of traffic.
One must generate enough traffic to find the prob-
lem, but generating traffic may be costly. Adding



traffic is the exact opposite of what one should do
if congestion is causing the problem. The test traf-
fic itself may become a source of problems. Active
monitoring tools remain essential for some types
of routing faults and have proven very useful in
characterizing broad network performance. But we
contend RouteMonitor provides a form of routing
protocol fault detection that could not be achieved
by active tools alone.

1.2.2 Passive Monitoring

Passive fault detection is most commonly done
using the well known management protocol
SNMP[CFSD90, Ros91]. SNMP allows one to
query a fixed a set of variables. The collection
of variables maintained for a particular protocol
is listed in a management information base (MIB).
An SNMP agent sends a request asking for a partic-
ular MIB variable and the device maintaining the
MIB returns the result. SNMP also defines meth-
ods for authorizing access to data so that anyone
with proper permissions could query the device.

SNMP is an effective system for management of
a network. SNMP also allows one to set MIB vari-
ables. By setting MIB values, one can essentially
perform remote configuration of a router or other
device. This allows a central network operations
site to easily control a wide range of devices from
a single control point.

For example, a RIP router maintains a MIB with
RIP related variables. A monitoring tool running
on some host could query the router and request
the current distance to a particular destination.
The device could also be remotely configured by
setting various MIB values. If the administrators
would be willing to share SNMP authorization,
some distant administrator could query the router.
However, sharing some types of authorization may
also provide access to information that should not
be shared, such as sharing network configuration
and topology information with competitors.

SNMP allows the operations center to monitor
the status of network devices and potentially de-
tect problems by polling the device or using SNMP
traps. A network management center could request
state from each device periodically, or request that
the device notify the management center via a trap
when an event occurs. A trap instructs the device

to automatically send a SNMP message whenever
a MIB value reaches a particular state. For exam-
ple, a trap could signal if the number of packets
per second sent out a particular interface falls be-
low a threshold. Using polling or traps, an SNMP
management station may be able to automatically
detect some faults.

SNMP provides access to a wide range of low
level information. This low level access has tremen-
dous advantages for some types of network manage-
ment, but also creates limitations for routing pro-
tocol fault detection. The type of routing protocol
data available is fixed by the MIB. Reasonable lim-
itations on MIB variables are required since the de-
vice must use resources to maintain the MIB. This
limits the type and amount of data available for
fault detection. In addition, one is relying on the
potential faulty device to correctly maintain and
report its state. Finally, even if the device does
report correctly, frequently sending SNMP queries
to a production router adds additional duties and
loads to those crucial devices.

Recently a number of experiments have used pas-
sive monitoring approaches that rely more heavily
on observing packets. In [LMJ97] Labovitz, Ja-
hanian, and Malan observed BGP route updates
exchanged at major interchange points and no-
ticed BGP faults such as duplicate withdraws for
routes which were never advertised. A more gen-
eral packet filter /monitoring tool by Malan and Ja-
hanian called windmill is described in [MJ98]. In
[TMW97], Thompson, Miller, and Wilder designed
an OC-3 packet capture system and used it to an-
alyze traffic and routing in MCT’s backbone.

The JiNao system [WW98, VWW97] looks at de-
tecting intentional attacks against the routing pro-
tocol OSPF. The system works by observing OSPF
updates and raising flags when known types of at-
tacks occur. The system always warns of statisti-
cally anomalous protocol behavior and attempts to
fight back against routing attacks.

2 RouteMonitor

The fault detection approach taken here is to
deploy a collection of monitoring devices called
RouteMonitors. RouteMonitors observe the pro-
tocol messages (i.e. route updates) exchanged be-
tween routers. A RouteMonitor essentially imi-



tates a router by listening to route updates and
constructing a route table based on the messages
it hears. RouteMonitors do not change the route
computation in a network, they simply offer points
at which to observe how the routing protocol is
performing. The RouteMonitor system is designed
with the following objectives in mind:

e Observe the protocol by watching the protocol
messages exchanged.

e Add a minimal impact to the network being
monitored.

e Provide small, easily deployed data collection
components.

e Provide easily displayed and easily shared
data.

e Do not limit observation to a fixed point.

e Correlate the views from numerous observa-
tion points.

Each one of these factors is discussed briefly.

2.1 Observation of protocol messages

Our focus is on watching how a router behaves in-
stead of asking the router to report its state. This
is done by observing the protocol messages (i.e.
route updates) sent by a router. Our RouteMon-
itor simply imitates the actions an actual routing
would perform to obtain protocol messages. The
protocol specification details the required actions
and the format of messages. For example, RIP and
DVMRP messages are multicast and RouteMoni-
tor need only join the appropriate multicast group
to receive updates. BGP and MBGP messages are
sent via TCP and RouteMonitor collects updates
by exchanging the keepalive messages required by
BGP/MBGP peer.

An alternate approach would be to rely on statis-
tics collected by the router, such as the data stored
in an SNMP MIB. Both approaches are valid, but
we choose to observe updates. We assume that
some unknown number of routers are faulty. Ask-
ing the faulty device to correctly report its state is
problematic. In addition, we want a large quantity
of data (not all of which is contained in a MIB)
and want to understand the interaction between

devices. By observing the protocols messages, we
can reconstruct how a neighboring router should
react and contrast it with the actual reaction ob-
served in neighboring routers.

2.2 Requiring minimal impact

Requiring minimal impact on the network is an-
other reason for observing updates. A monitoring
system should not change the system it is observ-
ing or add high loads to crucial devices. However,
our monitoring system would also like to collect
large volumes of data, make this data immediately
accessible, and allow for experiments and modifi-
cations to the monitoring process. Continuously
querying a production device for large volumes of
data adds a load to that device. Any action ap-
plied to the router must also keep in mind that the
action should never crash the router.

By observing updates, we essentially add a wvir-
tual router to the network. This wvirtual router
is called a RouteMonitor and it can be modified,
queried, and experimented on without the concern
that these actions might negatively impact the ac-
tual network routing. Our RouteMonitors are pas-
sive devices which never advertise routes and thus
are never asked to forward packets. The only load
we introduce is additional route updates sent to the
RouteMonitor and the (application level) network
traffic used to communicate with the RouteMoni-
tors.

2.3 Small, Easily Deployed Data Collec-
tion

Another important aspect of a monitoring system
is the ability to pursue problems to their source.
Routing is a distributed process and the most in-
teresting observation point can change or evolve in
response to new information. An important prac-
tical concern is that the source of a fault can cross
administrative boundaries, but administrators are
justifiable hesitant to add anything that might im-
pact their routing infrastructure or reveal internal
configuration information.

Complex packet filter software or special hard-
ware devices can play an important role, but we
would like to have the ability to quickly contact
a system administrator and ask her to temporarily
run a data collection tool. A very small, very easily



verifiable data collector that produces clearly un-
derstandable text output can be a crucial factor in
gaining access to remote sites.

The portion of our system which observes pro-
tocol updates is an extremely simple piece of code.
The data collection part of our DVMRP Route-
Monitor simply joins the appropriate group and
listens for updates. The updates are filtered in
very rudimentary fashion and some simple statis-
tics (such as average number of changes) are col-
lected. While other packet filter systems provide
extremely sophisticated code, our data collector
claims extreme simplicity and lack of sophistica-
tion as one of its practical strengths.

2.4 Easily Displayed and Shared Data

While our data collection component is a very
small, very safe piece of code that can be easily
deployed in any location, the remainder of a Route-
Monitor can afford to be more complex. The out-
put from the data collection code can be directly
fed into the more complex analysis component or
the data can be written to a text file for later input
into the analysis component. The analysis compo-
nent is a collection of C, Perl, and Java programs.
The analysis component flags anomalous behavior
(such as the most frequently changing routes), dis-
plays current and long-term data to the web, and
allows for interactive searches on the data.

The practical aspect of making the data accessi-
ble should not be underestimated. To convince a
site to deploy a data collector, one needs to pro-
vide reliable evidence that a problem exists. Even
once faults are detected, deploying the patched im-
plementations which correct the problem can be a
considerable challenge. In the DVMRP results dis-
cussed in section 3, the primary faults were discov-
ered in a matter of months. But it took approx-
imately a year before the faulty implementations
had been replaced. The ability to share data and
promote changes can not be overstated.

2.5 Multiple Observation Points

Using the view from a single RouteMonitor, one
can detect problems and focus an investigation on
questionable behaviors. Previous work has focused
on the view from a single (or small number) of key
locations. In our results, the view from a single

RouteMonitor was also enough to identify interest-
ing problems. But this limited view was not suffi-
cient to detect the source router or the direct cause
of the problem.

Using views from a collection of RouteMonitors,
one can detect problems, locate the source of the
problems, and isolate a specific fault. As needed,
additional RouteMonitors can be quickly deployed
in response to a problem. Our focus is on dis-
tributed data collection. RouteMonitors can ex-
change views in an attempt to isolate a problem.
This remains a topic of active work in current
RouteMonitor work.

In the next section, we illustrate the RouteMon-
itor details and advantages with results from our
DVMRP RouteMonitor. We detected a number of
problems that had gone relatively unnoticed. We
were able to identify the sources of these prob-
lems and motivate the deployment of corrections.
Overall, a substantial improvement in the perfor-
mance of the MBone’s DVMRP infrastructure was
achieved.

3 The DVMRP RouteMonitor

Beginning in summer 1997, we used the Route-
Monitor approach described in section 2 to analyze
routing protocol faults in the MBone’s DVMRP in-
frastructure. Our results showed that during an
average hour, only 67% of the DVMRP routes re-
mained stable. Some of the worst routes changed
an average of over 150 times per hour. This route
instability created both communication problems
for a number of sources and also generated extra
load for all routers in the DVMRP infrastructure.

We were able to identify the main causes for this
instability and implement fixes. By late 1998, the
fixes for these problems had been deployed at most
problem sites and 95% of DVMRP routes remained
stable during an average hour. No routes averaged
over 100 changes per hour. The complete results
are detailed below.

3.1 MBone and the DVMRP Route-
Monitor

IP multicast allows a sender to address a packet
to a group rather than to a specific receiver. The
sender need not belong to the group and need not



know any of the group members. The sender sim-
ply addresses the packet to an IP group address.
The routing protocol is responsible determining
who belongs to the group and delivering a copy of
the packet to each group member. The collection
of multicast capable hosts, routes, and links forms
the Multicast Backbone or MBone[Eri94].

In the MBone, the hosts and routers use the
IGMP[Dee89] protocol to learn group member-
ship information. The MBone uses routing pro-
tocols such as DVMRP[WPDS88], PIM[EFH 98],
CBT[Bal97], and MBGP[BCKR98] to compute a
routing tree and forward packets from the sender
to the receivers. While the details of these pro-
tocols are not essential for the remainder of this
discussion, it should be clear that some underlying
topology information? is necessary to compute the
forwarding trees. In particular, the routing proto-
cols rely being able to compute the shortest path to
any given source. If this shortest path information
is invalid, the resulting tree will also be invalid. We
used RouteMonitor to look for faults in one of the
routing protocols used to compute this topology
information.

In summer 1997, nearly all MBone routers
used the DVMRP? topology learning algorithm.
DVMRP is a distance vector algorithm [FF62,
Hui95]. A distance vector algorithm finds the
neighboring router which is closest to the source
and the distance to the source. A router periodi-
cally sends to its neighbors updates listing its dis-
tance to each source. Upon receiving an update, a
router compares the distance learned from the up-
date* with the router’s own distance to the source.
If the distance learned from the update is shorter,

*Note that the MBone topology is not identical to the In-
ternet topology. Non-multicast capable routers and links are
present in the Internet topology, but not in the MBone topol-
ogy. Some MBone routers create tunnels to bridge the gaps
over non-multicast portions of the Internet. These tunnels
appear as links in the MBone topology, but are not present
in the Internet topology.

SDVMRP specifies both a topology learning protocol and
a tree construction protocol. Although less than half of the
routers in the MBone used the DVMRP tree construction
protocol, nearly all of them used DVMRP for topology learn-
ing. Unless specifically stated otherwise, the term DVMRP
will refer only to the topology construction protocol.

“The distance learned from the update is computed by
adding the metric reported in the update to a metric asso-
ciated with the update sender. The metric associated with
the update sender is specified in a configuration file.

then the sender of the update becomes the previ-
ous hop to the source and the distance to the source
becomes the distance learned from the update.

The DVMRP topology database maintained at a
router consists of one entry for each known source
network. The entry for a source contains the source
network address, the netmask for the address, the
previous hop router along the path to the address,
and the distance to the address. The maximum
distance allowed by DVMRP is 31. A distance
of 32 (called “infinity”) indicates that a source is
unreachable The DVMRP algorithm used in the
MBone requires a router to send at least one up-
date for a source every sixty seconds. If 180 sec-
onds elapse without hearing an update from the
previous hop to a source, the route to the source
times out. If the distance to a source changes, a
router may trigger an update for the source rather
than wait for the next sixty second update inter-
val. Routers multicast updates onto each of their
attached subnets or links.

A DVMRP RouteMonitor subscribes to the mul-
ticast group on which reports are transmitted,
224.0.0.2. This allows RouteMonitor to receive re-
ports from all multicast routers attached to the
subnet. The reports can be filtered based on the
sender’s IP address so that only reports from a par-
ticular router are accepted. The reports from the
selected router or routers are processed and an en-
try is made for each source address appearing in a
report. Along with the source, we record the dis-
tance to the source reported in the update. If a
later update reports a new distance, we change the
distance to the source and record a route change,
called a “flap”, for that source.

The data collection portion of RouteMonitor lis-
tens continuously for reports, processing each re-
port received from the selected router. Once each
hour RouteMonitor outputs the list of sources for
which it received reports, the number of flaps for
each source, and the distance(s) reported for that
source during the hour. The number of flaps is
then reset to zero and the update monitoring pro-
cess continues. RouteMonitor can also output each
update individually, but this feature is used spar-
ingly.

The analysis component of RouteMonitor uses
the hourly data to calculate additional statistics
such as the average number of flaps for each source.
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Figure 1: Data Observation Point

A large, long-term database listing statistics for
each source that ever appeared in an update is
maintained and suspect behavior is reported. When
a new set of hourly data is received, the RouteMon-
itor analysis component updates both the database
and a series of web pages. The web pages list
current DVMRP topology statistics, including the
most unstable routes for the current week. To help
analyze the data and locate problems, the web
pages allow for various searches of the long term
database.

Search parameters available from the web in-
clude number of route changes, number of updates,
up time, first advertisement, last advertisement,
and so forth. For example, one can use the web
page to report all sources matching a CIDR ad-
dress, changing some range of values during the
current hour (week/month), and first reported on
or before some date.

3.2 A View from a DVMRP RouteMon-

itor

Our main RouteMonitor was deployed at the
UCLA Computer Science Department. UCLA had
a single connection to the MBone via ISI. The local
MBone topology is shown in Figure 1. Since UCLA
has only one connection to the general MBone, the
view from the subnet attached to the UCLA to
ISI router accurately reflects UCLA’s view of the
MBone topology.

It is important to note that the data gath-
ered by a RouteMonitor is strongly dependent on
its location. If the UCLA to ISI link fails, the
UCLA RouteMonitor will detect that all non-local

routes in the MBone have changed and all non-
local sources have become unreachable. But other
portions of the MBone do not depend heavily on
the UCLA to ISI link and they would see a far less
dramatic change. To another site, only the UCLA
sources become unreachable and all other routes in
the MBone would remain unchanged. We do not
claim the data collected by the UCLA RouteMon-
itor represents the definitive view of the DVMRP
infrastructure; instead we will show that by start-
ing from the UCLA view we were able to detect
faults that impacted virtually every portion of the
infrastructure.

To understand the following data, it is impor-
tant to note that the DVMRP topology learning
algorithm does not depend on any dynamic factor
such as network congestion or which hosts are ac-
tively involved in a multicast session. If no faults
were occurring, the topology database would re-
main constant. Allowing for the occasional stop-
failure of links or routers, one would expect that
topology of the MBone changes very little, if at
all. The DVMRP topology database observed by
RouteMonitors, however, changed frequently dur-
ing every hour.

3.2.1 DVMRP Hourly Data

The results displayed here were compiled from the
RouteMonitor database and are intended to illus-
trate the scope and type of problems occurring
when our project began.

Figures 2 and 3 show the number of total routes
(solid line) and the number of stable routes (dotted
line) observed each hour at the UCLA RouteMon-
itor during July and August of 1997. The number
of routes is computed by counting how many dis-
tinct sources appear in route updates during an
hour. A route to a source is said to be stable dur-
ing the hour if the distance reported to that source
did not change. On average routes for 5600 sources
are seen during each hour and 3700 routes remain
stable. Only 67 percent of the routes remain stable
during an hour.

The large drops in figures 2 and 3 correspond
to fail-stop behavior by links or routers critical to
UCLA. All but 1200 routes rely on an particular IST
link. (see figure 1). The large drops in the number
of stable routes very likely correspond to failures
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of this link. These large drops only indicate that
critical links near UCLA failed during that hour
and do not reflect faults in the routing protocol
itself. Fail-stop behavior by links and routers can
only be eliminated by better maintenance of the
underlying network hardware and software.

Even after considering the failures of critical
links, the overall number of stable routes is consid-
erably lower than anticipated. During any hour,
some links and routers may fail. The failure of a
few critical links or several less critical links can
create a large number of route changes. But the
level of instability suggested that other problems
may be occurring. In section 3.2.2, we provide data
that suggests many route changes are not due to
the failure of links or routers.

3.2.2 Average Number of Flaps Per Route

As the previous section indicates, failure of a sin-
gle critical link may cause many changes. The dis-
tance to a source may change a few times as news
of the link failure spreads; but it should stabilize
and remain constant (at least until another link
fails). Figure 4 shows the number of changes that
occurred per route during a representative one hour
period. Link failures could explain the routes that
change a few times during the hour, but link fail-
ures are unlikely to account for over 60 changes
during only one hour. Figure 5 shows the average
number of changes per hour, measured over a sev-
eral month period. Note a large number of routes
consistently change over 60 times an hour.

3.2.3 Number of DVMRP Routes

From the graph in Figure 2 or 3, one might in-
fer there were approximately 6000 distinct sources
in the DVMRP routing table. But RouteMonitor
discovered this was not the case. While the num-
ber of distinct sources updated each hour consis-
tently ranges between 5000 and 6000, a different
set of sources was updated each hour. Updates
for some sources ceased to appear while updates
for previously unknown sources appeared. In fact,
nearly 10,000 distinct sources appeared in at least
one update during August 1997. Every hour, our
picture of the MBone consisted of a different set
of roughly 5600 sources and the true MBone could
consist of nearly 10,000 sources. In January 1998,
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A route which vanishes or appears does not
necessarily indicate a fault in the routing protocol.
During the span of a month, some valid routes may
temporarily vanish due to administrative work on
their local router. If a critical link is down for
an entire hour, this could also cause a valid route
to vanish. This does not indicate a fault in the
routing protocol. It simply represents the protocol
correctly reacting to the fail-stop actions of a link
or router. But again the large number of changes
seemed to indicate some other factor was involved.

RouteMonitor tracked the frequency with routes
appeared and vanished and discovered a large num-
ber of routes vanish and reappear periodically. We
say a route changes state every time it appears
or vanishes. By definition, each route changed
state at least once, the first time it appeared. Fig-
ure 8 shows the distribution of state changes ob-
served during August 1997. The distribution shows
that only 1346 sources appeared and then contin-
ued to appear in at least one update for each sub-
sequent hour during the month.

Number of Sources per State Change —

0 50 100 150 200 250
Number of State Changes

Figure 8: State Changes per Route

3.2.4 Summary of the UCLA View

The view from the UCLA RouteMonitor provided
one viewpoint of the DVMRP routing table. We
were able to determine that the UCLA routers
were behaving correctly, but frequent route changes
were being learned from neighboring DVMRP sites.
Based on the frequency and overall amount of route
changes, it seemed unlikely that these changes were
due to fail-stop behavior by links or routers. How-
ever, the UCLA view alone was not sufficient to
identify the cause of the problems.

Despite the limitations of a single viewpoint, we
were able to detect and correct some MBone config-
uration faults. For example, in late July the num-
ber of DVMRP routes suddenly rose by nearly 2000
routes. The RouteMonitor data alerted us to this
change and allowed us to easily determine which
routes suddenly appeared. The problem was then
easily traced to a configuration error at a remote
site. The site administrator was contacted and cor-
rected the error. As shown in Figure 2, the number
of DVMRP routes quickly soared to over 7600 and
then returned to 5600 a few hours later after the
administrator corrected the error.

300



Note that this data is trivial to collect using
RouteMonitor, but not easily obtained by other
methods. Active tools can not easily capture a pic-
ture of the global routing table. By passively ob-
serving updates, RouteMonitor collected this data
without adding any additional load to the network
and without sending any SNMP style query mes-
sages to any router. The data did not rely on a
polling system which could miss some changes. Ev-
ery route change reported by the protocol was cap-
tured by RouteMonitor and the data is relatively
complete from the perspective of the DVMRP pro-
tocol. Both the global picture and the specifics of
any individual source are easily obtained.

RouteMonitor had allowed us to collect large
amount of data without adding any load to lo-
cal routers. We were able to observe the actions
of local routers and provide a real time, easy to
view picture of the MBone. Based on this picture,
we identified problem behaviors that had not been
widely recognized. But based on our single point
of observation, we could only determine that the
problems were not local.

3.3 Identifying DVMRP Network Layer
Faults

To further analyze the problem, we needed to ob-
tain data from other portions of the MBone. While
a single RouteMonitor is useful, our approach is
based on a collection of RouteMonitors running at
different points in the network. The UCLA Route-
Monitor identified several sources which change fre-
quently. We needed to see what was happening at
these sites or along the path these sites. Since there
is no central authority “in charge” of the MBone,
there was no single contact to provide the neces-
sary access. Instead, we had to try to determine
who was responsible for the sites in question, con-
tact them individually, and try to convince them
to give us access to information from the site.
The UCLA RouteMonitor provided two impor-
tant assets in our attempt to gather data from
other sites. The first asset was that we could eas-
ily demonstrate the problem by simply pointing to
the UCLA RouteMonitor web page. This allowed
anyone to see the scope of the problem and helped
motivate the interest of other sites. The second im-
portant asset was that we did not have to request

access to routers at other sites. Instead, we were
able to provide the RouteMonitor software for col-
lecting data. A site could deploy the software on a
host, filter the data based on a particular address,
and simply send us a text file showing the updates
exchanged. This allowed us access to the required
information without requiring other sites to give us
access to their systems.

We focused on the most frequently changing
source addresses and used mirace, the multicast
traceroute program, to try and identify interesting
points to deploy RouteMonitors. Most sites were
receptive to running some RouteMonitor data col-
lection. The data viewed from other sites confirmed
the results seen at UCLA. These sites had patholo-
gies similar to those at UCLA and the sources seen
as unstable at UCLA tended to be unstable as seen
from other sites as well. The system of multiple
RouteMonitors allowed us to view the updates sent
by various routers and this information led to the
discovery of three main routing protocol faults.

3.3.1 Sending Bursts of Updates

When using DVMRP, a router must send an up-
date for each source once a minute. At least one
implementation sends the updates for all sources at
once. On average, 5600 sources need to be updated.
For each source the router sends the source address,
netmask for the address, and the distance metric.
The updates are sent in approximately 70 consec-
utive packets, each packet containing updates for
about 80 sources.

Neighboring routers receive the burst of updates
faster than they can be processed. This results
in packet loss as queues overflow. RouteMonitor
would also suffer this buffer overflow, but Route-
Monitor counts the number of updates received
each hour. Looking at the data, we were able to de-
termine that the expected number of updates was
not being received and the problem was traced to
the buffer overflow. These bursts have been ob-
served to overwhelm several different implementa-
tions, including the one that sends the bursts.

Route instability occurs when a router R’s best
path to a source is via a bursty router, B. Router
R hears an update for the source from B. The
route via B is the shortest route so R declares B to
be its previous hop toward the source. The bursty



router continues to send updates for the source each
minute, but many of these updates are dropped
because of buffer overflow at R. If three consecutive
updates from B are dropped, R believes the route
has timed out and removes it from its routing table.
B continues to send updates for the source and
eventually some update is not dropped. R then
relearns the route via B and the process repeats.

In one particularly bad case, a bursty router ad-
vertised routes to 256 local sources. The bursty
router sent local routes last and thus the updates
for these 256 local routes were frequently dropped
by neighboring routers. At our UCLA RouteMon-
itor, each of these 256 routes changed an average
of 68 times per hour. During one particularly bad
hour, these routes changed 173 times. At no point
during our study were any of these routes stable
for an entire hour. This extremely large number of
changes is due to initial instability caused by the
burst problem combined with other factors that en-
hance initial instability.

This problem is essentially a protocol implemen-
tation error. An implementation needs to send
updates at a reasonable rate. The solution to
this problem is simply to space out updates rather
than send a large burst of updates. Most DVMRP
routers distribute the updates evenly over the 1
minute period and do not suffer from the burst
problem. We informed the router vendor of the
problem and the problem was corrected in more
recent software releases.

3.3.2 Interactions with Unicast Routing

Some routers are used for both unicast and mul-
ticast routing. When using the DVMRP topology
discovery protocol, these routes go into a separate
table, and the router uses both tables to determine
routes for multicast tree construction. However,
the router can be configured to advertise sources
from the unicast table to neighboring multicast
routers. In certain topologies, the router becomes
confused about how to reach these sources.
Consider the topology shown in Figure 9. The
router C learns of local network S from its unicast
routing table and is configured to advertise network
S into DVMRP. C' sends a multicast route update
to A and B, listing C’s distance to S as 1. A will
select C as its previous hop to S and set its distance

link cost =1
Router B Router A
link cost = 4 link cost = 1
(ieabackup link)
Router C

AK_I'

Network S

Figure 9: Sample Topology for Section 4.2

to S as 2. When B hears an update from A, it will
prefer the route it heard from A (cost 3) over the
route it heard from C over the backup link (cost
5). B will then send an update to C listing B’s
new distance to S as 3. C should ignore this new
route to S since C' has a route of cost 1.

However, C’s route to S came from its unicast
table. C doesn’t have a route for S in its DVMRP
routing table, so it accepts the cost 7 route to S
from B. This forms a loop where B believes (cor-
rectly) its previous hop to S is A, A believes (cor-
rectly) its previous hop toward S is C, but C be-
lieves its previous hop toward S is B. C sends
an update to A informing its distance to S is now
7 (via B). A then informs B that A’s distance
to S is now 8. B informs C the distance to S is
now 9. Gradually the distance to S increases un-
til the maximum allowable distance is reached, 31
in DVMRP. This behavior where routing updates
flow around a loop and count up to the maximum
metric is called “counting to infinity.” Once the
distance to S exceeds 31, C prefers its original uni-
cast cost 1 route to S and the process begins again.

This problem will only occur if C is part of a
topology where it may hear an update for a route it
introduced and if C is configured to prefer the mul-
ticast routes to its own unicast routes. This is the
default configuration, because in simpler topologies
this is the correct behavior.

In complex systems, where multiple routing pro-
tocols can interact, it is extremely difficult to make
sure that all cases work correctly. The current state
of the art is to make the configuration as flexible as
possible, and expect that administrators will con-
figure their systems properly. Since these systems



are so complex, it’s hard to even know what the
interdependencies are, let alone document them.
Unfortunately, this leads to situations like this one
where an implicit configuration requirement causes
problems for the network.

3.3.3 False Aggregation of Routes

Overlapping routes can sometimes cause confu-
sion in another implementation. Suppose both
a specific route 131.179.96/24 and more general
route 131.179/16 are both being advertised. This
implementation will accept the updates for both
routes but advertise only the more general route,
131.179/16, to its downstream neighbors. The
correct behavior would be to advertise both the
131.179/16 and the 131.179.96/24 routes to the
downstream neighbors.

Instability can occur because a buggy router ap-
plies the metric for each route to the more general
route in the routing table. In most configurations,
the more specific route will have a higher metric
than the general route (e.g. the more specific route
is injected by a site’s internal router and the more
general is injected by the border router). However,
if the more specific route has a lower metric (e.g.
because of “hole-punching” in a CIDR[FLYV93]
aggregate), this behavior causes the apparent met-
ric of the general route to vary. The router will
accept the specific route with the low metric, up-
date the general route’s metric with it, and trig-
ger an update of this new information to its peers.
Then, in the next routing update, the router will
accept the general route with the higher metric and
update the general route’s metric back to where
it was. This information is triggered also. Then
comes the more specific route in the update, and
the process starts over again. This causes instabil-
ity for the general route downstream of this router,
and can cause abbreviated counting to infinity in
cases where the metric difference is high.

3.3.4 Explanations for the Faults

The RouteMonitor system detected problems in
the DVMRP infrastructure that had not been de-
tected by other means. Figures 2 and 3 indicate
there was high level of overall instability and this
instability had been occurring for at least several
months. Figures 4 and 5 indicate some sources

were suffering from severe routing problems. Prior
to RouteMonitor, the general problems were not
widely recognized and the specific faults had not
been detected.

One explanation for this is that routing protocol
fault detection is often driven by end user com-
plaints. If the path to a source changes frequently,
that source will have difficulty sending multicast
packets but the ability to receive packets is not di-
rectly affected. Only an end user sending packets
would notice the problem and initiate an ad hoc
investigation. Most sites are frequently receivers,
but only infrequent senders. Sites with frequently
changing routes would only notice the problem if
they acted as senders. Other sites might notice
an added load, higher packet loss rates, or other
general problems. The fact these problems did not
lead to more rigorous investigations may simply in-
dicate that end-users will suffer a certain level of
poor performance before actively seeking help.

In a more general sense, higher layer proto-
cols are designed to be robust. Legitimate route
changes do occur and higher layer protocols should
work despite these changes. Higher layer protocols
ranging from TCP[Pos81] (unicast only) to audio
tools have proven extremely robust in hiding under-
lying problems. But hiding instability has perfor-
mance costs for the end user as well as the network.
Routing protocol fault detection tools need to be
as robust in finding errors as higher layers are at
hiding them.

Without a problem report for a specific source, it
is not surprising that active monitoring tools such
as mitrace did not discover the problem. But it
may seem surprising that passive monitoring tools
such as SNMP did not find the problem. The diffi-
culty lies in noticing the difference between legiti-
mate change and problem behavior. Using traps or
polling, SNMP can detect route changes or route
time outs. But routes can change or time out for
a number of valid reasons such as the failure of
a critical link. When a link does fail, the route
may change several times before converging on the
new correct route. Thus route changes, even sev-
eral route changes, would not necessarily indicate
a problem. To detect the problem, one would have
to observe that a route continuously changes over
a sufficiently long time such as days or weeks.

This kind of long term observation costs the



router resources. Considering that there are over
4000 active routes, long term observation of all
routes may be tedious and unrealistic. Long term
monitoring of some routes has a probability of
catching the problem, but how should one de-
cide which routes to monitor? What threshold of
changes should raise a warning? A high thresh-
old can miss problems. A low threshold can report
hundreds of potentially faulty routes. Of these po-
tentially faulty routes, which does one pursue fur-
ther?

We do not claim it would have been impossible
to discover these problems using only a system like
SNMP. However, periodic polling via SNMP puts
extra load on production devices and only leads us
to suspect some routes. It does not yet identify
the location or the cause of the problem. Finally,
note that monitoring the actual faulty router would
not have revealed any problems. For example, the
bursty router from section 3.3.1 would simply re-
port stable routes. Even if one suspected a prob-
lem with lost updates, the bursty router believes it
is sending the correct number of updates and one
would eventually be forced to observe the packets
directly.

RouteMonitor provided a simple method to de-
tect problems and added no cost to the routing pro-
tocol or the routers. RouteMonitor is not involved
in forwarding packets. It runs on a host and its pri-
mary job is to collect and analyze data. For Route-
Monitor, a natural question to ask is which routes
change most frequently. In fact, RouteMonitor au-
tomatically posts a list of the current week’s worst
routes, the frequent flappers. The frequent flapper
list is sorted by the average number changes per
hour during that week. Based on this data, some
suspect routes are immediately obvious. Closer
analysis of the data, such as figures 4 and 5, clearly
indicates problems are occurring.

3.4 Results Achieved with the DVMRP
RouteMonitor

Most of the frequently changing routes could be
traced to one of three problems described above.
We contacted the vendors of each implementa-
tion mentioned and they produced fixes for the
bugs. The fixes for sending bursts of updates (sec-
tion 3.3.1) and false aggregation (section 3.3.3)

have been introduced in newer releases of these im-
plementations. The unicast/multicast route confu-
sion (section 3.3.2) can be solved via the router’s
configuration file and details on how to do this were
posted on the RouteMonitor web page.

RouteMonitor also sent weekly email message to
the mailing lists for MBone router operators and
its European equivalent. At the end of each week
RouteMonitor determined which routes changed
the most during the week. Only one route per
autonomous system (AS) was included in the list.
The email was sent to the mailing lists in order to
inform sites of potential problems and help speed
deployment of patches which could correct much of
the instability in the network.

This approach was successful and the sites re-
sponsible for the worst problems deployed the
patches. In the current MBone, the average
number of stable routes has improved from 67%
to 95% and no routes currently average over 60
changes per hour. RouteMonitor data is no longer
sent to any mailing lists. The RouteMonitor
web site continues to provide hourly reports at
http://ganef.cs.ucla.edu/ “masseyd /Route. Route-
Monitor is freely available and has been installed
by over a dozen sites.

4 Summary

Routing protocol faults can occur due to faulty
hardware, incompatible implementations, incorrect
configurations, protocol design flaws, and malicious
attacks. A fault at a single site can have far reach-
ing consequences for large portions of the network.
Routing protocol faults have been a source of trou-
ble since the the creation of the ARPANET and
continue to present problems for the modern Inter-
net and the MBone.

Reliable systems for monitoring the routing pro-
tocols are required to ensure reasonable perfor-
mance and to guard against malicious attacks.
Current systems are able to cope with only some
of the potential threats. We have presented an ef-
fective approach to network monitoring and fault
detection. OQOur system added a collection of vir-
tual routers called RouteMonitors into the network.
These virtual routers allowed us to monitor the net-
work without adding load to the routing protocols
or routers. By focusing on the specific routing pro-



tocols, our system can detect faulty behavior that
may elude other methods.

In the MBone, we discovered that a rela-
tively small number of faults had been creating
widespread problems. Some sites were unable to
send data due to frequent route changes. All sites
suffered from some type poor performance, rang-
ing higher packet losses due to excessive DVMRP
overhead at the routers. Existing tools and trouble
reports by end-users had not detected these prob-
lems.

Using the DVMRP RouteMonitor system, we
were able to identify the source of these problems.
RouteMonitor accomplished this without adding
additional load to the DVRMP routers and with-
out generating additional traffic. It also facilitated
sharing between different administrations. Route-
Monitor allowed sites to share routing data without
sharing access to internal routers and hosts. Using
this system, we were able to obtain data from sev-
eral sites, detect and correct the faults, and sub-
stantially improve the performance of the MBone
DVMRP infrastructure.

DVMRP RouteMonitors continue to pro-
vide a system for monitoring and detecting
faults in the DVMRP infrastructure. The
RouteMonitor software is freely available from
http://ganef.cs.ucla.edu/ masseyd /Route and has
been deployed by a number of sites. RouteMonitor
can be installed on any MBone host by simply
down loading the package and running the install
script.

4.1 Future Work

This work primarily discussed a DVMRP Route-
Monitor, but the same principle applies to proto-
cols other than DVMRP. Work is underway on an
MBGP RouteMonitor to study the behavior of this
new protocol. Protocols such as MBGP and BGP
offer a greater potential for automatic fault detec-
tion. Route updates for these protocols include a
path to the source instead of simply the distance
reported by DVMRP. This provides RouteMoni-
tor with more information to use in constructing
views of the network and detecting routing proto-
col faults.

Automatic detection of faults is the objective of
any monitoring system. The results presented here

used a combined automated RouteMonitor work
with manual analysis of the data. A number of
faulty behaviors could be automatically detected
by having RouteMonitor automatically check cer-
tain axioms. For example, the number of updates
for a source must be greater than the number of
minutes over which the source has been observed.
The number of sources reported by a router must
equal the number of sources advertised by neigh-
boring routers. We are investigating enhancements
that allow for a higher degree of automated detec-
tion.

As we illustrate, fault detection often requires
more than one observation point. How to identify
the optimal observation points for a given topol-
ogy is an open question. The optimally deployed
RouteMonitors could exchange data to automati-
cally locate the source of network problems.

An ideal scenario would be for cooperating
RouteMonitors to be deployed throughout the In-
ternet. While technically possible, sharing infor-
mation between different administrative domains
is often a challenge in diplomacy and Internet-
wide RouteMonitors are perhaps unlikely. How-
ever, within portions of the Internet RouteMoni-
tors can provide substantial detection ability. Or-
ganizations can choose to easily cooperate and
share RouteMonitor data in response to problems.
RouteMonitors can be deployed within a large ISP
or corporate network to provide fault detection
within that portion of the network as well as a view
of what outside networks are advertising.

A coordinated, distributed system of RouteMon-
itors can give insight into the behavior of a rout-
ing system that is not available using any other
method. This insight can help network adminis-
trators to better understand their networks, not
only to understand what is normal but also to help
gain understanding of abnormal behavior.
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