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Abstract In this paper, we study why the current assurance
services (AS) architecture with profilers/markers at edge routers
and with queue management mechanisms (RIO) at core routers
cannot achieve throughput assurance and fairness. Based on the
findings of the simulation study, we propose an enhanced version
of the time sliding window (TSW) profiler, called the enhanced
TSW (ETSW). We also design two enhanced versions of the RIO
queue management mechanism, called respectively, the (r, RTT)-
adaptive algorithm and the dynamic RIO (DRIO) algorithm, based
on rigorous, analytical reasoning. To validate the proposed de-
sign, we implement the proposed mechanisms, along with the 2-
window TCP scheme [3], the three color-marker scheme [4, 7], and
the CSFQ scheme [?], in ns-2 [8], and examine their behavior un-
der a variety of network topologies and traffic sources. The sim-
ulation results indicate that both DRIO and (r, RTT)-adaptive
algorithms, when combined with ETSW, do fulfill more satisfying-
ly the throughput assurance and fairness requirements, especially
under the case that AS flows require different target rates, incur
different round trip times, or co-exist with non-responsive UDP
flows.

Index Terms — Differentiated services, profilers, queue manage-
ment mechanisms.

1 Introduction

Motivated by the enriching content of multimedia ap-
plications and by the changing requirements and func-
tionality at the user sides, network services with different
levels of QoS for multiple-point applications have become
increasingly demanding. Recently, the IETF DiffServ
(Differentiated Services) working group has proposed,
based on the two proposals by Clark [?] and Jacob-
son [?], a differentiated services architecture that relies
on packet tagging and lightweight router support to pro-
vide premier and assured services that extend beyond
best effort [5].

In the DiffServ architecture, a source specifies a ser-
vice class (e.g., premium, assured, or best effort) and a
service profile, that indicates the amount of traffic that
the sender negotiates to send in the specified class. In
particular, the class of assured services (AS) is intend-
ed to give the customer the assurance of a minimum

The work reported in this paper was supported in part by NSF
under Grant No. ANT-9804993.

throughput (called the target rate), even during period-
s of congestion, while allowing it to consume, in some
fair manner, the remaining bandwidth when the network
load is low. More specifically, the two major require-
ments of assured services are:

Throughput assurance: Each flow should receive its
subscribed target rate on average;

Fairness: The surplus (unsubscribed) bandwidth is
evenly shared among AS and best-effort flows.

There are two major components to realize the above
objectives in the AS architecture: (i) the packet marking
mechanism (which includes meters and markers) at edge
routers to classify packets as in-profile or out-of-profile
prior to their entering the network, and (ii) the queue
management mechanism used at core routers to differ-
entiate and forward packets based on their service class
and marking. In the current AS architecture, the to-
ken bucket and the time sliding window (TSW) are the
two most commonly used profilers, and the RED with
IN and OUT (RIO) has received the most attention a-
mong all the router mechanisms proposed for assured
services. Although the current AS architecture is sim-
ple and does not require per-flow state information, as
reported in [?,?], it cannot meet the throughput assur-
ance and fairness requirements under certain cases.

In this paper, we study why the current AS archi-
tecture cannot achieve throughput assurance and fair-
ness. Based on the findings of the simulation study, we
then propose an enhanced version of TSW, called the
enhanced TSW (ETSW), to eliminate the drawbacks of
both the token bucket and the TSW profiler. We also
design two enhanced versions of the RIO queue man-
agement mechanism, called respectively, the (r, RTT)-
adaptive algorithm and the dynamic RIO (DRIO) algo-
rithm, to improve the degree of throughput assurance
and fairness for assured services. Both queue manage-
ment mechanisms are derived based on rigorous, analyt-
ical reasoning. To validate the proposed design, we im-
plement the proposed mechanisms, along with the other



existing mechanisms, in ns-2 [8], and examine their be-
havior under a variety of network topologies and traffic
sources. The simulation results indicate that both DRI-
O and (r, RTT)-adaptive algorithms, when combined
with ETSW, do fulfill more satisfyingly the throughput
assurance and fairness requirements. The simulation re-
sults also indicate the proposed schemes outperform two-
window TCP [?], three-color marker [4, ?], and CSFQ [7],
under most of the cases.

The rest of the paper is organized as follows. After
the introductory part, we study in Section 2 the problems
associated with each network component — the profiler at
an edge router and the queue management mechanism at
a core router inside the network — in the AS architecture.
In Section 3, we propose an enhanced version of TSW,
ETSW. In Sections 4-5, we present two enhanced ver-
sions of the RIO queue management mechanism, namely
the (r, RT'T)-adaptive algorithm and the dynamic RIO
(DRIO) algorithm. In Section 6, we evaluate, and com-
pare the performance of, the proposed schemes against
RIO and the other schemes. We conclude the paper with
Section 7.

2 Problems Associated with the Current
Assured Services Architecture

Setup of the Simulation Environment: Two type-
s of topologies are used in our simulations. First, we
consider a simple topology with TCP Reno hosts con-
necting to their respective destinations via one common
bottleneck link shown in Fig. 1. Second, we consider a
multiple-bottneck senario.In fig. 2, a thick line denotes
a link with 10Mb bandwidth and 5ms delay, and a thin
line denotes a bottleneck link with 5Mb bandwidth and
20ms delay. All TCP connections are bulk data transfer.
Either a token bucket or a TSW profiler is used to meter
and mark packets from each source node. RIO is used by
an interior router to preferentially dropping OUT pack-
ets. The two thresholds and the dropping probability
used for IN and OUT packets in RIO are 40/70/0.02 and
10/40/0.2, respectively. We refer to the scheme using a
TSW profiler and a RIO queue management mechanis-
m as RIO-TSW. All the simulations were performed in
ns-2 [8], with all TCP connections lasting at least for 20
seconds. The average throughput is calculated at the re-
ceiver after the TCP connection reach their steady state.

2.1 The Impact of Profilers/Meters

An effective profiler/meter should have the following
properties:

(P1) The average rate of packets marked as IN is ap-
proximately equal to the target rate contracted to a
flow;

Figure 1: The network topology used in the simulation.

(P2) Packets that are marked as OUT are evenly dis-
tributed, regardless of the burstiness nature of TCP
traffic, so as to reduce the likelihood of consecutive
droppings of OUT packets at core routers; and

(P3) The profiler can accommodate the short term dy-
namics of TCP traffic and when interfaced with the
queue management mechanism, collaboratively ful-
fill the throughput assurance and fairness require-
ments of AS.

Problem Associated with the Token Bucket Pro-
filer: A token bucket has two parameters: the size of
the token bucket o and the token generation rate p. It
is obvious that p should be set to the target rate of a
connection. The value of o cannot, however, be easily
determined. To demonstrate this, we conduct the fol-
lowing two experiments. In both experiments, there are
totally 12 TCP connections, 10 of which are AS connec-
tions, and the other 2 are best-effort connections. The
ith AS connection requires a target rate of [(i+1)/2] Mb
(0 <€ i <9). The bottleneck bandwidth is 33 Mb. All
the TCP connections have the same RTTs. The value of
o used for a flow is set to 1/10 of the target rate value of
that flow in the first experiment, and 2 Mb in the second
experiment. Tables 1-?7 give the goodput, the average
rate of IN packets, and the average rate of OUT packets,
received at destinations for the two experiments.

Flow small ¢ large o
Total | IN | OUT || Total | IN | OUT
0 1.54 0.71 0.82 0.95 0.93 0.20
1 1.60 0.74 0.86 1.02 0.92 0.86
2 1.84 1.33 0.51 2.20 2.05 0.14
3 2.19 1.47 0.72 2.10 1.98 0.12
4 3.34 1.95 0.38 3.07 2.89 0.18
5 2.65 2.02 0.62 3.01 3.01 0
6 3.19 2.64 0.54 4.07 4.05 0.18
7 3.21 2.65 0.55 4.15 4.09 0.60
8 3.60 3.25 0.34 5.29 5.02 0.27
9 3.67 3.22 0.44 5.32 5.27 0.43
10 0.65 0 0.65 0.56 0 0.56
11 0.53 0 0.53 0.49 0 0.49

Table 1: The performance of token bucket profilers in
the case of small values of p.



Figure 2: The network topology used in the simulatior

As shown in Table 1, the token bucket does not ac
commodate the burstiness nature of TCP traffic wel.,
when o is set to a small value (1/10 of the target rate
value). Due to token loss when a TCP flow does not
transmit at its target rate are lost, the average rate of
packets marked as IN is less than the target rate. (P1)
is violated. On the other hand, in case of large value of
o, token bucket profiler performs reasonabely well. But
as shown in Table 1 the OUT packet rates varied a lot
among different flows. Since the average rate of OUT
packets received at destinations directly reflects how fair
the surplus bandwidth is distributed among flows, a large
value of ¢ introduces unfairness. (P3) cannot be pre-
served under this condition. Also, in both cases, some
packets in a burst may be consecutively marked as OUT
and preferentially dropped at core routers ((P2) is vio-
lated), causing the congestion window to be repeatedly
reduced.

Problem Associated with TSW: TSW has two
components: a rate estimator that estimates the pack-
et rate over a time of length wlen, and a marker that
tags packets as IN (OUT) when the estimated rate is
lower than or equal to (greater than) the contracted tar-
get rate. There are two approaches to use the TSW
as the profiler/meter. In the first approach, the pro-
filer remembers a relatively long past history (wlen is
large). When a packet arrives, it calculates avg_rate as
i ;’;ﬁi;‘;ﬁgiﬁigm}me . When avg_rate exceeds the tar-
get rate, packets are marked as QUT with probability
p= a”g‘mif)_ff:f:t‘rate. The drawback associated with
this approach is that it keeps a long past history and
cannot reflect well the traffic dynamics of TCP.

In the second approach, the profiler remembers a rel-
atively short history and looks for the peak of a TCP
sawtooth when the packet rate exceeds 1.33x the target
rate, at which point, the profiler marks packets as OUT
with probability p. This approach is more effective to
accommodate the TCP traffic dynamics, but as shown
in the following experiment, it tends to mark more pack-
ets as IN when the actual throughput attainable, r,, is
significantly higher than the target rate. That is, (P1)
is violated. Setting of the experiment is the same as
previous one. Table 2 gives the average rate of IN pack-
ets under the use of different values of watermarks (the
results of the 2 TCP best-effort packets is zero).

Under the well-subscribed case (i.e., the total con-
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Figure 3: The effect of TCP oscillation on the average
rate of packets being marked as IN.

tracted profiles/bottleneck bandwidth = 30 Mb/33 Mb
= 90%), the watermark of 1.33x the target rate performs
better in the sense that the average rate of IN packets
is very close to the contracted target rate. (Note that
in the case of using 1.1x the target rate as the water-
mark for the well-subscribed bottleneck link, the aver-
age rate of IN packets is less than the contracted target
rate for most connections.) On the other hand, in the
under-subscribed case (i.e, the total contracted profiler-
s/bottleneck bandwidth = 30 Mb / 50 Mb = 66%), the
watermark of 1.1x the target rate outperforms, because
TSW with the 1.33x the target rate watermark tends to
tag more packets as IN than it should have.

The reason why the performance of TSW is sensitive
to the watermark values is as follows. Due to the TCP
congestion control mechanism, the instantaneous trans-
mission rate by a TCP connection oscillates between 0.66
and 1.33 of its actual throughput r,. If r, is close to the
target rate (e.g., under the well-subscribed case, Fig. 3
(a)), 1.33x the target rate serves as a good watermark to
tag packets as OUT. Otherwise (Fig. 3 (b)), if r, is much
higher than the target rate, the sawtooth-like curve that
depicts the instantaneous TCP transmission rate is shift-
ed up in Fig. 3, allowing more packets to be marked as
IN. (The shaded area in Fig. 3 (b) indicates the fraction
of extra packets that are marked as IN.)

Flow | 1.33 X target rate | 1.1 x target rate
33Mb 50Mb 33Mb 50Mb
0 1.01 1.22 1.00 1.02
1 1.07 1.20 1.01 1.03
2 2.16 2.46 2.04 2.08
3 2.13 2.42 1.89 2.06
4 3.23 3.47 3.12 3.10
5 3.26 3.30 2.95 3.07
6 4.24 4.83 3.52 3.88
7 4.20 4.35 3.55 3.99
8 5.24 4.98 4.17 4.98
9 5.13 5.77 4.11 4.93

Table 2: The average rate of IN packets under TSW with
respect to different watermarks.



Flow Rt bw = 100 Mb bw = 33 Mb

(Mb) | Ideal | Total | IN [ Ideal | Total [ IN
0 1 8 6.72 1.26 1.3 1.07 1.01
1 1 8 6.06 1.31 1.3 1.12 1.07
2 2 9 6.53 2.64 2.3 2.23 2.16
3 2 9 7.26 2.59 2.3 2.17 2.13
4 3 10 8.50 3.99 3.3 3.29 3.23
5 3 10 7.64 3.87 3.3 3.33 3.26
6 4 11 9.13 5.31 4.3 4.31 4.24
7 4 11 8.08 5.18 4.3 4.26 4.20
8 5 12 9.45 6.54 5.3 5.28 5.24
9 5 12 8.72 6.56 5.3 5.15 5.13

Table 3: The performance of RIO-TSW for TCP connec-
tions with respect to different target rates in the cases
that the bottleneck link bandwidth is 33Mb and 100Mb,
respectively.

2.2 The Interaction between TCP Conges-
tion Control and RIO

Performance of RIO-TSW for TCP Connection-
s with Different Target Rates: In this experimen-
t, we study the performance of RIO-TSW with respect
to different target rates under the well-subscribed and
under-subscribed cases. By ”well subscribed” (“under
subscribed”), we mean that the total contracted pro-
files take up 90% (60%) of the bottleneck link band-
width. There are 10 AS TCP connections. The RTT
is set to 40 ms for all the TCP connections. Table 3
gives the ideal throughput, the goodput, and the av-
erage rate of IN packets accepted at their destination-
s. Note that the ideal throughput is calculated as the
target rate +Ww Two observations can be
made from Table 3: first, although RIO-TSW perform-
s reasonably well when the network is well subscribed,
it favors connections with small target rates. This phe-
nomenon is especially pronounced when the network is
extremely under subscribed. Second, in the case that the
network is under-subscribed, TSW tends to mark pack-
ets as IN more than it should have as was elaborated on
in Section 2.1.

Performance of RIO-TSW for TCP Connection-
s with Different RTTs: In the second experiment,
there are 2 TCP best-effort connections and 10 TCP AS
connections with 5 of them requiring a target rate of 1M-
b, and the other 5 requiring a target rate of 5Mb. The
RTTs for AS connections of the same target rate varies
from 20 ms to 100 ms, respectively. The RTTs for the
best-effort connections are set to 40 ms. Fig. 4 gives the
simulation results of the goodput versus RTT. As shown
in fig. 4, connections with larger values of RT'T cannot be
assured of its target rate, while those with smaller values
of RTT take up more than its target rate. The reason
why RIO-TSW cannot fulfil assurance requirement is as
follows: due to the TCP congestion control mechnism, a
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Figure 4: The performance of RIO-TSW for TCP con-
nections with different RTTs

connection with larger RTT or larger target rate, tends
to take more regain its original window size after a packet
loss. Similar findings are also reported in [?].

3 The Enhanced Time Sliding Window
Profiler

/* Upon arrival of a packet from flow ¢ */
estimate the long-term transmission rate R;;
estimate the short-term sending rate Rg;
if (R; — Rs) > threshold
watermark < watermark +4d;
else if (R; — R;) > threshold
watermark < watermark —d;
if (Rs < r'™x watermark)
mark the packet as IN;
else {
/* calculate the dropping probability for flow ¢ */
10. p; + (Rs — '™ x watermark)/Rs;
11. mark the packet as OUT with probability p;;
12. }

R I ol o

Figure 5: The procedure taken to update the watermark
and to mark packets in ETSW.

We now propose an enhanced version of TSW, called
ETSW, that retains the nice features of both the short-
term and long-term tsw profilers, while eliminating their
drawbacks. Fig. 3 outlines the procedure taken by
ETSW to update the watermark and to mark packets.
Instead of using one fixed value as the watermark, ETSW
adjusts its watermark between 1.0 and 1.33 based on
both the long-term and short-term average rates. Both
threshold and the increment/decrement step 0 are tun-
able parameters. (In our experiment, § = 0.01) Table 3
gives the simulation results of ETSW under the well-
and under-subscribed cases for the same simulation set-
ting as in Table 2. By comparing Table 3 and Table 2,
one can see that ETSW outperforms both in the well-
and under-subscribed cases in the sense that the average



Flow bw = 33Mb bw = 50Mb

Total IN ouT Total IN ouT
0 1.22 0.95 0.26 1.70 0.98 0.71
1 1.23 0.95 0.27 1.81 0.97 0.83
2 2.23 1.99 0.23 3.30 1.95 1.34
3 2.20 1.97 0.22 3.33 2.02 1.31
4 3.17 3.00 0.17 3.90 2.96 0.94
5 3.17 2.98 0.19 4.45 3.01 1.44
6 4.10 3.98 0.12 5.28 3.86 1.42
7 4.12 3.97 0.14 5.19 4.00 1.20
8 5.13 4.99 0.13 5.73 5.02 0.70
9 5.03 4.92 0.11 6.70 5.04 1.66
10 0.16 0.00 1.68 0.56 0.00 0.56
11 0.15 0.00 1.58 1.68 0.00 1.68

Table 4: The performance of ETSW under the well- and
under-subscribed cases.

rate of packets marked as IN for a connection is approx-
imately equal to its contracted target rate.

4 The (r'™", RTT)-Adaptive Scheme

In this and next sections, we discuss two schemes
that alleviate the aforementioned undesirable coupling
effect of TCP congestion scheme and RIO queue mange-
ment mechniasm, and improve the throughput assurance
and fairness for AS. The first strategy, which we call the
(ri", RTT)-adaptive scheme, intends to alleviate the ef-
fects of r™” and RTT on the throughput by figuring them
in the calculation of the dropping probability, p¢“t, for
flow i used in RIO. The second strategy, which we call
the dynamic RIO scheme, monitors, without keeping the
per-flow queue structure, the number of OUT packets of
a connection received at each core router, and punishes
connections that send more OUT packets than their fair
share.

There are two major features associated with the (ri",
RTT)-adaptive scheme. First, each output interface of a
core router is equipped with a three queue structure: one
queue is for packets that require the premium service, an-
other is for packets that require the assured service, and
the other is for the best-effort traffic. The three queues
are served by simple priority, premium packets first. In
the case that there is no premium packet present, if the
first packet in the AS queue is an IN packet, it is served;

and with probablhty e the ﬁrst packet in the best
effort queue is served, where ne and np are the number
of active AS and best-effort flows at the core router, and
can be on-line estimated using the zombie list mechanism
reported in [6]. The isolation of AS flows from best-effort
flows by enqueueing their respective packets into two
separate queues prevents non-adaptive best-effort UD-
P flows from consuming a large portion of buffers (and
hence the output bandwidth) at the expense of deteri-
orating the throughput assurance of adaptive TCP AS

flows.

Second, the dropping probability used in the random
early drop mode is now dynamically adjusted based on
ri" and RTT. In RIO, the dropping probability, p¢“t, is

given by:

avg_queue — minth_out
mazth_out — minth_out’

out _ ,out
p - Pmazx

(4.1)

for minth_out < avg_queue < magzth_out, where po%  is
same for all flows.

In the (ri", RTT)-adaptive scheme, Eq. (4.1) is still
valid, but p2*_ is now configured as a function of ri"
and RTT and may change for individual flows. Concep-
tually, we increase p2%  for flows with smaller values of
ri" and RTT so as to compensate the coupling effect of
TCP congestion control dynamics and RIO queue man-
agement.

First, we define the following terms:

(i) rim, r¢¥t: the rates at which flow i sends its IN and
OUT packets, respectively;

(ii) pin, p?*t: the (steady state) probability of IN and
OUT packet dropping probability of flow i, respec-
tively at a core router. If the queue management
mechanism is well provisioned, pi® = 0;

(iii) R; =ri™ + r¢': the total sending rate of flow i;

(iv) p;: the (steady state) packet dropping probability

1.'n out

T; out.
of flow i, i.e., p; = + T;Mrr:_m “Di s

in out pi
r; +7‘i

(v) T;: the sustained throughput of flow i. If the queue
management mechanism is well provisioned, T; =
ri g (1= )

(vi) 7;: the round trip time of flow i;
(vii) d;: the packet dropping rate of flow i.

We consider two flows that share a bottleneck link. The
ratio of packet dropping rates between the two flows can
be expressed as

di:dy = Ri-p1:Rz-po
= Ty -p1:T5-po under d; << T;
~ 1 1
= T;
T -2 Tp-r2 X v

et ).
e (= a7

12

(4.2)

On the other hand, the ratio of packet dropping rates
between the two flows can also be expressed as

dl Zdz — (Tinplln +T(1)ut out) . (T,;n A

out p,out
rip1

in out out
Py + 13" - pat)

assuming that pi" =0  (4.3)

out ,out ?
LE )



Let ny = n, + ny denote the number of active AS
and best-effort flows at the core router, B the avail-

able bandwidth for AS and best-effort flows, and S £
(B — Y ri")/n; the surplus bandwidth to be evenly
shared per active flow. To enforce fairness, the rate of
OUT packets received at destinations should be equal
between the two connections:

(g =g (g3t =S (44)
Hence,
: pivt . pg*
dy:dy = T T pgt (4.5)
Equating Eqgs. (4.2) and (4.5), we have
pout 2
1271)01“5 +p,0"t zout : Tz'2 = const. (46)
K2
With Eq. (4.4), Eq. (4.6) can be re-written as
W(T’ + )— const. ( . )
Eq. (4.7) along with the boundary condition
pout pout 2
,r.zn 2 _Fmaexr  _ i Ti , 4.8
Z p?r%f:c ; 1-— p;)ut ( )
where po¥ is the default value used in RIO, can be

used to numerically calculate p¢“t if the parameters ri",

T;, and S are known upon arrival of an OUT packet from
flow 4. In fact, all possible values of p¢%t can be calcu-
lated off-line usmg Eqgs. (4.7)-(4.8) and stored in a table
indexed by ri", 7;, and S. Each packet carries 7i" and
T; in its header. S can be on-line estimated by the core
router using the zombie list mechanism in [6]. Upon ar-
rival of an OUT packet, a core router uses the parameters
as indices, does a table lookup to determine the value of

p?¥t, and uses the value found as p2¥  in Eq. (4.1).

5 The DRIO Scheme

As will be discussed in Section 6, the (ri", RTT)-
adaptive scheme does not perform as well as expected
under the case AS flows incur different values of RTTs.
In this section, we propose an alternative strategy, called
DRIO, in which a core router monitors, with the use of
a single history list, the OUT packets sent by connec-
tions and preferentially drops OUT packets sent by con-
nections that have sent more OUT packets than their
fair share. DRIO achieves per-flow monitoring without
requiring the per-flow queue structure, and also adapts
well in the case that multiple bottleneck links exist.

Fig. 5 outlines the operations of DRIO. Each core
router keeps, for each of its outgoing interfaces, a history

/* Upon arrival of an OUT packet pkt from flow ¢ */

1. if (avg_queue_length > maxzth_out)

2 drop(pkt);

3. else if (avg_queue_length > minth_out) {

4 /* DRIO takes effect */

5. if (Mfull(history_list))

6. insert(pkt.flow_id, &history_list);

7 else {

/* randomly pick up two elements from history_list
and compare pkt.flow_id against them */

8. num_hit < history_comparison(pkt.flow_id, history_list);
9. if (num_hit == 2) { /* double hit */
10. drop(pkt);
11. pout Epout + (5
12. if (p2¥t > 1.0) p Ouf «— 1
13.
14. else if (num_hit == 1) /* one hit and one miss */
/* with probab111ty pg¥t drop the packet */
15. if (rand()> p2¥?) drop(pkt)
16. else
17. insert(pkt, &pkt_queue);
18. else { /* double miss */
19. replace one selected element with pkt.flow_id;
20. insert(pkt, &pkt_queue);
21. if (rand() > ¢) {
/* q is universally used by all the connections */
29. pout «— paut 5.
23. if (pout < 0.0) pfmt « 0
24.
25.

26. } /* end of the case of a full history_list */
27. } /* elseif */

28. else /* aug_queue_length < minth_out */
29. insert(pkt, &pkt_queue);

Figure 6: The operations of DRIO.

list of IDs for K flows whose OUT packets are recently
seen. The history list starts out empty.

Upon receipt of an OUT packet, if the average queue
length falls between the two RIO watermarks, minth_out
and mazth_out, DRIO takes effect: if the history list
is not full, the flow id of the OUT packet is added to
the history list; otherwise, two elements are randomly
selected from the history list and compared against the
flow id of the OUT packet. We say that a hit (miss)
occurs if the flow id of the OUT packet is (not) the same
as that selected from the history list. There are three
possible outcomes for the comparison: a double hit, a
double miss, or a combination of one hit and one miss.

In the case of a double hit, the packet is dropped and
the probability, p?*t, of dropping OUT packets for this
connection is increased by a fixed amount, §, where §
is a tunable parameter. In the case of one hit and one
miss, the packet is dropped with probability p¢“*. In the
case of a double miss, one of the two elements selected
from the history list is replaced with the flow id of the
packet, the packet is enqueued , and p¢“ is decreased
by a fixed amount, &, with probability ¢, where ¢ is a
parameter used by all the connections whose value is yet
to be determined (Section 5.1).



Note that to implement DRIO, we have to keep track
of p?¥’s for active flows. To this end, we maintain a
separate list, called the probability list, each entry of
which contains (i) the flow id of an active flow, (ii) the
value of p?** used for the flow, and (iii) the time stamp
when the entry was last updated. In the case that the
dropping probability of a flow ¢ has to be adjusted, the
probability list is searched. If no entry can be found
with a matched flow id, flow 7 is assumed to be a newly
active flow and starts with a default value; otherwise, the
corresponding p¢¥* value is used. The outdated entries
in the probability list are periodically purged based on
timestamp value.

The rationale behind the DRIO operations is as fol-
lows. Since buffer occupancy in the history list depends
on the rate at which each flow sends its OUT packets,
the probability that a hit occurs upon arrival of an QUT
packet from flow ¢ (in the single bottleneck link case) can
be approximated as

Tqut

L — (5.1)

out ”
i"i

Pn =

If flow i tends to send more OUT packets, 77%¢ (and hence
pr) is large. As a result, the number of hits serves as a
good indication of whether or not a flow has sent exces-
sive OUT packets. DRIO can be readily extended to the
general case in which K elements are randomly picked up
from the history list for comparison. Simulation results
show that a scheme with a single comparison (K = 1)
is not as sensitive in punishing aggressive flows as DRIO
and the gain in increasing the number of comparisons
beyond 2 is marginal. To prevent p¢* from being too s-
mall, p?* only decreased with probability ¢ when double

k3
miss occurs. The value of ¢ is critical to the Section 5.1.

5.1 Analysis on DRIO

The analysis serves two purposes: (1) determination
of the probability ¢; (2) study of how sensitive DRIO is
in reacting to aggressive flows that send excessive OUT
packets and achieving fairness.

Discrete-Time Markov Chain: For ease of analy-
sis, we consider the case of a single bottleneck link. We
model the system evolution of a flow 4 under DRIO as an
embedded discrete-time Markov chain (DTMC). Let the
packet dropping probability, p?“t, of flow i, be denoted

(3
as pf"t = kx4, where0 <k <N 2 [1.0/6]. The system
is observed upon every packet arrival when DRIO takes
effect and the state of the DTMC is defined as k. The
probability of a double hit, psp, and the probability of a
double miss, pa.,,, can be expressed, respectively, as

rqut 9
P = (=u) > (5.2)
T

J

prout 9
- (1 B .zro.“t) )
77

(5.3)

The state transition probability, FP;;, for the DTMC, is
thus

D2h J=i+1,
Pj=< 1—pop—pom-q Jj=14, (5.4)
Dam - q J=1—1

Let the steady state probability that the DTMC is in s-
tate k be denoted as 7(k), and # = [7(0),nw(1),...,m(N)]
and P = [P;]. Solving 7 =7 P and ), w(k) = 1, we

have
k

w(k =7
(k) S

p= Pah  _ (rgvt)?
P4 (i)

The average probability of dropping OUT packets for
flow i is thus

, 0<k<N, (5.5)

where

(5.6)

_ N N Ak
pIt=56xY k-m(k)=6x Zizok- P (5.7)

N .
k=0 Yo P

Determination of ¢: For a given desirable value of
p?¥t, the values of p can be determined from Eq. (5.7).
Denote the value of p thus obtained as p. Then, ¢ =
(%)2 -5 in DRIO. Now to enforce fairness, we use
in Iﬁ{Ié) the value of ¢ obtained under the assumption
that all the flows send their OUT packets at the same

rate (ry“t = rgut):

1 (59)
(= ——5— :
(s =175

where ny is the number of active flows and can be esti-
mated using the zombie list mechanism proposed in [6].

Sensitivity study of DRIO: If a flow i tends to send
more OUT packets £(> 1) times than the other flows,
the value of p in its corresponding DTMC becomes

. (n—Drgt s, 2 A
p for flow i = ((=——7)° - p=L°p. (5.9)
i T

This implies that the packet dropping probability of flow
i is £2 times more likely to be increased than to be de-
creased as compared to the other flows. That is, DRIO
penalizes flow ¢ by dropping more of its OUT packet-
s. To demonstrate how sensitive DRIO is in reacting
to aggressive flows that send OUT packets more than
their fair share, we depict in Fig. 7 p¢** as a function
of gt/ 3>, r¢"" under DRIO. (Also shown in Fig. 7 (b)

is p¢¥* under the schemes with a single comparison and




Mean Dropping Probabilty

Figure 7: Mean of the dropping probability pf“¢ vs. the
o1e . _ r;?ut
probability of a hit p, = 721- ot

ny = 10.

with K = 3 comparisons, respectively.) Without loss of
generality, p is set to be one. The reflection point occurs
out

at — = 1/n; (Fig. 7). When flow i sends OUT

pout
i J

out
packets more than its fair share, Zrir

?ut
i g
T;}ut
i ,’,;)ui
under DRIO. The sensitivity level of DRIO in increasing
the packet dropping probability increases as the number
of active flows increases. There is a gain in the sensitiv-
ity level using more comparisons, but the gain beyond

K =2 is marginal.

> 1/ny and

p?¥ increases rapidly to 1 with

(and vice versa)

6 Simulation Results

We have implemented in ns-2 [8] the proposed
(ri", RTT)-adaptive-ETSW and DRIO-ETSW schemes,
along with the 2-window TCP scheme [3], the three color-
marker scheme [4, 7], and the CSFQ scheme [?], and con-
ducted a simulation study to validate the proposed de-
sign and compare the performance of the proposed and
existing schemes under a vairety of network topologies
and traffice sources. The two thresholds and the drop-
ping probability used for IN and OUT packets in RIO-
TSW are 40/70/0.02 and 10/40/0.2, respectively. Each
data point is the result averaged over 5 simulation runs.

6.1 Comparison among proposed schemes

Comparison with respect to different target
rates: Fig. 8 gives the performance comparison among
Adaptive-ETSW, DRIO-ETSW and RIO-TSW with re-
spect to different target rates in the case that the bot-
tleneck link is 50Mb The simulation setting is the same
as that in Table 2. The ideal value is calculated as the
target rate + thesﬁ)rt%llu;}ﬁ%g’ :)ftﬂows‘ Adaptive-ETSW
performs better than RIO-TSW in terms of fairness in
both cases (the curve associated with Adaptive-ETSW
is in more parallel with the ideal curve in Fig. 8). The
degree of improvement is even more pronounced under
DRIO-ETSW.

Adpative-ETSW, Bottleneck 50Mb

——e&— Ideal Value

RIO-TSW
——  Adaptive-ETSW

(3 05 1 15 35 4 45 5

2 25 3
Target Rate(Mbps)

Figure 8: The comparison among Adaptive-ETSW,
DRIO-ETSW and RIO-TSW with respect to different
target rates in the case the bottleneck link is 50Mb

Comparison with respect to RTTs: Fig. 9 com-
pares Adaptive-ETSW, DRIO-ETSW, and RIO-TSW
with respect to RTTs in the case that the bottleneck link
is 33Mb , respectively. The simulation setting is the same
as that in Fig. 4. RIO-TSW is greatly affected by RTT,
and cannot fulfill the throughput assurance requirement
for 5-Mb flows (1-Mb flows) when RTT > 70 ms (RTT
> 85 ms). Adaptive-ETSW performs better than RIO-
TSW, but is still affected by RTT. We believe this is
because the vale of p¢¥ calculated using Eqgs. (4.7)—(4.8)
does not differ significantly enough under different RTT
values (the values of p¢*! usually differ only in the sec-
ond/third digit after the decimal point). DRIO-ETSW
is rather insensitive to the values of RTT, and performs
significantly better both in terms of throughput assur-

ance and fairness.

Comparison in the existence of non-responsive
UDP flows: To study how the three schemes perform
in the existence of UDP flows, we simulate 12 connec-
tions, 10 of which are TCP AS connections, with target
rates ranging from 1 Mb to 5 Mb, respectively, and the
others are UDP CBR connections with the sending rate
10 Mb. The RTT is set to 40 ms for all the connection-
s. Table 5 gives the simulation results in the existence

Different RTT, Bottleneck 33Mbps,

—o—  Target Rate (IMbps)
—e—  Target Rate(5Mbps)
—+—  RIO-TSW (1Mbps)

——  RIO-TSW (5Mbps)
e
e

Achieved Rate(Mbps)

- Adaptive-ETSW (1Mbps)

- Adaptive-ETSW (5Mbps)
DRIO-ETSW (1Mbps)
DRIO-ETSW (5Mbps)

,,,,,,,,

Figure 9: Performance comparison among Adaptive-
ETSW, DRIO-ETSW, and RIO-TSW with respect to
RTTs in the case that the bottleneck link is 33Mb
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Number of Congestion Links

5

Flow rin RIO-TSW Adaptive DRIO
(Mb) | Total | IN | Total [ IN | Total [ IN
TCP 0 1 1.42 0.94 1.94 0.98 2.20 0.99
TCP 1 1 144 | 093 | 234 | 0.96 | 2.20 | 1.00
TCP 2 2 223 | 1.81 | 3.28 | 2.01 | 2.99 | 1.97
TCP 3 2 212 | 1.77 | 3.27 | 1.94 | 2.74 | 1.96
TCP 4 3 2.92 2.68 4.49 3.07 3.88 2.97
TCP 5 3 3.08 2.82 4.46 2.97 3.88 2.97
TCP 6 4 375 | 3.64 | 5.61 | 4.10 | 4.81 | 3.97
TCP 7 4 3.88 | 3.64 | 527 | 4.02 | 474 | 3.99
TCP 8 5 4.77 4.59 6.25 4.95 5.65 4.93
TCP 9 5 4.6965 | 4.51 6.24 4.97 5.59 4.92
UDP 0 0 9.60 0 1.26 0 5.50 0
UDP 1 0 9.58 0 1.22 0 5.53 0
Table 5: The performance of RIO-TSW, Adaptive-

ETSW, and DRIO- ETSW in the existence of UDP flows.

of non-responsive UDP CBR connections. RIO-TSW is
greatly affected by the existence of UDP flows, and some
of the connections cannot attain their target rates. The
reason is as follows. The surplus bandwidth to be evenly
shared among connections in the 50 Mb bottleneck link
case is (50—30)/12 = 1.66 Mb, but each of the two UDP
flows captures more than 9.58 Mb. Consequently, the
maximum threshold, maxth_out, for OUT packets is con-
stantly reached, and most of the OUT packets of TCP
AS connections get dropped (see the two columns under
RIO-TSW in Table 5). As a result, the TCP connection-
s alternate between slow-start and congestion avoidance
phases, never going through the fast-recovery phase, and
hence cannot reach their target rates.

DRIO-ETSW can detect the flows that send exces-
sive OUT packets and preferentially drop their OUT
packets, and hence UDP flows cannot capture the sur-
plus bandwidth as aggressively as in RIO-TSW. Some
of the OUT packets of TCP AS connections may make
their way through the bottleneck link. However, DRIO-
ETSW still cannot totally eliminate the effect of non-
responsive UDP flows. Adaptive-ETSW, on the other
hand, is able to isolate UDP packets from AS packets
because of the three-queue architecture used at the core
router, and hence has the best performance.

Comparison under multiple bottleneck links: We
also consider the performance of proposed schemes under
the multiple bottleneck link topology (Fig. 2). There are
5 TCP AS connections, S; — D;, 1 < i < 5 along the
long path, each of which requests a target rate of 0.2 Mb.
On the long path, there are another 5 interfering TCP
connections, S; — D;, 6 < i < 10, each of which requests
a target rate of 1.0 Mb. (Note that the target-rate of the
aggregated traffic along the long path is equal to that of
the interfering traffic.) All TCP connections run for 100
ms.

Fig. 10 gives the simulation results under the multi-
ple bottleneck link case. We observe similar trends in

Figure 10: The performance of RIO-TSW, Adaptive-
ETSW and DRIO-ETSW under multiple bottleneck
topology

the single bottleneck link case, except that in the perfor-
mance gap between DRIO-ETSW and RIO-TSW is even
more pronounced.

In RIO-TSW, as the number of congested bottlenecks
increases, the goodput of connections along the long path
decreases. In contrast, DRIO-ETSW dynamically moni-
tors the packet arrival pattern at each core router along
the path and punishes the connections that potentially
send more OUT packets and consume more bandwidth
that its fair share. As a result, it is not susceptible to
the number of bottleneck links.

6.2 Comparison with existing schemes

In this subsection, we compare the performance of
DRIO-ETSW, Adaptive-ETSW, (single-rate) three-color
marker, two-window TCP, and CSFQ. Note that the
three-color marker is only a profiler, we use triple-RED
gateway (or RED with Green, Yellow, and Red) as the
queue management mechnism which is a natually exten-
sion of RIO.

For the three-color marker (single rate) coupled with
the triple-RED queue management mechanism, the pa-
rameters for the profiler are set as follows: CIR = the
target rate of a flow, CBS = 3.0 Mb, and EBS = 1.0 Mb.
The parameters for the triple-RED queue management
mechanism are set as follows: (minth_green, maxth_green,

green) = (40, 70, 0.002), (minth_yellow, maxth_yellow,

mazx

vellow) — (40, 70, 0.002), and (minth_red, mazth_red,

max

pred )y = (10, 40, 0.02). For CSFQ, the averaging con-
stant K (used in estimating the flow rate), K, (used in
estimating the fair rate), and K. (used in making the
decision of whether or not a link is congested) are all set
to 100 ms. For two-window TCP, the token bucket size
is set to 100 ms x the token generation rate.

In the simulation, all 10 TCP flows have the same
target rates/weights, but their RT'Ts vary from 20 ms to
100 ms.

Several observations can be made from the fig. 12.

First, CSFQ and two-window TCp are sensitive to varia-
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Figure 11: Performance comparison of Adaptive-ETSW,
DRIO-ETSW, three-color marker, two-window TCP,
and CSFQ with respect to different target rates.

tion of RTT, becaue both schemes don not consider how
to alleviate the effect of TCP window dynamics on the
throughput assurance. Second, three-color marker cou-
pled with the triple-RED queue management mechanism
performs better than TSW-RIO, but the improvement is
not significant. Third, in nearly all the simulation runs,
DRIO-ETSW outperforms the other schemes in terms of
both throughput assurance and fairness.

7 Conclusion

In this paper, we have studied why the current AS
architecture cannot provide throughput assurance and
fairness. Based on the findings of the simulation study,
we then propose an enhanced version of TSW, called
ETSW, and devise, based on analytical reasoning, t-
wo enhanced versions of the RIO queue management
mechanism, called, respectively, the (r, RT'T)-adaptive
algorithm and the dynamic RIO (DRIO) algorithm. We
have also implemented in ns-2 the proposed mechanism-
s, along with two-window TCP [3], three-color marker
[4,7], and CSFQ [?], and examine their behavior un-
der a variety of network topologies and traffic sources.
The simulation results indicate that both DRIO and (r,
RTT)-adaptive algorithms, when combined with ETSW,

Bottleneck 50Mb,

—e—  Target Rate

ok - == Adaptive-ETSW
——  DRIO-ETSW

- +-  Three-color-marker

—s—  CSFQ

Two-window TCP

Figure 12: Performance comparison of Adaptive-ETSW,
DRIO-ETSW, three-color marker, two-window TCP,

and CSFQ with respect to different RTTs.

do fulfill more satisfyingly the throughput assurance and
fairness requirements. The simulation results also indi-
cate the proposed schemes outperform all other existing
schemes.
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