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Abstract

A numberof QoS routing algorithms have been pro-
posedto addressthe dual objectiveof selectingfeasible
pathsthroughthe networkwith enoughresoucesto satisfy
a connectionsQoSrequestwhile simultaneouslwtilizing
networkresouces efiiciently However theserouting al-
gorithmsand the guaranteesthey providedo not consider
the possibility of nodeand link failures. Thefailure of a
nodeor a link along a path can disrupt the continuity of
an on-goingsessiorand potentiallyterminatethe session.
Hencethe problemof QoSrouting shouldbe extendedto
incorporatereliability andfault-tolerancerequirementsin
this paperwe studythe impactof unreliable nodeson QoS
routing We describea sthemeto restoe theflowsthat are
disrupteddueto nodefailuresto alternatepaths. Two pri-
oritizedrestoation policies,oneto maximizehe numberof
disruptedflowsthat canberestoed, andthe otherto max-
imize the disrupteddemandthat can be restoed are also
presented. We conductextensivesimulationsto evaluate
routingperformancen thepresencef nodefailuresandre-
pairs,aswell astheperformanceof therestoation scheme
Our resultsindicate: i) whenthe availability of the nodes
is beyond a certain threshold, the routing as well as the
restoation performances compaable whee the number
of failuresin oneis twicethenumberof failuresin theother
i) the percentageof the disruptedflowsandthe percentage
of the disrupteddemandthat can be restoed successfully
increasewith deceasingnetworkload, andiii) prioritized
restoation policiesare effectiveunderheavynetworkload
conditions,andtheir effectivenessleceaseswith deceas-
ing networkload.

1 Intr oduction

One of the mostimportantfactors contributing to the
succes®f theexisting Internetis therobustnesofferedby
its connectionlesdatagrandelivery, thatis every packetis
treatedseparatelyandrouting decisionsaremadeon a per

packetbasisbasedonthe destinatioraddressn the packet
headefmaybecoupledwith thetype-of-servicdield in the
packetheader)9], andtakinginto accounthe stateof the
networkat the time of the decision. Variousintra-domain
routing protocolssuchasdistance-ectorRIP [8] andlink-

stateOSPF[10], andinterdomainrouting protocolssuch
asBGP[12] arepresentlyemployedfor this purpose.The
connectionlesdatagrandeliveryin the currentinternetfa-

cilitatesreroutingalongafailed networkelemenby making
alocaldecisionatanodewhichis adjacento thefailedele-
ment. The sourceand/ or the destinatiorof the packetneed
notbeinvolvedin makingthis reroutingdecision.

However, the inherentlimitation of the presentbest-
effort Internetarchitectureto supportapplicationsrequir
ing real-timeguaranteefastriggereda numberof actii-
tiesalongdifferentdimensions Network protocolsandin-
frastructureareundegoing fundamentathangegriven by
the needto supportperformancesensitive distributedand
multimediaapplications. An essentiacomponenbf QoS
architecturas QoSbasedouting. QoSrouting attemptgo
satisfythedualobjectie of selectingeasiblepathsthrough
the networkwhich have the highestpotentialof satisfying
the requestedoS while utilizing network resource=ffi-
ciently. A numberof routing algorithms|[5, 6,14,16,17]
have beendevelopedo satisfythisdualobjective. Typically
theseroutingalgorithmsandthe guaranteethey provide do
not considerthe possibility of nodeandlink failures. The
failure of anodeor a link alonga pathcandisruptthe con-
tinuity of anon-goingsessiorandpotentiallyterminatethe
session. As a result, the problemof QoS routing should
beextendedo incorporateeliability andfault-tolerancee-
guirements.

The effect of unreliablenodesandlinks on QoSrouting
canbe addressedsingatwo-prongedstrat@y: aproactve
approachn which anadditional“reliability” constrainttan
be provided to the pathselectionalgorithm. The path se-
lection algorithm can be extendedto selectpathsusing a
constraintof reliability in additionto the otherconstraints
suchasbandwidth delay jitter etc. This approachs feasi-



bleonly if areliability metricis availableor canbeobtained
for the nodesandthe links underconsideration. Though
proactve approachesanhelp minimize the impactof un-

reliablenodesandlinks by selectingeliablepathshasedn

therequirementsf theflow, they areby themselesnotsuf-

ficientto guarante@erfectreliability throughthe life-time

of acall. Reactve approachesyhich essentiallyconsistof

rapid andefficient restoratiorof the flows disruptedby the

failure of a networkelemento alternatepathsthenbecome
crucial. A numberof issuessuchasthe scope granularity
andthe durationof restorationandthe effect of the topol-

ogyandtheloadonthenetwork,andthesparecapacitynec-
essaryto achieve a certaindegreeof restorationthenmerit

investigation.

In thispaperwe assestheimpactof unreliablenodeson
QoSrouting. We outlinethevariousdesignchoiceghatcan
be employedto restorethe flows that are disrupteddueto
thenodefailures,andstudya combinationof someof these
choices.We defineperformancemetricsto assesshe effi-
cieng of therestoratiorschemen termsof the percentage
of thedisruptedlows thatcanberestoredsuccessfullyand
thepercentagef the disrupteddemandhatcanberestored
successfully We evaluatethe efficiengy of the restoration
schemeby conductingextensive simulations,underdiffer-
ent network topologiesas well asload. Two prioritized
restorationpolicies, one to increasethe percentagef the
disruptedcalls restoredsuccessfully and the other to in-
creasethe percentag®f the demandrestoredsuccessfully
arealsooutlined,andtheir effectivenesss evaluated.Our
resultsindicate:i) whenthe availability of the nodess be-
yond a certainthreshold,the routing performanceas well
asthe performanceof the restorationschemes compara-
ble wherethenumberof failuresin oneis twice thenumber
of failuresin the other ii) the percentag®f disruptedcalls
that canbe restoredsuccessfullyaswell asthe percentage
of the disrupteddemandthat can be restoredsuccessfully
increaseasthe networkload decreasesandiii) prioritized
restoratiorpoliciesareeffective underheary networkload
conditions,andtheir effectivenessdecreasewith decreas-
ing networkload.

The balanceof the paperis organizedasfollows: Sec-
tion 2 describesthe network model usedin the experi-
ments. Section3 outlinesthe failure andrepairmodelfor
the nodes,andthe procedurdollowedto restorethe flows
disruptedin the event of a nodefailure. Section4 defines
the performancemeasuresisedto assesshe efficiengy of
the flow restorationschemedescribedn Section3. Sec-
tion 5 presentshesimulationervironmentto obtaintheper
formancemeasureslefinedin Section4 andprovidessome
discussionSection6 concludeghe paper

2 Network model

The networkmodelusedin the analysisconsistsof the
following aspects:

e Networktopologies: Figure 1 shavs the topologies
used. Thetopologyon the left handsidein thefigure
is thewell known i sp topology usedin varioussim-
ulation basedstudiesof QoSrouting [2], andreflects
the topology of a nationwidelSP. Thei sp topology
is nota very well connectedopology Theoneonthe
right handsideis anatrtificial mesh like structureand
is usedto studytheeffect of awell connectedopology
with multiple equalhop paths. Thelinks areassumed
to besymmetricthatis, have equalbandwidthsn both
thedirections.Thepropagatiordelayof thelinks is as-
sumedo bel msecs.

e Traffic model: All traffic in the network is as-
sumedto requirebandwidthguaranteeghatis, there
is no best effort traffic in the network. A sin-
gle requestis characterizedoy the 3-tuple, that is,
(source, destination, demand). Requestsare as-
sumedto arrive independenthat eachnodeaccording
to a Poissondistribution, and the destinationnodeis
choseruniformly amongall theremainingnodesn the
network. Requestiurationis assumedo be exponen-
tially distributed. Requestedandwidthis uniformly
distributedin the rangeof [L, U]. This is the homo-
geneousor uniform traffic model wherethe average
traffic betweerary two pairsof nodeds thesame.

¢ Pathselection:Recentsimulationstudiesindicatethat
from amongthe mary heuristicsproposedor routing
requestswith bandwidthrequirementsshortest(with
respecto thenumberof links onthepath)pathheuris-
tics [6, 7] performbetterthanthe widest path heuris-
tics [17]. The width of a path, also called bottle-
neck capacity is definedas the minimum available
bandwidthover all the links in the path. A widest-
shortestpath selectionalgorithmis employed,where
pathsarecomputedasfollows: Links thathave insuffi-
cientavailablebandwidthfor the requesthatis being
routed are prunedfrom the networktopology before
the pathis computed. Thenthe minimum hop count
pathsbetweenthe sourceand the destinationare dis-
covered, and the widest oneis usedto route the re-
guest.If therearemorethanonewidest-shortegtaths,
a pathis chosenat randomwith a probability that is
weighedaccordingto the bandwidthavailable on the
first hop of the path. An explicit routeto the destina-
tion is determinedby the sourcenodewhena request
is receved. Path selectionis doneon-demandthatis,
apathis computedor everyincomingrequest.



Figure 1. Network topologies

¢ Reservatiorand admissioncontrol: Oncea routeis
determinedby the routing algorithm at the sourceof
the request,a control packetis sentalong the route
determinedio resere the bandwidthalongtheroute.
The admissioncontrol is a simple checkif the avail-
ablebandwidthonthelink, is sufiicientto supportthe
new requestvithoutcausingadetrimentakffectonthe
alreadyacceptedlows. If the admissioncontrol suc-
ceedsat all the intermediatenodesthenthe sourceis
notified of the successfukesenration, else,the node
at which admissioncontrol fails notifiesthe sourceof
resenation failure. High level admissioncontrol [2]
which aims at preventing routing of flows over alter
natelonger pathsif suchrouting resultsin an ineffi-
cientutilization of networkresourcess notemployed
in thisstudy Thisis mainly becauseestoratiorof dis-
ruptedflows mayrequireroutingoverlongerpaths es-
pecially in sparselyconnectedopologieswheremul-
tiple equalhop pathsare not available, and a higher
level admissioncontrol schemecould potentiallypre-
cludefrom thedisruptedlowsfrom beingrestored An
alternatve approachcould be to prohibit a new con-
nectionrequestfrom reservingresourcesver longer
pathsresultingin aninefficient utilization of network
resourceswhile relaxingthis policy whena disrupted
flow is beingrestoredWewill explorethebenefitsand
costtradeofs of sucha schemen afuturestudy

e Routingupdates:We assumehateachnodegenerates
periodicupdatesf its link stateswith the periodran-
domizedby a smallamountto avoid synchronization
of routingupdateqd3], andthesearefloodedthrough-
outthenetwork.

3 Nodefailur esand flow restoration

In this sectionwe describehefailure modeladoptedor
the nodes andthe semanticof the flow restorationthatis
performedwhen a nodefails. We assumehat the nodes
failuresfollow an exponentialdistribution with rate A, and
repairsalsofollow an exponentialdistribution with rate .

Thus,thesteadystateavailability A of thenodeis givenby:

w
A4 @)
Exponential distribution to describe failure and repair
behaior is chosen here becauseof its common and
widespreadisein modelingthesetype of phenomenonTo
thebestof our knowledgethereis no dataavailableregard-
ing thefailureaswell asrepairprocessesf thenodespased
on which a guidedinferenceaboutthe distribution aswell
astheparametersf the distribution canbedrawn.

We assumehat the failure of a nodeimplies thatit is
operatingn a degradedmode,whereit is incapableof cre-
atingandmaintainingresenationsfor flows requiringguar
anteesbut continuesto processouting and other control
messagedJponfailure,thenodeasynchronouslgenerates
an updatemessagewhich announcegzeroavailable band-
width onall of its links. Thisupdateis thenfloodedthrough
the networkin a similar fashionasthe routineperiodicup-
datemessagesothateventuallyall the nodesareinformed
aboutthe failure. Similarly, uponrepaitr the nodegener
atesanupdatemessagannouncingor eachof its links, the
availablebandwidthequalto the capacityof the link. This
updateis then propagatedhroughthe network, so all the
othernodeseventuallylearnaboutthe repairof thenode.

Whena nodefails, therequestgurrentlyroutedthrough
thenodewill haveto berestoredo alternatepathswith suf-
ficient capacityto satisfytheir demand.Towardsthis end,
we first classify the flows routedthrougha given node X
into threecategories:i) A primary flowis a flow thatorigi-
natesatnodeX. In otherwords,nodeX isthesourceof the
flow. ii) A secondarnyflowis a flow thatterminatesat node
X. In otherwords,nodeX isthedestinatiorof theflow. iii)
A tertiary flow aflow for whichnode X senesasa transit
node,thatis the flow neitheroriginatesor terminatesat the
node.In otherwords,node X is neitherthe sourcenor the
destinatiorof the flow.

Figure2 shavstheprimary, secondaryandtertiaryflows
with respecto node3. It is clearthatuponthe failure of a
node, only the tertiary flows throughthe node can be at-
temptedto be restoredwhereaghe disruptedprimary and
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Figure 2. Classification of flows into primary ,
secondary and tertiary

secondanyflows have to be terminated,andthe resources
held by themon the otherlinks released Also, all the pri-
mary flow requestsarriving at a failed node,aswell asthe
secondarylow requestghoosinghefailednodeasthedes-
tination,will beblocked.For a particularnode,the number
of primaryflow requestblockeddepend®nthearrival rate
of the calls at the node,whereaghe numberof secondary
flowsblockeddepend®nthearrival rateattheothernodes,
andtheprobabilityof choosinghe particularnodeasa des-
tination.

Thereare variousrestorationstratgjiesthat canbe em-
ployedbasedon the scope granularity anddurationof the
restoratiorphasesomeof which we outlinebelow:

e Scopeof restoation: The disruptedpath can be re-
storedaroundthe failed nodeto the destination,(lo-
calrestoration)pr canbecompletelyrestoredromthe
sourceto the destinationsourcerestoration]11]. An
intermediateschemesuchas restoringthe pathfrom
a nodewhich is upstreanto the failed node, but not
necessarilfthe sourceare alsopossible[4]. The dis-
tanceof the upstreamnode (using somemetric such
as the numberof hops)from where the flow is re-
storedto the failed node,would determinethe scope
of restoration. One of the primary advantagef lo-
cal restorationis that it effectively containsthe im-
pactof the failure within a smalllocal areasurround-
ing the element. This is not the casewith source
restoration,where nodesdistantfrom the failed net-
work elementare also affected. Also, local restora-
tion can be performedfasterthan sourcerestoration,
which canbea crucialfactorfor somereal-timeappli-
cations. However, local restorationtypically requires
higher capacitythan sourcerestoration(for the same
level of restoration]11].

e Granularity of restoation: The disruptedpathscould

berestoredoneat atime or in bundles,thatis, anag-

gregatepath could be restored.Clearly, the latter ap-

proachhastheadwantageof minimizingtherestoration
overheadsincetheproceduraeedso beinvokedonly

oncefor all the pathsconstitutingthe bundle. How-

ever, this approachmay leadto inefficient useof net-
work resourceandmayrequirehigherbandwidththan
the former approachwherethe demandis beingre-

storedin smallerunitsof bandwidth.

e Duration of the restoation phase: Recawering from
a network failure involves restoringa large number
of disruptedpathsat almostthe sametime; a situa-
tion which doesnot occurvery commonlyin normal
operation[13]. The path restorationprocessfor the
disruptedflows can proceedeither sequentiallyor in
a parallelfashion[15]. In caseof sequentiakestora-
tion, a disruptedpathis eitherrestoredor the request
is blockedbeforeattemptingto restorethe next one.
This increasedhe duration of the restorationphase,
but mayimprove the percentagef thedisruptediows
restoredsuccessfullybecauseof the routing updates
thatmayoccurduringtherestoratiorinterval. Various
policiesintermediatdo eithera completelysequential
or acompletelyparallelrestoratiorarepossiblewhich
tradeof betweerthe durationof therestoratiorphase,
andthe percentagef the disruptedcalls that can be
restored.

From the designspacegeneratedy the above alterna-
tives,we choosehefollowing:

e Thesourceof theflow attemptgo restorehedisrupted
flow.

e Thedisruptedlows arerestoredn a perflow basis.

e A semi-sequentiaftestorationis studied, which in-
volvesthefollowing two steps:the routing algorithm
determinesan alternatepath for the disruptedflow,
andinitiatesthereserationprocesover this alternate
path. The restoratiorof the next flow bagins right af-
ter. Thus,the pathselectionandresourceeseration
proceedsn aparallelfashion.Once therestoratiorof
a flow terminatessuccessfullyor unsuccessfullf{due
to reserationor routingfailure), theresourceseldby
theflow ontheunfailedportionsof its original pathare
releasedWe notethatsomeof thedisruptedlows will
be blockedbecaus®f the resourceshatarecurrently
heldby theflow itself, andefficientmechanism#o ac-
countfor theseresourcesitherin the routing phase
or resourceesenation phaseneedto be developed o
avoid theproblemof “steppingon onesshadw”. One
of the possibilitiescould be to releasethe resources



held by the disruptediows prior to selectinghe alter
natepaths. However, this could increasehe duration
of the restorationphaseto an extent which could be
intolerableby flows with real-timeconstraints.

Theotherdesignalternatvesandtheircombinationswill
beexploredin afuturestudy

The disruptedandnew flows, aretreatedin exactly the
samefashionin the pathselectionphase.No resourcegre
reseredfor restoringhedisruptediows. Althoughcrucial,
we don't attemptto assessletectionand restorationtimes
in this experiment,and is a subjectof further study We
assumafixeddetectiortimeof 1 msec, thatis, anattempt
is madeto restorghedisruptedertiaryflows 1 msec after
the nodefails. Thevalueof 1 msecs waschosenso that
thereis enoughtime for theinformationaboutthefailure of
thenodeto propagatéo theremaininghodesn thenetwork.

4 Performancemeasues

In generaltherouting performancalependon the per
centageof incomingrequestandthe percentagef the of-
fereddemandthat canbe routedsuccessfullywhereaghe
performancef the restoratiorschemealependn the per
centageof thedisruptedcallsandthe percentagef thedis-
rupteddemandhat canbe restoredsuccessfully To assess
theroutingperformancén theeventof nodefailuresandre-
pairs,aswell asthe performancef therestoratiorscheme,
we definethe following four metrics:

e Totalacceptanceatio (TA): Thisis theratio of theto-
tal numberof flows routedsuccessfully(original and
disrupted)o thetotal numberof flow requests.
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+ disru )
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Sincetheoriginalandthedisruptedequestaretreated
in anidentical mannerduring the path selectionpro-
cess,the total acceptanceatio is definedto account
for both.

o re uests (ori

e Totalbandwidthacceptanceatio(TBA): Thisisthera-
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e Restoratioracceptanceatio (RA): This s theratio of
the numberof disruptedflows routedsuccessfullyto
thetotal numberof disruptediows.
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e Restoratiorbandwidthacceptanceatio (RBA): This
is the ratio of the demandrestoredsuccessfullyto the
total demando berestored.
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Thefirst two performancenetrics,namely total accep-
tanceratio (TA), and the total bandwidthacceptancea-
tio (TBA) are gearedtowardsevaluating the routing per
formancein the presenceof node failures and repairs.
The third andthe fourth metric, namely restorationaccep-
tanceratio (RA), andrestoratiorbandwidthacceptancea-
tio (RBA) aredirectedtowardsassessinghe effectiveness
of therestoratiorscheme.

Initially, we assumehatthedisruptedilows arerestored
in randomordet typically the orderis determinedby the
entriesin the flow table of the failed node. The random
orderpolicy alsosenesasthe baselinefor comparingthe
following two policies,which restorethedisruptedflowsin
aprioritizedfashion:

e Thefirst policy ranksall the disruptedflows in anin-
creasingorderof demand.Intuitively, this shouldin-
creasethe numberof disruptedflows that can be re-
storedsuccessfullyand hencethe restorationaccep-
tanceratio (RA).

e The secondpolicy ranksall the disruptedflows in a
decreasingrder of demand. Intuitively, this should
increasethe the demandhatcanbe restoredsuccess-
fully andhencetheroutingbandwidthacceptanceatio
(RBA).

5 Simulation experiments

The performancemeasuredor the restorationscheme
outlinedin Section3 are obtainedusing simulation. The
simulationsarecarriedout usingMaRS[1], whichhasbeen
enhancedo include the widest-shortespath QoS routing
algorithm[2]. In thissectionwe describaheevaluationen-
vironmentwhich wasusedto obtainthe performancenea-
suresdefinedin Sectiord.

Thelink capacitiesn caseof boththetopologiesarede-
terminedin suchamanneithatthecall blockingprobability
whenthe call interarrival time at eachnodeis 1 secs for
i sp topology and  seecs for the mesh topology is in
therangeof . Theseblockingprobabilitiesaredeter
minedin theabsencef failures. Thisdimensioningnethod
resultsin thelink capacitief Mbit/secfor i sp
topology and1  Mbit/secfor mesh topology Themean
requestdurationis setto  minutes. This valueis chosen
to representhe averagedurationof a phonecall; it does
not necessarilyeflectthe durationof new typesof multi-
mediacalls, suchasvideo conferencinghut to the bestof



our knowledgethereare no dataavailablefor thattype of
calls. Requessizesare uniformly distributedbetween
kbit/sec(typical bandwidthrequiremenbf a voice call), up
to a maximumof Mbit/sec (typical bandwidthrequire-
mentsof a high quality MPEG-2video). Eachnodegener
atesan updateof the available bandwidthon its interfaces
periodicallyevery 1 secs. Thevalueof 1 secs is ran-
domizedby a small valueto avoid the synchronizatiorof
periodic routing message$3]. Eachsimulationwas car
ried outfor 1 ours andthe performanceneasuresvere
computedat theendof 1 ours. Thesimulationswere
repeate@0timesfor eachscenarioandthe averageperfor
mancemetricsfor these20runsarereportechere.

Initially we studytheeffect of availability (Equation(1))
on the total acceptanceatio (TA) andthe total bandwidth
acceptanceatio (TBA) for bothi sp andnesh topologies.
Towardsthis end,we variedthe availability of all thenodes
from to , usingtwo different configurations
of failure andrepairratesfor the nodes,as shavn in Ta-
ble 1. Thesevalueswere chosenso thatthey are signifi-
cantly higherthanthe valuesof the other parametersuch
asinterflow spacingandpropagatiordelayof links. To the
bestof our knowledgethereis no documentedlataavail-
able, which eitherprovidesthe failure andthe repairrates
of thenodesprfromwhichthisinformationcanbeinferred.
The interflow spacingis assumedo be 1 secs. Thefail-
ure andtherepairratesin caseof the secondconfiguration
aretwice the respecitie failure andrepairratesof the first
configuration. This implies that on an averagethere will
be twice as mary failuresobsened in caseof the second
configurationascomparedo the numberobseredin case
of the first configuration.However, the averagetotal down
time or the averagetime a nodeis unavailable will be the
samein bothconfigurationsThus,the numberof timesthe
restorationprocedureis invokedin the secondconfigura-
tion is twice the numberof timesthe restoratiorprocedure
needso beinvokedin thefirstconfiguration Assumingthat
the networkreaches quasi-steadgtatebetweenwo suc-
cessvie failures,this impliesthattwice the numberof flows
haveto berestoredn thesecondconfiguratiorthanthefirst.

Figure3 shaws the effect of availability on total accep-
tanceratio (TA) for both thei sp and mesh topologies.
In caseof i sp topology the total acceptanceatio (TA)
is quite closein caseof boththe configurationsfor avail-
abilities of , and . However, thetotal
acceptanceatio (TA), in caseof configuration#2 is lower
thanin caseof configuratior#1, whentheavailability of the
nodess . A similar phenomenoris obseredin caseof
themesh topology in fact, the total acceptanceatio (TA)
is higherin caseof configuration#2 thanin configuration
#1, whenthe availability of the nodesis . Thus,for
higheravailabilitiesof thenodeghenetworkseemso com-
pletely oblivious to the fact that there are twice as mary

numberof failures,andhenceapproximatelytwice asmary

numberof flowsthatneedo berestoredandeffectively pro-

vides the samerouting performance.This is perhapsm-

portant,sinceincreasinghe reliability of a nodebeyond a
certainthresholdor equivalentlyreducingthefailurerateof

thenodebeyondathreshold)canturnoutto beprohibitively

expensve. A betterand may be a price effective alterna-
tive without sacrificingtheroutingperformanceavouldthen
be to reducethe down time or the repairtime of the node.
Similar resultsareobseredin caseof total bandwidthac-
ceptanceatio (TBA), andarenot shovn heredueto space
limitations.

Figure4 shaws the effect of availability on the restora-
tion acceptanceatio (RA) ) fori sp topology Therestora-
tion acceptanceatio (RA) is slightly worsefor higheravail-
abilities in configuration#2, but is betterthan configura-
tion #1 for lower availability. One of the reasondor this
phenomenorns that as the availability reducesthe down
time of the nodesincreasesdue to which the numberof
primary and secondaryflows blocked increases. Subse-
guently the numberof flows that are disruptedandhence
needto berestoredn the eventof futurefailuresarelower
in the lower availability situation. Also, sincethe number
of primaryandsecondarylows blockedincreasesvhenthe
availability is lower (for the samefailure rate),the residual
capacityin the networkwhich is available for restoration
increasesAs aresult,a highernumberof disruptedflows
canberestoredyhichmanifeststselfasaslightincreasen
therestoratioracceptanceatio (RA). Similar obsenations
arerecordedfor the restorationbandwidthacceptancea-
tio(RBA) for i sp topology andrestorationacceptancea-
tio (RA) andrestoratiorbandwidthacceptanceatio (RBA)
for themesh topologyandarenot shavn here.
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Table 1. Failure and repair rates of nodes

Availability Configuration#1 C onfiguration#2
Failurerate/hr | Repairrate/hr | Failurerate/hr | Repairrate/hr
99.5 1
98.0 1 1
96.5 1
95.0 1 1
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Figure 3. Effect of availability on TA for i sp and nesh topologies

Wethenstudytheperformancef therestoratiorscheme
undervarying conditionsof networkload. Decreasinghe
networkload shouldmitigate the impact of nodefailures
becausef two reasonsi) A decreasén the networkload
causesnincreasdn theresidualcapacityin the network.
Sincethe disruptedflows are restoredusing this residual
capacity anincreasdn theresidualcapacityhasa positive
influenceon the percentagef the disruptedflows aswell
asthe percentagef the demandthat can be restoredsuc-
cessfully ii) The numberof flows thataredisrupteddueto
thefailure of anodedecreaseasthenetworkloadreduces.
As a result, the numberof disruptedflows competingfor
theresidualcapacityupona failure decreasedeadingto a
higherpercentag®f flows aswell asdemandthat canbe
restoredsuccessfully

The networkload wascontrolledby changingthe inter-
flow spacingat eachnode.We variedtheinterflow spacing
from  secsto secs forthei sptopologyand secsto
1 secs for themesh topology Thesevalueswerechosen
sothatthe networkis operatedn a relatively high block-
ingregion(aboutl 1 ) intheheaily loadedcaseand
almostzeroor no blocking in the lightly loadedscenario.
Thesebaseblocking probabilitieswere obtainedin the ab-
senceof failures. To studythe effect of networkload in
isolation,the availability of all the nodesis assumedo be

, usingthe failure andrepairratesof configuration
#1.

Figure 5 shaws the effect of workload on the restora-
tion acceptanceatio (RA) for i sp topology The restora-
tion acceptanceatio (RA) increasesstheloadon the net-
work decreasesand underextremely light load, thereis
enoughresidualcapacityto restoreall thedisruptedertiary
flows, andthe only flows that cannotbe restoredare pri-
maryandsecondaryAs aresult,therestoratioracceptance
ratio (RA) doesnot increasesignificantlywith a decrease
in the networkload, beyond a certainthresholdof network
load. Similar obsenrationswererecordedor therestoration
bandwidthacceptanceatio (RBA), for bothnesh andi sp
topologiesandrestoratioracceptanceatio (RA) for mesh
topologyandarenotincludedhere.

We then study the effect of prioritized restorationon
therestoratioracceptanceatio (RA), andrestoratiorband-
width acceptanceatio (RBA). Towardsthis end, we ini-
tially restorethe disruptedflows asperincreasingorderof
theirdemandandlaterasper decreasingrderof their de-
mand. This is carriedout for differentnetworkloads. To
ensuresimilar conditionsin orderto facilitate fair compar
ison betweenthe randomand prioritized policies, we re-
playedthefailure andrepaireventsrecordedduringthe ex-
perimentsawhich restorethe flows in randomorder, for pri-
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Figure 5. Effect of workload on RA for i sp
topology

oritizedrestoration.This wasdonefor eachof the 20 runs.
Theavailability of all thenodeswvassetto , usingthe
combinatiorof failure andrepairratesasin configuratior#
1. Theresultsfor thei sp topologyareshavn in Figure6.
Therestoratioracceptanceatio (RA) is higherthantheran-
domrestoratiorcasewhenthe disruptedflows arerestored
in anincreasingorderof demandandtherestoratiorband-
width acceptanceatio (RBA) is higher than the random
casewhenthe disruptedflows arerestoredn a decreasing
orderof demand. This effect is seenwhenthe networkis
heaily loaded(lower interflow spacing).The performance
of bothrandomrestoratiorand prioritizedrestorationis al-
mostthe same,in caseof light networkloads (higherin-
terflow spacing). This is due to the fact that underlight
load conditionsthereis sufiicient residualcapacityto re-
store all the disruptedtertiary flows, and the priority of
restorationdoesnot impactthe restorationacceptancea-
tio (RA), aswell asthe restorationbandwidthacceptance
ratio(RBA). Also, theeffect of prioritizationontherestora-
tion acceptanceatio (RA), andthe restorationbandwidth
acceptanceatio (RBA) is slightly morepronouncedn the
caseof nesh topology thanin the caseof i sp topology
This couldbebecaus®f the highly structurechatureof the
nmesh topology asopposedto the sparseconnectvity of
thei sp topology which offers multiple equivalent paths
betweenalmostevery source-destinatiopair. The results
of the mesh topologyare not includedheredueto space
constraints.

6 Conclusions

In this paperwe discusghe effect of failuresandrepair
dynamicsof nodeson QoSrouting, andoutlinethe various
designchoicego enableanefficientrestoratiorof theflows
thataredisrupteddueto suchfailures. We definefour met-
rics, two to assessouting performancen the presencef
nodefailuresandrepairs andtwo to assestheperformance
of the restorationscheme. We conductextensve simula-
tions to obtaintheseperformancenmeasuresindervarious
networkconditionsaswell asfailure andrepairconfigura-
tions. Initially, we study the effect of availability on the
variousperformanceneasuresandour resultsindicatethat
beyond a certainlevel of availability, the percentag®f the
flows routedsuccessfullyis quite comparablegventhough
the numberof failuresin one scenarioare twice as much
the numberof failuresin the other We thenstudythe ef-
fect of networkload on the percentagef disruptedflows
andthedemandhatcanberestoredsuccessfullyandasex-
pectedobsenre thatasthe networkload decreaseghe per
centagef thedisruptedlowsthatcanberestoredaswell as
the percentag®f the demandrestoredincreasesWe then
studytwo prioritizedrestoratiorpolicies,namely restoring
the disruptedflows in anincreasingorderof their demand,
andrestoringthemin a decreasingrder of their demand.
The former is expectedto increasethe percentagenf the
disruptedflows that canbe restored whereasn the latter
casethepercentagef thedisrupteddemandhatcanbere-
storedis higher Ourresultsindicate thatthe benefitwof the
prioritized restoratiorpoliciesare higherunderheary net-
work loads,sinceunderlight loads thereis enougtresidual
capacityto restoreall thedisruptedlows, andprioritization
doesnotyield ary benefits.

Thefutureresearchwill includeananalysisandcompar
ison amongotherpossiblerestorationschemesaswell as
devising techniguedo determinethe amountof spareca-
pacity that mustbe provisionedin the networkto achieve
a certaindegree of restoration. The time requiredfor the
detectionof a failure and subsequentestorationis alsoa
crucialfactorin determiningthe efficiengy of a restoration
scheme sincethis will determinethe amountof time the
serviceof aflow will bedisrupted.Realisticassessmeruf
thedetectionaswell astherestoratiortime, andpoliciesto
minimizethemwill alsobeexplored.
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