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Abstract

A numberof QoS routing algorithms have beenpro-
posedto addressthe dual objectiveof selectingfeasible
pathsthroughthenetworkwith enoughresourcesto satisfy
a connections’QoSrequest,while simultaneouslyutilizing
networkresources efficiently. However, theserouting al-
gorithmsand the guaranteesthey providedo not consider
the possibilityof nodeand link failures. The failure of a
nodeor a link along a path can disrupt the continuityof
an on-goingsessionand potentiallyterminatethe session.
Hencethe problemof QoSrouting shouldbe extendedto
incorporatereliability andfault-tolerancerequirements.In
this paperwestudythe impactof unreliablenodeson QoS
routing. We describea schemeto restore theflowsthat are
disrupteddueto nodefailuresto alternatepaths.Two pri-
oritizedrestorationpolicies,oneto maximizethenumberof
disruptedflowsthat canberestored,andtheotherto max-
imize the disrupteddemandthat can be restored are also
presented. We conductextensivesimulationsto evaluate
routingperformancein thepresenceof nodefailuresandre-
pairs,aswell astheperformanceof therestorationscheme.
Our resultsindicate: i) whenthe availability of the nodes
is beyond a certain threshold,the routing as well as the
restoration performanceis comparable where the number
of failuresin oneis twicethenumberof failuresin theother,
ii) thepercentageof thedisruptedflowsandthepercentage
of the disrupteddemandthat can be restored successfully
increasewith decreasingnetworkload, and iii) prioritized
restoration policiesare effectiveunderheavynetworkload
conditions,and their effectivenessdecreaseswith decreas-
ing networkload.

1 Intr oduction

One of the most important factorscontributing to the
successof theexisting Internetis therobustnessofferedby
its connectionlessdatagramdelivery, thatis every packetis
treatedseparately, androutingdecisionsaremadeon a per

packetbasis,basedon thedestinationaddressin thepacket
header(maybecoupledwith thetype-of-servicefield in the
packetheader)[9], andtaking into accountthestateof the
networkat the time of the decision. Variousintra-domain
routingprotocolssuchasdistance-vectorRIP [8] andlink-
stateOSPF[10], andinter-domainrouting protocolssuch
asBGP[12] arepresentlyemployedfor this purpose.The
connectionlessdatagramdelivery in thecurrentInternetfa-
cilitatesreroutingalongafailednetworkelementby making
a localdecisionatanodewhichis adjacentto thefailedele-
ment.Thesourceand� or thedestinationof thepacketneed
notbeinvolvedin makingthis reroutingdecision.

However, the inherent limitation of the presentbest-
effort Internetarchitectureto supportapplicationsrequir-
ing real-timeguaranteeshastriggereda numberof activi-
tiesalongdifferentdimensions.Networkprotocolsandin-
frastructureareundergoingfundamentalchangesdrivenby
the needto supportperformancesensitive distributedand
multimediaapplications.An essentialcomponentof QoS
architectureis QoSbasedrouting. QoSroutingattemptsto
satisfythedualobjectiveof selectingfeasiblepathsthrough
the networkwhich have the highestpotentialof satisfying
the requestedQoS while utilizing network resourceseffi-
ciently. A numberof routing algorithms[5, 6,14,16,17]
havebeendevelopedto satisfythisdualobjective. Typically
theseroutingalgorithmsandtheguaranteesthey providedo
not considerthe possibility of nodeandlink failures. The
failureof a nodeor a link alonga pathcandisruptthecon-
tinuity of anon-goingsessionandpotentiallyterminatethe
session. As a result, the problemof QoS routing should
beextendedto incorporatereliability andfault-tolerancere-
quirements.

Theeffect of unreliablenodesandlinks on QoSrouting
canbeaddressedusinga two-prongedstrategy: a proactive
approachin whichanadditional“reliability” constraintcan
be provided to the pathselectionalgorithm. The pathse-
lection algorithmcan be extendedto selectpathsusing a
constraintof reliability in additionto the otherconstraints
suchasbandwidth,delay, jitter etc. This approachis feasi-
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bleonly if areliability metricis availableor canbeobtained
for the nodesand the links underconsideration.Though
proactive approachescanhelp minimize the impactof un-
reliablenodesandlinks by selectingreliablepathsbasedon
therequirementsof theflow, they areby themselvesnotsuf-
ficient to guaranteeperfectreliability throughthe life-time
of a call. Reactive approaches,which essentiallyconsistof
rapidandefficient restorationof theflows disruptedby the
failureof a networkelementto alternatepathsthenbecome
crucial. A numberof issuessuchasthe scope,granularity
andthedurationof restoration,andtheeffect of the topol-
ogyandtheloadonthenetwork,andthesparecapacitynec-
essaryto achieve a certaindegreeof restorationthenmerit
investigation.

In thispaper, weassesstheimpactof unreliablenodeson
QoSrouting.Weoutlinethevariousdesignchoicesthatcan
be employedto restorethe flows that aredisrupteddueto
thenodefailures,andstudyacombinationof someof these
choices.We defineperformancemetricsto assesstheeffi-
ciency of therestorationschemein termsof thepercentage
of thedisruptedflows thatcanberestoredsuccessfully, and
thepercentageof thedisrupteddemandthatcanberestored
successfully. We evaluatethe efficiency of the restoration
schemeby conductingextensive simulations,underdiffer-
ent network topologiesas well as load. Two prioritized
restorationpolicies,one to increasethe percentageof the
disruptedcalls restoredsuccessfully, and the other to in-
creasethe percentageof the demandrestoredsuccessfully
arealsooutlined,andtheir effectivenessis evaluated.Our
resultsindicate:i) whentheavailability of thenodesis be-
yond a certainthreshold,the routing performanceas well
as the performanceof the restorationschemeis compara-
blewherethenumberof failuresin oneis twice thenumber
of failuresin theother, ii) thepercentageof disruptedcalls
thatcanbe restoredsuccessfullyaswell asthepercentage
of the disrupteddemandthat canbe restoredsuccessfully
increaseasthenetworkload decreases,andiii) prioritized
restorationpoliciesareeffective underheavy networkload
conditions,andtheir effectivenessdecreaseswith decreas-
ing networkload.

The balanceof the paperis organizedasfollows: Sec-
tion 2 describesthe network model used in the experi-
ments. Section3 outlinesthe failure andrepairmodel for
the nodes,andtheprocedurefollowedto restorethe flows
disruptedin the event of a nodefailure. Section4 defines
the performancemeasuresusedto assessthe efficiency of
the flow restorationschemedescribedin Section3. Sec-
tion 5 presentsthesimulationenvironmentto obtaintheper-
formancemeasuresdefinedin Section4 andprovidessome
discussion.Section6 concludesthepaper.

2 Network model

The networkmodelusedin the analysisconsistsof the
following aspects:

� Network topologies: Figure 1 shows the topologies
used.Thetopologyon the left handsidein thefigure
is thewell known isp topology, usedin varioussim-
ulation basedstudiesof QoSrouting [2], andreflects
the topologyof a nationwideISP. Theisp topology
is not a very well connectedtopology. Theoneon the
right handsideis anartificialmesh like structure,and
is usedto studytheeffectof awell connectedtopology
with multiple equalhoppaths.Thelinks areassumed
to besymmetric,thatis,haveequalbandwidthsin both
thedirections.Thepropagationdelayof thelinks is as-
sumedto be �����
	��
� .� Traffic model: All traffic in the network is as-
sumedto requirebandwidthguarantees,that is, there
is no best effort traffic in the network. A sin-
gle requestis characterizedby the 3-tuple, that is,� �
��������	�����	������ �"!���� ���#���$	
�%!��"�'& . Requestsare as-
sumedto arrive independentlyat eachnodeaccording
to a Poissondistribution, and the destinationnodeis
chosenuniformlyamongall theremainingnodesin the
network.Requestdurationis assumedto beexponen-
tially distributed. Requestedbandwidthis uniformly
distributedin the rangeof ( )*��+-, . This is the homo-
geneousor uniform traffic model wherethe average
traffic betweenany two pairsof nodesis thesame.� Pathselection:Recentsimulationstudiesindicatethat
from amongthemany heuristicsproposedfor routing
requestswith bandwidthrequirements,shortest(with
respectto thenumberof links onthepath)pathheuris-
tics [6, 7] performbetterthanthe widestpathheuris-
tics [17]. The width of a path, also called bottle-
neck capacity, is definedas the minimum available
bandwidthover all the links in the path. A widest-
shortestpathselectionalgorithmis employed,where
pathsarecomputedasfollows:Links thathave insuffi-
cientavailablebandwidthfor therequestthat is being
routedareprunedfrom the network topologybefore
the path is computed.Thenthe minimum hop count
pathsbetweenthe sourceandthe destinationaredis-
covered,and the widest one is usedto route the re-
quest.If therearemorethanonewidest-shortestpaths,
a path is chosenat randomwith a probability that is
weighedaccordingto the bandwidthavailableon the
first hopof the path. An explicit routeto thedestina-
tion is determinedby thesourcenodewhena request
is received. Pathselectionis doneon-demand,that is,
a pathis computedfor every incomingrequest.
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Figure 1. Network topologies

� Reservationand admissioncontrol: Oncea route is
determinedby the routing algorithmat the sourceof
the request,a control packetis sentalong the route
determined,to reserve thebandwidthalongtheroute.
The admissioncontrol is a simplecheckif the avail-
ablebandwidthon thelink, is sufficient to supportthe
new requestwithoutcausingadetrimentaleffectonthe
alreadyacceptedflows. If the admissioncontrol suc-
ceedsat all the intermediatenodes,thenthe sourceis
notified of the successfulreservation, else, the node
at which admissioncontrol fails notifiesthesourceof
reservation failure. High level admissioncontrol [2]
which aimsat preventingrouting of flows over alter-
natelongerpathsif suchrouting resultsin an ineffi-
cientutilizationof networkresources,is notemployed
in thisstudy. This is mainlybecauserestorationof dis-
ruptedflowsmayrequireroutingoverlongerpaths,es-
pecially in sparselyconnectedtopologieswheremul-
tiple equalhop pathsarenot available, anda higher
level admissioncontrolschemecouldpotentiallypre-
cludefromthedisruptedflowsfrombeingrestored.An
alternative approachcould be to prohibit a new con-
nectionrequestfrom reservingresourcesover longer
pathsresultingin an inefficient utilization of network
resources,while relaxingthis policy whena disrupted
flow is beingrestored.Wewill explorethebenefitsand
costtradeoffs of sucha schemein a futurestudy.� Routingupdates:We assumethateachnodegenerates
periodicupdatesof its link states,with theperiodran-
domizedby a small amountto avoid synchronization
of routingupdates[3], andthesearefloodedthrough-
out thenetwork.

3 Nodefailur esand flow restoration

In thissectionwedescribethefailuremodeladoptedfor
thenodes,andthesemanticsof theflow restorationthat is
performedwhen a nodefails. We assumethat the nodes
failuresfollow anexponentialdistributionwith rate � , and
repairsalsofollow anexponentialdistribution with rate � .

Thus,thesteadystateavailability � of thenodeis givenby:

��� ������ (1)

Exponential distribution to describe failure and repair
behavior is chosen here becauseof its common and
widespreadusein modelingthesetypeof phenomenon.To
thebestof our knowledgethereis no dataavailableregard-
ing thefailureaswell asrepairprocessesof thenodes,based
on which a guidedinferenceaboutthe distributionaswell
astheparametersof thedistribution canbedrawn.

We assumethat the failure of a nodeimplies that it is
operatingin a degradedmode,whereit is incapableof cre-
atingandmaintainingreservationsfor flowsrequiringguar-
antees,but continuesto processrouting andothercontrol
messages.Uponfailure,thenodeasynchronouslygenerates
anupdatemessage,which announceszeroavailableband-
width onall of its links. Thisupdateis thenfloodedthrough
thenetworkin a similar fashionastheroutineperiodicup-
datemessages,sothateventuallyall thenodesareinformed
aboutthe failure. Similarly, uponrepair, the nodegener-
atesanupdatemessageannouncingfor eachof its links, the
availablebandwidthequalto thecapacityof the link. This
updateis thenpropagatedthroughthe network,so all the
othernodeseventuallylearnabouttherepairof thenode.

Whena nodefails, therequestscurrentlyroutedthrough
thenodewill haveto berestoredto alternatepathswith suf-
ficient capacityto satisfytheir demand.Towardsthis end,
we first classify the flows routedthrougha given node �
into threecategories:i) A primary flow is a flow thatorigi-
natesatnode� . In otherwords,node� is thesourceof the
flow. ii) A secondaryflow is a flow that terminatesat node� . In otherwords,node� is thedestinationof theflow. iii)
A tertiary flow a flow for which node � servesasa transit
node,that is theflow neitheroriginatesor terminatesat the
node.In otherwords,node � is neitherthesourcenor the
destinationof theflow.

Figure2 showstheprimary, secondary, andtertiaryflows
with respectto node3. It is clearthatuponthe failure of a
node,only the tertiary flows throughthe nodecan be at-
temptedto be restored,whereasthe disruptedprimaryand
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For node 3:
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Tertiary flow 

Figure 2. Classification of flows into primary ,
secondary and ter tiary

secondaryflows have to be terminated,and the resources
heldby themon theotherlinks released.Also, all thepri-
maryflow requestsarriving at a failed node,aswell asthe
secondaryflow requestschoosingthefailednodeasthedes-
tination,will beblocked.For a particularnode,thenumber
of primaryflow requestsblockeddependsonthearrival rate
of the callsat the node,whereasthe numberof secondary
flowsblockeddependsonthearrival rateat theothernodes,
andtheprobabilityof choosingtheparticularnodeasades-
tination.

Therearevariousrestorationstrategiesthat canbe em-
ployedbasedon thescope,granularity, anddurationof the
restorationphase,someof whichweoutlinebelow:� Scopeof restoration: The disruptedpath can be re-

storedaroundthe failed nodeto the destination,(lo-
calrestoration),or canbecompletelyrestoredfromthe
sourceto thedestination(sourcerestoration)[11]. An
intermediateschemesuchas restoringthe path from
a nodewhich is upstreamto the failed node,but not
necessarilythe sourcearealsopossible[4]. The dis-
tanceof the upstreamnode(usingsomemetric such
as the numberof hops) from where the flow is re-
storedto the failed node,would determinethe scope
of restoration.Oneof the primary advantagesof lo-
cal restorationis that it effectively containsthe im-
pactof the failure within a small local areasurround-
ing the element. This is not the casewith source
restoration,wherenodesdistant from the failed net-
work elementare also affected. Also, local restora-
tion can be performedfasterthan sourcerestoration,
whichcanbea crucialfactorfor somereal-timeappli-
cations. However, local restorationtypically requires
highercapacitythansourcerestoration(for the same
level of restoration)[11].� Granularity of restoration: Thedisruptedpathscould

berestoredoneat a time or in bundles,that is, anag-
gregatepathcould be restored.Clearly, the latterap-
proachhastheadvantageof minimizingtherestoration
overhead,sincetheprocedureneedsto beinvokedonly
oncefor all the pathsconstitutingthe bundle. How-
ever, this approachmay leadto inefficient useof net-
work resourcesandmayrequirehigherbandwidththan
the former approach,wherethe demandis being re-
storedin smallerunitsof bandwidth.

� Duration of the restoration phase: Recovering from
a network failure involves restoringa large number
of disruptedpathsat almostthe sametime; a situa-
tion which doesnot occurvery commonlyin normal
operation[13]. The path restorationprocessfor the
disruptedflows can proceedeither sequentiallyor in
a parallel fashion[15]. In caseof sequentialrestora-
tion, a disruptedpathis eitherrestoredor the request
is blockedbeforeattemptingto restorethe next one.
This increasesthe durationof the restorationphase,
but mayimprovethepercentageof thedisruptedflows
restoredsuccessfully, becauseof the routing updates
thatmayoccurduringtherestorationinterval. Various
policiesintermediateto eithera completelysequential
or acompletelyparallelrestorationarepossible,which
tradeoff betweenthedurationof therestorationphase,
and the percentageof the disruptedcalls that can be
restored.

From the designspacegeneratedby the above alterna-
tives,wechoosethefollowing:

� Thesourceof theflow attemptsto restorethedisrupted
flow.

� Thedisruptedflowsarerestoredona per-flow basis.

� A semi-sequentialrestorationis studied, which in-
volvesthe following two steps:theroutingalgorithm
determinesan alternatepath for the disruptedflow,
andinitiatesthereservationprocessover thisalternate
path. Therestorationof thenext flow begins right af-
ter. Thus,thepathselection,andresourcereservation
proceedsin aparallelfashion.Once,therestorationof
a flow terminatessuccessfullyor unsuccessfully(due
to reservationor routingfailure),theresourcesheldby
theflow ontheunfailedportionsof its originalpathare
released.Wenotethatsomeof thedisruptedflowswill
beblockedbecauseof theresourcesthatarecurrently
heldby theflow itself, andefficientmechanismsto ac-
count for theseresourceseither in the routing phase
or resourcereservationphaseneedto bedeveloped,to
avoid theproblemof “steppingonone’sshadow”. One
of the possibilitiescould be to releasethe resources
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heldby thedisruptedflowsprior to selectingthealter-
natepaths.However, this could increasethe duration
of the restorationphaseto an extent which could be
intolerableby flowswith real-timeconstraints.

Theotherdesignalternativesandtheircombinationswill
beexploredin a futurestudy.

The disruptedandnew flows, aretreatedin exactly the
samefashionin thepathselectionphase.No resourcesare
reservedfor restoringthedisruptedflows.Althoughcrucial,
we don’t attemptto assessdetectionandrestorationtimes
in this experiment,and is a subjectof further study. We
assumeafixeddetectiontimeof � � ���
	�� , thatis,anattempt
is madeto restorethedisruptedtertiaryflows � � ���
	�� after
the nodefails. The valueof � � ���
	
��� waschosenso that
thereis enoughtimefor theinformationaboutthefailureof
thenodeto propagateto theremainingnodesin thenetwork.

4 Performancemeasures

In general,theroutingperformancedependson theper-
centageof incomingrequestsandthepercentageof theof-
fereddemandthatcanbe routedsuccessfully, whereasthe
performanceof therestorationschemedependson theper-
centageof thedisruptedcallsandthepercentageof thedis-
rupteddemandthatcanberestoredsuccessfully. To assess
theroutingperformancein theeventof nodefailuresandre-
pairs,aswell astheperformanceof therestorationscheme,
wedefinethefollowing four metrics:� Total acceptanceratio (TA): This is theratio of theto-

tal numberof flows routedsuccessfully(original and
disrupted)to thetotalnumberof flow requests.

� � � 	 ����� ��	�� � ������

� � ��� ��������� &	 ��� ��	�����	���� � � ������
�� � �$� �
������� & (2)

Sincetheoriginalandthedisruptedrequestsaretreated
in an identicalmannerduring the pathselectionpro-
cess,the total acceptanceratio is definedto account
for both.� Totalbandwidthacceptanceratio(TBA): Thisis thera-
tio of thebandwidthroutedsuccessfully(original and
disrupted)to the total bandwidthrequested(original
anddisrupted).

��� � � � 	
�%!��"� ����� ��	
� � ������

� � ��� ��������� &� 	�� !��"� ��	�����	�����	
� � ������
�� � ��� �
������� &
(3)� Restorationacceptanceratio (RA): This is theratio of

the numberof disruptedflows routedsuccessfullyto
thetotalnumberof disruptedflows.

� � � 	 ��� �
����������� �! � ��	���������	
�	 �$� �
�������"��� �! � (4)

� Restorationbandwidthacceptanceratio (RBA): This
is theratio of thedemandrestoredsuccessfullyto the
totaldemandto berestored.

�#� � � � 	�� !$�"� ��	���������	��� �
��!�����	�� !��"� ���%$�	 ��	���������	�� (5)

Thefirst two performancemetrics,namely, total accep-
tanceratio (TA), and the total bandwidthacceptancera-
tio (TBA) are gearedtowardsevaluating the routing per-
formance in the presenceof node failures and repairs.
The third andthe fourth metric,namely, restorationaccep-
tanceratio (RA), andrestorationbandwidthacceptancera-
tio (RBA) aredirectedtowardsassessingthe effectiveness
of therestorationscheme.

Initially, weassumethatthedisruptedflowsarerestored
in randomorder, typically the order is determinedby the
entriesin the flow table of the failed node. The random
orderpolicy alsoservesas the baselinefor comparingthe
following two policies,which restorethedisruptedflows in
a prioritizedfashion:� Thefirst policy ranksall thedisruptedflows in an in-

creasingorderof demand.Intuitively, this shouldin-
creasethe numberof disruptedflows that can be re-
storedsuccessfully, and hencethe restorationaccep-
tanceratio (RA).� The secondpolicy ranksall the disruptedflows in a
decreasingorder of demand. Intuitively, this should
increasethe thedemandthatcanbe restoredsuccess-
fully andhencetheroutingbandwidthacceptanceratio
(RBA).

5 Simulation experiments

The performancemeasuresfor the restorationscheme
outlined in Section3 areobtainedusing simulation. The
simulationsarecarriedoutusingMaRS[1], whichhasbeen
enhancedto include the widest-shortestpathQoSrouting
algorithm[2]. In thissection,wedescribetheevaluationen-
vironmentwhich wasusedto obtaintheperformancemea-
suresdefinedin Section4.

Thelink capacitiesin caseof boththetopologiesarede-
terminedin suchamannerthatthecall blockingprobability
whenthe call interarrival time at eachnodeis � � �
	��
� for
isp topology, and &'�)( �
	
��� for the mesh topology, is in
therangeof *,+-(�. . Theseblockingprobabilitiesaredeter-
minedin theabsenceof failures.Thisdimensioningmethod
resultsin thelink capacitiesof /�(%+10 ��� Mbit/secfor isp
topology, and � ��� Mbit/secfor mesh topology. Themean
requestdurationis set to 0 minutes. This valueis chosen
to representthe averagedurationof a phonecall; it does
not necessarilyreflect the durationof new typesof multi-
mediacalls,suchasvideoconferencing,but to the bestof
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our knowledgethereareno dataavailablefor that type of
calls. Requestsizesareuniformly distributedbetween2!/
kbit/sec(typicalbandwidthrequirementof a voicecall), up
to a maximumof 2 Mbit/sec (typical bandwidthrequire-
mentsof a high qualityMPEG-2video). Eachnodegener-
atesanupdateof the availablebandwidthon its interfaces
periodicallyevery � � �
	
��� . The value of � � ��	
��� is ran-
domizedby a small valueto avoid the synchronizationof
periodic routing messages[3]. Eachsimulationwas car-
riedout for � ���#3 ������� andtheperformancemeasureswere
computedat the endof � ���43 ���/��� . The simulationswere
repeated20timesfor eachscenario,andtheaverageperfor-
mancemetricsfor these20runsarereportedhere.

Initially westudytheeffectof availability (Equation(1))
on the total acceptanceratio (TA) andthe total bandwidth
acceptanceratio(TBA) for bothisp andmesh topologies.
Towardsthisend,wevariedtheavailability of all thenodes
from 5�5'�6(�. to 5�(�� � . , using two differentconfigurations
of failure and repair ratesfor the nodes,as shown in Ta-
ble 1. Thesevalueswerechosenso that they aresignifi-
cantly higherthanthe valuesof the otherparameterssuch
asinterflow spacing,andpropagationdelayof links. To the
bestof our knowledgethereis no documenteddataavail-
able,which eitherprovidesthe failure andthe repairrates
of thenodes,or fromwhichthisinformationcanbeinferred.
The interflow spacingis assumedto be � � ��	
��� . The fail-
ureandtherepairratesin caseof thesecondconfiguration
aretwice the respective failure andrepairratesof the first
configuration. This implies that on an averagetherewill
be twice as many failuresobserved in caseof the second
configuration,ascomparedto thenumberobservedin case
of thefirst configuration.However, theaveragetotal down
time or the averagetime a nodeis unavailablewill be the
samein bothconfigurations.Thus,thenumberof timesthe
restorationprocedureis invoked in the secondconfigura-
tion is twice thenumberof timestherestorationprocedure
needsto beinvokedin thefirstconfiguration.Assumingthat
thenetworkreachesa quasi-steadystatebetweentwo suc-
cessive failures,this impliesthattwice thenumberof flows
haveto berestoredin thesecondconfigurationthanthefirst.

Figure3 shows the effect of availability on total accep-
tanceratio (TA) for both the isp andmesh topologies.
In caseof isp topology the total acceptanceratio (TA)
is quite closein caseof both the configurations,for avail-
abilities of 5�5��6(�. , 5�7��6(�. and 5�2��6(�. . However, the total
acceptanceratio (TA), in caseof configuration#2 is lower
thanin caseof configuration#1,whentheavailability of the
nodesis 5�(�. . A similarphenomenonis observedin caseof
themesh topology, in fact, the total acceptanceratio (TA)
is higher in caseof configuration#2 than in configuration
#1, whentheavailability of the nodesis 5�7�� � . . Thus,for
higheravailabilitiesof thenodesthenetworkseemsto com-
pletely oblivious to the fact that thereare twice as many

numberof failures,andhenceapproximatelytwiceasmany
numberof flowsthatneedto berestoredandeffectivelypro-
vides the samerouting performance.This is perhapsim-
portant,sinceincreasingthe reliability of a nodebeyonda
certainthreshold(orequivalentlyreducingthefailurerateof
thenodebeyondathreshold)canturnoutto beprohibitively
expensive. A betterandmay be a price effective alterna-
tivewithoutsacrificingtheroutingperformancewouldthen
be to reducethedown time or the repairtime of thenode.
Similar resultsareobserved in caseof total bandwidthac-
ceptanceratio (TBA), andarenot shown heredueto space
limitations.

Figure4 shows the effect of availability on the restora-
tion acceptanceratio (RA) ) for isp topology. Therestora-
tion acceptanceratio(RA) is slightlyworsefor higheravail-
abilities in configuration#2, but is better than configura-
tion #1 for lower availability. Oneof the reasonsfor this
phenomenonis that as the availability reduces,the down
time of the nodesincreases,due to which the numberof
primary and secondaryflows blocked increases. Subse-
quently, the numberof flows that aredisruptedandhence
needto berestoredin theeventof futurefailuresarelower
in the lower availability situation. Also, sincethe number
of primaryandsecondaryflowsblockedincreaseswhenthe
availability is lower (for thesamefailure rate),theresidual
capacityin the networkwhich is available for restoration
increases.As a result,a highernumberof disruptedflows
canberestored,whichmanifestsitselfasaslightincreasein
therestorationacceptanceratio (RA). Similar observations
are recordedfor the restorationbandwidthacceptancera-
tio(RBA) for isp topology, andrestorationacceptancera-
tio (RA) andrestorationbandwidthacceptanceratio (RBA)
for themesh topologyandarenot shown here.
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Table 1. Failure and repair rates of nodes
Availability Configuration#1 C onfiguration#2

Failurerate/hr Repairrate/hr Failurerate/hr Repairrate/hr
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Figure 3. Effect of availability on TA for isp and mesh topologies

Wethenstudytheperformanceof therestorationscheme
undervaryingconditionsof networkload. Decreasingthe
network load shouldmitigate the impact of nodefailures
becauseof two reasons:i) A decreasein thenetworkload
causesan increasein theresidualcapacityin the network.
Sincethe disruptedflows are restoredusing this residual
capacity, an increasein theresidualcapacityhasa positive
influenceon the percentageof the disruptedflows aswell
asthe percentageof the demandthat canbe restoredsuc-
cessfully. ii) Thenumberof flows thataredisrupteddueto
thefailureof a nodedecreasesasthenetworkloadreduces.
As a result, the numberof disruptedflows competingfor
theresidualcapacityupona failure decreases,leadingto a
higherpercentageof flows aswell asdemandthat canbe
restoredsuccessfully.

Thenetworkloadwascontrolledby changingthe inter-
flow spacingat eachnode.We variedtheinterflow spacing
from &'�)(���	
��� to 7 � �
	��
� for theisp topology,and/ ��	
��� to� � ��	
��� for themesh topology. Thesevalueswerechosen
so that the networkis operatedin a relatively high block-
ing region(about � � + �:(�. ) in theheavily loadedcase,and
almostzeroor no blocking in the lightly loadedscenario.
Thesebaseblockingprobabilitieswereobtainedin theab-
senceof failures. To study the effect of network load in
isolation,theavailability of all the nodesis assumedto be

5�5'�)(�. , using the failure andrepair ratesof configuration
#1.

Figure 5 shows the effect of workload on the restora-
tion acceptanceratio (RA) for isp topology. The restora-
tion acceptanceratio (RA) increasesastheloadon thenet-
work decreases,and underextremely light load, there is
enoughresidualcapacityto restoreall thedisruptedtertiary
flows, and the only flows that cannotbe restoredarepri-
maryandsecondary. As a result,therestorationacceptance
ratio (RA) doesnot increasesignificantlywith a decrease
in thenetworkload,beyonda certainthresholdof network
load.Similarobservationswererecordedfor therestoration
bandwidthacceptanceratio (RBA), for bothmesh andisp
topologies,andrestorationacceptanceratio (RA) for mesh
topologyandarenot includedhere.

We then study the effect of prioritized restorationon
therestorationacceptanceratio (RA), andrestorationband-
width acceptanceratio (RBA). Towardsthis end, we ini-
tially restorethedisruptedflows asper increasingorderof
their demand,andlaterasperdecreasingorderof their de-
mand. This is carriedout for differentnetworkloads. To
ensuresimilar conditionsin orderto facilitatefair compar-
ison betweenthe randomand prioritized policies, we re-
playedthefailureandrepaireventsrecordedduringtheex-
perimentswhich restoretheflows in randomorder, for pri-
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Figure 5. Effect of workload on RA for isp
topology

oritizedrestoration.This wasdonefor eachof the20 runs.
Theavailability of all thenodeswassetto 5�5��6(�. , usingthe
combinationof failureandrepairratesasin configuration#
1. Theresultsfor theisp topologyareshown in Figure6.
Therestorationacceptanceratio(RA) is higherthantheran-
domrestorationcasewhenthedisruptedflows arerestored
in anincreasingorderof demand,andtherestorationband-
width acceptanceratio (RBA) is higher than the random
case,whenthedisruptedflows arerestoredin a decreasing
orderof demand.This effect is seenwhenthe networkis
heavily loaded(lower interflow spacing).Theperformance
of bothrandomrestorationandprioritizedrestorationis al-
most the same,in caseof light network loads(higher in-
terflow spacing). This is due to the fact that under light
load conditionsthereis sufficient residualcapacityto re-
store all the disruptedtertiary flows, and the priority of
restorationdoesnot impact the restorationacceptancera-
tio (RA), aswell as the restorationbandwidthacceptance
ratio(RBA). Also, theeffectof prioritizationontherestora-
tion acceptanceratio (RA), andthe restorationbandwidth
acceptanceratio (RBA) is slightly morepronouncedin the
caseof mesh topology, thanin thecaseof isp topology.
Thiscouldbebecauseof thehighly structurednatureof the
mesh topology, as opposedto the sparseconnectivity of
the isp topology, which offers multiple equivalentpaths
betweenalmostevery source-destinationpair. The results
of the mesh topologyarenot includedheredue to space
constraints.

6 Conclusions

In this paperwe discusstheeffect of failuresandrepair
dynamicsof nodeson QoSrouting,andoutlinethevarious
designchoicesto enableanefficientrestorationof theflows
thataredisrupteddueto suchfailures.We definefour met-
rics, two to assessrouting performancein the presenceof
nodefailuresandrepairs,andtwoto assesstheperformance
of the restorationscheme. We conductextensive simula-
tions to obtain theseperformancemeasuresundervarious
networkconditionsaswell asfailure andrepairconfigura-
tions. Initially, we study the effect of availability on the
variousperformancemeasures,andour resultsindicatethat
beyonda certainlevel of availability, thepercentageof the
flowsroutedsuccessfully, is quitecomparable,eventhough
the numberof failures in onescenarioare twice as much
the numberof failuresin the other. We thenstudythe ef-
fect of networkload on the percentageof disruptedflows
andthedemandthatcanberestoredsuccessfully, andasex-
pectedobserve thatasthenetworkloaddecreases,theper-
centageof thedisruptedflowsthatcanberestoredaswell as
the percentageof the demandrestoredincreases.We then
studytwo prioritizedrestorationpolicies,namely, restoring
thedisruptedflows in an increasingorderof their demand,
andrestoringthemin a decreasingorderof their demand.
The former is expectedto increasethe percentageof the
disruptedflows that canbe restored,whereasin the latter
case,thepercentageof thedisrupteddemandthatcanbere-
storedis higher. Ourresultsindicate,thatthebenefitsof the
prioritized restorationpoliciesarehigherunderheavy net-
work loads,sinceunderlight loads,thereis enoughresidual
capacityto restoreall thedisruptedflows,andprioritization
doesnot yield any benefits.

Thefutureresearchwill includeananalysisandcompar-
ison amongotherpossiblerestorationschemes,aswell as
devising techniquesto determinethe amountof spareca-
pacity that mustbe provisionedin the networkto achieve
a certaindegreeof restoration.The time requiredfor the
detectionof a failure andsubsequentrestorationis alsoa
crucial factor in determiningtheefficiency of a restoration
scheme,sincethis will determinethe amountof time the
serviceof a flow will bedisrupted.Realisticassessmentof
thedetectionaswell astherestorationtime,andpoliciesto
minimizethemwill alsobeexplored.
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