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Abstract

Providing Quality of Service (Qos) in an efficient and
scalablemanner inthe Internet is a topic of active research.
Thetechnologies that have drawn the most attentionare In-
tegrated Services (IntServ), Differential Services (DiffServ)
and Label Switching(mpLs). While these technologies are
orthogonal in many respects and can coexist, they are all
similar with respect to the fact that some or all the routers
in such networks need to be programmed with state infor-
mation associating data flows with Qos classes or priori-
ties or labels. This paper describes a protocol called ssp
(State Setup Protocol) which is designed to disseminate and
manage this state information. In additionto a smple de-
sign which makes fast implementations feasible, ssp pro-
vides many features like state aggregation and third party
signaling which makes ssp a suitabletool for network con-
figuration, management and provisioning as well. A de-
tailed discussion of ssp is presented along with numerous
examples and performance measurements.

1. Introduction

Currently there is a great deal of interest in the Internet
community in extending the single best effort class of ser-
vice to include multiple classes of service. The main mo-
tivation is the commercialization of the Internet, prompting
network operators to distinguish and prioritize packets be-
longing to different classes of customers, and the develop-

ment of new multimediaapplicationswhich are not lossand
delay tolerant and which require guaranteed network perfor-
mance. IntServ, DiffServ and Label Switching are the ma
jor technologiesbeing pursuedto realize Qosinthelnternet.
We begin by describing each scheme briefly and showing
that a common factor in each is the requirement for a pro-
tocol to install the requisiteflow state in network routers.

1.1. IntServ

An IntServ reference modd defines the following ee-
ments: multiple classes of service, ameans for applications
to signa to networks and routers their desired class of ser-
vice, a means for admission control, flow classification at
each router and packet scheduling to ensure each service
class getsitsrequired service.

The Internet community has standardized the classes of
service in the IntServ WG, and has standardized a signal-
ing protocol caled RsVP in the RsvpP WG of the IETF. For
many reasons, including complexity, scalability and billing,
the IntServ scheme and Rsv P have not met widespread suc-
cess or even acceptance in the marketplace. This has lead
to asearch for a simpler model for IntServ, the direct result
being DiffServ or Differential Services.

1.2. DiffServ

DiffServ eliminates the need for applications to sig-
nal their individua requirements at run time by letting
customers negotiate service profiles with their service



providers, which permit customized tailoring of Bw usage
over a given time period. Providers use profiles to stamp
customers packets with the required Qos at the network
entry points. The Qosinformationiscarried in band within
the packet in the ToS (Type of Service or Priority) field of
the 1P header. This eliminates the need to maintain per flow
state within the interior of the network. While these are the
broad details, the specifics, such as the number of service
classes, the nature of the profiles and how out of profile
traffic is treated are being resolved in the DiffServ wG of
the IETF.

1.3. Labd Switching

Related to the idea of providing a scalable Qos solution
isthe notion of Tag Switching/Label Switching. Atitssim-
plest, label switching adds labels to each packet, and lets
routers (called Label Switched Routers or LSRS) use thela
belsto determine forwarding and scheduling decisions. The
association between data flows and the labels is set up ex-
plicitly throughalabe switching protocol. Thedetailsof the
label switching protocol are being worked out inthe MPLS
WG of the IETF. Label switching can be driven directly by
the presence of flows, like IFMP [6], or can be coupled to
routing protocols (Tag Switching [7] and ARIS [1]), or can
be driven by intelligent network probes which can detect
and/or predict network |oading patterns.

1.4. State Setup

A common thread running through all these schemes is
the need to ingtall state in network routers. In IntServ,
RsSVP [3] is responsible for instaling the < flow, Qos >
state in the routers along the path of the flow. In MPLS, it
is the responsibility of the label switching protocol to in-
stall the mapping between the packets and the associated | a-
bel aong a specified path. Even DiffServ, which explicitly
seeks to avoid the complexity of a signaling protocol like
RSV P, heeds a mechanism to set up the < profile, 1P ToS >
state in border routers. We ask:

e Is it possible to have a single protocol for installing
state in routers for IntServ and DiffServ and Label
Switching ?

e Andif s0, isit possibletodo soinasimpleand efficient
manner ?

Webelieveour state setup protocol, ssp, meetsthe above
two goals. The following sections describe ssp in depth. In
addition to a simple design which makes fast implementa-
tions feasible, ssp provides many features like state aggre-
gation and third party signaling which makes ssp a suitable
tool for network configuration, management and provision-
ing aswell.

1.5. Outline of Paper

Section 2 describes the design god s and basic function-
ality provided by ssp. This section motivates Ssp design by
describing RsvP features and its deficiencies. ssp specific
notions like filters and routing addresses are introduced.
Section 3 describes the use of ssp in IntServ and Label
switching networks. Different examples are used to show
how ssp establishes both unicast and multicast reservations.
In particular, the multicast reservations can be tailored to
avariety of scenarios, including reservations for a selected
subset of senders. Section 4 describestheuseof sspin Diff-
Serv networksto manage state at border routersand asatool
for network management and provisioning. Section 5 pro-
vides details of the actual implementation on the NetBSD
operating system and performance measurements. The im-
plementation is lightweight enought to support many thou-
sand signaling operations per second. Section 6 describes
related work and Section 7 presents our conclusions and
plans for future work.

2. Design Goalsand Features

To understand the design of ssp, it is necessary to first
take alook at RSVP, since ssP is a superset of asimplified
subset of RSVP.

2.1. rsvpP

RSVP is arecelver initiated soft state smplex two pass
resource reservation protocol. In this paper, we assume the
readers are familar with the basic design of RsvpP. The state
that RSV P disseminatesistheassociation or binding between
aflow and its Qos. While RsvP introduced several innova
tiveideas, including receiver initiated reservations and soft
state, its design and implementation are unduly complex,
Some of the perceived problems with RsvP include:

Two Pass Approach Although the reservation is made
only at thereceiving end, it isnecessary for the sending
end also to periodically send messages.

Heterogeneous QOS in Reservations ability of different
receivers to request differing Qos for the same mul-
ticast flow. This can lead to denia of service attacks,
necessitating complex counter measures, such as
the newly introduced blockade state. Furthermore it
increases both size and complexity of state maintained
at routers.

Heterogeneous Styles of Reservations This can  again
lead to ambiguities in merging differing resource
requests from different senders.



No Support for Label Switching RsvP provides no in-
trinsic support for label switching.

No Wildcarded Reservations All the fields in the RsvP
filter are fully specified, i.e., no fields are wildcarded
in traditional RSVP reservations. While RSVP has re-
cently introduced the notion of aciDR stylewildcarded
source and destination addressin filters[4], thisis till
short of full generalization of al fields.

We have briefly listed some of the drawbacks of the cur-
rent Rsv P design. These deficiencies of RsvP, coupled with
the need to disseminate state in different types of networks
provided the direct motivation for ssp. ssp isalightweight
flow setup and state setup protocol. Based on a subset of
RSV P with many additional features, the designisdriven by
the following goals:

o Toeliminate bottlenecksin RSV P described previoudly.

e To provide a single protocol for programming state
information in routersin IntServ, DiffServ and Label
Switched networks.

¢ To do so with minimal number of protocol messages.
2.2. Features

We now discuss the features of ssp. While each feature
has an associated cost/benefit tradeoff, the decision to in-
clude each has been taken keeping the above goalsin mind.

Soft State Like RSVP, SSP reservationsingtall soft state in
routers which needs to be refreshed periodicaly, else
the state times out. This greatly helpsin keeping ssp
simplesinceanumber of error preventionand recovery
features which are needed in ahard state signaling pro-
tocol can be eliminated. For example, sSSP messages
can be sent using UDP datagrams, rather than the more
heavyweight TCP.

The need for continuous refreshes means that a soft
state system must handle a large number of refresh
messages in addition to the original reservation mes-
sage. We describe a simple technique based on label
switching to handle refresh messages efficiently.

Single Pass Operation Unlike RsvP which has messages
flowing from both the sender and thereceiver(s) before
areservation is set up, sSSP is based on a single pass.
State programming of routersisdrivenby asinglemes-
sage originating from the recelver side. This single
pass operation cuts down on latency while speeding up
processing.

In the current implementation of ssp, reservations are
initiated by the receiving end. An issue with receiver

initiated singlepassreservationsisthat in case of asym-
metric routing, the path set up from the sender to there-
ceiver will not be along the default path, since the path
setup is done from the receiver end. The assumption
hereisthat flow specific routing overrides default rout-
ing, so if arouter hasforwarding state for aflow which
is different from the default forwarding state for that
IP address, then the flow specific state will be chosen.
We expect that with the evolution of QoS aware rout-
ing protocols, thiswill become anon issue. Itisim-
portant to note however that nothing in the ssp design
precludes asender initiated version of theprotocol, and
in fact, a sender initiated version is one of the goals of
the next phase of implementation.

Third party reservations Unlike other signaling proto-
cols, ssp alowsareservation to be setup not only from
thereceiver but also from athird party like a Network
Operations Center(NoC). Furthermore, this reserva
tion can be setup not only along the entire path from
arecelver to asender, but also along any chosen subset
of the path. Thisis essential for Diff Serv networks, as
well asfor general network management and configu-
ration of Virtual Private Networks(VPNS).

Singleflexible style of reservations ssp provides asingle
style of reservation which is genera enough to account
for reserving resources for different senders to a mul-
ticast group. The simplification is possible by eimi-
nating heterogeneous requests from different senders.
Until such atime that routers can intelligently discard
packets based on application content, we fedl thisisthe
best choice to reduce complexity in signaling.

Generalized Filters ssp filters which describe the set of
packetsrequiring aparticular Qos can bewildcarded to
an arbitrary degree. A singlefilter can describe many
different application level flows. Thistypeof state ag-
gregation preventsthe state space explosion caused by
keeping state on a per flow basis only. Generalized fil-
terscan lead tofilter conflicts, in which asingle packet
can match multiple filters, leading to ambiguities in
mapping packetsto filters. Elsewhere [8], we describe
a simple geometrica technique to resolve such con-
flicts.

Support for Labe Switching ssp provides native support
for label switching, thereby eliminatingthe need to run
separate resource reservation and label switching pro-
tocols. Thisisof specia significancefor labd switched
routers which typicaly have a high speed hardware
path for label switched traffic and a slower software
path for non label switched traffic. When a resource
reservation protocol is invoked before a label switch-
ing protocol in such networks, the traffic isforced into



thedlow pathinitially. ssp eliminates such race condi-
tions.

Dynamic Reservations Since SsP is based on soft state, it
is hecessary to periodically refresh the state which has
been set up in the network. This provides an opportu-
nity to modify the state based on current requirements,
thereby providing optimum utilization of resources.
Anapplication or end user can continuously vary itsre-
source requirements based on current requirements by
sending its current requirements in each refresh mes-

sage.

We now turn to the operation of ssp. In order to under-
stand how ssP worksit is necessary to look at some of the
basic components of ssp messages, and how they are han-
dled at each hop.

‘ IP/UDP header ‘ SSP Setup Message ‘

a) SSP Setup message encapsulated in a UDP datagram

IP address IP address SSP Reserved ~ SSP Reserved
of this hop of next hop Port Port

IP Src Address| IP Dst Address| UDP Src Port | UDP Dst Port

b) IP/UDP header of Setup message

Final Address of
BW of flow Unicast Address  previous hop

Routing

Generalized Filte| Qos ‘ Label ‘ Address :&?r%ss

c) Important fields in a Setup message

Generalized Filter

‘ Value ‘ Mask ‘

‘ 1P Src‘ 1P dst‘ P protu‘ Sport ‘ Dport ‘ P Tos‘

‘ IP Src Sport | Dport

P dst‘ IP proto

P TDS‘

d) Format of Generalized Filter in Setup message

Figure 1. ssp Setup message

2.3. Overview

The basic ssP message is the Setup message. The Setup
message is propagated from the recelver to the sender, or
any subset of the path, and as it propagates it installs state
in theintermediate routers. The Setup message is transmit-
ted hop by hop in uDP datagrams as shown in Figure 1.a
The1P/uDP header shown in Figure 1.b showsthat the Setup
messages are sent by adjacent ssp peers on the ssp reserved
port. Figure 1.c shows the important components of the
Setup message. The Generalized Filter describes the pack-
ets for which the state isto be setup in the form of the asso-
ciated Qos and label information. Though ssp itself isinde-
pendent of the nature of Qosinformation, for simplicity, we

work with a simple model of Qos in which the Qos isrep-
resented by a single bandwidth(Bw) parameter. In addition,
the Setup message also containsarouting addresswhichisa
unicast addressto which the ssp messages are forwarded, as
well as the Phop Address which isthe 1P address of the pre-
vioushop. The Phop Addressisthesameasthe P source ad-
dress of the 1P/uDP datagram carrying the Setup message. It
isduplicated because user level implementationsof ssp may
not have access to the 1P header of the incoming ssp data
gram. Thefilter carried in ssp is ageneralized filter which
can be masked to an arbitrary extent as shownin Figure 1.d.

It is the hop by hop forwarding of Setup messages to-
wards the routing address which installsthe necessary state
in routers. Depending on who initiates the Setup messages,
the degree of wildcarding of thefilters, and the routing ad-
dress, many different scenarios are possible, which are de-
scribed in detail in the subsequent sections.

It is our claim that this approach to programming state
ishecessary aswell as sufficient when the following condi-
tionsare met:

o Information needed to set up state is obtained out
of band. To initiate a reservation request, the re-
guestor needs to know the desired Qos. We assume
that this information is available out of band, for ex-
ample, through a service advertisement protocol, or
through well known values associated with individual
applications. Thus no signaling messages are needed
to obtain thisinformation.

e Stateisatomic. When any nodereceives arequest, the
request is either accepted or denied. It isnot modified
and there are no negotiations. Therefore, no signaling
messages are traded back and forth to negotiate a par-
ticular Qos.

o Implicit acknowledgements. The initiator of the
reservation gets an error message in case the reserva
tion is unsuccessful, but no message otherwise. This
eliminates the need to have a separate signaling mes-
sage for positive acknowledgement.

We observe that ingtalling state in a router associating a
set of packets with a particular QOS requiresthat the router
receive at least one message. Furthermore, once the mes-
sage isreceived by all the relevant nodes, dl the program-
ming necessary in the network and end systems is done.
In the case of an IntServ network, for example, an end to
end path with the desired Qos would have been established.
Thus, no additiona messages are needed.

3. sspin IntServ/Label Switching Networks

Our exampl esinthissection are based on networkswhich
support both Label switching and IntServ, however, it is
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Figure 2. ssp Setup Message used to setup a
unicast reservation from node B to node A

fairly easy to understand the behavior of ssp in pure Label
switched networksand IntServ networks. Our examples as-
sume that the end user initiates the signaling request, and
areintended to illustrate the use of thefilter and the routing
address in Setup messages to set up flexible reserved label
switched paths. Scenarioswhere the network, as opposed to
users, initiatesreservationsare described in the next section.

3.1. Unicast Reservations

Figure 2 shows an IntServ Label Switched network con-
taining end systems A and B, connected by routers R1 and
R2. Node A wishesto reserve some specified Bw for aflow
fromB toA. It sendsa Setup message withtherdevant fields
asshowninFigure2. Ascan beseen, therequested Bw is 10
Mbpsfor aubppflow originatingat B from port 5051 and ter-
minating at port 5052 on node A. Node A selectsthefirst hop
label tobe 32. sspworkswithamodel of receiver alocation
of labels, in which the downstream end of alink allocates
the labels to be used by the sending side. The routing ad-
dressfield of the Setup message has been set to B. The Setup
propagates hop by hop based on reverse path forwarding to
the routing address, namely B, setting up an end to end la
bel switched path with the requested Bw provided the Setup
passed admission control at each network node. As can be
seen, each node a ong the path selects anew label beforefor-
warding the Setup request, and internaly updatesits state to
maintain the mapping between the incoming and outgoing
labels for the flow. Once the Setup reaches B, B can start
sending using the label switched path which has been setup

from B to A. The state that is set up at each router is aso
shown in figure, with the incoming and outgoing labels of
the data flow.

There are several pointsabout sSSP operation that we can
make at this point.

o First, nodeA getsimplicit notification of the success of
the reservation by the fact that it receives data on the
switched path. In case of failure of the Setup, an Error
message would have been sent back to the originator of
the Setup. The Error message would be routed aong
the same path as the Setup message, thereby canceling
theinstalled state at theintermediate nodes. In thecase
of aconventional IntServ network (without L SRs), each
router would have programmed its scheduler to let this
flow’s packets receive 10 Mbps Bw. In this case, the
label field would bel€eft blank. Ingenerdl, itisnot nec-
essary to specify both the Qos field as well as the la
bel field at the same time for networks which do not
support both label switching and IntServ.. It isthere-
forepossible, for example, to create an end to end | abel
switched path without any associated BW reservations
for apure label switched network, or to create a reser-
vationwithout specifying alabel for apurentServ net-
work. However, as pointed out in Section 7, specifying
non zero labelsin Setup messages isuseful eveninnon
label switched networksfor fast processing of Setup re-
freshes.

e Second, in this example, node A requested a reserva
tion for a fully specified flow from B. By appropriate
wildcarding of thefilter in the Setup message, it ispos-
sibletoask for reservationsfor abroader set of packets,
for example, al TCcP packets, or even al packets from
BtoA. Thisexamplea soillustratesthe use of therout-
ing addressto propagatethe Setup message fromthere-
ceiver of datato the sender based on reverse path for-
warding. In the case of asymmetric routing, it might
happen that the path set up from the sender to the re-
ceiver does not match the default path. One important
assumption made in ssp isthat flow specific state over-
rides default state. So if a router has information re-
garding both the default path for a flow and the path
based onthenewly installed statefor theflow, and these
two are different, the assumption is that the flow spe-
cific state will be used.

e Third, the state installed in the network is soft state,
meaning that it times out unlessit is refreshed period-
icaly. The receivers periodically refresh the state by
sending Setup messages. If these stop for some time,
each node along the path times out the state and re-
leases any reserved resources. It isalso possibleto ex-
plicitly tear down the state using a Tear message.



3.2. Multicast

Having looked at a simple example of ssp being used as
aunicast signaling protocol, we now look at some multicast
examples which illustrate the flexibility of reservation sup-
ported by ssp. Unlike RSvP, in ssp thereis no explicit no-
tion of different styles of multicast reservations. The multi-
cast flow setup issimilar to the unicast setup. Each receiver
of amulticast group which requires non-default delivery of
datafrom senderstransmits a Setup message to thefirst hop
router. Inthiscase, therecelver must select a specific sender
astherouting address, so the Setup message propagatesto a
specific sender. The receiver isfree to send multiple Setup
messages to different senders. We work with an example
scenario of a single receiver and two senders. In the first
example, we show how the receiver can reserve Bw for a
single sender by sending a Setup message with the routing
address set to the desired sender. In the second example,
we show how the receiver can reserve Bw jointly for both
senders, by sending two setup messages with differing rout-
ing addresses, but the same filter specification. And finaly
in the third scenario, we show how the receiver can reserve
BW separately for the two senders by sending two separate
Setups with separate filters. These examples correspond to
the Fixed Filter and the Wildcarded Filter style of reserva
tionsin RsvP. Similarly it ispossibleto construct examples
corresponding to the Shared Explicit styleof Rsv P, al based
on the singletype of Setup message of Ssp.

Multicast Group M
Receiver sends Setup message with Routing Address (Raddr) = B

Receiver A/ \

Setup Message
1 Filter=f1, Label=32, Q0S=10 Mbps, Raddr=B

Incoming Outgoin,
Filter QoS | gpel gLabgeI 9 Phop

R"“'@STATE\ fL [10Mbps 55 | 32 | A |

Setup Message
Filter=f1, Label=55, Q0S=10 Mbps, Raddr=B

Incoming Outgoini
Filter QoS | 5pel gLang 9 Phop

Router R2 STATE[ 1 [ioMbpg 72 | 55 | RI |

Setup Message
l Filter=f1, Label=72, QoS=10 Mbps, Raddr=B

Incoming Outgoin
Filter QoS Label gLabgel gPhop

STATE[ 1 [10 Mbp] [ 72 ] R2]

Sender By

Sender C

P P 1 Src Dst
Src Dst  Protocol por Port

fll B | M [ udp [ 5051 | 5052 ]

Figure 3. ssp Setup Message used to setup a
reservation for a multicast flow from node B
to node A

Thefirst exampleisshowninFigure3. Thisshowsamul-
ticast group M with member A, and two senders B and C.
In this example the receiver isinterested in associating B's
packets with a particular QOs, in this case 10 Mbps. So A
sends a Setup message, withtherouting addressset to B, and
with the 1P Filter set to match packets sent by B to the mul-
ticast group M. The propagation of these Setup message to-
wards B resultsin the establishment of alabed switched path
from B to A with areserved capacity of 10 Mbps, shownin
the figure. Packets sent from C to the group M traverse the
default path without any reservation.

As Setup messages from different receivers propagate
towards the sender, they are merged at intervening nodes.
Thusthereisnoimplosionproblem at the sender. ssp works
with amodel of homogeneous reservations in which reser-
vations from different receivers to the same sender are ex-
pected to request the same QOS, else an error message is
returned. Receivers are expected to know the correct Bw
out of band through service advertising protocols, similar
to the way they learn about the existence of senders. It can
be shown that heterogeneous reservations, a key feature of
RSV P, do not deliver any val uewithout the network knowing
the data content of packets, and can lead to denia of service
attacks. These problems are avoided with ssp.

Multicast Group M
Receiver sends the same_Setup message with
Routing Address(RA) = B and Routing Address (RA) = C

l

Receiver A

JAN
|

@er R1

Setup Message

Incoming Outgoin:
Fiter QoS |"koa"d Pabd™™ phop

fl_Jiombps] 55 | 32 [ A ]

Filter="1, Label=32, QuS=10, RA=C
] g » -
3 | Filter=f1, Label=32, QuS=10, RA=B!

\TE

el=55, Q0S=10, RA=C
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Gyt
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Figure 4. ssp Setup Messages used to setup
areservation for all multicast packets from B
and Cto A

Now, let us consider the same example with multicast
sendersB and C, and receiver A, and assume that A wantsto
reserve BW for all multicast packetsfrom B and Cto A, i.e,



a shared pipe for data from B and C. In that case we have
the scenario shown in Figure 4, in which A sends two sepa-
rate Setup requests withidentical 1P Filter fields, but distinct
routing addresses as shown. Asaresult, aswitched reserved
path is set up from the senders to the receiver, in which the
switched path is the same from router R2 to B. As can be
seen, the source address in the 1P Filter f1 has been wild-
carded to let packetsfrom both sources share thereservation.

Inalabel switched network based on cell switching there
isaproblem of cel interleaving if multiple senders are a-
lowed to send on asinglelabel (vc). In our modd, we as-
sume that the L SRs support multiple senders on asingle vc
without cdl interleaving, for example, by using frame re-
assembly. If not, the L SR should send an error message back
totheoriginator of aSetup message, if the messageinvolves
multiple senders. Of course, this issue does not arise with
conventional routers, or with LSRs based on non-ATM tech-
nology. In our examples, we assume LSRs which are able to
multiplex multiple senders on a single label without inter-
leaving.

4. ssp for Network Management and DiffServ

A magjor challenge facing service providersis the provi-
sion of Virtual Private Networks (VPNS). At itssimplest, a
VPN defines areserved pipethroughaservice provider, link-
ing different customer sitesthrough an overlay network with
some QOS guarantees. We refer to this as a Qos tunndl.

Filter QoS  Phop

STATE[ 1 [20Mbpg Ri |
al

P P | Src Dst

Src Dst  Protocol por Port

il B [ Ax [ * [ = [+ ]

Figure 5. ssp Setup Message used to setup a
Qos tunnel between two networks

Consider Figure 5, which showstwo distinct networks A
and B. Assume that A and B are remote from each other,
and that connectivity isprovided by an ISP (Internet Service
Provider). The ISP needsto provide a Qos tunnel from B to
A. Wewishto program the routers of the ISP so that packets
sent from network B to network A get an assured Bw of 20
Mbps. Assume that the border routersare A.7 and B.32 as

shown. Setting up a Qos tunnel from net B to net A iseas-
ily done by sending a Setup message from A.7 to B.32 as
shown in Figure 5. The Filter isused to specify al packets
originating in network A and destined for network B. This
is done by using the mask field of the Ip Filter to mask out
all the host related parts of the 1P source and destination ad-
dress, and also to mask out the 1P protocol and upper level
ports. Also, theroutingaddressis specified asB.32 to termi-
nate the tunnel at B.32. This sets up a simplex Qos tunnel
from net B to net A. The state at router R2 is shown in the
figure. For setting up afull duplex Qos tunnd, it is neces-
sary for B.32to send asimilar Setup messageto A.7. Incase
the VPN isencrypted, port level information isnot available
directly from the packet headers without reference to the spi
fidd. If theQostunnel isset upfor al packetstraversingthe
VPN then the port level information is not needed. If more
differentiation is needed, the filter specification of ssp will
have to be enhanced to incorporate the spi.

4.1. DiffServ

We now turn our attention to Diff Serv networks. Several
ISPs have already announced support for Diff Serv based on
the 1P ToS field. In this case, border routers (between the
customer and the network) stamp selected packets which fit
a profile with a higher value of priority in the 1P ToS field,
and internal routers schedule packets based on this field.
The profileisnegotiated out of band by the customer and the
service provider. This scheme does away with the need for
user level signaling and admission control and packet classi-
fication. Even though thereisno user level signalingin this
scheme, we still need a tool which can download the pro-
filesfrom the 1SP's NOC to the border routers. Thisisatask
idedlly suited for ssp.
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Figure 6. DiffServ network

One interesting and powerful aspect of ssp is how ssp
can be used to setup state not only along a specified path as
described in previous examples, but a so throughout an en-
tire network or an arbitrary subset. For example, assume a
priority based DiffServ network and assume the following:
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Figure 7. ssp Setup for programming border
routers

A customer has negotiated a profile which lets al the
customer’s TCP traffic comein as high priority.

o High priority traffic means that the 1P ToS byteisset to
3in 1P packets.

e The customer’s P addressis B.32.

o All the border routers of the ISP are configured to be
part of amulticast group M.

e The I1SP's NOC, which keeps track of customers pro-
files, has address C.16.

Such anetwork isshowninFigure6. Wewishto program
border routers in that network such that al Tcp packets to
B.32 are stamped with the 1P ToS byte set to 3. Thiscan be
doneusing the single Setup message issued fromtheNocC as
showninFigure 7. The Setup message is sent to all the bor-
der routers by addressing the 1P packet which encapsulates
the Setup message to the special multicast group M which
includes al the border routersin the net. Therelevant fields
of the Setup message are shown in Figure 8. Oncethe Setup
message reaches each border router, it does not propagate
further, since the routing address is set to 127.0.0.1 which
corresponds to the local loopback address. Each router will
treat this address as the termina condition for the propa
gation of the Setup message, since it matches its own ad-
dress. The desired profileistherefore installed in each bor-
der router and al traffic which meetsthisprofile, inthiscase
all incoming Tcp traffic to B.32, will be stamped with the 1P
ToS set to 3. As can be seen, thefilter field includes the 1P
ToS.

5. Implementation Details

SSP has been implemented as part of atestbed on IntServ
label switching networks [5]. The testbed comprises multi-
ple workstations linked together by label switched routers
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Figure 8. Filter for incoming Tcp traffic to a
customer
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Figure 9. ssp Host Implementation

based on cdl switching. The workstations, as well as the
control processors of the LSRs are 200 MHz Pentium Pro
PCs running the NetBSD operating system. sspisusedasa
signaling protocol to reserve resources for application level
flowsin thisenvironment.

5.1. Host Implementation

The ssp implementation architecture on hosts is as
shownin Figure9. sspisresponsiblefor setting up the con-
trol path so that thedata path hastherequisite Qos. Applica
tions are linked with alibrary which provides the ssp API.
The ssp API is both simple and powerful, supporting calls
both for issuing as well as recelving Setup requests. There
are also specid cals for setting up the third party reserva
tions described previoudly.

5.2. Router Implementation
The router implementation is substantially the same as

the host implementation, except that in this case several ad-
ditional modules are exercised.
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Figure 10. ssp Router Implementation

The control and data paths in the router are as shown
in Figure 10. When a router receives a Setup message, it
first goes through admission control. The admission con-
trol module is based on a simple peak Bw allocator model,
and ensuresthat therequisite Bw inthedesired service class
isavailable at the interface the Setup message arrives. For
aconventional router, thisisfollowed by programming the
packet classifier and scheduler. For an LSR, the switching
fabricisinstead programmed with the appropriateincoming
and outgoing labels. The routing table is then looked up to
determine the next hop towards the routing address, and the
Setup isrelayed to the next hop. These steps set up the data
path in therouter so that theincoming flow getstherequired
QOS.

5.3. Implementation Status

The sspimplementationfor bothend systems and routers
residesinthe user space. Therouter implementationalsoin-
corporates the admission control and for ssp implementa-
tionson ATM subnets, the switch control library within ssp.
The switch control library can control ATM switches from
Fore Systems and Bay Networks. Thereisadso avc aloca
tor which is used to allocate vcs to new reservations. Sev-
eral multimediaapplicationslikenv, vic, ttcp together with
aproxy front end called stap have been modified to incorpo-
rate the ssp API. Using amenu driven interface, it is possi-
bleto movefrom thedefault path to the Qos path and seethe
perceptible difference in image quality with a mouse click.
The performance of these multimedia applications matches
that of nativemode ATM applications, for example, both Nv
and vic produce full motion 20 Mbps media streams, with

the bottleneck being the mediaprocessing and imagerender-
ing, rather than the network.

5.4. Experimental Results

The signaling throughput and latency were measured for
the ssp implementation on NetBSD running on a 200 MHz
Pentium Pro based platform. Our measurements indicate
that the major overhead in setting up state in arouter do not
liein thesignaling protocol itself, but rather in the software
and hardware components which need to be programmed.

The signaling throughput of ssp was measured by creat-
ing a specid application called the signal generator. The
signal generator would create a sequence of aternating
Setup and Tear requests with a specified Qos and filter,
and issue them to ssp viathe ssp API at a specified rate.
The throughput was measured by counting the number of
signaling messages received at the next hop router. With
the packet scheduler and classifier module and the switch
control module bypassed, ssp could achieve a sustained
throughput of 5600 signaling operations per second. How-
ever, throughput slumped to a few hundred signaling oper-
ations per second with these modules in place. This moti-
vated usto measure the processing times of individua mod-
ulesindetail. To isolatethe runningtime of individua mod-
ules, the code from each module was extracted and exer-
cised in a stand aone manner. Each code fragment was
run 1000 times and the average running time calculated as
showninTable1l. Ascan beseen, thelion’sshareof thetime
istaken in setting up the state in the classifer and schedul er
and switch.

Module Time(in
ms)
Packet Scheduler and | 2
Classifier Module
Transmitting a signaling | 1.5
request to the Switch
Control Library

Routing Table lookup 0.2
User to daemon latency | 0.1
(round trip)
Transmitting a uDP packet | 0.07
Host ATM vcinitialization | 0.04

Table 1. Processing Overhead for Individual
Modules in ssp

The current measurements have been taken with no op-
timizations done to the Setup processing code. We expect
these readings to come down substantially once processing
on refreshes isto lookup the state entry in the ssp database



based on the labd carried by the Setup message. This pro-
vides a single fixed length O(1) lookup into the database,
avoiding complex filter based lookups. Thisimportant ben-
efit hold even for non label switched networks, since there
is no reason non label switched networks cannot carry non
zero labelsin their signaling messages.

6. Related Work

There have been several signaling protocols designed
earlier, but none with the same scope and state management
capabilitiesas ssp. IntheInternet, ST and ST-2 [9] were ex-
amplesof ahard state approachto signalinginan IntServ en-
vironment, and proved unsuccessful because they depended
on avirtua circuit connection oriented service, as opposed
to the traditional 1P datagram service.

The McHIP effort [2] specified a congram approach to-
wards building of an Internet supporting resource reserva-
tion. A congram is a service primitive which combines the
low overhead of datagram service with the guarantees of a
connection oriented service. This scheme, while conceptu-
ally simple, suffers from the drawback of having to use a
new congram Internet Protocol for data packets as well as
for control packets. With the current datagram based I nter-
net infrastructurefirmly in place, we do not expect any other
data protocol to succeed.

The ATM Forum has specified a signaling protocol - UNI
3.1 for setting up a flow between two ATM endpoints. The
specification itself runsinto more than 400 pages of closely
packed text, and involvesahard state approach to flow setup
which requires extreme reiability in network and link hard-
ware in order to function efficiently.

RSV P wasthefirst soft-state reservation protocol, and the
firstto alow adefault best effort datagram path, but it suffers
fromthe complexity and scalability issueslisted earlier. ssp
extends Rsv P functionality in many ways by adding support
for label switching and DiffServ, among other capabilities.
In addition, ssp simplifies RsvP by eliminating one of the
two passes and the heterogeneous styles of reservations. Re-
cently, the YESSIR reservation protocol [10] has been pro-
posed as a simple substitute for RSVP. YESSIR is a sender
oriented reservation protocol which reserves resources for
RTP streams. Like ssp, it issingle phase. Unlike ssp, how-
ever, YESSIR islimited to RTP based traffic, and providesno
support for label switching or DiffServ nets.

7. Conclusonsand Future Work

We have described the features of a simple and versa
tilesignaling and state management protocol called ssp. Its
operation has been illustrated through many examples. ssp
containsanumber of featuresnot previously availableinany

singleprotocol which makeit suitablefor both signaling and
management of IntServ, DiffServ and Label Switched net-
works. The features range from a single flexible style of
reservationto aggregate reservationsto generalized filtersto
single pass operation to third party reservations.

SSP is currently being used to setup reservations over an
IntServ label switched prototype network testbed. We also
proposeto use SSP to manage a Diff Serv testbed that we are
developing, in the manner described in Section 4. Future
work includes extensions to ssp to permit sender oriented
reservations and duplex reservations. The switch control li-
brary will bewrittento work withanew Gigabit ATM switch
currently under development. In addition, we plan to extend
SSP to propagate Ethernet addresses in additionto labels, so
that ssP can be used to manage an Ether switched network.
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