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Abstract

In this paper, we adapt the partial order state re-
duction techniques developed for Petri nets and labeled
transition systems to the validation of multi-process
protocols modeled as communicating finite state ma-
chines. We identify two specific partial order reduction
methods in this context: (1) mazimal partial order
reachability analysis, which is a generalization of maz-
imal reachability analysis to protocols with n > 2 pro-
cesses; and (2) simullaneous partial order reachabil-
ity analysis, which is a counierpart of fair reachability
analysis for protocols with n > 2 processes and ar-
bitrary communication topologies. We study the log-
ical error detection capabilities of each method and
show that these two methods, when used together, pro-
vide complete logical error coverage for bounded multi-
process protocols.

1 Introduction

It is well-known that state explosion is the univer-
sal limiting factor for state-based automatic verifica-
tion of distributed/concurrent systems, regardless of
the underlying model. To cope with the complexity,
many state reduction techniques have been proposed.
One class of techniques that has received considerable
attention in recent years is called the pariial order
method. It is based on the observation that in many
cases, state explosion is caused by the brute-force in-
terleaving of independent transitions. For many in-
teresting temporal properties such as safety and live-
ness, it is usually sufficient to explore only one such
sequence. As a result, most of the intermediate states
resulting from exploring other interleaving sequences
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can be eliminated during the process.

The key concept in the partial order method is the
notion of dependency among transitions of a system.
Informally, two transitions ¢, and ¢, in a state are said
to be independent if the ending state of executing %,
followed by t, is the same as that of executing t, fol-
lowed by t,; otherwise ¢, and t, are dependent. Based
on the dependency among transitions, an equivalence
relation can be defined over the set of execution se-
quences of the system, i.e., two execution sequences
are equivalent if and only if (iff for short) one sequence
can be derived from the other by successively shuf-
fling two adjacent independent transitions in the sec-
ond sequence. By definition, two equivalent execution
sequences starting from the same state will end in the
same state.

The basic idea of partial order state exploration is
the following. In each state S, we compute a subset of
executable transitions in S, denoted as V', such that
all the transitions in V are dependent with each other
and are independent with any other executable tran-
sition in S that is not in V. To generate the states
directly following S, only those transitions in V are
executed. Since V is usually a proper subset of the
set of executable transitions in .S, fewer states are ex-
plored in the next step from S. Depending on the
model, V is called a stubborn set for Petri nets [15],
and is called an ample set [7] or a persistent set [4]
for labeled transition systems (LTS for short). Even
though how V' is computed is slightly different in each
of the three methods, V has the same property that
for any state S’ reachable from S via the execution
of those transitions outside of V, each transition in V'
remains executable in any intermediate state from S
to S’ including S’ itself. For this reason, we choose
to call this set a persistent set in this paper. It has
been shown that using partial order state exploration,
one can find all the deadlock states (i.e. states with



no executable transitions) in an LTS [4] or a Petri net
(15].

For the LTS model, the partial order technique can
also be combined with the on-the-fly model-checking
technique to verify properties of concurrent systems
specified as nexttime-free linear-time temporal logic
formulas. In the context of model-checking, we are
given a concurrent system A modeled as n > 2 finite
automata A,, A,,..., A, and a property f specified
as a nexttime-free linear time temporal logic formula.
The task is to check whether A satisfies f, or whether
A is a model of f, denoted as A = f. To do that, we
first transform —f into an equivalent Biichi automata
A_; (which has a set of acceptance states) using the
method described in [18]; then we compute the syn-
chronous product Ag of 4;,A4,,...,A,,and A_,. Itis
shown that A |= f iff none of the acceptance states in
A_, are reachable in A; when f is a safety property
or there is no path from the initial state in Ag that
traverses a set of acceptance states in A_; infinitely
many times when f 1s a liveness property. Conse-
quently, checking whether A is a model of f is reduced
to checking the reachability of an acceptance state of
A_; in Ag; or the reachability of an acceptance cycle
of A, (i.e. a cycle in A, that contains at least on
acceptance state) in Ag (2, 17]. It is shown that using
certain provise to ensure unbiased search, partial order
reduction methods can be used to check both safety
properties [3, 7] and liveness properties under certain
fairness assumptions [4, 13] without constructing the
whole synchronous product As. Similar results were
also established for the Petri net model [15, 16]. We
refer the interested readers to respective references for
further details.

In protocol engineering, a different model called
communicating finite state machines (CFSM) is of-
ten used to specify protocol behaviors [1]. In this
model, communication is asynchronous and channels
are assumed to be FIFO and potentially unbounded.
For protocol validation, reachability analysis is used to
check whether a protocol satisfies a set of logical cor-
rectness properties such as freedom from deadlock, un-
specified reception, unboundedness and nonexecutable
transitions. Similar to the Petri nets and the LTS
model, many methods have been proposed to cope
with the state explosion problem in the CFSM model.
Among them, there are two approaches that also
make use of equivalent execution sequences to reduce
state generation. The first approach is called mazi-
mal progress state exploration or mazimal reachabil-
ity analysis [6]. For a two process protocol, maximal
progress state exploration is conducted in two sepa-
rate phases. In each phase, one process is chosen to
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maximally progress until it has to wait for a message
from the other one. It is shown that with this method,
one can detect deadlocks, unspecified receptions, and
channel overflows when the protocol is bounded. How-
ever, this method is only applicable to two process
protocols. Moreover, the amount of additional check-
ing in each step seems to be too complicated and re-
lies heavily on the two-process-two-channel topology
of the protocol. It is not clear how it can be general-
ized to protocols with more than two processes.

The second approach is called fair progress state
exploration [5, 14]. For a two process protocol, two
processes are forced to progress at the same time.
It is shown that with this method, one can detect
deadiocks, unspecified receptions, and unbounded-
ness. This method is further generalized to han-
dle cyclic protocols and multi-cyclic protocols with
more than two processes. For cyclic protocols, this
method can be used to detect deadlocks, unspecified
receptions, unboundedness, indefiniteness, and nonex-
ecutable transitions [8, 9]. For multi-cyclic protocols,
it can be used to detect deadlocks [10]. The strength of
this method is that it can handle some unbounded pro-
tocols, provided that their fair reachable state spaces
are finite. However, the class of multi-process proto-
cols that are amenable to fair reachability analysis is
still limited in terms of the communication topologies.
It is conjectured that fair reachability analysis is only
feasible for protocols that are multi-cyclic [10]. Again,
we refer the interested readers to respective references
for details.

In this paper, we investigate how partial order tech-
niques developed in other models can be applied to
protocol validation in the CFSM model. In this con-
text, we define a dependency relation among transi-
tions in a state that is an equivalence relation among
the set of executable and “potentially” executable
transitions in that state. The set of executable transi-
tions in each equivalence class corresponds to a persis-
tent set in that state. We identify two specific partial
order techniques based on how these persistent sets are
used during state exploration. The first approach is
composed of n separate phases. In the i-th phase, only
the persistent set whose transitions are dependent on
those of process P; is expanded. This approach can be
regarded as generalized maximal reachability analysis
for multi-process protocols, and is thus called maz:-
mal partial order reachability analysis. In the second
approach, a progress vector space is formed by tak-
ing the cross product of all the persistent sets in a
state. State exploration is performed by expanding
each progress vector in that state. It can be regarded
as a counterpart of fair reachability analysis for gen-



eral multi-process protocols, and is called simultane-
ous partial order reachability analysis. For bounded
multi-process protocols, with the first approach, one
can detect all the channel overflows and nonexecutable
transitions; while with the second approach, one can
detect all the deadlocks, indefiniteness, and blocking
channels. As a result, these two approaches comple-
ment each other and can be used together to ensure
a complete fault coverage for multi-process protocol
validation.

Recently, Ozdemir and Ural proposed a state reduc-
tion technique called simultanecous reachability analy-
sts for bounded multi-process protocols [11, 12]. Since
this technique is closely related to our simultaneous
partial order analysis method, we will defer the dis-
cussion to Section 3.3, after our method is presented.

The rest of the paper is organized as follows. In
the following section, the communicating finite state
machines model is introduced. In the next section,
a dependency relation is defined among transitions in
a state, followed by the presentation of maximal and
simultaneous partial order reachability analysis tech-
niques. The conclusion and future work are given in
Section 4.

2 The CFSM Model

Notation: (1) We use - to denote concatenation.
Given a set M, M™* denotes its reflexive and transitive
closure under concatenation; | M| denotes its cardinal-
ity. (2) Given Y, Y’ € M*, |Y| denotes its length. €
denotes an empty string, |¢| = 0. Define head(Y) = m
ifY =m.-Y’' where m € M; head(Y) =€ if Y = ¢.
(3) Given two sets A and B, we use A\ B for the set of
elements that are in A but not in B. (4) We designate

n as the number of processes in a protocol. Unless oth- -

erwise specified, we assume n > 2, 4,j € {1..n}, and
i# 4. (5) We use < a; > to denote the n-tuple of ele-
ments in set {a;]i € {1..n}}, arranged by the increas-
ing order of ¢; and use < b;; > to denote the n(n — 1)-
tuple of elements in set {b;|¢,5 € {l..n},i # j}, ar-
ranged first in the increasing order of j, then in the
increasing order of <.

In the communicating finite state machine (CFSM)
model, a protocol is specified as a set of n processes
P = (P, P,,..., P,), where each process P; is a finite
state machine that can communicate with other pro-
cesses via uni-directional FIFO channels. For each
P,, S, denotes the set of local states in P.. The
initial local state of P; is denoted as s?. A chan-
nel from P, to P; is denoted as C,;. C; is called
an output channel of P, and an input channel of
P;. Define I, = {jlthere is a channel C;; in P} and

78

O, = {j|there is a channel C;; in P}. The content of
C.;, denoted as ¢,;, is a sequence of messages sent from
P; to P;. When C; is empty, ¢;; = €.

The set of messages that P; can send to P; is de-
noted as M;;. Let M; = (U, {-mlm € M;})uU
(U, 2. {+m|m € M;;})U{n}, where n denotes the null
message. 7 denotes the partially defined transition
function: |J7_ (S: x M; x ({1..n}\ {¢}) — 2%). For
each P;, a transition defined at local state s; € S, is
denoted as 7(s;,0,j), where ¢ € M,. It is a send-
ing transition if & = —m, indicating a transmission of
message m to channel C;; it is a receiving transition
if & = +m, indicating a reception of message m from
channel Cj;; it is an internel transition if o = 7, de-
noted as u(s,) for short, indicating that P, only makes
a local state change but does not communicate with
other processes. A transition cycle in P;, denoted as
C., is a cycle in the transition graph of P,. It is an in-
ternal cycle if each transition in the cycle is an internal
transition; it is a sending (receiving) cycle if it is not an
internal cycle and each transition in the cycle is either
a sending (receiving) transition or an internal transi-
tion. As a convention, we use t = 7(s;,0,7) to give a
name t for this transition, and use s, € 7(s;, 0, j) to
mean that s} is a local state resulting from the execu-
tion of this transition. s; is a receiving local state iff
each transition defined at s, is a receiving transition.
By definition, each P; is nondeterministic but partially
defined. '

A global state (state for short) of P is represented as
S = (< s; >,< ¢;; >), where s, is the local state of P,
in S and ¢,; is the content of channel C,; in S. The ini-

(n—1)n
tial state S° is denoted as (s, s5...,8%%¢...,¢.. . ¢€).
As a convention, we use capital letters S, S’ to denote
a state and small letters s,, | to denote a local state of
P,. We also use s; in S to mean s, is the local state of
P;in S, and (s;,m,j) in S to mean that s, in S and
m = head(cy;).

The reachability relation among states is formulated
as follows. Given two states S = (< s; >, < ¢;; >) and
S = (<si>,<cl;>), S is directly reachable from
S, denoted as S +— S’ iff 3¢ € {1..n} such that the
elements of S’ can be derived from S by executing one
of the following transitions: (1) s} € 7(s;,—m, j) and
¢y = c;j-m. (2) s, € 7(s;,+m, j) and ¢;; = m - .
(3) s € 7(si,m, j). Except for the elements affected
by the one transition applied, all other elements of 5’
remain the same as those in S. Denote —* as the
reflexive, transitive closure of —+. S’ is reachable from
S Hf §+—*S'. When S = S°, we say S’ is a reachable
state. The set of reachable states in P is denoted as
R, called the reachable state space of P. A local state



s; is reachable iff there is a reachable state S’ such that
s;in S'. (s;,m,j) is reachable iff there is a reachable
state S’ such that s, in S’ and m = head(c),). C; is
reachable iff one of the local states in C; is reachable.

Suppose S —* §'. An ezecution sequence from S
to S’ is a sequence ¢ =x B x 53 --~—tﬁ>X",kZ 0,
such that (i) X°=S; () VI, 0<I<k: X' X
via transition ¢;; and (ili) X* = S’. The length of
e is defined as the number of transitions in e, de-
noted as |e] = k. When S = S°, e is called an ex-
ecution sequence for S’. Let e; be the correspond-
ing local execution sequence of P;. {e,,e,,...,e,} is
called a local execution sequence setfrom S to S'. We
use e = {e,,ea,..., €.} to denote the correspondence.
When S = S°, {e;,¢€,,..., €.} is called a local execu-
tion sequence set for S'. We use e;(S) to denote the
transition associated with e; in S. If ¢, is at its last
local state in S, then e;(S) = A, where A stands for a
null transition, indicating no progress from P,.

For protocol validation, we check R. against the fol-
lowing logical errors. Given a reachable state S, S is
a deadlock state iff each s; is a receiving local state
and each ¢;; = ¢; S is an unspecified reception state iff
34,7 : m = head(c;;) and 7(s;,+m, j) is not defined,;
S is an indefinite state iff 34 : s, is in an internal cy-
cle of P,. Given a channel C;; in P, C,; overflows iff
38 € R : |e,;| > B,;, where B;; is the bound im-
posed on the length of channel C,;; C;; is unbounded
iff YK > 0,35 € R : |¢;;} > K; C,; is a blocking
channel iff m = head(c;;), and for each S’ reachable
from S : m = head(c),) and 7(s!, +m, j) is not defined:

Given a transition t £ 7(s;, 0,j), t is ezecutable in S
iff 6 = ~m, or ¢ =1, or 0 = +m and head(c;;) = m;
t is nonezecutable iff it is not executable in any S € R.
It can be shown that none of the above logical errors
is decidable for protocols in general, using the results
in [1].

We remark that an unspecified reception in S does
not necessarily cause nonprogress from S since P,
could have more than one input channel. On the
other hand, if a nonprogress state is not a deadlock
state, then all the nonempty channels in that state
are blocked. For this reason, in this paper, we do not
consider unspecified reception detection during vali-
dation. Unless otherwise specified, we assume P is
bounded (i.e., each channel in P is bounded) in the
rest of the paper.

3 Partial Order Protocol Validation

Given a protocol P = (P, P,,...,P,), let S =
(< 8, >, < ¢;; >) be a state of P. Let D, be the set of
transitions defined at s,. Define E; = {r(s,,—m,j) €
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P

Figure 1: Dependency among transitions in a state

D.}, E* = {u(s;) € D.}, and E} = {r(s;,+m,j) €
D,|head(c;;) = m}. Let E; = E; UE*UE}. Then E,
is the set of erecutable transitions of P, in'S. Let
E? {7(si,+m,j) € Dile;; = €}. In this case,
T(s;,+m, j) is said to be potentially executable in S,
meaning that it might become executable in a state
reachable from S. E? is the set of potentially exe-
cutable transitions of P, in S. Denote E, = E, U Er,
E=U_E, E*=)_ E?,and E=J_,E..

We remark that the notation defined above are im-
plicitly bound to a state S. Whenever distinction is
necessary, the binding arguments, such as S, will be
put_into the notation. For example, we use E,(S*)
and E,(S?) for the set of executable transitions of P,
in S* and S?, respectively. This convention is adopted
throughout the paper whenever a new notation is in-
troduced.

The key concept in partial order analysis is the no-
tion of dependency among transitions in a state. Let
t and ¢’ be two transitions defined in S. Informally,
t is dependent on ¢’ in S if the execution of ¢’ either
disables the execution of ¢ in S when ¢t € E(S), or
could disable/enable the execution of ¢ in a state S’
reachable from S when t € E(S).

Ezample: Consider a state S = (s,,$;,¢15,¢5,) of a
protocol P = (P,, P,), where ¢,, = n and ¢, = ¢. Fig-
ure 1'shows only parts of the state transition graphs of
P, and P,. Let t £ 7(s,,+m,2), t' £ 7(s;, —m, 1) and
" 2 1(s,,+n,1). Then t € E?(S) and t/,t" € E,(S).
Clearly, the execution of ¢’ disables the execution of
t"” in S and vice versa. Hence ¢’ and t" are mutually
dependent. On the other hand, the execution of ¢/ en-
ables the execution of ¢ in §' = (s,, 8}, n, m), while the
execution of t” in S prevents ¢ of becoming executable
in 5" = (s,,s%,¢,¢). Hence the executability of ¢ is
dependent on ¢’ and t" in S. End of Ezample

Definition 3.1 Given § = (< s, >,<¢; >), let
t € E, and t' € F; be two transitions defined at s; and



s;, respectively. ¢ and t' are directly dependent in S,
denoted as ¢ ~ ¢/, iff (i = )V ((t = (55, 45, 1)) A
(e = ) A € E)) V(' = (55,+mi ) A (e =
€) A (t € E.)). Denote ~* as the reflexive, transitive
closure of ~. t and ¢/ are dependent in S if t ~* ¥/;
otherwise t and t’ are independent in S, denoted as
to*t.

It is not difficult to show that ~* is an equivalence
relation on E. Since each transition of E, belongs to
the same equivalence class, we can define £, ~* E;
if 3t € E,,;t' € E; : t ~* t'. Let @ be the number of
equivalence classes in E. Denote H,,h € {1..Q} as the
index set for those E,’s that are in the h-th equivalence
class. Denote the set of executable transitions in the
h-th equivalence class as V,, ie. V, = U‘,Gﬁh E. V.,
is called a persistent set in S iff V;, # B. Let ¢ be the
number of persistent sets in S and let A range over
{1..g}. The construction of a persistent set in S is
straightforward from the above definition.

Note that if ¢ > 1 in S, there is more than one way
to choose a persistent set. In the following two subsec-
tions, we identify two specific partial order techniques
based on how these persistent sets are used during
state exploration. By combining these two methods,
complete protocol validation is obtained.

3.1 Maximal Partial Order Method

Partial order state exploration can be carried out
in n separate phases. In the i-th phase, only the tran-
sitions dependent on those of P, are expanded during
state exploration. Since P; is always given the prior-
ity to execute first, this strategy is a generalization of
maximal progress reachability analysis for two process
protocols [6] to protocols with n > 2 processes. We
call this technique mazimal partial order reachability
analysis.

Definition 3.2 Given a state S, let V, be the per-
sistent set in S such that i € H,. S’ is directly mazi-
mal reachable from S w.r.t P, denoted as S —,; 5, iff
S’ is directly reachable from S via a transition in V.
V. 1s called the mazimal transition set in S w.r.t P,
denoted as VM,. Let —7 be the reflexive, transitive
closure of —,. S’ is mazimal reachable from S w.r.t
P, iff §$ 7 S'. When S = S°, § is said to be maxi-
mal reachable w.r.t P,. The set of maximal reachable
states w.r.t P, is denoted as R.,.

Note that it is possible that there is no V, # 0
such that : € H, in S. In this case, we simply stop
the maximal progress state exploration w.r.t P; from
S. The maximal reachability of s;,(s;,m, k), and C;
(from S) w.r.t P; can be defined accordingly.
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Suppose S —F 5. A ‘mazimal execution sequence

. t 1
from S to S’ w.r.t P, is a sequence me=X° > X' 3
q

<35 X%k >0, such that (i) X°=8 (i) V1,1 <<I<
k:X'""'w—, X! via transition ¢, € VM, (X'~*); and (iii)
X*=5' The length of me is defined as the number of
transitions in me, denoted as |me|=k. When S=25°,
me is called a maximal execution sequence for S’ w.r.t
P.

Note that not every reachable state is maximal
reachable w.r.t P,. However, given a reachable state
S, let {e,,e,,...,e,} be an execution sequence for
S, we can construct a partial mazimal execulion se-
quence pme = X° oxr oo X5k > 0
such that (i) X° = §° (i) V 1,1 <1 < k,35:
X't e X' viat, = (X)) € VM(X'Y); (iil)
Vi:e,(X*) g VM(X*). X* is called a mazimal pre-
cursor of § w.r.t P; and {e,,e,,...,e,}, denoted as
mp, = (< 87" >, < efj™ >). We remark that mp, is
not always unique w.r.t P, and {e,,e,,...,€,}.}

Lemma 3.1 Suppose § —* & via {e,,€,,...,€,}.
If e,(S) # A, then 3j : ¢;(S) € VM,(S). Further-
more, if S —,; S” via transition ¢;(S) € VM,(S),

then S” +—* S’ via the remaining transitions of
{e1, €2y ., €.} In S”.
Lemma 3.2 Let {e,,é€.,...,e,} be a local execu-

tion sequence set for a reachable state S and mp; be a
maximal precursor of $ w.r.t P; and {e,,e,,.. ., €.}
Then e,(mp;) = A, ie. s;in mp,. Moreover, If
mp;, # S, then 3j : e;(mp,) # A and mp; —* S via
the remaining transitions of {e,,e,,..., e,} in mp;.

Lemma 3.3 Given a bound B;; on channel C;, if
there is a reachable state S such that |c,;| > B,;, then
there is a state S’ maximal reachable w.r.t P, such
that |c,| > By;.

Lemma 3.4 Given S and (s],m,j), suppose

(s}, +m’,j) is defined, then (s,m,j) is reachable

from S iff it is maximal reachable from S w.r.t P,.

Lemma 3.2 ensures that all the reachable internal
cycles of P, are preserved in R;; while Lemma 3.2
and Lemma 3.4 together imply that all nonexecutable
transitions of P; can be detected within R;. To sum-
marize, we have the following theorem on the fault
coverage of R;.

Theorem 3.1 Detection of the following logical
errors are decidable within R, of P: (1) indefiniteness
in P;; (2) channel overflow of those output channels of
P;; and (3) nonexecutable transition of P;.

1 As was observed by one of the referees.



Therefore, if one performs maximal partial order
reachability analysis n times, each for one P;, then one
will be able to detect all the indefinite states, channel
overflows, and nonexecutable transitions in P. How-
ever, one cannot detect the all deadlock states and
blocking channels in P using this method.

3.2 Simultaneous Partial Order Method

Let V,,h € {1..q} be the ¢ persistent sets in S.
Denote V = X7 _ V, as the progress vector space in
S. For each vector V¥ = (v,,v,,...,9,) € V, let T(V)
be the set of (executable) transitions in V, the erecu-
tion of V in S is defined as the sequential execution of
the transitions in T(¥) in arbitrary order. Since ¢ pro-
cesses are forced to progress at the same time, this ap-
proach is called simultaneous partial order reachability
analysis. Tach v € V is called an spo-progress vector
in S. For notational convenience, an spo-progress vec-
tor v = (v,, v,, . . ., v,) is often rewritten in its extended
form (vi, v}, ..., v) such that Vi : v = v, if v, € E;;
v}, = X otherwise. In the rest of this section, we use
the extended form for an spo-progress vector, unless
otherwise stated.

Definition 3.3 Let S be the resulting state by the
execution of v in S. S’ is said to be directly spo-
reachable from S, denoted as S +,p, S’. Let —3po
be the reflexive and transitive closure of —,p,. S’ is
spo-reachable from S iff S —},, 5. When S = 5°, '
is said to be spo-reachable. The set of spo-reachable
states is denoted as R,,,

Note that when ¢ = 1, V =V, = Ein §. In
this case, spo-progress in S degenerates into conven-
tional state exploration in S. The spo-reachability of
si, (si,m, j), and C; can also be defined accordingly.

Suppose S +—73,, S'. An spo-ezecution sequence
from S to S’ is a sequence se = X° x ¥ v
X* k > 0,such that (i) X° = S5; i) VI1<1I<
k: X'~ —,po X' via spo-progress vector v'; and (iii)
X* = 5. The length of se is defined as the number of
spo-progress vectors in se, denoted as [se] = k.

Suppose S +;p, S’ via V. Since the transitions in
T(¥) are independent of each other, S’ is unigue re-
gardless the sequential execution order of the transi-
tions in T'(V). Hence +—;p, is well-defined. Inductively,
it should be clear that if S +—73,, S’, then S’ is also

unique. As a result, 7, is also well-defined.

Lemma 3.5 Suppose S —* S’ via {e,,€,,...,€,}.
Then 37 € V(S) : Vi : (v, # A) = (v, = e,(S)) if (i)
Vi:e S)# A or(ii)Ij:e;(S)#AandVi: (e,(S) =
2) = (E(S) = 0).
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Clearly, not every reachable state is spo-
reachable. However, given a local execution sequence
{e1, €2,. .., €,} for a reachable state S, by Lemma 3.5,
we can construct from {el, €2, - €, } AN spo-execution

sequence spe = xLx ¥ w.x X* k> 0, such
that () X° = 5% () VL1 <I<k: X't g X

via spo-progress vector V' in X'~* such that Vi :

(v, # A) = (¥ = €(S)); and (iii) there is no
v € V(X*) satisfying Vi : (v; # A) = (v, =
e,(S)). It can be shown that X* is unique and is

“closest to” S w.r.t {e,,e,,...,e,}. X* is called the
spo-precursor of S wr.t {e,, e,,...,e,}, denoted as
sp = (< 8" >,< ¢ >). spe is called a partial spo-
execution sequence for Swr.t {e, ez ..}

Lemma 3.6 Given a reachable state S, let sp be
the spo-precursor for S w.r.t a local execution se-
quence set {e,,¢e,,...,e,} for S. Then 37 : e;(sp) =
A.  Furthermore, if sp # S, then 35 : e;(sp) #
A and sp —* S via the remaining transitions in
{es, €2, ...}

Lemma 3.7 Each deadlock state is spo-reachable.

For detection of logical errors other than deadlocks,
the spo-precursor construction is usually not sufficient.
As was the case of fair reachability analysis for cyclic
protocols [8], it is sometimes necessary to continue
the construction along the remaining transitions in
{e1, €2,. .., €.} beyond the spo-precursor. The follow-
ing two lemmas concern the extended construction?.
We point out that Lemma 3.9 is crucial to show-
ing that detection of blocking channels are decidable
within R,,,. '

Lemma 3.8 Suppose S —* S’ via {e,e,,...,€,}
such that 37 : e,(S) # A. Then 3V € V(S) : Vj :
((vs # A) A (e5(S) € E«(S))) = (v; = €;(5)). Fur-
thermore, assume S +4,, X via ¥, then there exists
an X’ such that X ~* X’ via the remaining transi-
tions in {e,, €,,. . ., €, } from X and S’ —* X' via those
transitions in V that are not from {e,, e,,.. ., €,}.

Lemma 3.9 Given two states S and &', if S €
R.,. and S —* &' then 35" € R,,,,, (8 —* S")YA
(S 3p0 5”)-

The following two lemmas state that the reachabil-
ity of s, and (s,, m, j) are preserved in R,,,, respec-
tively.

Lemma 3.10 Given a state S and a local state s,
s} is reachable from S iff it is spo-reachable from S.

2Similar results were also reported in {12].



The fault coverage of R,,, is summarized in the
following theorem. A couple of remarks are in order
here. First, not all the nonexecutable transitions can
be detected using this method since the reachability of
(s:ym, j) is not preserved in R,,,.> Second, R,,, by it-
self is not sufficient to detect all the channel overflows,
as was the case for unboundedness detection in fair
reachability analysis for cyclic protocols [8]. The main
reason is that the sending transitions of P; over chan-
nel C; may always pair up with the receiving transi-
tions in P;. For the same reason, simultaneous partial
order reachability. analysis can also handle those un-
bounded protocols whose R,,,’s are finite. However,
it is not clear how unboundedness detection can be
conducted via the finite extension of R,,,.

Theorem 3.2 Detection of the following logical
errors are decidable within R,,,: (1) deadlock; (2)
indefiniteness; and (3) blocking channel.

3.3 Discussion

From the above discussion, we know that either

method has its strengths and weaknesses in terms of .

logical error detection, but neither can cover all the
logical errors for bounded multi-process protocols. For
complete analysis, we should combine these two meth-
ods. Given a protocol P, we may first use simultane-
ous partial order reachability analysis to detect all the
deadlock and indefinite states, and all the blocking
channels in P; then use maximal partial order reacha-
bility analysis to detect all the channel overflows and
nonexecutable transitions in P. Or we can use maxi-
mal partial order analysis first, followed by simultane-
ous partial order analysis. The trust is that whatever
order we choose to apply these two methods, they,
when used together, guarantee the complete logical
error coverage of the protocol under study.

Our maximal partial order reachability analysis
technique can be regarded as a generalization of max-
imal reachability analysis for protocols with n = 2
processes [6] to protocols with n > 2 processes. Our
state exploration algorithm is also simpler than the
one in [6]. However, the fault coverage capability is
decreased as we move from n = 2 to n > 2, primarily
due to the fact each process can have more than one
input channel in a protocol.

Our simultaneous partial order reachability analy-
sis technique is similar to fair reachability analysis in
that it also forces more than one process to progress
in the current state that has more than one persistent
set. However, it is different from fair reachability anal-
ysis in the following ways. First, a fair progress vector

3 As pointed out by one of the referees.
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may contain transitions that are not executable but
are “enabled” by other transitions in the vector [8, 10].
Second, a fair progress vector may also contain two
transitions of the same persistent set. Third, this tech-
nique cannot guarantee that each state maintains a
certain channel invariant. For the class of multi-cyclic
protocols, fair reachability analysis generally provides
better state reduction since each fair reachable state
satisfies the “equal channel length property” w.r.t each
component cyclic protocols [10]. However, since it is
unlikely that fair reachability can be generalized to
handle protocols beyond multi-cyclic protocols [10],
one can regard our simultaneous partial order reacha-
bility analysis technique as a counterpart state reduc-
tion method for general multi-process protocols with
arbitrary communication topologies.

In [11, 12], Ozdemir and Ural also proposed a si-
multaneous reachability analysis method for general
multi-process protocols. Their approach is similar to
our simultaneous partial order method in that it forces
more than one process to make progress at the same
time. In addition, they also take into account the po-
tentially executable transitions in computing the set of
progress vectors. Moreover, both methods can be used
to detect deadlocks. However, there are four subtle
differences between these two approaches. First, their
approach computes the progress vector space of a state
based on the cross product of executable transitions
in each processes. Hence, even when a state has only
one persistent set, their method may produce progress
vectors that allow more than one process to progress.
Second, their method can detect all the nonexecutable
transitions, while ours cannot. Third, their method
can also detect unspecified reception with augmenta-
tion. However, it is not clear how their method can
be adapted to detect blocking channels in a proto-
col. Finally, to detect channel overflow, their method
also requires augmentation and has to conduct anal-
ysis once for each channel; while our maximal partial
order analysis, when used as an augmentation to si-
multaneous partial order analysis, only needs to run
once for each process.

4 Conclusion

In this paper, we proposed two state reduction tech-
niques for validation of multi-process protocols mod-
eled as CFSM’s, based on the partial order method
developed for the Petri nets and the LTS models. The
first technique generalized the maximal progress state
exploration for protocols with n = 2 processes to pro-
tocols with n > 2; while the other can serve as a
counterpart of fair reachability analysis for protocols



with arbitrary communication topologies. We showed
that these two techniques, when used together, pro-
vide a complete logical error coverage for bounded
multi-process protocols. This study shows that tech-
niques developed in one model can be adapted to an-
other model without too much difficulty.

There are several issues remained to be solved.
First, we would like to further investigate the relation-
ship between maximal and simultaneous partial order
reachability analysis. It would be nice if we could es-
tablish similar fault coverage results as those for fair
reachability analysis for cyclic protocols [8]. Second,
we need to conduct experiments in order to fully assess
the state reduction capability of simultaneous partial
order reachability analysis and simultaneous reacha-
bility analysis[12]. Third, we are currently investigat-
ing how simultaneous partial order reachability analy-
sis can be applied to the Petri nets and the LTS mod-
els.
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