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Abstract

Reachability analysis, which is the most used technique
in protocol validation, is based on the construction of a
graph called reachability graph. However this technique has
two serious drawbacks: the undecidability of the finiteness
of the reachability graph and the state explosion when it is
finite. To cope with the latter problem, reduction
techniques are required. After a brief presentation of our
reduced reachability graph we deal with related decidability
issues and we show how our decidability results can be
applied to the global reachability graph.
keywords: protocol validation, reachability analysis,
reduced validation, reachability graph finiteness.

1. Introduction

Reachability analysis is the most popular technique in
protocol validation. It consists in constructing a graph,
called reachability graph and representing the complete
behaviour of two finite state machines communcating
through FIFO channels. However, this technique has two
serious drawbacks: the undecidability of the finiteness of
the reachability graph when the channels sizes are
unbounded [BZ 81, BZ 83] and the state explosion when
they are bounded.

In practice the sizes of channels are limited, and then the
reachability graph is finite. However, the analyzed
properties depend on the choosen sizes. Reachability
analysis with unbounded channels is a basic technique to
determine the maximum size of channels, if they are finite.

To cope with state explosion problem when the
reachability graph is finite, reduction techniques are
required. Several approaches have been proposed [RW 82,
1183, GY 84, ZB 86, CH 89]. The basic idea consists in
constructing a smaller graph representing a partial
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behaviour of the protocol and allowing one to study
properties of the communication.

After a brief presentation of our reduced reachability
graph [CR 92], we deal with related decidability issues and
we show how our decidability results can be applied to the
global reachability graph. This work can be done, in
almost the same way, for most of the existing reduction
techniques [RW 82, II 83, ZB 86, CH 89].

Our main result is: the finiteness of the reduced
reachability graph is undecidable. We prove this result by
showing that if we have an oracle solving the problem,
then we are able to decide the finiteness of the reachability
graph.

As a consequence of our proof, we get that the
finiteness of the reachability graph of a protocol is
decidable if the finiteness of the reduced reachability graph
of the same protocol is decidable.

By using this approach, we extend the result of Brand
and Zafiropulo [BZ 81, BZ 83] stating that the finiteness
of the reachability graph of a communicating system is
decidable if one of the two channels is bounded.

This paper is made up of 6 sections. Section 2 gives
basic definitions and results. Section 3 introduces our
approach [CR 92] of reduced reachability analysis. Section
4 gives our decidability results. Section 5 presents some
examples and Section 6 gives conclusion and orientation
of our future work.

2. Basic definitions and results

This section gives some basic definitions and results
related to reachability analysis in validating
communication protocols.

Reachability analysis deals with communicating
systems composed of communicating finite state machines
exchanging messages through FIFO channels.

A communicating finite state machine (CFSM) is a 4-
tuple A =(Q,M,q°,0), where: Q is a finite set of states,
M is a finite set of messages —which is the disjoint union
of M*, the set of incoming messages and M-, the set of
outgoing messages—, q° is a distinguished state which is



the initial state of A and o is a transition function which
is a partial function (Mu{1})xQ — Q, T being a symbol
not in M denoting internal events such as timeouts and
service elements.

o is extended to a partial function (MU {1})*xQ - Q
by setting:

* o,q=qforallqe Q,
* o(ax,q) = o(x,0(a,q)) for ae (MU {t}) and
xe Mu{th*.

A communicating system is a 4-tuple
§ = (A1,A2,C1,2,C2,1) where A = (Q;,M;,q°%.0}) is a
CFSM for i=1,2, M"; = M*y = Mj 7 and
M~y = M*; = M3 1. M;; is then the set of messages
that can be sent by Aj to A,;.

The behaviour description of a communicating system
is based on the notions of global state and global
transition.

A global state is a 4-tuple g = (q1,92,C1,2,€2,1) Where
gi€ Q; is a state of CFSM Aj, i= 1,2 and ¢; je Mi,j* is
the content of the FIFO channel from Aj to Aj, i,j=1,
2, i#].

A transition of S called global transition is a pair (i,00),
where i = 1, 2 and « is one of +a for ac M*; (reception
transition), —a for ae M~; (emission transition) or T
(internal transition).

A global transition (i,ar) is said to be fireable in global
state g =(q1.92.,¢c1,2,¢2,1) if and only if one of the
following conditions is satisfied:

i) t=(i,x) and oi(7.q;) is defined,
i) t=(i+a) for ae Mj;, cj;=aw for we M;;"
and o;(a,qy) is defined,
iii) t=(i,-a) for ae M; j and oj(a.q;) is defined.

When the global transition t = (i,a) is fireable in a
global state g =(q1.,92,¢1,2,2,1), the firing of t leads S
to a global state g' = (q'1,9'2,¢'1,2,C'2,1) where:

i) if t=(i,7), then q = 0i(1,q;), ¢'jj = ¢j,j and
C'ji = Cjiir
ii) if t=(i+a), then qj = ci(a,qj), ¢'ij = ¢i,j and
C‘j,i = W,
iti) if t=(i,—a), then qj = oj(a.qj), ¢'jj = cjja and
¢'ii = Cji

We say that the global state g'=(q'1,9'2.¢'1,2,¢'2,1) 18
reached from g by the transition t, and we write g— g'.
We define the relation — between global states of S by:

fog=13(31,0)st (e

The relation — is seen as the union of two relations,
namely —1 and —7, where:

f-ig=Jast f-( 8.

As usual, —* is the transitive and reflexive closure of
-.If f—)"g, we said that g is reachable from f. A global
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state is said to be reachable if it is reachable from the
initial state of the system, i. €. the state g°=(q°;,9%7,€.€)
in which both machines are in their initial state and the
channels are empty.

The behaviour of S can be represented by a graph Rg,
called reachability graph.

Rg is the directed and arc-labelled graph whose verticies
are the reachable states of S and where there is an arc
labelled (i,ot) between states f and g if and only if
f>i,08-

Rg is mainly used to examine communication
properties of S [BZ 81, BZ 83, WE 78]. However, this
approach has two serious drawbacks: the undecidability of
the finiteness of the reachability graph [BZ 81, BZ 83]
and the state explosion when it is finite, even in the case
of small CFSM. Some condition under which the
finiteness of Rg can be decided have been pointed out in
[F188, GG 87, KM 69, RG 84, RY 86].

3. Reduced reachability analysis

To deal with the state explosion problem of rechability
analysis, several approaches have been proposed to reduce
the size of Rg. The basic idea consists in constructing a
smaller graph representing a partial behaviour of S and
allowing one to study properties of the communication.

In this section, we present the principles of our reduced
reachability technique [CR 92]. It is more powerfull than
the existing ones in terms of events taken into account and
analyzed properties.

3.1. Preliminaries

Let g be a global state of a system S; unless otherwise
stated, we have g = (q1(8),q2(8),c1 2(8).c2 1(8) and we
denote by 8 the quantity lcy 281 - Icz,l(g)lz i.e. &g is
the difference between the sizes of the channels in the
global state g. Firing a non internal transition in CFSM
A (resp. Ap) makes this difference increase (resp.
decrease) by one, while firing an internal transition in
whatever CFSM lets this difference unchanged. This is
formally stated in the following Lemma.

Lemma 1
Let f—g.
i) If f—(ir)8 then &g = &
ii) If f>(1,a)8. O#T, then 8g = p+1.
iii) If f-(2,0)8, Q#T, then 85 = 8¢-1 ©.

Let A=(Q,M,q°%0) be a CFSM. We say that A is
well-behaved if and only if, for every qe Q there is no
integer n, n>0, such that o(th,q) = q, i. e. if there is no
cycle composed only of internal events. A communicating



system is well-behaved if and only if both its CFSMs are
well-behaved. In the following we make the hypothesis
that all systems under consideration are well-behaved.

3.2. Parallel transitions

Let f, g, h and k be global states such that there exist
global transitions t = (1,&) and p = (2,) such that:

f—th—pg
and
fopk—g

g is said to be reachable from f by parallel transitions t and
p and this is indifferentely written either

f—uipg

f-plig
t and p are said to be paralielwise applicable in f.
The following Lemma [CR 92] gives a sufficent
condition so that two transitions be parallelwise
applicable.

Lemma 2
Let f, g and h be three global states such that:

[=i,ah—.p)8 i#-

If/c,'ff)/ > 0, then the transitions (i,a) and (j,B) are
parallelwise applicable in f ©.

3.3. Reduced transitions

Let f and g be two global states, we say that g comes
from f by a reduced transition r if one of the following
conditions holds:

i) r=(i7) and f—j 1)g, some ie {1,2},
i) r=(i,a), ¢j0 =¢ and f- (j q)s some
i€ {1,2},

i) r=(i,+a), ¢jiD=a and f- (j 1,)g, some
i€ {1,2}, ae M}-’i,

iv) r=tllp where p=(l,-a) and t=(2,-b) are
emission transitions, Icl,g(f)l = Ic2|1(f)| =1 and
f—ping, or

v) r=tllp where p=(1,a) and t=(2,8) are non

internal transitions, Ic1 (P, lc2,1DI> 1 and

f=pinq.
If g comes from f by a reduced transition r we write
f=>rg. We define a reduced reachability relation = by:

f=>g = I r such that f=>g.
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The relation =" is defined as the reflexive and transitive
closure of =. If f=>*g, we say that g is reducely reachable
from f. A global state is said reducely reachable if it is
reducely reachable from the initial state.

As shown in [CR 92], reducely reachable states are
exactly the reachable R-state, where a R-state is a global
state g such that either 85 = 0 or one channel is empty
while the other holds exactly one message.

We can define the reduced graph of system
S = (A1,A2,C1,2,C2,1) as the directed and arc-labelled
graph RGg whose verticies are the reachable R-states and
where there is an arc labeled by the reduced transition r
between states f and g if and only if f=>,g.

3.4. Reduced validation

In our reduced reachability analysis [CR 92] one can
examine four communications properties: deadlocks,
unspecified receptions, blocking unspecified receptions and
blocking cycles.

A deadlock is a global state g = (q1.92.€1,2:c2,1) where
€1,2=c21=¢and, fori=1, 2 6i(a,q;) is undefined
for every a in M—j U {1].

An unspecified reception exists for CFSM A; in the
global state g =(q1,92.€1,2,c2,1) if ¢i,j =aw and oi(a,q;)
is undefined.

A blocking unspecified reception exists for CFSM A;
in the global state g = (q1,92,¢1,2,¢2,1) if oj(0,q;) is
undefined for every a in M—; u {1}, ¢i,j=aw and
Gi(a,qy) is undefined.

In the system S a blocking cycle is a set B = {g],
82, .--, 8n, ...} (finite or infinite) of reachable global
states such that:

* |BI> 1,

* g0, the initial state of S, is not in B,

* if g, g'e B, then g' is reachable from g,

* if geB and g'¢ B, then g' is not reachable from g.

Theorem 1

Let S=(A;A2,C12,C2,1) be a communicating

system and RGs be its reduced graph, then
i) If § has deadlocks, then RGg contains all of

them;
if § has unspecified receptions, then RGg
contains at least one of them;
if S has blocking unspecified receptions, then
RGg contains at least one of them;
if S has blocking cycles, then each of them is
represented by one blocking cycle of RGs and
conversely ©O.

i)
iti)

iv)



3.5. Examples

Now let's examine two examples of communicating
systems showing features of this approach.

©

—a| hc +C < +b
+c +a
O— O—
b -c

Figure 1

The first communicating system is shown in Figure 1,
while its reduced graph is shown in Figure 2. It has 15
states, while its related reachability graph has 37 states.
The graph of Figure 2 shows the existence of an unique
deadlock, of at least six unspecified receptions, four of
which at least are blocking unspecified receptions.

For readability of Figure 2 we have simplified the
labels of arcs writing o instead of (i,a).
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Figure 2

The second example of communicating system is
shown in Figure 3, while its reduced graph is shown in
Figure 4. It has 6 states while its related reachability
graph is infinite (see below). The reduced graph shows that
there exists, for the given system, at least one blocking
unspecified reception. However, there is no blocking cycle
and no deadlock.
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This example leads naturally to ask if it is possible to
decide about the finiteness of the reduced reachability graph
of a given communicating system. The next section is
devoted to this problem.

% (0,0gs) @—
*(L—a)
(1,0,28)
(2,+b) #2’%) (1,+¢)
(L1g£)
(1-b 2,—)

L (0,1,bp (1,0g,c
(2.;)\\ (1.-b)
(0,0,b,c)

Figure 4

4. Decidability issues

In this section S = (A1,A2,C1,2,C2,1) is a
communicating system, R is the set of reachable states of
S —i.e. the vertex set of Rg—, RR is the set of
reachable R-states —i. e. the vertex set of RGs— and A
is the set of diagonal states:

A= {geR 18 =0}.

If g is a reachable global state, then T'j(g), fori=1, 2,
denotes the set of global states that are reachable from g by
a sequence of transitions only composed by transitions of
Aj:

Ti(g) = {heR | g—;*h}.

Let's generalize a Lemma proved by Chabbar [CH 89]
in the case of CFSMs without internal events, to CFSMs
with internal events.



Lemma 3
For a system S the set of reachable global states is
given by

R = Ujea(Ti(d)ulnAd))

Proof: Let g be any reachable global state. To prove
Lemma 3 we show that:
(1) if 8g20, then there exists de A such that d—1*g
(i.e. geT1(d)),
(2) if 8<0, then there exists de A such that d—;*g
(i. e. ge I'x(d)).
Clearly, conditions (1) and (2) are symmetrical and
therefore we have only to prove one of them, say (1).
if 85=0, i. . if ge A, then there is nothing to prove.
We can then suppose, without loss of generality, that
8g>0. As g is reachable we have go—"g, i.e.:

8°=80—1;811,---8n-1-1, En=8.

We distinguish two cases according to the CFSM firing
tn-
I. Ift,=(1,0), then Sgn_,ZSg—IZO and the Lemma
is proved by induction on n.
If t, = (2,0), let k, 1<k<n, be such that
tx=(1,0k) and ty=(2,ap) for all h>k — remark
that, as 85 > 0, such a k exists by Lemma 1.
By Lemma 1, 84, 28¢>0; it then follows that

|CL2(gk)|>O. By repeatedly applying Lemma 2 we
go back to case I aboveo.

It was proved in [CR 92] that the set RR of reducely
reachable states is obtained as the union of A and the set of
reachable states having one channel empty while the other
holds exactly one message. Obviously the latter set is
finite, and so RGyg is finite if and only if A is. By this
remark and Lemma 3 above we obtain the following
Lemma, whose straightforward proof is omitted.

II.

Lemma 4
If S is such that RGg is finite, then Rg is infinite if
and only if there exists de A such that either I'y(d) or
I'x(d) is infinite ©.

Definition 1
Let A = (QM,0,4°) be a communicating finite state
machine. A state g€ Q is said infinitely emetting state

(IE-state) if there exists xe (MU{1})* such that

O'(XJI) =4q.

A IE-state is then a state in which a CFSM can make
infinitely many transitions independentely of the
environement, i. e. of its input channel. Obviously if
g =(q1.92,c1,2,c2,1) is a reachable global state such that
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q1 is an [E-state of Ay (resp. q is an IE-state of A»), then
all global states (qp.q2.cp,2x? »€2,1) (resp.
(q1.92.¢1,2,¢2,1x™)) are reachable for n>0. It then follows
that Rg is infinite. Remark that the converse statement —
i.e. that if Rg is infinite, then there exists a reachable
global state g = (q1,92.€1,2.€2,1) such that either q; is an
IE-state of Aj or q is an IE-state of Ay— is false as it is
shown by the following example. Neither of the two
CFSM composing the system of Figure 5 has IE-states,
nevertheless the reachability graph of this system is
infinite. However the reduced reachability graph of this
system is also infinite.

Figure 5

Even in the case of a finite reduced reachability graph,
however, we cannot guarantee that, if Rg is infinite, then
there exists a reducely reachable global state
£ =(41.92,¢1,2,¢2,1) such that either qq is an IE-state of
Aj or q2 is an IE-state of Aj. As an example of this fact,
take the system of Figure 6, whose (finite) reduced
reachability graph is shown in Figure 7. The only IE-state
of this system is state 3 of the CFSM on the left side.
looking at the reduced reachability graph of the system one
can convince himself that there is no R-state in the form
(3,92,¢1,2.€2,1). However it is not hard to see that the
global states (3,2,aac",b) are reachable for all n>0, proving
that the reachability graph of this system is infinite.

Figure 6
What exactly can be proved (see Theorem 2 below) is
that if RGg is finite while Rg is infinite then Rg must
contain a global state (q1,q2,¢1,2,¢2,1) such that either q;
is an [E-state of A1 or q2 is an IE-state of Ap. Moreover it
is possible to detect the presence of such a state by
looking at only the diagonal states (which, the reduced



graph being finite, are finitely many). To achieve this goal
we need some more wWork.

Definition 2
Let A = (Q.M,q°,0) be a communicating finite state
machine and q a state of A. The language IEP(q) of the
infinetely emetting prefix for q is the set of words x of
(M*)* such that there exists a word ye (M~U{1} ) such
that o(z.q) is an IE-state of A, z being a word of the

shuffle product xwy of x and y.
(0,0£9)
-a -b
e (1.0.2) ©Oleb)  |+b

KY
+b +

0.1, @ <1-1~a~b)—§>(1.0e.b>
—all-b

(2,2,aa,bb)
Figure 7
The set IEP(q) is then the set of words that should be
supplied by the environement of A in order to bring A
from q to an IE-state. It is easy to show, by constructing a
finite state automaton accepting it, that the set IEP(q) is a
regular langage. It then follows that the langage

PIEP(q) = [EP(@/(M*)*

is also regular. If the input channel of A contains a word
in PIEP(q) while A is in state q, then A can reach a IE-
state without its peer machine fires any transition. This
has an important consequence which is pointed out in
Lemma below.

Lemma 6
If g =(q1,q2.c1,2.€2,1) is a reachable global state
such that c3,]€PIEP(qyp) (resp. ¢} 2€ PIEP(q2)), then
Ty(g) (resp. T'2(8)) is infinite.
Proof: Let c2 1 = xu where xe IEP(q) and let y be a word
of (M—u{t})* and ze xwy be such that q'; = 61(z,q1) is
an IE-state of Aj. We have g— ;*h where
h =(q'1,92,¢1,2y',u), ¥y' being the projection of y over
(M-)*. By the remark following Definition 1 the set
T'1(h) is infinite. As g—1*h, T1(h) is a subset of ['1(g). It
follows that I"1(g) is also infinite ©.

We can now prove a Theorem giving a characterisation
of those cases in which RGg is finite and Rg is finite.

Theorem 2
If RGy is finite, then Rg is finite if and only if there
exists a reachable diagonal state d = (q1,92.c1,2.€2,1)
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such that one at least of the following conditions is
Sulfilled
(1) c2,1 € PIEP(q)),
(2) cj,2 € PIEP(q3).
Proof: By Lemma 4 to prove this Theorem it is sufficent
to prove that (1) (resp. (2)) holds if and only if I'{(g) (resp.
(g)) is infinite.

If c3,1€ PIEP(qy), then ,by Lemma 6, the set I'1(g) is
infinite and so its Rg.

Suppose now that I'1(g) is infinite. By the hypothesis
of well-behaveness of S, the subgraph T of Rg spanned
by I'1(g) is a tree. Moreover, T is locally finite. By the
Koning's Lemma, there exists an infinite path in T. This
means that there exists global states g, i=1, 2,... such
that:

8=811, 82,82 -1, En 1, -

where t; = (1,a;). As c2,1 is finite, only finitely many of
the t; are receptions. It follows that there exists n=1 such
that for i>n t; is either an internal transition or an
emission. As Q is finite there exists h>k>n such that A
is in the same state, say q, both in g, and in gi. Let z be
the word of (M’lu{‘c})* corresponding to transitions ti to
th, then q=01(2.q), i. e. q is an IE-state of Aj. On the
other side if x is the word of (M*)* correspondig to the
messages received by Aj in firing transition t] to tg_1,
then it is clear that xe IEP(q) and that x is a prefix of ¢2, 1.
This means that ¢, 1€ PIEP(q), as required.

Exactly in the same way, one can prove that
c1,2€ PIEP(qp) if and only if ["2(g) is infinite ©.

function Rg_finite?(S:system) :boolean;
begin
if not RGg_finite?(S) then
return false
else
construct the set A;
for (q;,492.¢1,2,¢2,1)€A do
if c¢,,;€PIEP(g;) then
return false
else
if c;,,€PIEP(qy)
return false
fi
£fi
od
fi
end

then

Figure 8
We are now ready to prove the main result of this paper.

Theoreme 3
The finiteness of RGg is undecidable.



Proof: This Theorem is proved by showing that, if there
exists an algorithm RGg_finite? deciding about the
finiteness of RGg, then we can construct an algorithm
Rg_finite? deciding about the finiteness of Rg. If
RGg is infinite the algorithm returns false otherwise
it exhaustively examines the diagonal states looking for a
state fulfilling conditions of Theorem 2. If one such state
is found the algorithm returns £alse otherwise it
returns true. As the finiteness of Rg is undecidable
[BZ 81, BZ 83) we have a contradiction and Theorem 3 is
proved. The algorithm Rg_finite? is shown in
Figure 8 ©.

Now let's notice that in fact, we have proved a more
general result than that stated in Theorem 3. This result
follows.

Theorem 4
Let X be a class of communicating systems such that
the finiteness of RGg is decidable for those systems S
belonging to Z, then the finiteness of Rg is decidable
for every S belonging 10 X ¢.
Remark that if the system S is such that one of its
channels is bounded, then RGsg is finite. We get then the
following Corollary of Theorem 4.

Corollary
If a system S is such that one of its channels is
bounded then the finiteness of Ry is decidable ¢.

This corollary is proved in [BZ 81, BZ 83]. However,
the proof of Brand and Zafiropulo uses an algorithm which
requires the knowledge of which channel is bounded and
the value of the bound. In this respect our result is an
extension of the result of Brand and Zafiropulo. Let's give
another extension of this result through Theorem 5.

Definition 3
Let § = (A1,A2,C; 2,C2,1) be a communicating
system. We say that the channels of S are relatively
bounded if there exist constants nj and ny such that for
every reachable global state (q],92.c1 2.c2,1) such that
fe1,2/ > ny (resp. [c2,1] > n2) we have [c2 1] <nj
(resp. [c,2] <nj).
Let Z be the class of these communicating systems
whose channels are relatively bounded. The following
Lemma is straightforward.

Lemma 7
If Se Z, then RGg is finite ©.
Combining Lemma 7 and the previous Corollary we
get the following Theorem.
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Theorem 5
The finiteness of Rg is decidable for those systems
belonging to X ©.

5. Examples

Let's start by the system shown in Figure 1. It is easy
to see that neither of the two CFSM has an IE-state. Since
the reduced graph of this system is finite (see Figure 2) it
follows from Theorem 2 that the reachability graph of this
system is also finite. This result is to be compared with
what we said about the system shown in Figure 5. As we
said above neither of the two CFSM composing this
system has an IE-state. Nevertheless the reduced graph of
this system is infinite, which obviously implies that its
reachability graph is also infinite.

In the system of Figure 3, the states of the CFSM on
the left side are all IE-states. On the other hand none of the
states of the CFSM on the right side is an IE-state. One
can notice that:

PIEP(0) = c*
and that:
PIEP(1) = c*.

Examining the reduced graph of Figure 4, one can see
that:

A = {(0,0,e,8), (1,1,e,¢), (0,0,b,c)}.

Since the global states of A satisfies condition (1) of
Theorem 2, it follows that the reachability graph of the
communicating system of Figure 3 is infinite.

Finally for the system shown in Figure 6 we have
pointed out that the only IE-state is state 3 of the left side
CFSM. 1t is also easy to see that:

PIEP(0)=PIEP(1)=PIEP(2) = b{b,d}*
and
PIEP(3) = {b,d}*.

The set of reachable diagonal states of this system is given
by:

A={(0,0..), (1,1,a,b), (2,2,aa,bb)},
and it is easy to see that both states (1,1,a,b) and
(2,2,aa,bb) satisfy condition (1) of Theorem 2. It then

follows that the rechability graph of this system is
infinite.



6. Conclusion and future work

We have proved that the finiteness problem for the
reduced reachability graph of a communicating system is
undecidable. We have also extended a well known result
about the decidability of the finiteness of the reachability

graph.

Naturally our current work is oriented to determine
sufficent conditions allowing one to decide if the reduced
reachability graph is finite.
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